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Abstract—Blockchain has emerged as a novel solution address-
ing a plethora of industrial issues in domains spanning from
financial to educational. However, several challenges restrict the
widespread adoption of the technology and data privacy, with
throughput and scalability issues, ranks amongst the foremost.
In this paper, we introduce a novel privacy management plane
which integrates differential privacy to query existing relational
databases through the blockchain as well as spearheads the use
of blockchain for local differential privacy. The distinguishing
feature in the latter is that the privacy management plane
gives the data owners the right to perturb their data with the
desired privacy budget, while in the former it gives the right
to the data curator to change the privacy budget dynamically
while answering queries through the blockchain. The paper
also includes experimental evaluation of the developed privacy
management plane and integrates management operations in it
through another smart contract. The paper addresses the issue
of GDPR and it’s implications in the context of blockchain data,
while highlighting the compliance of the proposed implementa-
tion.

Index Terms—differential privacy, Laplace, blockchain,
Ethereum, smart contract, GDPR

I. INTRODUCTION

The advent of blockchain in 2008 with Bitcoin heralded
a novel era of technological innovation pervading primarily
the finance domain. The emerging technology expanded to
other domains with the passage of time, like the education,
healthcare and the supply chain industry among others. How-
ever, the envisaged utility of the technology was challenged by
inherent bottlenecks like scalability, throughput, data privacy
and security. The decentralized distributed database when
compared to relational databases scores a lower score in not
just performance but ease of use, latency and lack of data
deletion and updating [1]. The core features that blockchain
technology is leveraged upon are a trustless environment,
immutability and transparency, which come at the cost of
lack of data privacy, among the other listed challenges. The
distributed network with no single entity holding an obligation
for the entire network has created the need for new regulations
with regards to legality of smart contracts, dispute resolution
for transactions taking place through the network and even
economic uncertainty regarding the status of cryptocurrency
as being analogous to fiat money or a digital token. The

technology research firm Gartner has called blockchain privacy
poisoning [2], which implies insertion of personal data in
the public blockchain, as one of the biggest risks facing the
organizations as that makes blockchain non-compliant under
the European General Data Protection Regulation (GDPR) and
California’s Consumer Privacy Act (CCPA). The requirements
by both the laws is that the user data be deleted on need in
adherence to the “the right to be forgotten”. The immutable
feature of the distributed ledger makes it vulnerable to cyber-
attacks [3] and there exists a need to conceive a model for
utilization of blockchain by organizations whereby the design
of the decentralized applications on the blockchain makes it
resilient to such attacks.

In the wake of GDPR, CCPA and the vulnerability of
privacy-preserving blockchain platforms there is a need to
address the issue of privacy using a formal, mathematical
model for data privacy, namely differential privacy. There is
a necessity to develop a design mechanism for blockchain
usage, where the benefits of the technology do not compromise
on data privacy. Dash is a privacy-preserving blockchain and
Koldner et al. proved that it is susceptible to the cluster
intersection attack [4]. Monero is another privacy-preserving
blockchain that utilizes one-time ring signature scheme, at-
tempting to provide both untraceability and unlinkability, but is
subject to temporal analysis [5]. Zcash provides private trans-
actions secured by zero-knowledge succinct non-interactive
arguments of knowledge (zk-SNARKs) but were detected as
suffering from an inflation bug [6].

In this paper we focus on the design, development and
testing of a novel privacy management plane for preserving the
privacy of data using blockchain. We use differential privacy
as a privacy-preservation mechanism, which is a formal,
mathematical definition of privacy ensuring the preservation
of privacy during analyses. We utilize Laplace mechanism
to perturb the data and additionally we integrate the privacy
management plane with a managing smart contract to facilitate
role-based data access in the smart contract of the privacy man-
agement plane. We discuss our implementation with respect to
GDPR 2016/679, which is concerned with privacy of data in
the European Union and the European Economic Area as well
as exchange of personal data outside the addressed region.



The rest of the paper is structured as follows: State of the
art is given in Section II and the relevant background on
differential privacy is given in Section III. The design overview
of the privacy management plane is given in Section IV, which
gives the functional architecture of the privacy management
plane. The implementation of the privacy management plane
is discussed in Section V, while the experimental evaluation
of the developed privacy management plane is highlighted
in Section VI. GDPR and its implications are discussed in
Section VII, while the conclusion is given in Section VIII.

II. RELATED WORK

Zyskind et al. construct a data management platform which
involves using blockchain to restrict access to data in an off-
blockchain storage, with the key to the data stored on the
blockchain [7]. Chen et al. propose a decentralized machine
learning system, LearningChain, which ensures differential
privacy [8]. Hassan et al. discuss the privacy issues raised by
integration of blockchain with IoT and analyze privacy preser-
vation strategies, including differential privacy, in blockchain-
based IoT systems [9]. Yang et al. propose a blockchain-based
anonymization process for the data owners while providing
the functionality to validate the privacy budget and adapt it
to the privacy requirements of the data owners [10]. Dagher
et al. proposed Ancile for access control and interoperabil-
ity of Electronic Health Records. They use permissioned
blockchain to store the hashes of records and highlighted
differential privacy as future work [11]. Khan and Nassar
analyze recently proposed privacy-preserving blockchains and
emphasized on the need to implement differential privacy to
ensure data privacy in blockchains [12]. The present work
differs in proposing a novel privacy management plane, which
utilizes smart contracts to store the results of queries on the
blockchain using differential privacy. Our work also uses smart
contracts to implement local differential privacy giving an
individual user, the freedom to determine his privacy budget. In
accordance with GDPR, the privacy management plane when
used in a permissioned blockchain network, can prevent read
access to a data record.

III. BACKGROUND: DIFFERENTIAL PRIVACY

Differential privacy is a formal mathematical definition
of privacy, which ensures utilizing data for analysis while
preserving privacy [13]–[15]. In the present age where data
has become a utility, and extensive analysis of medical records
and even online activities is being conducted for research
purposes, the significance of individual privacy has increased
manifold. The access to data while ensuring a strong privacy
mechanism to retain both accuracy of data shared within the
limits of privacy is crucial [16]. The objective of differential
privacy is to ensure that the analyst remains as unaware about
any individual in the target dataset post the analysis as he
was prior to the analysis. Thus differential privacy ensures
that there is no leakage of data at the individual level in the
database. Privacy can be expressed according to the following
approaches:

1) Global privacy. The need for global privacy arises when
an organization releases the database of several people
or answers queries on the database, comprising of n
number of rows. A query, q, from the query space Q
is a function to be applied to the database. The privacy
mechanism,M is an algorithm that can be expressed as
[17]:

M : Xn ×Q −→ Y (1)

In equation 1, X is the data universe comprising of
the rows of data types, where dataset x ∈ Xn. Y is
the output space of M. The privacy mechanism thus,
takes in as input a dataset and a set of queries producing
an output string, which is expected to provide answers
to queries preserving differential privacy. This approach
is henceforth referred to as global differential privacy
(GDP) in the paper.The privacy mechanism M is said to
be ε-differentially private if it satisfies the following for
every pair of neighbouring datasets x and x′ and every
query q ∈ Q, where x, x′ ∈ Xn [17]:

∀y ∈ Y,Pr[M(x, q) = y] ≤ eε·Pr[M(x′, q) = y] (2)

In equation 2, x and x′ differ by only one row.
2) Local privacy. The need for local privacy arises when a

user discloses his personal information voluntarily. This
disclosure assumes that the data owners do not trust the
data curator and add noise to their data locally. The
privacy algorithm can be expressed as [18]:

∀y ∈ Range(π) : Pr[π(v) = y] ≤ eεPr[π(v′) = y]
(3)

It is assumed that the user has a private value vi in some
domain D, then the algorithm π is used to add noise
to vi and is sent as π(vi) to the data curator to derive
statistical information from it. Equation 3 depicts the set
of all possible output values in Range(π) for any input v
and v′ for the algorithm π, where ε ≥ 0. This algorithm
is formally taken as satisfying ε-local differential privacy
[18]. This approach is henceforth referred to as Local
Differential Privacy (LDP) in the paper.

Privacy budget is indicated by ε and it is used to control
the output of the algorithms used in a privacy mechanism.
The privacy budget determines how private the output of the
algorithm is. Smaller values of ε indicate more private data
with a loss of accuracy. The value of ε is generally taken to
be 0.01, 0.1, 0.5 and 0.8 [19].

Sensitivity determines how much noise is to be added to
the results in differential privacy. It depends on how much the
output can change on the insertion or deletion of a single row
in a dataset.

A. Laplace Mechanism

The primary mechanisms to add noise in differential privacy
are the Laplace mechanism and the exponential mechanism.
The parameter noise is related to the privacy budget and
the sensitivity. The Laplace mechanism adds perturbation to
the data with noise according to the Laplace distribution in



a numerical output whereas the exponential mechanism is
mainly used when the outputs are non-numerical. In this
work, we focused on Laplace mechanism since the dataset
we employed for evaluation is mainly numerical. The scale
of the noise in the Laplace mechanism is dependent on the
sensitivity function, divided by ε [20].

1) Laplace Distribution.: The Laplace distribution, Lap(b)
with a scale b (centered at 0) is the distribution with the
probability density function [21]:

Lap(x|b) =
1

2b
exp

(
−|x|
b

)
(4)

The variance of the distribution is σ2 = 2b2. In equation 4,
x ∈ N|X |, where the domain N denotes the set of all non-
negative integers including zero. The most fundamental types
of database queries are numeric queries, functions:

f : N|X | −→ Rk (5)

Equation 5 depicts queries that map databases to k real
numbers. The Laplace Mechanism for any function f given
in equation 5 can be stated as:

ML(x, f(.), ε) = f((x) + (Y1, ....Yk) (6)

In equation 6, Yi are random variables drawn from Lap(∆f/ε)
[21].

IV. DESIGN OVERVIEW: PRIVACY MANAGEMENT PLANE

We developed a privacy management plane to assist in the
preservation of both local and global differential privacy. The
privacy management plane comprises of a smart contract de-
ployed on Ethereum and a web application. The smart contract
is deployed on the Ethereum blockchain network through a
decentralized application. The smart contract has functions that
cater to both global privacy for organizations owning private
databases as well as local privacy for individual data owners.
The functional architecture of the privacy management plane
is given in Fig. 1.

Fig. 1: Functional Architecture of the Privacy Management
Plane

The mechanism to achieve differential privacy using the
privacy management plane is enumerated below:
• Local Differential Privacy: The user inputs the raw data

from the frontend of the decentralized app, which is sent

by a POST request to a web application, which adds
Laplace noise to the raw data depending on the value of
ε chosen by the user. The raw data is never stored in the
web application. Once the Laplace noise has been added,
the skewed data is recorded on the blockchain through
the smart contract. This perturbed data is saved by the
web application temporarily. This is analogous to users
sending data to the data curator by adding noise locally
instead of trusting the data curator with their data. The
blockchain can function as the data curator in this respect.

• Global Differential Privacy: The user sends a query
through the frontend of the decentralized app, which is
received by the web application as a POST request. The
web application queries the original database, gets the
result of the query, adds Laplace noise to it and thereafter
returns the result to the decentralized app. The result
is also stored on the web application temporarily. The
decentralized app records the result through the smart
contract on the Ethereum blockchain platform, which can
be seen by the user who sent the original query as well
as others who have a similar query. In this scenario the
algorithm that computes the result of the query and adds
noise to it functions as the curator.

V. PRIVACY MANAGEMENT PLANE IMPLEMENTATION

The privacy management plane broadly consists of two
components, namely the decentralized app, Laplace dapp,
and the web application. An overview of the implemen-
tation is given in Fig. 2. The privacy management plane
was developed using the Truffle development environment
[22], Flask 1.1.1 [23] and Python 3.7.3. The smart contract
was coded and tested on Remix [24], the local Ganache
[22] blockchain network and public Ethereum testnet, Rop-
sten [25]. It is available for access at the Ropsten address
0x13D2E4931C821763145bf18e1f8bE87079F4c84C. The cost
computation was also accomplished on all the testing plat-
forms and shown for Ropsten testnet in Table I. A video
depicting the demo of privacy management plane on the local
Ganache blockchain network can be accessed from [26].

Fig. 2: Implementation Overview of the Privacy Management
Plane



We used a dataset containing loan details linked to accounts,
loan.asc, taken from an anonymized dataset of Czech bank
[27] to implement and test the smart contract in the pri-
vacy management plane. The dataset had columns loan_id,
account_id, Date, Amount, Duration, Payments and Status.
The coded smart contract in the decentralized management
plane has functions to cater to recording the query results
for this dataset. The differentially private data input by the
user to the smart contract to demonstrate local differential
privacy incorporates utilizing the data from this dataset for the
purpose of validation of the implementation. The data used is
merely for the purpose of demonstration of the utility of the
implementation in preserving privacy by skewing the original
data. A function to answer a simple query by the user to find
the mean of the column Payments or the column Amount is
given in Listing 1.

Relevant code before the indicated function declares a new
type through a struct Query, which includes 4 fields namely
the ID of the query, the selection of the column the user desires
the mean of, the value of ε and the query result. It must be
noted however that in a practical deployment the value of ε
should not be known to the user in the scenario of global
differential privacy. We have included it in the smart contract
to assist in the experimental evaluation of the developed dapp
and to demonstrate by our development that blockchain can
be utilized to achieve differential privacy. A mapping is also
declared before the indicated function to ensure that for the
ID of the query used as key we can access all the fields in
the query. The most recent query will have an ID equal to the
total number of queries and hence the usage of numQueries
to access the fields in the query. Lines 7 to 15 comprise of
the function to record the query result to find the mean of the
desired column in the dataset.

1 pragma solidity 0.6.1;
2 contract Primary{
3 //code preceding the function
4 mapping(uint=>Query)queries;
5 uint numQueries;
6 //function for simple query
7 function simpleQuery(uint epsilon, uint choiceID,

↪→ uint result)public{
8 numQueries++;
9 queries[numQueries].queryID=numQueries;

10 queries[numQueries].epsilon=epsilon;
11 queries[numQueries].selection=choiceID;
12 queries[numQueries].result=result;
13 }
14 //rest of the code
15 }

Listing 1: Smart Contract Function for a Simple Query

The addition of Laplace noise to the data of a user to achieve
local differential privacy is depicted in Listing 2. The function
receives the value of the variable through a POST request and
thereafter uses numpy to add Laplace noise depending on the
value of ε chosen by the user. The perturbed data is written
to a file, which is retrieved by the Laplace dapp to record the
data on the blockchain.

1 #code preceding the function definition

2 @app.route(’/localdp’,methods = [’POST’])
3 def localdp():
4 if request.method == ’POST’:
5 a = int(request.form[’amount’])
6 duration = int(request.form[’duration’])
7 payments = int(request.form[’payments’])
8 epsilon = float(request.form[’epsilon’])
9 scale=1/ epsilon

10 s=np.random.laplace(0, scale, 1)
11 a=a+s
12 duration=duration+s
13 payments=payments+s
14 f=open("localdp.txt","w+")
15 f.write("%d %d %d %f\n" % (a,duration,

↪→ payments,epsilon))
16 return "Success! Local Differential Privacy

↪→ Achieved"
17 #rest of the code

Listing 2: Addition of Laplace Noise to User Data

VI. EXPERIMENTAL EVALUATION OF THE PRIVACY
MANAGEMENT PLANE

We tested the privacy management plane with the dataset,
(n=683) containing loan details linked to accounts, loan.asc,
taken from the anonymized dataset of Czech bank [27]. We
deployed and tested the smart contract in the Ropsten testnet
of Ethereum. The cost computation for the deployment of the
smart contract in Ropsten and the functions used in the smart
contract are given in Table I. The cost for the deployment
of the smart contract (SC) is $0.11. We coded a function
to calculate the mean of the column amount or the mean
of the column payments giving the option to the user to
choose the column. A query to find the sum of either column
costs $0.02. We coded a function in the smart contract to
cater to a complex query where we find the column amount
grouped by the columns duration and payments. The query
result comprises of 3 columns with 683 rows. The cost of this
query in the blockchain was $18.59. The cost computation has
been done using average confirmation time, where the mean
time to confirm was approximately 1874 seconds and 125.8
blocks on the day of computation [28].

Account Gas Used Price (ETH) Price ($)

SC deployment 570199 0.0006272 0.10662
Simple query 127092 0.0001398 0.02377
Complex query 145656*683 0.1094 18.59
LDP 148103 0.0001629 0.02769

TABLE I: Cost Computation In Ethereum

In order to aid in our demonstration of the experimental
evaluation we used a small subset (n=10) of the entire dataset
from Berka [27], which is given in Table II. The given set
of records indicates a few selected columns from the original
dataset.

We conducted the following tests through the decentralized
app [26]:
• Query to find the mean of the column Payments at

different values of ε and read the query result from the
blockchain. The true mean of the column is 4571.2, which



Amount Duration Payments Status

96396 12 8033 B
165960 36 4610 A
127080 60 2118 A
105804 36 2939 A
274740 60 4579 A
87840 24 3660 A
52788 12 4399 A

174744 24 7281 B
154416 48 3217 A
117024 24 4876 A

TABLE II: Demonstration Dataset

can be verified from the dataset in Table II. The test
results are given in Table III.

• Query to find the mean of the column Amount at different
values of ε and read the query result from the blockchain.
The true mean of the column is 135679.2, which can be
verified from the dataset in Table II. The test results are
given in Table III.

• Complex query to find the column Amount grouped by the
columns Payments and Duration. The results are depicted
in Fig. 3.

• We simulate the input of values by 3 users by the input of
the raw data from the first three rows of the dataset given
in Table II. The data comprises of three variables from
the columns Payments, Amount and Duration through
the privacy management plane. The perturbed result is
stored on the blockchain. The results are read from the
blockchain and are visualized through the Laplace dapp
in Fig. 4. The figure depicts the accomplishment of local
differential privacy, where the results are stored on the
blockchain and the raw data is not stored at any phase of
the interaction between the different components of the
privacy management plane.

ε Mean Column

0.01 4917.78 Payments
0.2 4574.29 Payments
0.5 4571.67 Payments
0.05 135701.82 Amount
0.3 135689.01 Amount
0.7 135679.11 Amount

TABLE III: Simple Query Execution in the Privacy Manage-
ment Plane

Fig. 3: Complex Query result from the Blockchain

An evaluation of the developed privacy management plane
depicts that both global and local differential privacy can be

Fig. 4: Differentially Private Data read from the Blockchain

achieved through the blockchain ensuring the integrity of the
recorded data. The complexity of the underlying blockchain
and the privacy management plane will be hidden behind the
decentralized application enhancing the potential usage.

A. Managing Smart Contract for Role-based Data Access

In [29], a management plane was developed, which facil-
itated data-filtering and monitoring services to blockchain-
based applications employing smart contracts. The manage-
ment plane accomplished role-based access to blockchain data
through dedicated managing smart contracts. Their primary
utility is that an organization can manage multiple smart con-
tracts through a single managing smart contract. Blockchain
permits data to be appended but prevents deletion ensuring that
the data once added cannot be erased. We coded a managing
smart contract (MSC) to manage the smart contract (SC) in
the privacy management plane to restrict the read access to
a blockchain record, through the SC. It will still be possible
to read the data from the distributed database of the public
blockchain. However in an optimally configured permissioned
blockchain, the read access can be restricted to only through
the smart contracts and then the target record will no longer
be available to be read from the blockchain by the users. This
can be accomplished by permitting only the users that register
through the SC to have read access. A special identifier can
be assigned to each registered user. Permissioned blockchains
have an access-control layer built into the nodes and the
implemented functionality in this paper to make a certain
data record unavailable through the smart contract will work
seamlessly [30].

1 pragma solidity ^0.6.1;
2 contract Managing{
3 function updateAccess(uint ID)public {
4 address SC=0xe7370Fd93bFF00e7Aa98c47665C7DD

↪→ 18189CF5D2;
5 (bool success, bytes memory data) = SC.call(

↪→ abi.encodePacked(bytes4(keccak256("
↪→ updateID(uint256)")),ID));

6 }
7 }

Listing 3: Managing Smart Contract

The updated smart contract, SC, was deployed
and tested on the Ropsten testnet of Ethereum.
The address of the deployed smart contract is
0xe7370Fd93bFF00e7Aa98c47665C7DD18189CF5D2.
MSC was also deployed and tested on Ropsten
and the address of the deployed smart contract is



0xE94442bAb9c6500f842E374D7013953ee240630c. We
computed the costs of MSC and the updated smart contract,
SC, which incorporated an additional function, updateID(uint
ID), to update the ID of the record accessed to revert the
transaction in case the record with that ID is queried. MSC
was provided with the address of the deployed smart contract,
SC, and the function to update the target record was made
private in SC. The price in $ for the transactions reflects
the conversion rate the day the transaction was conducted
and is subject to fluctuations. The mean time to confirm
the transactions was 1874 seconds while the mean time to
confirm in terms of blocks was 125.8 [28]. MSC is given

Account Gas Used Price (ETH) Price ($)

Updated SC Deployment 605114 0.0006656 0.11315
MSC deployment 165493 0.000182 0.03094
updateID(uint ID) 22935 0.0000252 0.00428

TABLE IV: Cost Computation for Integration of a Managing
Smart Contract

in Listing 3. Line 4 declares the Ropsten address of the
deployed SC while line 5 calls the function updateID(uint ID)
in the SC. As a result of this when a call is made to read the
data of the customer with the ID passed from the managing
smart contract, the blockchain reverts the transaction through
the SC.

VII. COMPLIANCE TO GDPR AND IMPLICATIONS

The rise of digitising communication forms and societal
relationships has positioned differential privacy as an im-
portant mechanism to tackle socioeconomic concerns [31].
Although this paper is targeting computational aspects of
differential privacy, and introduces a novel approach to manage
differential privacy in blockchains, the societal and economic
implications of the developed privacy management plane are
also an important consideration. Individuals’ attitude on data
privacy can vary over time and it is therefore of crucial
importance to differentiate among different data privacy at-
titudes of individuals [32]. The Privacy Act in the United
States [33], which dates back to 1974, follows a “Notice and
Choice” policy to safeguard data privacy of individuals. The
recently introduced General Data Protection Rule (GDPR) [34]
in the European Union, however, extends upon this policy, and
introduces the rule of "Right to be forgotten" to adopt regu-
latory mechanism to changing data privacy considerations of
individuals, as well as to safeguard data privacy of individuals
in the digitized world. GDPR establishes clear and consequent
rules that govern the transfer and circulation of personal
data among different parties, along data supply chains. It
is a novel, forward-looking regulatory element of its kind.
As such, it declares and provides elementary rules, assigning
power to individuals to manage their own data according to
their preferences. Consequently, the decision-making power
that is being given implies new regulatory requirements that
institutions, data curators need to seriously comply with and
failure to adhere would incur high financial penalty [35].

Multiple points of tension have been identified between
GDPR and blockchains and they can be broadly categorized
into the following factors as causative agents [36]. The factors
responsible for the discord between blockchains and GDPR
together with an elaboration on how the privacy management
plane resolves them are given below:

1) GDPR is based on the assumption that for each data
point, there exists a legal entity (data controller),
who is responsible for the enforcement of the rights
of the data subjects under the GDPR. The developed
privacy management plane while ensuring global differ-
ential privacy queries a database under the control of
a data curator, who is responsible for determining the
privacy budget and storing the perturbed query result
on the blockchain. In case of local differential privacy,
GDPR compliance can be achieved in a permissioned
blockchain network, where the legal entity/ entities who
employed a permissioned blockchain network for their
organization are responsible for the enforcement of
GDPR. Their role can be seen in the managing smart
contract that was coded to prevent a data record on the
blockchain from read access.

2) GDPR is based on the assumption that data can be
erased or modified when necessary in compliance
with the legal requirements such as Articles 16 and
17 GDPR. The data queried from the database in global
differential privacy is off the blockchain and any record
can be easily erased or modified. The query result stored
on the blockchain will not be impacted significantly by
the addition or deletion of a data record pertaining to
an individual in the database as per the definition of
differential privacy discussed in section III. In case of
local differential privacy, we state the significance of
the access layer in a permissioned blockchain network
for the implementation of the privacy management plane
discussed in subsection VI-A. The managing smart con-
tract when given the ID of the customer record stored
on the blockchain updates the read access to revert()
the transaction when the ID is invoked using a call()
preventing the record from being read.

Additionally in achieving global differential privacy the data
curator has already anonymized the dataset before Laplace
noise is added to the query result through the privacy man-
agement plane. In case of local differential privacy, the
pseudonymous identity of the individuals revealed through the
public-private key pair can be masked by a single or multiple
designated blockchain addresses recording data on behalf of
the individuals in the blockchain. The cost computation of the
transactions conducted by an individual can be negotiated off
the blockchain with deduction of deposited fiat money/ cryp-
tocurrency on registration in the decentralized app and input
of data through the decentralized app before it is perturbed to
be stored on the blockchain.

The significance of the developed privacy management
plane in adhering to GDPR lies in a crucial design element,



where the employment of the privacy management plane
to store data on blockchains becomes the function of the
differential privacy configurations of the data owner himself.
This architectural design strategy provides competitive ad-
vantage for any blockchain-based application especially for
the European market, as it ensures compliance to GDPR,
permitting data to be shared only if the individual, i.e. the data
owner, allows it. As a novel socioeconomic consequence, the
proposed solution actually gives the decision-making power
directly in the hands of users to manage the privacy of their
own data. Besides the associated operational costs of utilizing
the privacy management plane, the differential privacy choices
of data owners might carry potential financial implications for
the data curators too. This added power thus might allow data
curators to introduce novel data handling practices for users
with direct commercial and socioeconomic consequences.
Our proposed application for safeguarding digital information
upon individuals’ choices will allow corporations to develop
blockchain-based applications that not only remain compliant
with elementary data protection rules, but also pave the way
for developing and applying incentive schemes for individuals.
This will facilitate individuals to address and to handle their
data as an asset. On a longer run, such a mechanism could
lead individuals to explore and to understand the valuing
fundamentals of their own personal data.

VIII. CONCLUSION

In this paper, we introduced a novel privacy management
plane which is a pioneering step towards achieving GDPR
compliance through the blockchain using differential privacy
managed through smart contracts. The developed privacy
management plane facilitated data curators to allow queries on
a database through a decentralized application with the query
results being stored on the blockchain. The storage of query
results on the blockchain paves the way for multiple usage of
the results without compromising on the integrity of the result
and absolves the need for repetition of the same query by
others. The privacy management plane also demonstrated the
integration of local differential privacy with the individual data
owners selecting the level of data perturbation and controlling
the privacy budget through a blockchain-based decentralized
application. Cost computation was done to give an estimate of
the financial expenses that will be incurred to store data on the
blockchain using differential privacy through a smart contract.
An extension to the privacy management plane integrated the
management by another smart contract to prevent a data record
stored on the blockchain from being read through the smart
contract in the privacy management plane. This enhancement
when used in a permissioned blockchain network will ensure
the data owner’s right to revoke his permission for sharing his
data. The developed decentralized application to achieve local
differential privacy can be used by organizations to collect
perturbed data, giving the users the right to control the privacy
of their data with the data being stored off the blockchain
if needed and queried in a global privacy context through
the blockchain. The implementation is a basic step towards

ensuring data privacy and compliance to GDPR. Future work
will involve developing a more secure mechanism to access
the relational database and add Laplace noise.
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