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Abstract. We present functional encryption schemes for attribute-weighted sums, where encryption takes as in-

put N attribute-value pairs (x;, z;) where x; is public and z; is private; secret keys are associated with arithmetic

branching programs f, and decryption returns the weighted sum Zi.\i 1 f(x;)z; while leaking no additional infor-

mation about the z;’s. Our main construction achieves

(1) compact public parameters and key sizes that are independent of N and the secret key can decrypt a ciphertext
for any a-priori unbounded N;

(2) short ciphertexts that grow with N and the size of z; but not x;;

(3) simulation-based security against unbounded collusions;

(4) relies on the standard k-linear assumption in prime-order bilinear groups.

— Contents —

§1. Introduction, 1 §2. Technical Overview, 6 §3. Preliminaries, 10 §4. Definitions and Tools, 11 §5. Ione:
One-Slot Scheme, 12 §6. Iext: Extending [Mone, 19 §7. II,pq: Unbounded-Slot Scheme, 21 §8. I p: Multi-
Client Scheme, 28  §A. Partial Garbling, 37  §B. Concrete instantiation of I 4 in Section 7, 38

1 Introduction

In this work, we consider the problem of computing aggregate statistics on encrypted databases. Consider a database
of N attribute-value pairs (x;, z;);=1,.,n, Where x; is a public attribute of user i (e.g. demographic data), and z; is
private sensitive data associated with user i (e.g. salary, medical condition, loans, college admissions outcome). Given
a function f, we want to privately compute weighted sums over the z;’s corresponding to

N
Y f(x)zi
i=1

We refer to this quantity as an attribute-weighted sum. An important special case is when f is a boolean predicate, so
that the attribute-weighted sum

N
Y flxzi= ), oz @
i=1 iif(x;)=1

corresponds to the average z; over all users whose attribute x; satisfies the predicate f. Concrete examples include av-
erage salaries of minority groups holding a particular job title (z; = salary) and approval ratings of an election candidate
amongst specific demographic groups in a particular state (z; = rating). Similarly, if z; is boolean, then the attribute-
weighted sum becomes }°;.,—1 f(x;). This could capture for instance the number of and average age of smokers with
lung cancer (z; = lung cancer).

* Supported by ERC Project aSCEND (H2020 639554) and the French FUI project ANBLIC.
** Supported by NSFC-ISF Joint Scientific Research Program (61961146004) and the ERC Project aSCEND (H2020 639554). Part of
this work was done while at ENS, Paris.
*** Supported in part by ERC Project aSCEND (H2020 639554).



This work. We study functional encryption (FE) schemes for attribute-weighted sums [39,28,15,26], for a more general
setting where the attribute-value pairs and the output of f are vectors. That is, we would like to encrypt N attribute-
value pairs (X;,2;);=1,..,n to produce a ciphertext ct, and generate secret keys sk so that decrypting ct with sk s returns
the attribute-weighted sum Y ; f(x;)"z; while leaking no additional information about the individual z;’s. We want to
support rich and expressive functions f, such as boolean formula and simple arithmetic computation. In addition,
we want simulation-based security against collusions, so that an adversary holding secret keys for different func-
tions learns nothing about the z;’s beyond the attribute-weighted sums for all of these functions. As articulated [15],
simulation-based security is the right notion for functional encryption applied to real-world data.

In many databases, it is often the case that the size of each attribute-value pair (x;,z;) is small and a-priori bounded,
whereas the number of slots N is large and a-priori unbounded. This motivates the notion of an unbounded-slot FE
scheme for attribute-weighted sums, where a secret key sk can decrypt encrypted databases with an arbitrary num-
ber of slots. Indeed, handling arbitrary-sized inputs is also the motivation behind studying ABE and FE schemes for
DFA and NFA [41,9]. In an unbounded-slot FE, key generation and the size of sky depends only on f and not N. This
provides stronger flexibility than standard ABE and FE (even in the so-called unbounded setting [35,16,27,21]), where
each sk only works for a fixed N. In practice, this means that we can reuse the same set-up and secret keys across
multiple databases without an a-priori upper bound on the database size N.

1.1 Our Results

We present an unbounded-slot functional encryption scheme for attribute-weighted sums for the class of functions
[ captured by arithmetic branching programs (ABP), a powerful model of computation that captures both boolean
formula and branching programs with only a linear blow-up in size. Our construction achieves:

(1) compact public parameters and key sizes that are independent of V;

(2) short ciphertexts that grow with N and the size of z; but not x;;

(3) selective?, simulation-based security against unbounded collusions;

(4) relies on the standard k-linear assumption in prime-order bilinear groups.

As with all prior FE schemes that rely on DDH and bilinear groups [3,8,5,36,12,31,32,19], efficient decryption requires
that the output of the computation Zﬁ\i 1 f&;)7z; lies in a polynomial-size domain. We also show how to extend our
unbounded-slot scheme to a setting where the database is distributed across multiple clients that do not completely
trust one another [23,20], assuming some simple non-interactive MPC set-up amongst the clients that does not de-
pend on the database and does not require interaction with the key authority.

Prior works. While we regard the unbounded-slot setting as the key conceptual and technical novelty of this work, we
note that FE for attribute-weighted sums for N = 1 already captures many functionalities considered in the literature,

e.g.

(i) FE for inner product [3,8] where f outputs a fixed vector,
(i) attribute-based encryption (ABE) by taking z to be the payload,
(iii) attribute-based inner-product FE [19,4], where ciphertexts are associated with a public x and a private z, and keys
with a boolean formula g and a vector y, and decryption returns z'y iff g(x) = 1, by taking f(x) := y- g(x), which
can be computed using an ABP.

On the other hand, none of these three classes captures the special case of attribute-weighted sums in (1). We show a
comparison in Fig 1. The more recent works in [31,32] do capture a larger class supporting quadratic instead of linear
functions over z,° but in a weaker secret-key setting, which is nonetheless sufficient for the application to obfuscation.
Finally, none of these works consider the unbounded-slot setting.

4 We actually achieve semi-adaptive security [18], a slight strengthening of selective security.
5 Note that we can also capture the same class with a quadratic blow-up in ciphertext size.



1.2 Our construction

We present a high-level overview of our unbounded-slot FE scheme for attribute-weighted sums. We start with a one-
slot scheme that only handles N = 1, and then “bootstrap” to the unbounded-slot setting. The main technical novelty
of this work lies in the bootstrapping, which is what we would focus on in this section.

A one-slot scheme. In a one-slot FE scheme, we want to encrypt (x,z) and generate secret keys sk for computing
f X"z, while leaking no additional information about z. We adopt the framework of Wee’s [43] (which in turn builds
on [33,40,42,30]) that builds a FE scheme for a closely related functionality f(x)"z i 0; the construction also achieves
selective, simulation-based security under the k-Lin assumption in prime-order bilinear groups. We achieve a smaller
ciphertext, and an algebraically more concise and precise description. Our simulator also embeds the output of the
ideal functionality f(x)'zinto the simulated sk. This is in some sense inherent for two reasons: (i) the ciphertext has
a fixed size and cannot accommodate an a-priori unbounded number of key queries [6], (ii) in the selective setting,
we do not know f or f(x)"z while simulating the ciphertext.

The unbounded-slot scheme. A very natural approach is to use the one-slot scheme to compute
fxi)'z;,i=1,2,...,N )

by providing N independent encryptions cty, 5; of (x;,z;). The secret key is exactly that for the one-slot scheme and
therefore independent of N, and decryption proceeds by decrypting each of the N one-slot ciphertexts, and then com-
puting their sum. The only problem with this approach is that it is insecure since decryption leaks the intermediate
summands.

Firstidea. To avoid this leakage, we would computationally mask the summands using DDH tuples, by using the
one-slot scheme to compute

[fx)'zi +w;r],i=1,2,...,N 3)
where

- the w;’s are sampled during encryption subject to the constraint Zé\i L wi=0;
- ris fresh per secret key; and
- [-] denotes “in the exponent” of a bilinear group.

Multiplying the partial decryptions yields [Y.; f(x;)"z;], and we need to perform a brute-force discrete log to recover
the answer. Indeed, we can modify the one-slot scheme to support the functionality in (3), where the one-slot en-
cryption takes as input (x;,z;||w;) (wWhere w; is also private) to produce a ciphertext cty; z;w,, and with secret keys
sk, associated with (f, r). Henceforth, we describe the proof strategy for a single secret key query for simplicity, but
everything we describe extends quite readily to an unbounded number of key queries.

The intuition is that the partial decryptions now yield

( Dec(Skf,r; Clx;,z1 wl)» DeC(Skf,r;Ctxz,ZZH wz); ceey DeC(Skf,r;Cth,zN\le) )

= ([f&x)'z +wsr], [f(x2)"2p + wor], o If&N)TZy +wyr] ),
R m W), ezt whl, ., f&0 Zy W] ), Zwl=0
=s (X f&)'zi+wil, [whl, o W] ),

As with the one-slot scheme, we need to embed these N partial descriptions into sk , in the proof of security. Trans-
lating this intuition into a proof would then require embedding ~ N units of statistical entropy into the simulated sk,
in the final game; this means that the size of sk for would grow with N, which we want to avoid!



Second idea. Instead, we will do a hybrid argument over the N slots, collecting “partial sums” ¥;<,, f(x;)"z; (with
1 =n < N) as we go along, which we then embed into the simulated sky,,. This proof strategy is in fact inspired by
proof techniques introduced in the recent ABE for DFA from k-Lin [24], notably the idea of propagating entropy along
the execution path of a DFA.

In particular, for N = 3, partial decryption now yields

( Dec(skf,,,ctxl,zl” wi ) Dec(skf,,,ctX2,Z2” wy)s Dec(skfyr,ctXSIZSH ws) )
= ([f&x)Tz1+wyrl], [fx2)'z2 +worl,  [f(x3)'zzg+wsr] ) @

= ([fx)'z1+ f(x2) 22+ wyrl, (warl, [f(x3)'zs+wsr] )

DSCH ([fx1)"z1 + f(X2) 22 + f(x3) 23 + wy r], [war], [wsr] )

where the first s CH uses pseudorandomness of ([w-r], [r]) and the second uses that of ([w3r], [r]).
Next, we need to design the ciphertext and key distributions for the unbounded-slot scheme so that partial de-
cryption yields the quantities in (4). We begin by defining the final simulated ciphertext-key pair as follows:

(Ct;I)CtXZ,OH wor .- -;Cth,OH wN); Sk;,r (5)
where

- (cty,,sk} ) are obtained using the simulator for the one-slot scheme so that

Dec(sk} ., cty,) = [wir +Zf(xi)TZi]
1

That is, we embed [w;r +Y; f(x;)"z;] into the simulated sk; -
— Ctx;01w;, i > 1 are generated as normal encryptions of (x;,0 w;) (instead of normal encryptions of (x;,z;|w;)) so
that

Dec(sk} ., Ctx;,01w,) = Dec(sky,, ctx; ow,) = [wir],i > 1

Here, we use fact that simulated secret keys behave like normal secret keys when used to decrypt normal cipher-
texts.

This distribution can be computed given just _; f(x;)"z; and matches exactly what we need in the final game in (4).

Third idea. Now, consider the following attempt to interpolate between the normal distributions and the simulated
distributions for the case N = 2:

( Ctx),z) w1 r Ctxo,zpllws» Skf,r )

=c (cty, Ctxo,zalwyr SK ), Dec(sky ,ctg)) = [f(x1)"z1 + wy 7]
=c (cty, 222, skt ),
=c (cty, Ctxy, 0wy SKp, ), Dec(sky ., ctg) = [f(x1)"z1 + f(x2)"zp + wy 7]

where the first row is the real distribution, the last row is the simulated distribution in (5), and the first =, follows from
simulation-based security of the one-slot scheme. A natural idea is to replace “???” with a simulated ciphertext cty, but
this is problematic for two reasons: first, we cannot switch between a normal and simulated ciphertext in the presence
of a simulated key, and second, the simulator can only generate a single simulated ciphertext.

Luckily, we can overcome both difficulties by modifying the unbounded-slot FE scheme to use fwo independent
copies of the one-slot scheme as follows:

- setup generates two one-slot master public-secret key pairs (mpk;, mski), (mpk,, mska);

- to encrypt (X;,2;);=1,.,N, We generate Cty, z |w, W.I.t mpk; and the remaining ctx, 7, |jw;» i = 2,..., N W.I.t. mpk,;

.....

— the secret key contains two one-slot secret keys sk ¢, 1,5k, ,» generated for (f, r) but using msky, msk; respectively.



Scheme Enc KeyGen Function Security ct]

OT12, KSW08 [37,38,33]  z y Zy=0  ADIND  O(z)
ALS16, ABDP15 [3,8] Z y ZTy AD-IND O(|z|)
W17 [43] Xz f ABP Zf®E0  SASIM  O(x|+|z))
DOT18 [21] X,Z f ABP z' f(x) 2 0 AD-SIM  O(|x| + |zl)
ACGU20,CZY19 [4,19] %z  y,fNCl  f®-zZ'y AD-IND O(x|+|z))
ACGU20 [4] 71,2 YL Y2 z]y) ifz)y2 =0 AD-IND O(lz1|+|z2])
This work (§5) X,Z f ABP sz(x) SA-SIM O(|z])

Fig. 1. Comparison of prior public-key schemes with our construction for N = 1. Throughout, x is public and z,z;,z, are private,
and |ct| omits the contribution from x.

That would in fact be our final construction, where the asymmetry of encryption with respect to the first slot reflects
the asymmetry of the simulated ciphertext in (5). Note that the first issue goes away because we can switch between
a normal and simulated ciphertext w.r.t. mpk, in the presence of a simulated secret key w.r.t. mpk;; the second goes
away because the two simulated ciphertext correspond to mpk; and mpk, respectively. We defer the remaining details
to the technical overview in Section 2 and the formal scheme in Section 7.

The multi-client setting. Now, consider a setting where the database (x;,z;);=;,. n are distributed across multiple
clients that do not completely trust one another [23,20]; in practice, the clients could correspond to hospitals hold-
ing medical records for different patients, or colleges holding admissions data. It suffices to just consider the setting
with N clients where client i holds (x;,z;). Note that to produce the ciphertext in our unbounded-slot FE scheme, it
suffices for the N clients to each hold a random private w; (per database) subject to the constraint }_ w; = 0, which
is simple to generate via a non-interactive MPC protocol where each client sends out additive shares of 0 [13]. More-
over, generating the w;’s can take place in an offline, pre-processing phase before knowing the database, and does
not require interacting with the key generation authority. Moreover, our unbounded-slot FE scheme also achieves a
meaningful notion of security, namely that if some subset S of clients collude and additionally learn some sk ¢, they will
not learn anything about the remaining z;’s apart from }_;¢5 f (x;)"z; (that is, the attribute-weighted sum as applied to
the honest clients’ inputs); security is simulation-based and also extends to the many-key setting. In order to achieve
this, we require a slight modification to the scheme to break the asymmetry with respect to the first slot: to encrypt
(x4,Z;), client i samples random z;., w; and publishes a one-slot encryption of (x,-,z;. I w;) under mpk; and another of
(x;,Z— z’l. lw; — wg) under mpk,. This readily gives us a multi-client unbounded-slot FE for attribute-weighted sums;
we refer the reader to Section 8 for more details of the definition, construction and proof.

1.3 Discussion

Additional related works. As noted earlier in the introduction, our unbounded-slot notion is closely related to uni-
form models of computation with unbounded input lengths, such as ABE and FE for DFA and NFA [41,24,9,10]. At a
very high level, our construction may be viewed as following the paradigm in [9,10] for building ABE/FE for uniform
models of computation by “stitching” together ABE/FE for the smaller step functions; in our setting, the linear relation
between the step functions and the overall computation makes “stitching” much simpler. The way we use two copies
of the one-slot scheme is also analogous to the “two-slot, interweaving dual system encryption” argument used in the
previous ABE for DFA from k-Lin in [24], except our implementation is simpler and more modular.

On selective vs adaptive security. We believe that selective, simulation-based security already constitutes a meaning-
ful notion of security for many of the applications we have in mind. For instance, in medical studies, medical records
and patient conditions (the x;,z;’s) will not depend —not in the short run, at least— adaptively on the correlations (the



Scheme et Isk| Assumption

Hone (§5) n' +2k+1 (k+Dnm+QRk+1)m+(k+1)n’ k-Lin
n'+3 2nm+3m+2n SXDH

Mupg §7,§B) n/'N+@Bk+1DN (Qk+2)nm+@k+2)m+@2k+2)n’+k  k-Lin
n'N+4N Aanm+6m+4n’ +1 SXDH

Fig. 2. Summary of ciphertext and key sizes of our one-slot scheme Ilone and unbounded-slot scheme I1,,,,4. Recall that n = |x| =
Ix;|, ' = |z| = |z;|, m is proportional to the size of f and N is the number of slots. In the table, we count the number of group
elements in G (resp. Gy) in the column |ct| (resp. column [sk|). Note that SXDH=1-Lin.

functions f’s) that researchers would like to investigate. Nonetheless, we do agree that extending our results to achieve
adaptive security is an important research direction. Concretely,

— Can we show that the one-slot scheme achieves simulation-based, adaptive security in the generic group model,
as has been shown for a large class of selectively secure ABEs [11]?

- Can we construct an adaptively secure unbounded-slot FE for arithmetic branching programs with compact ci-
phertexts without the one-use restriction from k-Lin? We conjecture that our transformation from one-slot to
unbounded-slot preserves adaptive security. Solving the one-slot problem would require first adapting the tech-
niques for adaptive simulation-based security in [21,7], and more recent advances in [34] to avoid the one-use
restriction.

Open problems. We conclude with two other open problems. One is whether we can construct (one-slot) FE for
attribute-weighted sums from IWE, simultaneously generalizing prior ABE and IPFE schemes from IWE [25,14,8];
an affirmative solution would likely also avoid the polynomial-size domain limitation. Another is to achieve stronger
notions of security for the multi-client setting where the w;’s could be reused across multiple databases.

Organization. We provide a more detailed technical overview in Section 2. We present preliminaries, definitions and
tools in Sections 3 and 4. We present our one-slot scheme and an extension in Sections 5 and 6, and the unbounded-
slot scheme and the multi-client extension in Sections 7 and 8.

2 Technical Overview

We proceed with a more technical overview of our construction, building on the overview given in Section 1.2, and giv-
ing more details on the one-slot scheme. We summarize the parameters of the one-slot and unbounded-slot scheme
in Fig 2.

2.1 One-slot scheme

Notation. We will make extensive use of tensor products. For instance, we will write the linear function x;U; + x> U,

X1
(%)
X2

This allows us to concisely and precisely capture “compilers” where we substitute scalars with matrices, as well as the

as

xll

(U1IIU2)(

X2

underlying linear relations, which may refer to left or right multiplication, and act on scalars or matrices.



Partial garbling. Recall the starting point for ABE for ABP as an “arithmetic secret-sharing scheme” that on input an
ABP f: Zz — Z), and a secret z € Z,, outputs m affine functions ¢1,..., 0, : ZZ — Zj such that for allx € ZZ:

- (correctness) given ¢; (x),..., ¢, (x) along with f,x, we can recover z if f(x) # 0.
— (privacy) given ¢, (x),..., ¢, (x) along with f,x, we learn nothing about z if f(x) = 0.

In particular, the coefficients of the functions ¢4, ..., ¢, depends linearly on the randomness used in secret sharing.
Partial garbling generalizes the above as follows: on input an ABP f: Z) — Z;‘,’, outputs m + 1 affine functions
00, 01,...,0m such that for all x e 77, ze 771

- (correctness) given £¢(z), ¢1(x),..., ¢ n(X) along with f,x, we can recover f(x)"z.
- (privacy) given ¢y (z), ¢1(X),..., ¢, (X) along with f,x, we learn nothing about z apart from f(x)"z.

Henceforth, we will use t' (L; x®1,,) + Lg) € Z;’f to denote the m linear functions ¢; (x), ..., ¢, (%), where t — Z;”*"/‘l

I _1)x
corresponds to the randomness used in the secret sharing; L; € Z;,m”’ Dxmn 1€ Z;"”" Dxm depends only on the
function f, and m is linear in the size of the ABP f.

Basic scheme. We rely on an asymmetric bilinear group (G;, Gy, Gr, e) of prime order p where e: G x G, — Gr. We use
[-11, [-]2, [-]T to denote component-wise exponentiations in respective groups G;, Gy, G [22]. Our starting point is the
following scheme”:

mpk = ([wly, [ul;, [v];) and msk=(w,u, v) ©
Ctez = (Is]), [z+ swly, [s(u'x+ )] ) € G+

skp = ([t+wla, [ Ly +u’ I, @]y, [t Lo+ vr']y, [r]2)

where
n' n m+n'-1 m
w«—Zp,u<—Zp,v<—Zp,t<—Z,[J ,r<—Zp

Decryption uses the fact that
t' (L x®L,) +Lo) =t'Li+u' (I, ®r") - x®Ly,) + (t' Lo+ vr’) — (u'x+v) -1’ @)
which in turn uses (I, ® r") - (x®I,,) =x-r'. Using the pairing and the above relation, we can recover
[z—stl7, [st' Ly x®1,) +Lo)lT

We can then apply reconstruction “in the exponent” to recover [ f (x)'z] 7 and thus f(x)"z via brute-force DLOG.

Security in the secret-key setting. The scheme as written already achieves simulation-based selective security in the
secret-key, many-key setting (that is, against an adversary that does not see mpk); this holds under the DDH assump-
tion in G,. We sketch how we can simulate (cty, sk £) given x, f, fx)"z; the proof extends readily to the many-key
setting. The idea is to program
W=z+sw, 7 =sux+70)
6 Asan example with n = 2, m = 3, we have
(allxl +aipxz + b1, a1 X1+ agxy + by, az1x1 + azzpxz + bs)
x

= (allva21;a31yﬂ12ya22v“32)((x2)®I3]+(blrb2vb3)

7 The scheme in [43] has a larger ciphertext of the form: cty z = (Isl1, [z+ swly, [s(u+vx)]; ) € G{””’“.



In addition, using (7), we can rewrite (Ctx z,sk ras

Ctyz = ([shy, Wi, [0)1) € G 2

skp = ([t+s '(W=2)]p, [@']p, [ (L1 x&Ip) +Ly) -0 - (x&Ip) + s~ or'ly, [1]2)
where " := t'L; +u' (I, ®r"). Under the DDH assumption in G,, we know that®
[ @y @)z, ' lp,u—Z),r — Z}}

is pseudorandom, which means that ['],, [r'], is pseudorandom.
We can therefore simulate (cty z, sk r)as follows: on input u = f(x)'z,

1. run the simulator for pellrtial garbling on input f,x, u to obtain (p{, p;);
2. sample s — Z,, W — Zg J D —Zp, 0 — Zz"‘;
3. output

Ctyz = (Ish1, Wi, [0)1) € G 2

1

skp = ([=p1+s "Wy, [@']y, [py —0" - x®Ly) + 5 0r']y, [1]2)

Looking ahead, we note that the above analysis extends to the k-Lin assumption, at the cost of blowing up the
width of u, v,r" by a factor of k. In the analysis, we use the fact that under k-Lin over Gy, ([u" (I, ® R)]2, [R]2) is pseudo-
random where u — Z’;”,R — Z’;x’”.

The compiler. To obtain a public-key scheme secure under the k-Lin assumption, we perform the following substitu-
tions to (6), following [43,17]:

S — STAT € le(k+1)
14
T (k+1)xn'
w We Zp
u —Ue Z(k+1)><kn
p
v— Ve Z(k+l)><k
p
T, (k+1)x(m+n'-1)
t TEZp
I — RezZp™

That is, we blow up the height of w',u", v,t" by a factor of k + 1, and the width of u", v,r by a factor of k. The proof of
security follows the high-level strategy in [43]:

— We first switch [s"AT]; in the ciphertext with a random [c'];.

- We decompose sk ¢ into two parts, A'sk s, ¢"sk s, corresponding to component-wise multiplication by A, ¢' respec-
tively, using the fact that (A|c) forms a full-rank basis.

- We simulate A'sky using (mpk, f), and simulate the ciphertext and c'sk as in the secret-key setting we just de-
scribed.

We refer the reader to Section 6 to see how the construction can be extended to handle the “extended” functionality in
(3); an overview is given at the beginning of that section.

2.2 Unbounded-slot scheme

We refer the reader to Section 1.2 for a high-level overview of the unbounded-slot scheme, and proceed directly to
describe the construction and the security proof.

8 Recall that if we write u = (u1,...,uy), thenu' (I, ® ") = (U T, ..., Upr').



Enci(x1,z11l — w2 — w3), Enca(x2, 22/l wp), Enca (3,231l w3)
KeyGenq (f,[r]2), KeyGen, (f,[r]2)

=c Enci(x1), Enca(x2, 22l w2), Enca(x3,z3llws)
KeyGen; ((f,[rl2), [f(x1)"z1 — war — w3rla) , KeyGeny (f, [r]2)

=¢  Enc](x1), Encj (x2), Ency(x3,2z3/lw3)

KeyGen] ((f,[r]2), [f (x1)" 21 — war — w3rl2), KeyGens ((f, [rl2), [f (x2)" 22 + warl2)

=c Enci(xp), Enc; (x2), Ency(x3, 231l w3)
KeyGen ((f,[r]2), [fx1)"z1 + f(2) 22 — war — w3rl2), KeyGens ((f, [r]2), [W2rl2)
S5 Enc] (x1), Enca(x2,0llw2) , Enca(xs,z3llws)
KeyGen] ((f,[r]2), [f (x1) 21 + f(X2) 2o — war — w3rl2), KeyGeny(f, [rl2)
S5% Enc ), Enca (x2, 0] w2), Enc; (x3)
KeyGen] ((f, [r]2), [f k1) 721 + f(x2)"Z2 — war — w3r]2), KeyGens ((f, [rl2), [f(x3)" 23 + w3r]2)
b Enc} (x1), Enca(x2,0[ w2), Enc; (x3)
KeyGen] ((f,[r12), [f(x1) 21 + f(x2) 22 + f(X3)'23 — war — w3r]2), KeyGens ((f, [r]2), [W3T 12)
SE? Encx, Enca (xz,01w2), Enca(x3,01w3)

KeyGen] ((f, [r]2), [f (x1)"Z1 + f(x2) 22 + f(x3)"Z3 — war — w3r]2), KeyGeny(f, [r]2)

SIM-b
Fig. 3. Summary of game sequence for N = 3. In the figure, =, indicates that this step uses the simulate-based semi-adaptive
security of (Ency, KeyGeny).

The construction. We run two copies of the one-slot scheme, which we denote by
(Encp, KeyGeny) = (Enc(mpky, ), KeyGen(mskp,-)), b=1,2
We denote the corresponding simulators by (Enc;‘), KeyGenZ). Informally, we have
(Ency(x,z]| w), KeyGen, (f, [r]2)) = (Enc,(x), KeyGenj ((f, [r]2), [f &) z+ wr]2))
Then, Enc, KeyGen in the unbounded-slot scheme are given by

Enc((x;,zi);) = Enc1(x1,Z1 | = X ez, vy wi), Enca(x2,Z2 | w2), -+, Enco X, zn | wi)

KeyGen(f) = KeyGen, (f,[r]2), KeyGen, (f,[r]2), [r]2
The final simulator is given by:

Enc*((x;);) = Enc] (x1), Enca(x2,0[wy), -+, Enco (xn, 0l wn)

KeyGen™ (f, ) = KeyGen ((f,[r]2), [t — Xie2,n) WiTl2), KeyGen, (f, [r]2)

As a sanity check, observe that decrypting Enc* ((x;);) using KeyGen™ (f,Y; f(x;)"z;) returns }¥; f(x;)z;.

DDH
Proof overview. For simplicity, we focus on the setting N = 3 with one secret key query in Fig 3 where in =, , we
. . SIM-1 SIM-2 . .
use pseudorandomness of ([w; ]2, [r]2) and ([warlz, [r]2) respectively; in =, and =, , we use simulation-based
semi-adaptive security of (Ency, KeyGen,) and (Ency, KeyGen,), respectively.

In the setting for general N and Q secret key queries,



- we will invoke simulation-based security of (Enc;, KeyGen,) once, and that of (Ency, KeyGen,) for 2(N — 1) times,
while using the fact that both of these schemes are also secure against Q secret key queries;

- in D:DCH, we will rely on pseudorandomness of {[w; ]2, [1;12)} je(q) for i € [2, N].

3 Preliminaries

Notations. We denote by s — S the fact that s is picked uniformly at random from a finite set S. We use = to denote
two distributions being statistically indistinguishable, and = to denote two distributions being computationally in-
distinguishable. We use lower case boldface to denote column vectors and upper case boldcase to denote matrices.
We use e; to denote the i’th elementary column vector (with 1 at the i’th position and 0 elsewhere, and the total length
of the vector specified by the context). For any positive integer IV, we use [IN] to denote {1,2,..., N} and [2, N] to denote
{2,...,N}.

The tensor product (Kronecker product) for matrices A = (a;, ;) € 74 m B e 7" P is defined as

(ll,lB, ooy al,mB
Ae®B=| ..., .., .. |ezimmp, 8)

ae)B, ..., ar,mB

Arithmetic Branching Programs. A branching program is defined by a directed acyclic graph (V, E), two special ver-
tices vp, v1 € V and a labeling function ¢. An arithmetic branching program (ABP), where p is a prime, computes a
function f: Z); — Z),. Here, ¢ assigns to each edge in E an affine function in some input variable or a constant, and
f(x) is the sum over all vg-v; paths of the product of all the values along the path. We refer to | V| + | E| as the size of f.
The definition extends in a coordinate-wise manner to functions f: Zy — Zzl. Henceforth, we use Fagp,,,, v to denote
the class of ABP f: Z) — Z,’}’.

We note that there is a linear-time algorithm that converts any boolean formula, boolean branching program or
arithmetic formula to an arithmetic branching program with a constant blow-up in the representation size. Thus,
ABPs can be viewed as a stronger computational model than all of the above. Recall also that branching programs and
boolean formulas correspond to the complexity classes LOGSPACE and NCI1 respectively.

3.1 Prime-order Bilinear Groups

A generator G takes as input a security parameter 1* and outputs a description G := (p, G, Gy, Gr, €), where p is a prime
of ®(A) bits, G;, G, and G are cyclic groups of order p, and e: G; x G, — Gr is a non-degenerate bilinear map. We re-
quire that the group operations in G, Gy, Gt and the bilinear map e are computable in deterministic polynomial time
inA. Let g1 € Gy, g2 € G2 and g7 = e(g1, 8&2) € G7 be the respective generators. We employ the implicit representation of
group elements: for a matrix M over Z,, we define [M]; := gi“, M]; := gg'l, M]r:= gl}'l, where exponentiation is carried
out component-wise. Also, given [A];, [B]2, we let e([Al;, [B]2) = [AB] . We recall the matrix Diffie-Hellman (MDDH)
assumption on G; [22]:

Assumption 1 (MDDH‘]j ¢, Assumption) Let k,¢,d € N. We say that the MDDHZ ¢ assumption holds if for all PPT ad-
versaries A, the following advantage function is negligible in A.

MDDH?

a )= |PrlA(G, M1y, [[MS], ) = 1] - PrlA(G, [M]y, [U];) = 1] |
whereG := (p,Gy,G,,Gr,€) — (UM, M — 25K, 8 — 75 and U — 757,

Adv

The MDDH assumption on G, can be defined in an analogous way. Escala et al. [22] showed that
: 1 d
k-Lin=MDDH}, ., = MDDH{ ,¥ k,d 21,0 > k

with a tight security reduction. (In the setting where ¢ < k, the MDDHZ ¢, assumption holds unconditionally.)

We state the following lemma implied by MDDH} o

10



Lemma 1. ForallQeNandy,,...,uq € Zp, we have

{ [=wrjl, [Ej]+Wrjla, [Xjl2 } e
~c { [lj —wW'rjla, W'rjl2, (X712} e
MDDH!
wherew,r; — Z'; forall j € [Q]. Concretely, the distinguishing advantage is bounded by 2 - Adv S).

Proof. This follows from MDDH}C 0 assumption stating that {[wTrj]Z, [rj1}; = {[Fjl2, [rjl2}; with 7; — Z), for all j € [Q]

and change of variables: 7; — #; —p; orall j € [Q]. O

4 Definitions and Tools

In this section, we formalize functional encryption for attribute-weighted sums, using the framework of partially-
hiding functional encryption [26,43,15].

4.1 FE for Attribute-Weighted Sums
Syntax. An unbounded-slot FE for attribute-weighted sums consists of four algorithms:
Setup(14,17, 1) : The setup algorithm gets as input the security parameter 1* and function parameters 17, 17 It

outputs the master public key mpk and the master secret key msk.

Enc(mpk, (x;,z;)ie;n) : The encryption algorithm gets as input mpk and message (X;, ;) ie(n] € (Zz x Z,’},')*. It outputs
a ciphertext ct(; z;) with (x;) being public.

KeyGen(msk, f) : The key generation algorithm gets as input msk and a function f € Fagp,,, . It outputs a secret key
sk with f being public.

Dec((sky, f), (Ct; z;)» Xi)ieny)) : The decryption algorithm gets as input sk r and ct(x, z,) along with f and (X;)ie[ny. It
outputs a value in Z,.
Correctness. For all (x;,z;)ie(n) € (Z), x Zg’)* and f € Fapp p,n/» We require

(mpk, msk) — Setup(l’l, 17, 1”,)
Pr | Dec((ctx; z), i) ie(n), kg, ) = Zieiny f(X1)'2i : sk — KeyGen(msk, f)

Ctix; z;) — Enc(mpk, (X;,2:) ie(ny)

Il
—

Remark 1 (Relaxation of correctness.). Our scheme only achieves a relaxation of correctness where the decryption
algorithm takes an additional bound 12 (and runs in time polynomial in B) and outputs Y v f(x:)7z; if the value
is bounded by B. This limitation is also present in prior works on (IP)FE from DDH and bilinear groups (3,8,5,36,12],
due to the reliance on brute-force discrete log to recover the answer “from the exponent”. We stress that the relaxation
only refers to functionality and does not affect security.

Security definition. We consider semi-adaptive [18] (strengthening of selective), simulation-based security, which
stipulates that there exists a randomized simulator (Setup®, Enc*, KeyGen™) such that for every efficient stateful ad-
versary A,

x},27)ie(n) — A(mpk); x;,2])ie(n) — A(mpk);
ct® — Enc(mpk, (X}, 2})ien);

output AKeyGen(msk,) pk,ct*)

ct* — Enc*(msk™, (X})ie[n);

1V — AQM); 1V — AQY;
(mpk, msk) — Setup(lﬂ, 17, 1”/); (mpk, msk®) — Setup” ar1n, 1"1, 1Vy;
=c
output AKeyGen” (msk™.6H e ) (mpk, ct*)

11



such that whenever A makes a query f to KeyGen, the simulator KeyGen* gets f along with ¥ ;¢ () f(x})"z;. We use
Advff()t) to denote the advantage in distinguishing the real and ideal games.

One-slot scheme. A one-slot scheme is the same thing, except we always have N = 1 for both correctness and security.

4.2 Partial Garbling Scheme

The partial garbling scheme [30,43] for f(x)"'zwith f € Fapp,,,, is a randomized algorithm that on input f outputs an
affine function in x, z of the form:
Py, = (2 1t (Li(x®Ly) +Lo))

! !
where L € Zgj"”” “hxmny e ngn ~>Xm depends only on f; t — ZZ””’_I is the random coin and t consists of the

last n’ entries in t, such that given (p} < J>X), we can recover f(x)'z, while learning nothing else about z.

Lemma 2 (partial garbling [30,43]). There exists four efficient algorithms (Igen, pgb, rec, pgh™) with the following prop-
erties:

- (syntax) on input f € Fapp n. v, 1gen(f) outputsLy € Z;,mm’_l)xm”,Ll € Z;,mm’_”xm, and
pgb(f,x,zt) = (z' —t, ' (Li(x® L) +Lo))

pgb* (f,x, ) = (-, € (Lix®L,) +Lo) +p-e])

wherete Z;’”""l and t consists of the last n’ entries int and m are linear in the size of f.
— (reconstruction) rec(f,x) outputsd € 2™ such that for all f,x,z,t,
p £, p

Py dix=fX'z

where p},x’z =pgb(f,x,71t).
- (privacy) for all f,x,z,
pgb(f,x,z;t) =5 pgb* (f,x, fX) 'z 1)

. I_
where the randomness is over t — ZZ“" 1

Extension. We will also rely on an extra property of the above construction to handle shifts by 6 € Z,,, namely that,
given
Pl oz = (2~ Ma(x8 L) +1o) + 5-¢)

together with (f,x), we can recover f(x)"'z+§, while learning nothing else about z,8. That is, for all f,x,zand § € Z:

— (reconstruction)

(pgb(f,x,2;) +(0,[6]-e])dx = f(®)z+[0]

— (privacy)
pgb(f,x,z;t) + (0,[0]- €]) =, pgb* (f,x, f®) z+[8];t)

. 17
where the randomness is over t — Z}'*" 1

See Section A for more detail about Lemma 2 and the extension.

5 Tlone: One-Slot Scheme

In this section, we present our one-slot FE scheme for attribute-weighted sums. This scheme achieves simulation-
based semi-adaptive security under k-Linear assumptions.

12



5.1 Construction

Our one-slot FE scheme I1ype in prime-order bilinear group is described as follows.

- Setup(1%,1%,1"): Run G = (p, Gy, Gy, Gr, €) — G(11). Sample

A—z&kDxk oo q W zK&FDxn g _ Zk+Dxkn S k+Dxk
p p ) p ) p

and output

mpk = (G, [A"]1, [A'W];, [ATU],, [A'V];) and msk=(W, U, V).

- Enc(mpk, (x,2)): Sample s — Z'; and output

ctxz = ([s"A"]1, [2" +s"A'W]y, [s"A'TUx®I;) +s'AV];) and x.

- KeyGen(msk, f): Run (L1, Lo) < Igen(f) where L; € Z;,mm,*l)xmn,Lo € Zg,er"LDxm (cf. Section 4.2). Sample T —

!
Zé,k“)x("”" DandR— Zf,xm and output

skp = ([T+W]g, [TL; + U, ®R)l,, [TLy+ VR]2, [R]z) and f

where T refers to the matrix composed of the right most n’ columns of T.
— Dec((sky, f), (ctxz,X)): On input key:

sky = ([Kil2, [Kzlz, [K3]2, [Rl2) and f

and ciphertext:
ctxz = (Iegly, [e]]1, [e3]1) and x

the decryption works as follows:
1. compute

[p117 = e(ley]1, Ly12) - e(legly, [=Kil2)

2. compute
[p2) 7 = e(lcpl1, (Ko (x® 1) + Ksl2) - e([—¢3]1, [Rl2)

3. rundgx < rec(f,x) (cf. Section 4.2), compute
[Dl7 = [(p1, p3)d fxl T

and use brute-force discrete log to recover D as the output.

Correctness. For cty, and sk f» we have
pl =7 -SAT
p, = s'A'TL; x®1,,) +s'A"TLy
(Pl pdrx = fX)'z

Here (14) follows from the fact that

(P}, p3) = pgb(f,x,z; (sS'A'T)") and dfx = rec(f,x)

and reconstruction of the partial garbling in (9); the remaining two equalities follow from:

(12) 2 —s'A'T = (' +sTATW) - I, —s"AT - (T + W)

(13)  STA'TL;(x®1,,) +s'A'TLy = s'A" - ((TL; + U(I, ® R) (x® I,;,) + (TLo + VR)) — (s'ATU(x ® 1) +s'A'V) - R

in which we use the equality (I, ® R)(x®I,,;,) = x® I))R. This readily proves the correctness.

13
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Remark 2 (Comparison with W17 [43]). The ciphertext in [43] contains a term of the form
X' ®s'A'V+s'ATU], G inthe placeof [sTATUx®I;)+s'ATV]; € GF

where U — Z;,k+1)Xk”,V — Zg‘H)X". The secret key sizes in both our schemes and that in [43] are O(mn + n'). In our
scheme, the multiplicative factor of n comes at the cost of a smaller ciphertext. In [43], the multiplicative factor of n
comes from a locality requirement that each column of L; (x®I,;,) + Ly depends on a single entry of x, which can be
achieved generically at the cost of a blow-up of n. We remove the locality requirement in our scheme.

Security. We have the following theorem with the proof shown in the subsequent subsection.

Theorem 1. Our one-slot schemelgne for attribute-weighted sums described in this section achieves simulation-based
semi-adaptive security under the MDDH assumption in Gy and in G,.

5.2 Simulator
We start by describing the simulator.
- Setup* (14,17, 1”): Run G = (p,G1,Gy,Gr,8) — SaM. Sample
A Z;}k+1)xk and W — Z(pk+1)xn’, U— Z;}k+1)xkn’ Ve Z;gk+l)><k
c—zk! W2z, v—2zk

and output
mpk = (G, [A"]1, [ATW], [ATU];, [A'V];) and msk® =(W,U,V,w,7,¢,C A a")

where (Alc)" (C'|a") = I;;. Here we assume that (Alc) has full rank, which happens with probability 1 —1/p.
- Enc*(msk™,x*): Output
ct* =([c']y, W], ¥'];) and x".

- KeyGen™ (msk*,x*, f, 1€ Z,): Run
(L1,Lo) — lgen(f) and ((p7)", (p3)") — pgb™ (f,.x", ).
Sample @ — Z,™, T — Z;,k“)x(mM’_D and R — Z*™ and output
sk =(C"-skj[1] +a’-ski[2], [Rl2) and f (15)
where

sk;[l] = [[ATI+ATW]2, [ATTL; +A"U(, ® R)], [A'TLg +ATVR]2)

sk[2] = ([=(p])" + W'z, [@']2, [(p3)" &' (x" ® 1) +V'R]2)

Here T refers to the matrix composed of the right most n’ columns of T. That is,

[C'(ATT +ATW) +at (= (p))" + W]y,
sk =| [C'(A'TL; +A"U(I, ®R)) +a" (@)l » [R]2
[C*(A'TLy +A"VR) +a'((p;) -0’ x* ®l,)+V'R)]>

Remark 3 (decryption checks). As a sanity check, we check that an adversary cannot use the decryption algorithm to
distinguish between the real and simulated output.

Observe that when we decrypt the simulated ciphertext ct;* — Enc* (msk*,x*) with the simulated secret key sk; —
KeyGen* (msk™*,x*, f, f(x*)'z*), the sk}i [1] part cancels out and leaves just the sk; [2] part since

cC'=0,c'a'=1

14



and we end up with ((p})", (p;)"dx- = f(x*)"z" where ((p])", (p;)") — pgb* (f,x*, f(x*)"z").
Similarly, when we decrypt a normal ciphertext cty , < Enc(mpk, (x,z)) corresponding to any (x, z) with a simulated
secret key, the sk;[Z] part cancels out and leaves just the sk;i [1] part since

A'C'=LA"a" =0.

We end up with (p],p})dsx = f(xX)'zwhere (p],p}) = pgb(f,X,z; (s"A'T)") as in the real Dec algorithm.

5.3 Proof
With our simulator, we prove the following theorem which implies Theorem 1.

Theorem 2. For all A, there exist B; and B, with Time(B;), Time(B,) = Time(A) such that
MDDH! MDDH”
AdviEre (D) < Advy )+ Ay D +17p

where n is length of public inputx* in the challenge, m is the parameter depending on size of function f and Q is the
number of key queries.

Note that this yields a tight security reduction to the k-Lin assumption. Before we proceed to describe the game se-
quence and proof, we state the following lemma we will use.

Lemma 3 (statistical lemma). For any full-rank (Alc) € Z;,k“) <k o Z’;J“, we have

T TYAT | - (k+1)xk\| — § AT = . (k+)xk & k
{ATW,[CW]: Wz DRy = (ATW, T W - 2D g ZK
Game sequence. We use (x*,z*) to denote the semi-adaptive challenge and for notational simplicity, assume that all
key queries f; share the same parameter m. We prove Theorem 2 via a series of games.

Gamey: Real game.

Game;: Identical to Gameg except that ct* for (x*,z") is given by
ct* = ([, 1) +[ W, [ U™ @ 1) +[cT V11
where ¢ — Z’;,“. We claim that Gamey =, Game;. This follows from MDDHlk 1+ @ssumption:

A1, [8"AT]1 = (A7), [[eT |

In the reduction, we sample W, U,V honestly and use them to simulate mpk and KeyGen(msk, -) along with [AT];;
the challenge ciphertext ct* is generated using the challenge term given above. See Lemma 4 for details.

Game;y: Identical to Game; except that the j-th query f; to KeyGen(msk, -) is answered by
sky, = (C" sk (1] +a"-skp, 2], [R;]2)
with

skp,[1] = ([A'T; + AWy, [A'T;Ly,j +ATU(L, ® Rz, [A'T;Lo,; +A'VR;]>)
skp;[2] = ([€"T; +c"Wlp, [€'T;Ly,; + ¢ UL, ®R))l2, [€'T;Lo,j +c'VR;]2)

where (L, j,Lo, ;) — lgen(fj), Tj — Zg‘“)x(m”'_”, R; — Zk*™, ¢ is the randomness in ct* and C*,a" are defined
such that (Alc)" (C*|a*) = I (cf. Setup™ in Section 5.2). By basic linear algebra, we have Game; = Game,.
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Gamegs: Identical to Game; except that we replace Setup, Enc with Setup™, Enc* where ct* is given by

ct” = (I, |[[W']y, V1 )

and replace KeyGen(msk, -) with KeyGen (msk*,-), which works as KeyGen(msk,-) in Game; except that, for the
Jj-th query f;, we compute

[ -@) +VvT12\, [Ll,j +[a @, @R, [Lo,,-\ i (I, 9R)) (X" ®1,,) + VR, |}2)

sk, 2] = (

where W,V are given in msk* (output by Setup®) and @ — Z';”,tj — Z;,"+""1, R; — Z’;xm. We claim that Game; =
Gamegs. This follows from the following statement: for any full-rank (Alc), we have
(ATU,c'U, ATW,c'W, AV,cV, A'T;,c'T))
= AU, [a'], AW, [W - @) | AV[i -0 81| AT j,)

which is implied by Lemma 3. See Lemma 5 for details.

Gamey: Identical to Games except that we replace KeyGen; with KeyGen; which works as KeyGen} except that, for

the j-th query f;, we compute
sk, (2] = ([T~ ") + W]y, [{1Ly,g +]2, [T} Lo,; ~[)]oc" @) + VR 12)

where 1 — sz and R; — Z’;x’”. We claim that Gamesg ~, Gamey. This follows from MDDH” assumption

k,mQ
which tells us that
{0 W @ Ry Ry} iy e A[ 1812} Rjle} g,

where Q is the number of key queries. See Lemma 6 for details.

Games: Identical to Game, except that we replace KeyGen; with KeyGen*; this is the ideal game. We claim that
Gamey =5 Games. This follows from the privacy of partial garbling scheme in Section 4.2. See Lemma 7 for de-
tails.

We use Adv’;(1) to denote the advantage of adversary A in Gamexx.

5.4 Lemmas

We prove the following lemmas showing the indistinguishability of adjacent games listed above. This completes the
proof of Theorem 2.

Lemma4 (Gameg =, Gamey). For all A, there exists By with Time(B1) = Time(A) such that

H

AL (1) — Adv®, (1] = Adv ki )
A AMI=Advg .

Proof. Recall that we replace with € — Z},X(k“) in ct* in Game;. We prove the lemma from MDDH S-

sumption:
AT]1, [ [sAT] |~ [AT]y, €y

where s — Z’; and ¢ — Z’;,“. On input [AT];, [¢"]; where

T _|<TAT T 7lx(k+D)
c— or c¢ Zy, ,

the algorithm B, samples msk = (W, U, V) and proceeds as follows:

1
kk+1 &

- simulate mpk using msk and [A"];;
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- on input the semi-adaptive challenge (x*,z*), output the challenge ciphertext
ct® = ([c'], (@) + W]y, [CTUX* & 1) +¢'V]; )

using [c]; and msk;
- we answer all key queries honestly using msk.

Observe that, when ¢" = , the simulation is identical to Gameg; when ¢ — Z},x(k*'l) , the simulation is identical
to Game;. This proves the lemma. O

Lemma5 (Game; =, Games). For all A, we have AdVi’q A) = Adqu A).

Proof (of Lemma 5). Recall that the difference between the two games lies in ct* and sk f;12]: instead of computing

(") +c W] | [[UK ® 1) +¢'V], )

sky 121 = ([ 17T, + W2 | [T Ly, + [ U0, @RI, (€T [Lo,j +[CTVR, )

in Game,, we compute

ct* = ([c'],

Ct* = ([CT]I» [WT]I) [VT]I )
skg;[2] = ([ = @)+ W]y, [T L1,; + @ 1, @Rz, [T Lo,; —&' I, @R (X" &1) +V'R; I2)

in Games.
This follows readily from the following statement, which in turn follows from Lemma 3: for all x*,z*,

wu [, AwlEw  av ey AT, [T

=AU, o, AW, W —(@z)", AV, V-axel), ATT]-, f; )

where U,W,V,W,V are sampled as in Setup® and @1 — Z,’g”,Tj — Z;,kJrl)x(m*”Ll),fj — ZZ””’_I. We clarify that in the
semi-adaptive security game, (x*,z*) are chosen after seeing A"U,A"W,A"V. Since the two distributions are identi-
cally distributed, the distinguishing advantage remains 0 even for adaptive choices of x*,z* via a random guessing
argument.

Finally, note that A"U,A"W,A"V,A"T; are used to simulate mpk, sk #;111, whereas the boxed/gray terms are used to
simulate sk f;12]. This readily proves the lemma. O

Lemma 6 (Games =, Gamey). For all A, there exists B, with Time(B,) =~ Time(A) such that
MDDH?”
AVl (1) = Advy (D) < Advg " (A)

where n is length of public inputx in the challenge, m is the maximum size of function f and Q is the number of key
queries.

Proof. Recall that the differences between the two games is that we replace |a' (I, ® R;) | with ﬁ; in sk f;12] for all

J € [Ql. We prove the lemma from MDDH} 0 assumption which implies that

{{0" @ @Rz | R)l2} g ~c { Wil2, Rjl2} (g (16)
where @ — Z’;,”, R; — Z’;X”‘, i; — Zj". To see that MDDH}, | implies (16), we write
~ ~ ~ xk A~ A~ ~ X .
o' = @j,..., o) € (Z,5" and @)=@),,...,q;,) €@, ™" VjelQl

and restate (16) as follows:
[MS],, [M]2 = (U], [M],

17



where
T ~ N
R; U - gy

[ ~ kxn | - mQxk _ . . mQxn
S=(@llay) —z8" M=| 1 |—zZp¥* u=| : A Er
RTQ i ToR IR i Tox

this is exactly that MDDH}! | ) assumption states.
,mQ

We proceed to prove the lemma from (16). On input {[t}]Z, [Rj]Z}je[Q] where

I . T _ AT
tj—u(In®R]) or tj— N

the algorithm B works as follows:

Setup. Run Setup™ honestly with output
mpk: (Gr [AT]I) [ATW]I) [ATU]IJ [ATV]I) and mSk* = (wr U) Vr W} V! chl!AraL)

and return mpk to A.
Challenge. On the semi-adaptive challenge (x*,z*), output Enc* (msk*,x*).
Key queries. On input the j-th key query f;, we sample T; — Zgﬁnx(mm _1),fj — Z;’””/’l and want to return skfj
combined from the components below via (15):
skp,[1] = (A"T; +A"W], [A'T;Ly ; +A"U(I, ®R))]z, [A'T,Lo,; +A"VR;12)

sky;[2] = ([g - @) +W'p, [E;Ll,j +t;]2, [E;Lo,j —t;(X* ®Ly) +V'Rjl2)

{ a'(I,®R;)| ,KeyGen;

where

T
tj—

>

; , KeyGenj

Here sk fi [1] can be simulated using msk* and [R jl2 given out in the input; sk fi [2] can be simulated using msk™,
[R;]2 and the challenge term [t}]g in the input.

Observe that

— when t;. =la"I,®R )|, we simulate KeyGeng‘ during Key queries and the simulation is identical to Games;

- when t;. = A;. , we simulate KeyGen, during Key queries and the simulation is identical to Gamey.

This proves the lemma. o

Lemma 7 (Gamey ~; Games). For all A, we have Advil A) = Adv4A A).

Proof. Recall that the difference between the two games lies in sk f;[2]: instead of computing

sk, 2] = ([+WT]2, [‘E}Ll,j i

in KeyGenZ (i.e., Gamey), we compute

l2, [‘f}Lo,j -0 x* ol,) ‘HFR]Z)

sky; (21 = ([E; +W'l2, (@] 12, (€L, ;(* ® L) +Lo,j) + €] - fj(x*) 2" — 0 (x* ® L) +V'R2)
in KeyGen™ (i.e., Games). By change of variable ﬁ;. — A; - f}LLj for all j € [Q] in Gamey, we can rewrite in the form:
sky, [2] = ([—p}l +W' ]y, [ﬁ;]z, [p}z —ﬁ;(x* ®1,) +V'Rl2)

where

pgb(fj,x*,z*;fj)‘ in Gamey

(P}ll,P;'z) — {‘

Then the lemma immediately follows from the privacy of underlying partial garbling scheme which means pgb(fj,x*,z*) =;
pgb* (fj,x*, fj(x*)'z"). |

pgb* (fj,x*, fj(x*)'z*;t;) in Games

18



6 Ilexi: Extending Igne

In this section, we extend our one-slot FE scheme Ilgne in Section 5 to handle the randomization offsets w'r. The
scheme achieves simulation-based semi-adaptive security under k-Linear assumption.

Extension. The extended scheme is the same as a one-slot FE for attribute-weighted sums, except we replace func-
tionality ((x,2z), ) — f(x)"z with
(%, zllw), (f, []2) = [f®) ' z+W'r] T

wherew,r € Z”j. That is, we make the following modifications:

Enc takes z||w instead of z as the second input;

KeyGen, KeyGen™ takes (f, [r]2) instead of f as input;

in correctness, decryption computes [f(x)"z+w'r]7 instead of f(x)"z;

in the security definition, A produces (x*,z*||w*) instead of (x*,z*), and KeyGen™ gets [ f (x*)"z* + (w*) 1], instead
of fx*)'z*.

In particular, correctness states that:

Dec(Enc(mpk, (x,z[w)), KeyGen(msk, (f, [r]2)) = [fX) z+wW'r] T

Construction overview. To obtain a scheme with the extension, the idea —following the IPFE in [8]— is to augment
the previous construction Ione with [ATWy]; in mpk, [w" +s"A"Wy]; in the ciphertext, and [Wyr], in the secret key.
During decryption, we will additionally compute

e([w" +s A"Woly, [rl,) - e([s'A]1, [Worlp) ™ = [w'rl 7

This works for correctness, but violates security since the decryptor learns both [f(x)"z]7 and [w'r]7 instead of just
the sum. To avoid this leakage while preserving correctness, we will carefully embed Wyr into the secret key for Igpe,
while relying on the extension of the garbling scheme for handling shifts to argue both correctness and security, cf.
Section 4.2.

6.1 Our scheme

Scheme. Our extended one-slot FE scheme eyt in prime-order bilinear group is described as follows. The boxes
indicate the changes from the scheme in Section 5.1.

- Setup(l’l, 17, 1”/): Run G = (p,G1,Gy,Gr,€) — Sah. Sample

A 7Ktk g W zKrDxn’ W0<—Z(k+1)’<k U — zUk+Dxkn 7 _ 7(k+Dxk
p p ’ p s p ’ p

and output
mpk = (G, [A"]1, [A'W]y, [ATU];, [ATV];,[[AW)1]) and  msk = (W, U, V,[W, ).

- Enc(mpk, (x,z|w)): Sample s — Z;‘, and output
Ctxzw=([s'AT]y, 2 +sTATW];, [SATUX®I;) +8'A'V]y, | [W' +s'A"Wp];|) and x.

~ KeyGen(msk, (f, [r]»)): Run (L1,Lo) « Igen(f) where Ly € Z{y+"'=1xmn 1y e 7m+n'=1xm (¢f Section 4.2). Sample
T~ Z;,k“)x(m*nLD and R — Zf,xm and output?

skyx = ([T +WIa, [TL; + U, ®R)]5, [TLo ~[Wor - €] |+ VRIz, [Rl,) and (f,[ir2)

where T refers to the matrix composed of the right most n’ columns of T.

9 We use r instead of [r]2 in the subscript here and note that the function is described by (f, [r]2) rather than (f,r).
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- Dec((skyr, (f, )), (Ctx zjw»X)): On input key:
skrr = ([Kil2, [Kal2, [Kslz, [Rl2) and (f,[rl2)

and ciphertext:

ctyziw = ([eglh, [eql, [€3]1, [€f]1) and x

the decryption works as follows:
1. compute
(P17 = e(lcy 11, Ly]2) - ellcgly, [Kil2) 17

2. compute
P37 = e((cplh, (Ko x® 1) + K3lz) - e([—c]1, [Rl2) - e([c3] 1, [x-€]]2) (18)

3. rund fx < rec( f,X) (see Section 4.2), output

(D7 = [(p}, pdyxT (19)

Simulator. The simulator for Iy is as follows. The boxes indicate the changes from the simulator for Ilgne in Sec-
tion 5.2.
- Setup*(lﬂ, 17, 1”1): Run G = (p,G1,G2,Gr, €) — Sah. Sample

_ 7k+)xk o Flk+Dxn/ — 7k+Dxk  lk+lxkn yr _ 5k+1)xk
A Zp and W Z,j , | Wp Zp , U Z,[J , 'V Zp

~ ! ~ ~
c<—Z§+1 w<—ZZ, w0<—Z’;, v<—Z’I§

and output

mpk = (G, [A"]1, [A"W]y, | [A"Wo]; | [A"UI,, [ATV]; )
msk* = (W,[Wo U, V, W, [ W}, V,¢,C",A,a")

where (Alc)T (C*|a) = I}, ;. Here we assume that (A|c) has full rank, which happens with probability 1 —1/p.
- Enc*(msk*,x*): Output
ct” = ([c"T, W'y, B, Wl |) and x".

- KeyGen™(msk*,x*, (f, [r]2), []2): Run
(L1,Lo) —lgen(f) and ([(p) 2, [(p3) ]2) — pgb™ (f,x",[[ul2 ).

Here, we use the fact that pgb*(f,x",) is an affine function. Sample @& — Z;"", T — Z;,k“)x(m”’_l) andR — Z,’;Xm
and output
ski,=(C'-sky [l +a" sk} [2], [Rl2) and (f,[r]2) (20)

where
sk} (1] = ([A'T+A"W]y, [A'TL; +A"U(, 8 Rz, [A'TLo — +A"VR],)
sk’ 2] = ([ +W 2, [@']2, [(p3)" — 0 (X" ® L) - +V'Rl2)

Here T refers to the matrix composed of the right most n’ columns of T. That is,

[C'(ATT +ATW) +a' (—(p))" + Wy,
sk, =| [C"(A'TL; +A'U(I, ®R)) +at @@, , [R]»

[C*(ATTLo —[A"Wor €] |+ A'VR) +a*((p ;) — & (" ® 1)) —[Wyr €] |+ T R)l
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6.2 Analysis

The proof of correctness and security are the same as before in (12) and Lemma 4,6, with the following modifications
(indicated by the boxes):

In the proof of correctness, we have

e(lcgl, [Ko(x®I,,) +Kslz) - e([—c311, [Rl2) -| e([c} ]y, [r-e]]2)
[STATTL; (x®1,,) —|s'A"Wor- e[ |+ sTA"TLol 7| [W'r €] +5 A" Wor- €] 7
= [S'ATTL; (x®1,,) +s A TL + ] T

and we rely on reconstruction with shift w'r.
In Lemma 5, we also use

[p3lT

Game; Gamey

(A"Wy, c"Wp) = (AW, W — (w™)").

Games, we have:

ke 121 = ([~ @) +W'l2, [€L0,j + @ (0, 8 R)];, [ Lo~ (1, 8 R ®10) — | Wor; -] |+ TR 2)

— Gamey, we have:

sk e, 21 = ([T} = @) +W'Iz, [ Lo+ @12, [{Loj 8} (x" ®L,,) ~[Wor; -] |+ V' R;]2)

In Lemma 7, recall that the difference between the two games lies in sk, r, [2]:

ski,e; 121 = (1=P}, + W Iz, [@]12, [P, — 8] (x" @1n) ~[Wr; -€] |+ V'R]2)

b pgb(fj,x*,z";t;) +|(0,(w")'r;-e])| inGame,
Pj1Pjo2) — . . T : o
P pgb* (fj,x*, fj(x*)'z +;tj) in Games

7 Il pg: Unbounded-Slot Scheme

where we use

In this section, we describe our unbounded-slot FE scheme. We give a generic transformation from scheme Ilext in
Section 6 and present a self-contained description of the scheme in Section B.

7.1 Scheme

Let [ext = (Setupeys, Encext, KeyGeng, i, Decext) be the extended one-slot FE scheme in Section 6. Our unbounded-slot
FE scheme I is as follows:

- Setup(1*,1",1): Run
(mpk,,msk;) — Setupext(l’l, 1", 1”/); (mpk,, msky) — Setupext(l’l, 1", 1)
and output
mpk = (mpk;,mpk,) and msk = (mskj, mskj).
- Enc(mpk, (x;,2;)ie[n)): Sample
Wo,...,Wyx <—Z];],
compute
ct; — Encext(mpky, X1, 2111 = Xjep2,n Wi))
ct; — Encext(mpk,, (x;,zilw;)), Vi€ [2,N]
and output
Ctx;z) = (Cty,...,cty) and  (X;)ie[n-
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- KeyGen(msk, f): Pickr — Z';, compute
sky,1 — KeyGeng,i (msky, (f,[r]2));  skpp — KeyGeng, (mska, (f, [r]2))

and output
sk =(sky1,5ky,[r]2) and f.

— Dec((sky, f), (ct; z;)» Xi)ieny)): Parse ciphertext and key as
sk =(skf1,5ky,[rl2) and ct,z) = (cty,...,Cty).

We proceed as follows:

1. Compute
[D1]7 < Decext((sky,1, (f, [r]2)), (ct1,X1)); (21)
2. Foralli € [2, N], compute
[Dilr < DeCext((Skf,z, (f, [rl2), (cti, x7)); (22)
3. Compute
[Dl7 =[D1lr---[DNlT (23)

and output D via brute-force discrete log.

Correctness. For ct(y, ) with randomness wy,...,wy and sk r with randomness r, we have

D1 = f(x1)'Z1 = Ljcpo, Ny Wi T (24)
D; = f(x)'z; +wir, Vie[2,N] (25)
D=Yen f&)'z; (26)

Here (24) and (25) follow from the correctness of Ilext and the last (26) is implied by (24) and (25). This readily proves
the correctness.

Security. We have the following theorem with the proof shown in the subsequent subsection.

Theorem 3. Assume that extended one-slot schemellext achieves simulation-based semi-adaptive security, our unbounded-
slot FE scheme I1,pq described in this section achieves simulation-based semi-adaptive security under the k-Linear as-
sumption in G,.

7.2 Simulator

*

Let (Setu pzxt, Enciyts KeyGeant) be the simulator for [1eyt, we start by describing the simulator for I1,,,,4. As written,
the adversary needs to commit to the length N in advance; this is merely an artifact of our formalization of simulation-
based security, and can be avoided by having Enc* pass auxiliary information to KeyGen*.

- Setup*(14,1",1",1V): Sample
Wo,...,WN «— Z];,,

run
(mpk,, msk}) « Setupzxt(li, 1", 1”/); (mpk,y, msky) — Setupext(lﬂ, 1", 1"/)

and output
mpk = (mpk;, mpk,) and msk® = (msk], mska, wy,...,wpy).
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- Enc*(msk*,(x;‘)ie[m)l Compute
ct] < Encg (mski,x]) and ct; < Encext(mpky, (x},0[lw;)), Vi € [2,N]

and output
ct® = (ct],cty,...,cty) and  (X])ieny.

- KeyGen* (msk*, X} ieINy, [ 1 € Zp): Pickr < Zf,, compute

sk, — KeyGeng, (mski,x}, (f, [r2), 1t — Xiejz,ny Witl2)

skfz — KeyGeng, (msko, (f, [rl2))

and output
sk;:(sk;},l,skfyz,[r]z) and f.

7.3 Proof
With our simulator, we prove the following theorem which implies Theorem 3.

Theorem 4. For all A, there exist B; and B, with Time(B;), Time(B,) = Time(A) such that
MDDH!
AdVI (1) < @N - 1)-AdVES () + (N =1 -Advy,  “2(D)
1 2

where Q is the number of key queries and N is number of slots.

Game sequence. We use (xf,zi‘ Ve ,xj‘v,zj*v) to denote the semi-adaptive challenge and prove Theorem 4 via the fol-

lowing game sequence summarized in Fig 4, where

Gameg =, Game; = Gameyy =, Games; ~.Gamess ~.Gamess

= GameNho = GameN.l =c GameN_z = GameNB

Gamey: Real game.

Game; : Identical to Game except for the boxed terms below:

- we generate mpk = (mpk;, mpk,) and msk = , msk,) where

‘ (mpk,, msk}) — Setupzxt(l’l, 1", 1”/)

- the challenge ciphertext for (x},z7,... ,xj‘v,z;‘v) isct* = (, cty,...,cty) where

* * * %
‘ct1 — Encgy; (mski,xp)

i Cti — Encext(mpky, (x7,z7 [W;)), Vi € [2,N]

- the key for the j-th query fj is skfj = (sk;jl1 ,skfj,z, [r;]2) where

i (mpky, msky) — Setupext(ll, 17, 1"/)

sk, 1 — KeyGeng,(mski,x], (f), [rj]2), [fj X)) 2] = Liciz,n Wixj]2)

sk, — KeyGene, (msky, (7, [rj12));

wherews, ..., Wy — Z”i andrj — Z’; forall j € [Q]. We claim that Gamey =~ Game;. This follows from the simulation-

based semi-adaptive security of I1ex. See Lemma 8 for more details.

Gamey ¢ for n € [2, N]: Identical to Game; except for the boxed terms below:
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- the challenge ciphertext for (x},z7,... ,x}‘v,z}*v) is ct* = (ct],cta,...,cty) where

Encext(mpky, (x7,[0]Ilw))  i€[2,n-1]

ct] — Enci(msky,x]); ctj —
) Encext(mpky, (7, 27 [w;) i € [, N]

- the key for the j-th query fj is sky, = (sk;jyl,skfj_z, [rj]2) where

sk, | — KeyGenge (msky, X}, (f, (£12), | Zietn-11 £ )72] |~ Zieiz,n Wit l2)

sk, 2 — KeyGeney (mska, (fj, [rj12));
where wy, ..., Wy — Z’;, andr; — Z’; forall j € [Q].

Game;) 1 for i € [2, N]: Identical to Game; o except for the boxed terms below:

- we generate mpk = (mpk;, mpk,) and msk = (mskf,) where

(mpk,, msk}) « Setupzxt(li, 1,1 ‘(mpkz,msk;) — Setupzxt(l’l, 1",1")

- the challenge ciphertext for (x},z],...,X},zy) is ct* = (ct],cta, ..., cty-1, , Cty+1,...,Cty) where

cti — Encext(mpky, (x7,0l1w;))  i€(2,n—1]

ct] — Encgq(msky,x{) and {|cty — Encgi(msks,xp) i=n

ct; — Encext(mpky, (X}, 27 lw;)) i€[n+1,N]

- thekey for the j-th query f; is skfj = (sk}j,l, sk}j,2 , [rj]2) where

sk}j,l — KeyGenZ, (msky,x}, (fj, [r;12), [Liep-11 [ (&) 2 = Liero, vy Wirjl2)

sk}, — KeyGeng,i(msky, %y, (£, [rj12), [ () 2y + Wy jl2)

where wy,..., Wy — Z’;, and rj — Z’;, for all j € [Q]. We claim that Game; o =, Game; 1. This follows from the
simulation-based semi-adaptive security of [1ext. See Lemma 9 for more details.

Gamey,  for 1 € [2, N]: Identical to Gamey, ; except for the boxed terms below:
- the key for the j-th query f; is sky, = (sk;ij,l,sk;lj,z, [r;]2) where

Sk;j,l — KeyGeng, (mski, x5}, (fj, [rj12), [ Liepm i &) 25 |— Xiepp, Ny Wirjl2)

sk — KeyGeng,e (msks, xp, (f5, r12), [ wir; )

where wy,...,Wy «— Z’;, andr; < Z’; for all j € [Q]. We claim that Game;, 1 =, Game;; . This follows from Lemma 1

1

w.r.t. wy and f; (x;)"z; which is implied by MDDH 0

assumption: for all fj,x;;,z,*],
Sk;jJ sk fj2

{ [wyrjlz, [ f70) 2 [+ wWyrjla, [X5]2 } e 27)
=c { 1| fix) 2z |~ wyrjla, wyrjlz, 112 } e

where wy, 1 < Z’;, forall j € [Q]. See Lemma 10 for more details.

Gamey, 3 for n € [2, N]: Identical to Gamey, » except for the boxed terms below:
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- we generate mpk = (mpk;, mpk,) and msk = (msk*,) where

(mpky, msk}) — Setup?, . (14,17, 1"; ‘(mpkz,mskz) — Setupg, (11,17, 1)

- the challenge ciphertext for (x},z},...,X},2zy) is ct* = (ct],cta,...,cty_1, , Ctps1,...,Cty) where

cti — Encext(mpky, (x7,01w;))  i€[2,n—1]

ct] — Encl,(msk],x]) and ‘ct,- — Encext (mpk,, (x,’;,0||w,7))‘ i=n

ct; — Encext(mpk,, (7, z7 lw;)) i€[n+1,N]

- thekey for the j-th query f; is skfj = (sk}j,l,, [rj]2) where

Sk;jJ — KeyGeng, (mskj,x}, (fj, [rj]2), ie fi&X) 2 = Licp,m wyrj]g)

’skfj,z — KeyGeng, (msky, (f;, [l'j]Z))‘

where wy,..., Wy «— Z’; and rj — Z’; for all j € [Q]. We claim that Game;» = Game, 3. This follows from the
simulation-based semi-adaptive security of Ilex with the fact f; (x;;)TO +wj7r = w;r. See Lemma 11 for more details.

Here we have Gamey g = Game; and Game; o = Game;,_1 3 for all 5 € [3, N]. Note that Gamey 3 corresponds to the
output of the simulator in the ideal game. We summarize the game sequence in Fig 4.

7.4 Lemmas

We prove the following lemmas showing the indistinguishability of adjacent games listed above. This completes the
proof of Theorem 4.

Lemma8 (Gamey =, Gamey). For all A, there exists By with Time(B1) = Time(A) such that
AV (1) — AdvS, ()] < Advi (A).

Proof. Recall that the difference lies in mskj, ct; and sk £l

- in Gamey, we compute them by‘ (Setupeyt, Encext, KeyGeng, ) ‘;

- in Game;, we compute them by (Setupg,, Enct. ., KeyGenZ ) .

The lemma follows from the simulation-based semi-adaptive security of Ilext, cf. Section 4. The algorithm B; works
as follows:

Initialize. Get E—P\k from the challenger, run
(mpky, msky) — Setupext(la, 1" 1"/)

and return (m, mpk,) to A.

Challenge. On the challenge message (x},z],...,Xy,Zy) from A, pick wy,...,wy — Z,’§, submit (x},z] | = Xjep2, Ny Wi)
to the challenger and get ct. Run
Cti — Encext(mpkz; (X?,Z? "Wl))y Vl € [2’ N]

and return ct* = (Ct,cty,...,cty) to A.
Key queries. On input the j-th key query fj, sampler; — Z’;,, and compute
Skijg — KeyGeng, (msk, (fj, [rj12)).

Send a key query (fj, [r;]2) to the challenger and get back s/|\<j. Output skfj = (sflkj,skfj,z, [ril2).
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9¢

Game ct* skp Remark
cty ct;,l<i<n ‘ cty ‘ ct;,n<i<N skr,1 skr2

0 real: x7,z{l-Xw; real: x:.‘,z;‘ lw; real: real: Real game

1 sim: X} real: x:.‘ ,z;‘ lw; sim: [f(x] )Tzf - Zw}r]z real: Mext

7.0 sim: xf real: x;‘, 0|lw; |real: xn*,z; lwy, |real: x;‘,z;‘ w;|sim: [[Xi<q f(x;‘)Tz;‘ —Zw;r]z real:

7.1 |sim: x] real: x7,0[w; |/sim: x; real: x7,z7 [lw; |sim:  [¥;<p f(x;)'z] —~Xwirly | sim: [f() 2z +Wyrlp |Hext

n.2 |sim: xj real: x;‘,0||wl~ sim: Xﬂ* real: x;‘,z;‘ lw; [sim:  [[Xj<p f(x; )Tz;‘ —ngr]z sim: [wIlr]Z MDDH

7.3  |sim: xj real: x7,0llw; |real: x;, Ollwy |real: x7,z} lw;|sim: [¥;<; fx]) 2] —~Xwirl, |real: Mext

N.3 |sim: xi‘ real: x;‘,Ollwi sim:  [Yierm f(x;‘)T ;" —Zw;rlz ‘real: ‘Simulator

Fig. 4. Game sequence for I1,,,,4 with ) € [2, N], where Gamep o = Gamej, Games g = Gamey 3,...,Game o = Gamep_1 3. Each cell is in the format “xxx:yyy” where xxx € {real, sim}
indicates whether the ciphertext/key component is generated using real algorithm or simulator and yyy gives out the information fed to algorithm/simulator. Throughout, the first

input to KeyGeng,:/ KeyGen?, . for generating skr,1 is (f, [r]2); the same applies to sk ¢ . The sum ofwgr is always over i € [2, N].



Analysis. Observe that

- when (EpT(, msk) = (mpky,|msky ) —|Setupey: 14,17,1") and

ct— ‘ Encext (mpky, (X, 2] | = Xic2, vy Wi)) ‘

skj —[KeyGeney (mski, (f;, [rj12))} Vj € [Q]

the simulation is identical to Gamey;
— when (mpk, msk) = (mpk,, msk} ) — Setup?,. (1*,1%,1") and

ct — Encl i (mskj,x})
sAkj - KeyGeant(mSkf.Xf,(fj, [r;12), [fi x)72] = Xiepz, Ny w;rj]z) ,VjelQl
the simulation is identical to Game;.
This readily proves the lemma. O
Lemma9 (Game; o =; Gamey ). For all A and alln € [2, N], there exists By with Time(B) = Time(A) such that
AV () = Adv ()] < AdvEEE ().

Proof. Recall that the difference lies in msky, ct; and sk £io10

- in Game;) o, we compute them by‘ (Setupeyt, Encext, KeyGengyt) ‘;

- in Game;,.1, we compute them by (Setupg,;, Encg ., KeyGenZ, ) .

The lemma follows from the simulation-based semi-adaptive security of I[lext, cf. Section 4. The algorithm B; works
as follows:

Initialize. Get m from the challenger, run
(mpk,, msk}) — Setup’, (14,17, 1)
and return (m pkl,m) to A.

Challenge. On input the Achallenge message (X],Z],... ,x;‘v,z}*\,) from A, pickwy,...,wy < Z’;, submit (x,’;,z,*] [wy) to the
challenger and get back ct. Compute

Encext(mpky, (x7,0lw;)) i€ (2,n—1]
ct] — Encl(msk},x]); ct;—<ct i=n

Encext(mpk,, (X7, z7 [w;)) i€ [n+1,N]

and output ct* = (ct,cta,...,cty).

Key queries. On input the j-th key queries f;, sampler; — Zf, and compute
sk}, 1 — KeyGeng (mski, x}, (f}, [tj12), [Eicin-1 f5 ) 2] — Eiepa, vy Wi jl2).

Send a key query (fj, [r;]2) to the challenger and get back qu. Output skfj = (Sk;j,p s/|\<j, [ril2).
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Analysis. Observe that,

— when (m, n?s\k) = (mpk,,| mskz ‘) <—‘Setupext ‘(17‘, 17", 1"/) and

ct ~\ Encext (mpky, (%7, 25 [[wp)) \ skj — [KeyGeney(mske, (f}, [rj12) |, ¥ j € [Q]

the simulation is identical to Gamey, o;
— when (mpk, msk) = (mpk,, mskj ) — Setup, (1*,17,1") and

ct — Encl(msky,x5),  sk; — KeyGeng, (msk3, x5, (7, [rj12), [fj(x5) 2z +wirjl2) , Vj € [Q)
the simulation is identical to Gamey ;.

This readily proves the lemma. O

Lemma 10 (Game; =, Game,,»). For all A and alln € 2, N], there exists By with Time(B») = Time(A) such that

MDDH!
AdVTE () - AdVE (D <2-Advy, (D)
where Q is the number of key queries.

Proof. Recall that the difference lies in sk;ij,l and sk}ij‘z. We prove the lemma using Lemma 1 w.r.t. w; and f; (x;;)T z;“,.

On input ([£j1]2, [£]2]2, [rj]2), the reduction B, sample w; — Z’; for i € [2,N]\{n} and run
(mpky, msk}) — Setup?,,(1%,17,17);  (mpky, msk3) — Setup,, (1*,17,1");

this allows us to simulate mpk and create challenge ciphertext. Here we crucially use the fact that we do not need w;,
when generating the ciphertext. For the j-th key queries f;, we compute

sk 1 — KeyGeng, (mski, X}, (fj, [tj12), (X iein-11 ;&) 2] = Lieiz,Njvim WiTj + L1 ]2)

sk}ij,2 — KeyGeng, (msk;,xp, (fj, [r;12), [£,2]2)

using the term in the input and output skfj = (sk;‘cj,l,sk;ij‘z, [r;]2). This proves the lemma. |
Lemma 11 (Gamey» = Gamey, 3). For all A and alln € [2, N], there exists B, with Time(B1) = Time(A) such that
AV (1) - AdViZ ()] < Advig (A).

Proof. The proof is analogous to that for Lemma 9 with the following modifications: B; submits (x;;,Ollwn) to the
challenger during Challenge, so that

— when (H—p\k, msk) = (mpky,| msky ) — | Setupey: (1*,1",1") and

Ct | Encexe(mpky, (x;,00wy)) |, sk; —[KeyGeng, (mska, (7, [rj12) |, Vj € Q)

the simulation is identical to Gamey, 3;
- when (mpk, msk) = (mpk,, mskj ) — Setupi at1n, 1”’) and

Ct — Encl(msks,xp), skj — KeyGenZ(msk3,x, (f}, [r;l2), Whrjl2) , ¥j € [Q]
the simulation is identical to Gamey, ». O

8 Il c: Multi-Client Scheme

In this section, we introduce the notion of multi-client unbounded-slot FE for attribute-weighted sums and provide a
generic scheme I1,,,| based on Iley: as in IT,,,,4. We refer the reader to Section 1.2 for a quick introduction.
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Overview. For simplicity, we consider one client per slot, though the definition and the construction extend readily to
the setting where there are fewer clients than slots, where the complexity of the one-time secret key generation grows
only with the number of clients and not the number of slots.

Comparison with prior works. We proceed to comparisons with the notion of multi-client FE in prior works [23,1,2]:

- Each client in our scheme does not have any long-term secret key for encryption from the authority; they merely
see a mpk from the authority.

- Instead, a group of clients generate a set of one-time secret keys by themselves for each encryption; the distribu-
tion is independent of the databases and does not require interaction with the authority. We consider only static
corruption of clients that leak the one-time key.

- The one-time secret keys also rule out mix-and-match attacks amongst the ciphertexts, which limit the power of
the adversary.

Overview of the construction. Roughly speaking, we would like to show that the unbounded-slot FE scheme IT,,,,4 in
the previous section satisfies the following property: for all S C [N], we can simulate

mpk, ct,sk s, (Wi)jes

given Y ;.5 f(x;)"z;. That is, the leakage on (z;);¢s is bounded by the attribute-weighted sums computed over these
entries in the database. Turns out this is indeed true if 1 ¢ S so that w; remains hidden, via a straight-forward adapta-
tion of the previous proof. To avoid this restriction on S, we need to modify the scheme to break the asymmetry of the
construction w.r.t. the first slot.

8.1 Definition

A multi-client unbounded-slot FE for attribute-weighted sums is the same as an unbounded-slot FE for the same
function class with the following changes:

- OTSKGen takes input 1*,1 and outputs (otski)ie[n-
- Enc takes input mpk, (x,z) and an additional input otsk.
— Dec takes input (sky, ) and (ct;,X;) e[

Both correctness and security can be adapted from those for unbounded-slot FE, see below.

Correctness. For all N, (x;,z;);e;n and for all f € Fagp,,, 7, We require

(mpk, msk) — Setup(1%,17,1™)
(Otski)ie[N] — OTSKGen(lA, lN)
Pr | Dec((sk¢, f), (cti, Xi)ien) = XN, f(xi)7z; =1.
r [ Dec((sky, f), (cti, Xi)ieny) = X, (X)) 2 sk — KeyGen(msk, /)

ct; — Enc(mpk,otsk;, (x;,2)),i € [N]

Security definition. We consider semi-adaptive, simulation-based security, which stipulates that there exists a ran-
domized simulator (Setup™®, OTSKGen*, Enc*,KeyGen™) such that for every efficient stateful adversary A,

N, s) —Aah; | [a¥.s—4aah;

(mpk, msk) — Setup(1%,17, 1); (mpk, msk*) — Setup* (14,17, 17 1N s);

X},2])igs — A(mpk); | &7,2))igs — Almpk);

(otski)je(n] — OTSKGen(1%,1V); " (otski)res — OTSKGen* (msk*);

ct? — Enc(mpk,otsk;, (x},2})), i ¢ S; (ct})igs — Enc™ (msk™, (x})gs);

output AKeYGeNMsk) (otsk;);cs, (ctigs) | | output AKeyGen™ (msk™,Dies ) ((otsk;) es, (ct})igs) |

such that whenever A makes a query f to KeyGen, the simulator KeyGen™ gets f along with ¥ ;¢5 f(x})'z;. We use
Adv%CFEM) to denote the advantage in distinguishing the real and ideal games.

29



8.2 Construction

Scheme. Assume Ilext = (Setupeyt, Encext, KeyGengy:, Decext) be the extended one-slot scheme in Section 6. Our
multi-client unbounded-slot FE I1,,, is similar to I 4 in Section 7:

— Setup, KeyGen as in IT,pq.
- OTSKGen(1%,1V): Sample w; — Z’,f, for all i € [IV] subject to the constraint }_ ;¢ w; = 0 and output

(otsk; =wW;)ien.
- Enc(mpk,otsk, (x,z)): Parse otsk =w. Sample z’ — 7" W — z,’g and compute

cty — Encext(mpky, x,2'[|w'))

cty — Encext(mpky, (x,z—2'|[w—w))

and output
ct=(ct;,cty) and x.

— Dec((sky, f), (ct;,X;)ien): Parse ciphertext and key as
Skf = (Skf,l,skf_z, [rl]2) and ct; =(ct;,cti),Vie[N].

We proceed as follows:
1. For all i € [N], compute

[Di 17 — Decext((skp1, (f, [¥]2), (ctin, x;));
[Di2]T — Decext((skf2, (f, [¥2), (cti2,X:));

2. Compute

[Dlr= [] (IDipl7-[Dial7)
i€[N]

and output D via brute-force discrete log.

Correctness. Correctness uses
Di, Di

Y of&x)'zi= Y (f&)'Z+ W)+ fxi) (z; —2) + (w; —w))r)

i€[N] i€[N]

which in turn uses Y w; = 0.

Security. We prove the following theorem.

Theorem 5. Assume that extended one-slot scheme eyt achieves simulation-based semi-adaptive security, our multi-
client unbounded-slot FE schemell,¢| described in this section achieves simulation-based semi-adaptive security under
the k-Linear assumption in G,.

Both simulator and proof are analogous to those of I1,,;,4 in Section 7 with a high-level idea as follows. WLOG, assume
S=[N'] for some N’ < N. We can rewrite ct; = (cty,1,cty2) as

Encext (mpk,, (X],2z] — 2, lw; —W})), Encext (mpk,, (x], 2] [lw}))
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by relying on the entropy in z;, w . For notational simplicity, for the rest of the overview, we assume w); = 0 and z = 0 for
alli € S; the general case follows readily. That is, we only rely on the entropy in the (z’l.,w’l.)’s to rewrite ct; = (cty,1,cty2).

We now have:

Encext (mpk;, x7],z7 lwy)), Encext(mpky, x7,000) i=1

ct; = (ctjp,ct;,) = * * gt j !
Encext (mpky, x;,0l110)), Encext (mpk,, x;,z; lwi) 1<i< N

We can then basically follow the idea for I1,,q in Section 7 by the following observation:
cty ) = Encext(mpky, (x7,z; [w1)),  {ct}, = Encext(mpky, (X;,Z; [Wi))}1<i<nr
looks like a ciphertext in IT,,,,q and KeyGen is exactly the same as in I1,,p4. We note that:
— in the simulator and throughout the proof, we don’t change
cty » = Encext (mpky, (x7,010)),  {ct}; = Encext(mpky, X7, 010)}1<i<n;

and the reduction can always simulate them using mpk;, mpk,;
- As before, the proof also use the fact thatforall i € [2, N'| and u e Z p» it holds that

{[=wirjlo, [u+Wirl2, [rj]2} jerq) =c ([ —Wirjl2, [Wirjl2, [¥j]2} jerqn

here we crucially relies on the fact that i ¢ S and w; is not leaked to the adversary; otherwise the above statement

does not hold.

In the actual proof with general S, instead of enumerating over i € [2, N'] in the games, we enumerate i € S\{i*} where

i* = min{S}.

8.3 Simulator

Let S be the set indicating corrupted clients and i* := min{S}, that is, the smallest value outside S. (Simulation is trivial
if S = [N].) We describe the simulator for I, using the simulator for [ext, i.e., (Setupl,, Encs,y, KeyGenZ,,), as in
Section 7.2; also, the adversary needs to commit to the length N in advance.

— Setup*(14,1",1%,1V, 5): Sample

z’l,...,zgvhzzr,w'l,...,wk,hZ’; and wi,...,wy — Z) such that ) w;=0;
i€[N]
run
(mpk,, msk}) — Setupéxt(li, 1", 1”/); (mpky, msky) — Setupext(ll, 1", 1"')

and output
mpk = (mpk;,mpk,) and msk* = (msk}, msky, (W;, W}, z})ic(n), S).

- OTSKGen™(msk®): Parse msk™ = (mskj, mskj, (w,-,w’l.,z’l.),-e[N],S) and output (otsk; = w;)es.

- Enc*(msk*,(x;‘)igs): Compute

cti. | — Encly (msky,xj.), ct. 5 — Encext(mpky, (%}, 2}, [w}.)),
cti; — Encext(mpky, (7,2} W), ct}, — Encext(mpky, X7, —z;llw; —w))), Vi€ S\{i"}

and output
(Ct?:(Ct;I’Ctzz))ieS and (x;'k)ieé-
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- KeyGen* (msk*, (X;.k)igs,f,ﬂ € Zp): Pickr — Zf,, compute

sk, — KeyGeng,i (mski,x}., (f, [r]2), [n— f(X}.) Z = Wit = Xicin iy Witl2)
skpo — KeyGengy (msks, (f, [r]2))

and output
Sk; = (Sk;]l,Skf'z» [r]Z) and f

Remark 4 (decryption). Observe that when we decrypt the simulated ciphertexts:
(et} ct]y)je5 — Enc™(msk™, (x7)igs) and (ct] ), ct],) — Enc(mpk,otsk;, (x},z;)), Vi€ S
with the simulated secret key (sk},l,sk;,z, [r]2) — KeyGen™ (msk™, (x})i¢s, f, Lies f(X)2]), we get

Dix1 =Yies fx)'2] = fX].) "2 + (Wix —W)'E, Di=p = f(X].)"Z0, + (W,)'T,
Diy =f&)'Z,+ W), Dio =—-f(x)'z +w; —w)'r, VieS\{i*}

Di; = f(x;.“)Tz;. + (w;.)Tr, D, = f(x;.“)T(z;.‘ —z;.) + (w; —w;.)Tr, Vies
and end up with

D= ) (Din+Dix)= ) f&x)'zi+ ) wir= ) f&x)'z

i€[N] i€[N] i€[N] i€[N]

Furthermore, with the corruption of (otsk; = w;);es, we can recover

Y Din+Dip)+) wir=0_ f&)'z;+) win+) wir=) fx)'z]

i€S = i€S i€S i€s i€S
Similarly, when we decrypt normal ciphertexts
(ctj1,cti2) — Enc(mpk,otsk;, (x;,27)), Vi € [N]
with the simulated secret key (sk},l,sk;yz, [r]2), we get
D1 =f&x)'z;+W)'r, Dj>=fX;) (2] —z))+wW;-w))'r,Vie[N]

and end up with ¥;e(n) fX) "z}

8.4 Proofsketch

Let S C [N] be the set of corrupted clients and i* := min{S}, that is, the smallest value outside S. We use (x;.*,z;‘)igs
to denote the challenge. Our proof basically follows the proof for I1,,4 in Section 7 with an extra games and some
modifications below. Also see a summary of game sequence in Fig 5.

An extra game: Gamegy. After Gameg, we introduce an extra game where we generate ct;‘* = (ctj*,1,Ct; 2) as follows:
cti*,1 — Encext(mpky, (X, 2% —Zi. Wi+ =W, ), Ctix 2 < Encext (Mpky, (X;+, Zj Wi )

instead of

Ctjx,1 — EnCext(mPkp(X;‘*,)), Ctj* » — Encext(mpky, (X.,| 2}, — 2. [Wi+ — W}, ])

We can show Gameg =5 Gamey by the change of variables: z}. — z. —z/. and W}, — w;* —w’..
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Modifications. Now we have

. { Ctix1 — Encext(mpky, (X, 2], —z;.,, [lw; —w’l.*)), cti o — Encext(mpk,, (x;.“*,z;.* ||w;.*)) i=i*

ct; =

cti1 < Encext (mpky, X7,z W), Ctjz — Encext(mpky, (7,27 —z|w; —w})) i € §\ {i*}
and then our game sequence mirrors that for I1,,,,4 in Section 7: we have

- Game;+ in the place of Game;; and
- Gamey, 9, Gamey 1, Game;; 2, Gamey 3 enumerating over 7 ¢ S\{i*} instead of nj € [2, N].

Among all games, we make changes to master key pair ((mpk;, mpk,), (msk;, mska)), secret keys skfj = (Skfj,l,Skfj,z)
and (ct;« 1, (Ct;2) jeg\(;+)) Which involves (x;.“,z;.*),-gs; note that, we will never change (ct;= 2, (Ct; ;1) ;c5,(;+))- In more detail,

- in Game;+, we have (mpk;, msk}) — Setupzxt(l’l, 17, 1”/) and compute
ctir < Encgyq (msky,xjs),
sk, 1 — KeyGengyi (msky, xj., (fj, [1j12), [f; ()72} — f(X7) 2 + Wir — (W) 1l2)
instead of having (mpk;, msk;) — Setup?,.(1%,17,1") and computing
ctjr — Encext (mpky, (., 2}, — 2}« Wi+ — W), sk, 1 — KeyGeney (mski, (f7, [r]2))

The simulation-based security of [Tex: ensures that Gamey =, Game;«. The proof is analogous to that of Lemma 8.
- in Game;) o, we compute
ctj2 «— Encext(mpky, (%7, 2 [w; —w})),Vi¢ SAi<n

sky; 1 — KeyGeng,i (msky, X7, (fj, [t712), [ Eigs i<y [i0) 25 — f5(5) 2 — (W) 0= e nyy iy WiT]2)
- in Game;, 1, we have (mpk,, msk3) — Setupzxt(ll, 1", 1"') and compute
ctp2 — Encgy (msky, xp),
sk, 2 — KeyGeng,i (msks, xp, (ff, [rj12), [f; (03) 2y = £ ()" 2y + wyx — (W) 1l
instead of having (mpk,, msks) — Setup?,.(14,17,1) and computing
Cty2 < Encext (mpky, (x;,z; —z%llw,7 —V\/n)), sk,2 < KeyGene,s (msky, (fj, [r]2))

The simulation-based security of Iley; ensures that Game;, o =, Gamey, 1. The proofis analogous to that of Lemma 9.
- in Game;, 2, we compute

skr,1 — KeyGeng,i (msky, X, (fj, [1j12), [ Kigs,izy i) 25 — f;(x7.) 2} — (W) 1= e vy giv) WiTl2)

sk, 2 — KeyGengye (msks, xy, (fj, [rj12), [ = £ () "z, + wyr = (Wp)) ' |)

We have Game;;; =; Game;)». This follows from (27) as in Section 7. Here we crucially use the fact that w;, is not
leaked to the adversary; the statement (27) does not hold for w; with i € S.
- in Game;, 3, we have (mpk,, msky) — Setu pzxt(ll, 1", 1"/) and compute

Ctn,z - EnCeXt(mkar (x';r —Z;,] ”wn _w;]))r Skfj,z - KeyGeneXt(mSkZ; (ﬁr [1']2))

We have Game;; > =~ Game; 3 and the proof is analogous to that for Game;; 1 = Game;; > from the simulation-based
security of Tlext.

Note that, in the proof, the reduction always knows (x;‘ ,z;.,w;.) ie(v) and can simulate (ct;+ o, (Cti)iesiy) using (mpk;, mpks,).
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e

Game ctj= 1 ctj, i€ S\{i*}i<n cty,1 ctig, i€ S\{i*}Li>n sk Remark
Ctix2 ctio Cty,2 ctio skf2
0 real: x;f* ,z’l.* ||w'l.* real: x;.* ,z’i ||w;. real: Real game
real: Xx7,,z7, —z;* [lw; —w’i* real: x,z} _Z;||Wi —w’l. real:
0’ real: x;.k* ,z;‘* _Zli* lw;+ _Wli* real: x;.k ’Zli ||W;. real: change of variables
real: x;‘* ,z;* ||W’i* real: x;.* ,z;‘ - z’l. lw; —w’l. real:
i* sim: x7, real: x7, 2 |w/ sim: [f(x}.)"z}, —8 - X wirl, 8 = f&) 2 + W) T
real: x;.‘* ,z’l.* ||W;.* real: x;.* ,z;‘ - z’l. lw; —w;. real: Hext
7.0 sim: X7, real: x;f,zgllw;. real: x,’;,z%IIW;7 real: x;.‘,z;. ||w’i sim: [ Xigs, i<y f(x;.“)Tz;.k o —Zw?r]g
real: x;.k*,z;.* ||w’l.* real: x7, —z;. lw; —w’l. real: x,*;,z,*] —z;lllw,, —w% real: x,z} —z’l. lw; —w;. real:
n.1 sim: x;‘* real: x;f,z’l.llw;. real: x;;,z’nllw,’7 real: x;‘,z; ||w’l. sim: [Ziets,i<nf(x;‘ )Tz;‘ -6 —Zw;rlg Mext
real: x;.‘* ,z’l.* ||w'l.* real: x;f‘,—z;. lw; —w;. sim : x;'; real: x;‘,z;‘ —z;. lw; _Wli sim : [f(x;;)Tz;'; —f(x;;)Tz;7 = (w%)Tr+w1,—]r]2
n.2 sim: X7, real: x;f,zgllw; real: 1(1’;,z;7||w;7 real: x;‘,z; ||w’i sim: [ Xjgs, i<y f(x;.*)Tz;.k o —Zw;r]g MDDH
real: X7, ,z;.* ||w’l.* real: x;f,—z;. lw; —w;. sim: x,’; real: x,z} —z’l. lw; —w;. sim: | —f(x,’;)Tz,’7 = (vv§7)Tr+wI)r 1o
n.3 sim: ;‘* real: x;‘,z’illw; real: x}*,,z%llw;] real: x;‘,z;. ”in sim: [Ziqzs,isnf(x;)-rz; Y —ZW-;l‘]g Hext
real: x;.k*,z;.* ||w’l.* real: ;f,—z;. lw; —w;. real : x,*;,—z;7||wn—1/v{7 real: x,z} —z’l. lw; —w;. real :
max{S}.3|sim: ;‘* real: x;.k,z’l.llw;. sim: [Zi¢sf(x;‘)Tz;f — —Zw?r]z &' = f(x:.‘* )Tz;.* + (w;.*)Tr
real: x7, ,z;.* ||w’l.* real: x7, —z’i lw; — w’l. real: Simulator

Fig.5. Game sequence for [T, over 7 € S\ {i*} in an ascending order where i* = min{$}. Each cell has two rows corresponding to ct; ; and ct; », respectively. Each row is in the

format “xxx:yyy” where xxx € {real, sim} indicates whether the ciphertext/key component is generated using real algorithm or simulator and yyy gives out the information fed to

*

algorithm/simulator. Throughout, the first input to KeyGene,/ KeyGenZ .

for generating skf'l is (f, [r]2); the same applies to skf,z; the sum ofw-;r is always over i € [N]\ {i*}.
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A Partial Garbling

The following is a restatement of the partial garbling schemes in [30,43] using our notation.

Basic lemma. We review the following lemma for f (x)'zwith f € Fagp ,, v which is a subclass of ABP; this shows that
we can use the computation of determinant to model the computation of f(x)"z.

Lemma 12 ([29,30)). Given f € Fagp,,,w and (x,z) € Z}, x ZZ’, we can efficiently compute a matrix Ly , € Z;,mm/)x(m*n/)
over Z,, with m depending on f such that

- detly, = f(X)TZ;
- each entry of Ly 5 is an affine function inx, z;
- Ly contains only -1's in the second diagonal and 0’s below the second diagonal.

Specifically, Ly 5 is obtained by removing the column corresponding to vy and the row corresponding to vy in the matrix
A -1 where A is the adjacency matrix of ABP

In particular, the matrix Ly  has the following form where we have an affine function in x for each *:

k ok X * k% 3k

-1 21

—1|z;,

We use Ly to denote the matrix obtained by removing the last column from Ly ,. Note that Ly only depends on x and
FE€FaBPnn-

Partial Garbling Scheme. We now review the partial garbling scheme [30,43] for f(x)"z. We first introduce a family of
matrices of dimension m + n':
T= {(I”””"l t) ‘te Z’"*”'l}
1) 7
1. VT €T, we have det(T) = 1;

2. VT€T,wehave {T(!):t— ZZ””/*I} = {(}):t— Z;,"*”/’l};
3. 3T € T such that Ly, T = (Ix|e; - f(%)"2) for Ly ; shown above.

and state the following properties:

The partial garbling scheme is as follows:

— partial garbling for f,x,z:
Prxz=Ixz(1) (28)

. . ,_
with random coin t — ZZ”” 1

- reconstruction: we can recover f(x)"z by computing det (Lxlp f.xz) since

det (Ly|p fxz) = det (Ly,T) = detLy, = f(x)'z (29)

for some T € T; here we rely on the property 1 and Lemma 12.
- privacy: given f(x)'z, we simulate
(Lgle;- f0'2) (1), t—2zp" (30)

Here we rely on property 2, 3 and Lemma 12.
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Algorithm Igen and pgb,pgb*. Let

T mx(m+n'-1) . . . , )
- Lxez, be the matrix obtained by removing the last n’ rows from Ly;
- te ZZ' is a vector consisting of the last n’ entries of t;

we can rewrite
Ps=@LPY) = L. (31)

Here we also make a transpose for notational convenience in the context of functional encryptions. Furthermore,
. L . . .
since each entry in L, is an affine function in x, we can write

L =Lx8l,)+L (32)

where L, is formed from n matrices of size (m+ n’' —1) x m, the ith of which consists of coefficients of x; in each entries
of f; and Ly includes the constant term in each entry. Note that L; and Ly only depend on f. In Lemma 2, we let

- Igen output the input-independent matrices L;, Ly on input f;
- pgb, pgb* output (28) and (30) using L1, Ly applying (31) and (32).

Then, it is straightforward to verify the privacy of our extension with shift in Section 4.2 from concrete expressions.
Algorithm rec. Computing det (Lx|p ) in (29) for reconstruction is computing a linear function in p x, by cofactor
expansion. In Lemma 2, we let rec output this linear function, represented by a vector dsx, and we have p}yx'zd fx=

f(®)"z. Furthermore, it is not hard to see that (0, e{)df,X = 1 which is sufficient to verify the reconstruction of our
extension with shift in Section 4.2.

B Concrete instantiation of Il,,;,q in Section 7

We show the concrete instantiation of I 4 in Section 7 with our concrete scheme Ilex: in Section 6.
- Setup(1},1%,1"): Run G = (p, G1, Gy, G, €) — G(11). Sample
Ab‘_Z(pk+1)Xk and Wb(_ZgC+l)><n ;Ub(_Z(pk+1)><kn;vbyw0,b(_Z;k+1)><k) Vbe {1’2}
and output

mpk = (G, {{A}]1, [ALWpl1, [A U1, [ALVpl1, [ALWo b1} peq1 ;)
msk = {Wp, Up, Vi, Wo 5} pe1,2;-
- Enc(mpk, (x;,2;)ie;n)): Sample
Wo,...,WN «— Z];, and S$1,...,SN ‘—ZI;)
and output

{[s]A]11, [z} + AW 11, [S]ATU (X1 ® 1) +8]AT Vi1, [= X e, n W) +8]A]Wo 111 }

Clix;zit =
{[s]AJ]1, [z} +S]AJW>]1, [s]AJUs (x; ® 1) +8]AJ Vo], [W) + S AW 2] }

) and (X;j)ie[n]-
i€[2,N]

- KeyGen(msk, f): Run (L;,Lg) < Igen(f) where L; € Z;"H"’_l)xmn,Lo € Z;mm’_l)xm (cf. Section 4.2). Sample T}, —
Z;k“)x(mJ’”’_D,Rb — Z’;X’” forbe{l,2} andr — leg and output

skp = ({[Ib +Wpla, [TpLy + Uy, @ Rp)l2, [TpLo — Wo pr- €] + VpRpl2, [Rplatpei,zp [1‘]2) and f

where T, refers to the matrix composed of the right most n’ columns of Tj,.
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- Dec((sky, f), (ctx; ), Xi)ie[n1)): On input key:
sk = ({[Ky,pl2, Kz, pl2, [Ks pl2, [Rpl2}peqizp, [¥l2) and  f
and ciphertext:
Ctix;z;) = ({[C(T),ih, [cL-h, [C;,i]1, [C;ih}ieuv]) and  (X;)ien

the decryption works as follows:

1. compute
P11 17 = ele] 111, yl2) - e(leg 11, [=Ki,112)
P17 = e(lcy 111, K1 (1 ® 1) + K3 112) - e([—€5, 111, [Ry]2) - e(lc 111, [r- €] ]2)

2. forall i € [2, N], compute

[Py ;17 = ellcy ;11, [Ly12) - e(leg 11, [= K 212)
[py,;17 = ellcy 11, [Ka2(x; ® L) + Kz 212) - (¢ ;11, [Rol2) - e(ley 11, [r- €] ]2)
3. forall i € [N], rundyy,; < rec(f,X;) (see Section 4.2), compute
[Di]T = [(pL-,P;,-)df,x,»]T

4. compute
(DIt = [Dilr---[DNIT

and output D via brute-force discrete log.
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