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ABSTRACT

This protocol defines the procedure to conduct a systematic literature review on adaptive middleware
support for the Internet of Things (IoT) and Cyber-physical Systems (CPS). The mentioned concepts
deal with smart interactive objects which provide a set of services, but they look into the problem
from various perspectives. We especially look into middleware design decisions for reactive/proactive
adaptations. Following a systematic literature review (SLR) in the selection procedure, we selected
62 papers among 4,274 candidate studies. To this end, we applied the classification and extraction
framework to select and analyze the most influential domain-related information. In addition to the
academic database, we took advantage of the use-cases provided by our industrial partners within the
CPS4EU 2 project. This document clarifies the primary studies’ selection process. The analysis of
the studies, discussion, and solution proposals will be presented separately in a journal article.

Keywords Internet of Things · Industrial Internet of Things · Cyber-physical systems · Pervasive · Middleware ·
Self-adaptation · Systematic Literature Review

1 Introduction

New architectural styles, tools, and techniques can shape the future use of IoT/CPS. The appropriateness of such
methods depends on the unification of heterogeneous things. However, the quality issues can guide the overall system
towards success or failure. CPS, IoT, and pervasive systems combine aspects of the physical and digital worlds. While
IoT emphasizes connectivity, CPS underlines the embedded aspect, and pervasive systems highlight the ubiquitous
computing.

IoT/CPS are made up of sensing, communication, processing, middleware, and actuation elements [1]. The sensing
elements get real-life data by embedded devices that make use of sensors. The communication elements provide the
mechanism and protocols to transmit sensed data to processing and storage components. The processing elements
analyze the data to plan for actuation. The actuation elements provide the services that the IoT/CPS infrastructure
aims to provide. Middleware that runs in processing components facilitates the communication between heterogeneous
sensing and actuating components using a set of programming abstractions. Middleware is a software layer between

∗Corresponding author.
2CPS4EU is a three years project funded by the H2020-ECSEL-2018-IA. The project develops four vital IoT technologies,

namely computing, connectivity, sensing, and cooperative systems. It incorporates those IoT technologies through pre-integrated
architectures and design tools. It instantiates the architectures in dedicated use-cases from a strategic application viewpoint for
automotive, smart grid, and industrial automation. https://cps4eu.eu

https://cps4eu.eu
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the physical and application layers, which provides a set of programming abstractions to facilitate the integration and
communication of heterogeneous components pervasively.

The IoT/CPS characteristics may require various levels of processing elements’ distribution, localization, and collabora-
tion [2].

• Distribution: this aspect specifies whether data analysis software ought to be deployed on a single node or
several nodes distributed across the IoT system.

• Localization: depending on data size and required analysis, complexity, processing can be executed locally or
remotely. Here is the point in which centralized cloud and distributed edge and fog concepts become relevant.

• Collaboration: the processing components may interact to form and empower IoT services. This collaboration
may appear as a level of information sharing, coordinated analysis, and/or planning or synchronized actuation
[3].

One crucial aspect that comprises all IoT/CPS components is the ability to be adapted based on both the system itself
and its environmental situation. Adaptation techniques can also guarantee the dynamic nature of collaborative systems.
Adaptation typically addresses control elements that interact with the environment to provide a service. Feedback
control loops model such interactions. Feedback loops [4, 3] can support both design-time and run-time adaptation. In
this regard, the middleware components should facilitate and manage the adaptation, potentially via interacting loops
that capture and incorporate contextual information at various layers of the system.

The goal of this paper is to identify, classify, and propose a set of state-of-the-art based architectures, tools, and
techniques that are potentially suitable to model (self-) adaptive IoT/CPS. More specifically, we discuss various
challenges tied up with middleware support for (self-) adaptive IoT/CPS and propose adequate solutions. We are
interested in interacting control loop mechanisms capable of supporting hard/soft real-time functionality of IoT/CPS
and satisfying crucial non-functional requirements.

A body of knowledge exists in the scientific literature about IoT/CPS middleware support. However, those studies are
scattered across different independent research areas, such as software engineering, embedded systems, and networking.
Therefore, a survey that classifies and compares the various approaches and methods for understanding the IoT/CPS
adaptation objectives, control mechanisms and middleware support is still missing. The study identifies current
characteristics, challenges and publication trends, and research gaps concerning (self-) adaptive middleware support
for IoT/CPS approach. This study’s audience is both research and industry communities interested in improving their
knowledge and selecting suitable methods to design and develop their middleware for IoT/CPS.

This protocol includes the main elements of a systematic study that namely are: i) motivation, ii) research questions, iii)
a search string to discover relevant studies, iv) inclusion and exclusion criteria to determine relevant studies among the
initial set, v) relevant data sources, vi) research team and external reviewers, vii) the primary studies distribution.

2 Motivation

This section discusses the motivation for handling our research and its potential scientific value. To this end, an extensive
search has been carried out in Sub-section 2.1 to discover the related reviews. By comparing this research with already
conducted systematic studies in the field, the current knowledge gap can be discovered. Sub-section 2.2 gives concise
reasoning upon the necessity for a systematic review of (self-) adaptive middleware support for CPS and IoT.

2.1 Existing Related Literature Reviews

In order to uncover previous systematic literature review (SLR) and systematic mapping study (SMS) related to this
research topic, we performed a search on relevant databases 3 using the following string. To include all related articles,
we applied the string on title, abstract, and keywords.

(“mapping study” OR “literature review” OR SLR OR SMS) AND (IoT OR “Internet of Things” OR IIoT OR CPS
OR “cyber-physical” OR “cyber physical” OR cyberphysical OR pervasive) AND (middleware OR “middle-ware” OR

“middle ware”) AND (“self-adapt*” OR “self adapt*” OR “self*” OR “adapt*” OR autonomic)

The string aims at discovering any systematic review on (self-) adaptive middleware support for IoT/CPS. We included
all peer-reviewed systematic reviews and mapping studies that discuss any architectural, technical, or practical aspects

3ACM, IEEE Xplore, SpringerLink, Web of Science, Scopus, Wiley, and ScienceDirect
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of (self-) adaptive middleware support for CPS/IoT. Short articles and papers which focus on any CPS/IoT aspect other
than middleware support were excluded.

We analyzed the search results, but we did not find any systematic study on the topic. However, six slightly related
studies with different scopes have been chosen to be compared with our research. These studies were selected since they
address some aspects of (self-) adaptation or middleware design in IoT or CPS. Table 1 shows the existing systematic
studies, their focus, and the associated quality assessment (based on [5, 6]). We calculated the total score of each study
[7, 5] by summing up the answer to each specific question Q1-Q4 (Yes(Y)=1, Partly(P)=0.5, No(N)=0):

• Q1) Are the systematic study’s inclusion and exclusion criteria described appropriately?
• Q2) Is the literature search likely to have covered all relevant studies?
• Q3) Did the authors assess the quality and validity of the included studies?
• Q4) Were the basic concepts and gathered data adequately described?

Table 1: Existing systematic studies on CPS and IoT middleware support.

Study Focus Year Q1 Q2 Q3 Q4 Total
Score

1. Self-Adaptation for Cyber-
Physical Systems:A Systematic Lit-
erature Review [8]

Architectural self-
adaptation in CPS

2016 Y Y Y Y 4

2. Architecting cloud-enabled sys-
tems: a systematic survey of chal-
lenges and solutions [9]

Cloud-based software
systems architecture
with a focus on mid-
dleware services

2016 Y Y Y Y 4

3. Control-Theoretical Software
Adaptation: A Systematic Litera-
ture Review [10]

control-theoretical
software adaptation
mechanisms

2017 Y Y Y Y 4

4. Fog Computing Applications in
Smart Cities: A Systematic Survey
[11]

Various solutions pro-
vided by Fog comput-
ing in smart cities con-
text

2020 Y P P Y 3

5. A comprehensive and systematic
review of the load balancing mecha-
nisms in the Internet of Things [12]

analyzing and exam-
ining load balancing
remarkable methods

2019 N P P Y 2

6. Service-Oriented Middleware
Architectures for Cyber-Physical
Systems [13]

Review on CPS mid-
dlware and presenting
a conceptual middle-
ware design

2012 P P P Y 2.5

Research 1 [8] studies state-of-the-art approaches to handle self-adaptation in CPS at the architectural level. The paper
follows a transparent methodology to present a reference three-layer adaptation model. The most relevant studies are
included, and the results are well described. The report analyzes the existing approaches to self-adaptation architecture
in CPS to better understand state of the art and propose various solutions. While the paper considers the use of MAPE-K
(Monitoring, Analysis, Planning, Execution, and Knowledge) loop for CPS self-adaptation, it does not investigate
multiple interacting loops. Furthermore, the authors do not focus on analyzing novel middleware technologies. Instead,
our study widens the scope to IoT and pervasive systems and proposes a set of middleware solutions for distributed
systems.

Study 2 [9] respects all steps of a systematic review from inclusion/exclusion criteria to data analysis. The paper
identifies 44 unique categories of challenges and associated solutions for architecting cloud-based software systems.
The authors suggest that many primary studies focus on middleware services to achieve scalability, performance,
response time, and efficient resource optimization. The challenge has been observed in various domains, form pervasive
embedded systems and enterprise applications to smart IoT devices. While the paper addresses the use of Domain-
Specific Languages in modeling secure CPS, it ignores suggesting other solutions such as service-oriented approaches.
Our study characterizes device edge and fog as well, which can enhance the IoT/CPS quality.
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Study 3 [10] thoroughly followed the systematic reviews’ steps and protocols. This paper investigates software
adaptation by modifying the software rather than the resource allocated to its execution. This paper mainly focuses on
control-theoretical software adaptation and control mechanisms. The paper investigates control loops, but it ignores
other IoT/CPS middleware aspects such as requirements, tools, and techniques.

Study 4 [11] follows the systematic mapping study method to obtain an overview of the existing related research
literature on fog and cloud-based smart cities applications. The paper presents an analytical comparison of related
works, the trends, and future research directions on Fog computing. Our study’s advantage over [11] is that we build our
middleware modeling styles on top of the perceived knowledge from the reviewed literature and industrial use-cases.

Study 5 [12] respects the systematic review process, such as explaining the research questions and (partially) addressing
the inclusion and exclusion criteria. The paper investigates optimizing the usage of IoT networks by providing solutions
for scalability, routing, reliability, security, energy conservation, network lifetime, congestion, heterogeneity, and quality
of service (QoS). The authors deal with QoS issues such as latency and data packets loss using load balancing concept
by distributing loads among different routes. Our study, instead, deals with the QoS int both system and middleware
architectural levels.

Study 6 [13] first present a systematic literature survey of research outputs in CPS middleware designs i) to present the
state-of-the-art and ii) to bring out some research focus on the issue. The authors further propose an early conceptual
middleware designed with a service-oriented viewpoint to support CPS applications. Our study includes all architectural
styles and patterns that can be useful for research and industry.

2.2 Need for an SLR on IoT/CPS modeling

The need for CPS modeling is augmented by the advent of IoT, where the relationship between physical and virtual
worlds plays a fundamental role. This research complements the existing studies regarding the adaptation in IoT/CPS
middleware support by introducing a literature-based classification of the objectives, decision methods, and tools.
Although the IoT/CPS research started by concepts appeared more than two decades ago, the research and industry
communities are still in their progress to define its different aspects effectively. To discover the impact of existing
literature on adaptive IoT/CPS middleware support, we identify, describe, and classify various concepts and techniques
used to engineer industry-oriented systems to help practitioners choose the best modeling tool.

3 Research Implementation

This study has been carried out according to systematic reviews guidelines provided in [14, 15, 5, 6]. In this regard, we
formulized our perspective by defining the purpose, issue, object, viewpoint issues ([16]).

Purpose: to provide a deep understanding of middleware support for (self-) adaptive IoT/CPS

Issue: by identifying, classifying, and analyzing different objectives, decision methods, and tools

Object: based on existing IoT/CPS adaptation approaches

Viewpoint: from the research and industry viewpoints.

Such an approach comes as the primary aim of this study since there is no proper overview of (self-) adaptive IoT/CPS
middleware support, which considers adaptive infrastructure and environment interaction, adaptation decision methods,
and tool support with an industrial orientation. As shown in Figure 1, the overall process can be divided into three main
phases ([15], [17]): planning, conducting, and documenting.

External Review. The protocol and final reports will be sent to external experts for independent review to mitigate
potential threats to validity and biases. As shown in Table 2, we received recommendations from the following scientists:

• Software Engineering and SLR Expert. Patrizio Pelliccione is an associate professor at the University of
L’Aquila / Chalmers University of Technology with a research focus on software engineering, robotics, and
autonomous systems. He has extensive experience in industrial empirical studies and systematic reviews. He
is contacted to provide feedback about the research’s general structure, primary studies, and data extraction
criteria.

• Software Architecture and SLR Expert. Ivano Malavolta is an assistant professor at the Vrije Universiteit
Amsterdam, who works on software architecture, mobile software, and robotics software. He has published
several systematic studies on various software engineering fields, such as microservices, self-adaptation, and
collaborative modeling. He advises architectures, methods, and tools that are well known and of interest for
the IoT/CPS community. He also confirms the search string coverage and inclusion/exclusion criteria.
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Figure 1: Overall review process overview.

Table 2: External reviewers.

Software Engineering and SLR Expert Software Architecture and SLR Expert

Patrizio Pelliccione Ivano Malavolta

External reviewers had a period of two weeks to provide their feedback about the proposed artifacts. Their comments
were useful to enhance the quality of the study.

3.1 Planning

Planning aims at: i) establishing the need for performing a literature review on (self-) adaptive middleware support for
IoT/CPS (see Section 2), ii) identifying the main research questions (see Section 3.2.1), and iii) defining the protocol
(see the remainder of this document) [5]. The planning phase is structured through the existing document.

3.2 Conducting

This step includes the search and selection strategies and data extraction and synthesis as follows.

3.2.1 Search Strategy

To achieve the research goal, we arranged for a set of questions along with their rationale (Table 3). The classification
resulting from our investigation on the research questions will provide a solid foundation for a thorough identification
and comparison of existing and future solutions for (self-) adaptive middleware for IoT/CPS. This contribution is
useful for both researchers and practitioners willing to further contribute to new IoT/CPS modeling and development
approaches or better understand or refine existing practices. The research questions listed in Table 3 will drive the

5



ADAPTIVE MIDDLEWARE SUPPORT FOR IOT AND CPS

Table 3: Research questions and the respective rationale.

# Questions Sub-questions Rationale

What changes in the environment can raise the necessity 

of adaptation?

What changes in IoT/CPS HW/SW infrastructure can 

cause a need for adaptation?

How the dynamic coordination and interaction of 

IoT/CPS infrastructure and their environment can 

motivate adaptation?

What are the adaptation control times for IoT/CPS 

applications?

What are the decision techniques that can be used as the 

substructure of IoT/CPS adaptation?

Are the focus of adaptation supports on language or 

middleware levels, or domain-specific applications? 	

How can the adaptation support platforms satisfy 

industrial needs?

What range of application domains is addressed by each 

platform?

RQ3

What kind of models, tools, or 

platforms are known by research 

and industry communities for 

IoT/CPS adaptation support? 

This question deals with various supports for 

IoT/CPS design and development. The 

subject attempts to discover existing 

platforms and applications, their features, and 

their requirements. The focus of this paper is 

especially on middleware support. Thus, the 

classified state of the art knowledge shall 

result in a set of middleware patterns 

potentially suitable for various domains.

RQ1
What are the objectives of 

adaptation in IoT and CPS?

This research question aims to identify and 

categorize the adaptation necessities due to 

changes in system, environment, and their 

coordination. These include changes in the 

environmental context and constraints, 

hardware layers, software components and 

connectors, and associated requirements.

RQ2

What are the decision methods 

that can be adopted to realize 

adaptation in IoT/CPS?

This research question focuses on IoT/CPS 

adaptation decision techniques, which imply 

control over IoT/CPS elements. The 

techniques can be categorized as model-

based, rule-based, data-driven, optimization, 

or program-based, or a mix of them.

whole systematic review methodology, with a notable influence on the primary studies search, the data extraction, and
the data analysis processes.

It is worth mentioning that a good search strategy is expected to provide practical solutions to the following questions: ,
which, where, what, and when [18].

Which approaches? The search strategy consists of two phases: i) automatic search in scientific databases; and ii)
snowballing. The first step will be performed using a search string (see below) based on identified keywords from
research questions and areas of study. The search strings are used to retrieve potential primary studies through web
search engines provided by digital libraries. Snowballing refers to using the reference list of a paper (backward
snowballing) or the citations to the paper (forward snowballing) to identify additional papers [16]. The start set for
the snowballing procedure is composed of the selected papers retrieved by the automatic search, namely the primary
studies, which are selected by applying inclusion/exclusion criteria to the automatic search results. In any case, the
inclusion/exclusion criteria will be applied to each paper. If a paper is considered to be included, snowballing will be
applied iteratively, and the procedure ends when no new papers can be found.

(IoT OR “Internet of Things” OR IIoT OR CPS OR “cyber-physical” OR “cyber physical” OR cyberphysical OR
pervasive) AND (middleware OR “middle-ware” OR “middle ware”) AND (“self-adapt*” OR “self adapt*” OR “self*”
OR “adapt*” OR autonomic)

Where to search? According to [18], it is essential to search for many different electronic sources because no single
source can find all relevant primary studies. We followed the same procedure used for other systematic studies, such
as [1, 2]. Table 4 shows the electronic databases that we will use for the automatic search as the primary source of
literature for potentially relevant studies on the domain.

What to search? A suitable search string will be the input to the electronic data sources identified in the previous
section, matching with paper titles, abstracts, and keywords. Following some test executions and refinements, the search
string has been finalized, as shown above. We tried to codify the string in a way to be best adapted to specific syntax

6
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Table 4: Electronic data sources targeted with search strings.

Library Website

IEEE Xplore Digital Library https://ieeexplore.ieee.org

ACM Digital Library https://dl.acm.org

SpringerLink https://link.springer.com

Web of Science http://apps.webofknowledge.com

Wiley http:/onlinelibrary.wiley.com

ScienceDirect http://www.sciencedirect.com

Scopus https://www.scopus.com

ACM Digital

Library 

IEEE Xplore

Springer

ISI Web of 

Science

Scopus

Initial Search Merge
Selection Criteria 

Application

1,485

537

406

738

Total
62

566

Wiley

Science 

Direct

192

350
1st Duplication 

Removal
2nd Duplication 

Removal

Quality Assessment 
& Snowballing

4,274 3,518 243 200

Figure 2: Search and selection process.

and criteria of each selected electronic data source. Further, we will combine all studies into a single dataset, after
removal of impurities and duplicates.

When and what period to search? We do not consider publication year as a criterion for the search and selection
steps. Thus, all studies coming from the selection steps, until June 2020, will be included regardless of their publication
time.

3.2.2 Selection Strategy

A multi-stage selection process (Figure 2) has been designed to give full control of the number and characteristics
of the studies coming from different stages 4. As shown in Figure 2, we first applied the automatic search using the
previously defined string on the electronic databases. This step resulted in 4,274 papers, which, after duplication
removal, were reduced to 3,518. Researchers independently read the abstract of all studies selected and used the

4It is worth mentioning that on Springer, we considered “computer science” as the sub-discipline, and on Science-Direct, we
searched on titles and abstracts only. These were due to avoiding a considerable number of false positives results.
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inclusion and exclusion criteria (Table 5) to filter out irrelevant papers. A paper was included only when it satisfied all
inclusion criteria and did not satisfy any exclusion criteria. The included papers of each researcher were checked by the
others to minimize the bias.

Table 5: Inclusion and exclusion criteria.

Inclusion criteria Exclusion criteria

Studies that propose modeling and/or analy-
sis and/or development solution, architecture,
method, and/or technique, specific for engi-
neering (self-) adaptive middleware support for
IoT/CPS.

Studies that, while focusing on IoT/CPS, do not
explicitly deal with their (self-) adaptive middle-
ware modeling and/or development aspects (e.g.,
studies focusing only on technological aspects
and inner details of IoT/CPS).

Studies subject to peer review (e.g., journal pa-
pers, papers published as part of conference pro-
ceedings, workshop papers, and book chapters).

Secondary or tertiary studies (e.g., systematic
literature reviews and surveys).

Studies written in the English language and avail-
able in full-text.

Studies in the form of tutorial papers or editori-
als. Because they do not provide enough infor-
mation.

Applying the selection criteria led us to 243 studies. Although all the selected studies were on-topic, all three of us
evaluated them qualitatively. The following quality assessment criteria were considered:

• QA1) What are the applicability and popularity of the research?
• QA2) Does the research contain novel and up-to-date methods and solutions?
• QA3) How can the research help design a set of adaptive middleware architectural patterns?
• QA4) Is the contribution well established and explained?
• QA5) Is the approach well evaluated?

The first quality assessment question evaluates if the method presented by a study is widely applied to other research or
industrial cases. The second question rates the studies on the novelty of their problem-solving processes. The third
question assesses the studies’ architecture to see how it can support us in proposing architectural solutions. The fourth
question analyzes the appropriateness of contribution and evaluation presented by each study. We calculated each
study’s total score by summing up the answer to each specific question Q1−Q4 (Yes=1, Partly=0.5, No=0).

The quality assessment phase resulted in 59 studies, which increased to 62 by applying the snowballing process
explained in the previous subsection. Among the reasons for which the snowballing added only a few primary studies,
we bring up the effort we dedicated to design an inclusive search string and a careful selection that includes all significant
studies on the topic.

After selecting a final set of primary studies, the data has been extracted to answer the research questions.

3.2.3 Data Extraction

This step aims to identify, collect, and classify data from the selected primary studies (the list will be available on
an online data extraction file) to answer the research questions [5]. To this end, a detailed classification framework
has been designed to structure the extracted data. Indeed, designing an effective classification framework needs a
comprehensive analysis of the primary studies’ content. Besides, the IoT/CPS standards and formal simulation and
modeling classifications may support us through categorizing the data extraction. The systematic keywording process
that we followed for this phase consists of collecting and clustering the keywords of primary studies.

• Collect keywords and concepts: researchers collect keywords and concepts by reading each primary study.
When all primary studies have been analyzed, all keywords and concepts are combined to identify the research’s
context, nature, and contribution. The output of this stage is the set of keywords extracted from the primary
studies.

• Cluster keywords and concepts: when keywords and concepts have been finalized, researchers can perform a
clustering operation on them to have a set of representative clusters of keywords. This stage’s output is the
finalized classification framework containing all the identified attributes, each of them representing a specific
aspect regarding (self-) adaptive middleware for IoT/CPS.

8
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Table 6: Collected data items.

Data Item Data Field Research Question

DI1 Authors Documentation

DI2 Year Documentation

DI3 Title Documentation

DI4  Venue Documentation

DI5 Publication Trends Documentation

DI5 IoT/CPS environmental context and constriants RQ1

DI6 IoT/CPS hardware system RQ1

DI7 IoT/CPS software components and connectors RQ1

DI8

System goals, functional and

non-functional requirements RQ1

DI9

Coordination among CPS/IoT infrastructure

and the environment RQ1

DI10 Proactive and reactive adaptation RQ2

DI11 Adaptation control and decision models RQ2

DI12 Middleware support for IoT/CPS RQ3
DI13 Application domain RQ3

DI14 Industry adoption RQ3

Furthermore, to have a rigorous data extraction process and ease the management of the extracted data, a structured
data extraction form (in a replication package) will be designed. Once the data extraction form is set up, the researchers
consider each primary study and fill the data extraction form accordingly.

3.2.4 Data Synthesis

The data synthesis activity involves collating and summarizing the data extracted from the primary studies [15] with
the main goal of understanding, analyzing, and classifying current research on (self-) adaptation aspects of IoT/CPS
middleware support. The data synthesis has been structured in two phases: vertical analysis and horizontal analysis.

• Vertical analysis: i) analysis of extracted data individually to track the trends and collect information of each
study concerning the research questions; ii) analysis the discrete extracted data as a whole to reason about
potential patterns and trends.

• Horizontal analysis: i) analysis of extracted data to explore possible relations across different dimensions and
facets of the research. ii) using contingency tables analysis to cross-tabulate and group the data and made
comparisons between two or more concepts of the classification framework.

3.3 Documenting

In the documenting phase, we report our main findings. The findings are usually clustered and classified into data items.
Table 6 shows shows the data items [10] that are extracted to answer the identified research questions. Each specified
data field my be divided into subcategories.

• Documentation Data Items: We extract authors, publication year, title, type, and venue of the chosen 62
primary studies. Figure 3 shows the distribution of adaptive IoT/CPS middleware support literature. It
noticeably indicates that the number of papers grows by time, and 90% of papers are published within the
last five years. This result confirms the recent scientific interest and research necessity on adaptive IoT/CPS
middleware issues. The most common publication type is journal paper (30/62), followed by conference
(23/62), workshop (7/62), and book chapter (2/62). Such a high number of journal and conference papers
may point out that adaptive IoT/CPS middleware support is maturing as a research topic despite that it is still
relatively young. Furthermore, we noticed that research on adaptive IoT/CPS middleware support is spread
across many venues, mostly in the span of IoT (e.g., WF-IoT and IoTDI), control (e.g., CCTA), networking
(e.g., NOMS), and computing (e.g., SOCA). The complete list of venues can be found in the data extraction
file. However, the focus on the aspects mentioned above can prove the significance of distributed control and
networking for adaptive IoT/CPS middleware design.

• RQ1 Data Items: An IoT/CPS should be adapted due to the changes that might happen in the environment,
the infrastructure itself, and/or their coordination. An IoT/CPS is situated in the environment. The environ-
ment is the real world by which the software system might interacts. The environment might include both
physical and virtual elements [19], that the system does not directly control its functionality. The system can
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Figure 3: Primary studies distribution by publication type.

perform regardless of changes in the environment. However, most of the IoT/CPS systems interact with their
environment in an ever-changing manner. The environment can be sensed and affected through sensors and
actuators, respectively, which perform the functionality of IoT/CPS. Thus, the environmental context impacts
the system goals and requirements and causes dynamic changes in the system.
IoT/CPS hardware architecture can be re-structured in run-time to add, delete, replace, migrate, and combine
its elements. The IoT/CPS HW elements include sensors, network facilities, controllers, and actuators. The
IoT/CPS software that is run on hardware elements includes a set of components bounded by connectors based
on specific rules and constraints. IoT/CPS components include monitoring, processing, and execution software
managed by functional and autonomic control loops. The control loops perform in a way to guarantee the
functionality and quality of the system. They also respond to specific changes in goals and requirements.
Such requirements can be both functional and non-functional and can necessitate changes in system and
middleware architectures. The coordination of IoT/CPS and its environment should also be carefully analyzed
and addressed by embedded systems, control of physical systems, and distributed systems concepts.

• RQ2 Data Items: The time aspect of IoT/CPS adaptation is related to when should the adaptation take place?
The adaptation decision can follow a proactive or reactive strategy. If the IoT/CPS performs adaptation when
a goal or requirement is already violated (e.g., a change in the resources or a drop in performance), it is
reactive. If it adapts because of predicting any missed goals or requirements in the future, it is performing
proactively. Users prefer proactive adaptation because of its ability to avoid quality degradation within the
system. However, the proactive feature requires running complex prediction algorithms that depend on the
correctness of entry data as parameters. Thus, a significant part of our primary studies focuses on reactive
adaptation. In fact, the monitoring and execution activities are very much the same in reactive and proactive
methods, but the analysis and planning phases make the difference.
The decision method can be set based on various domains and fashions, such as model-based (e.g., model-
predictive control, model-driven engineering, and agent-based modeling), rule-based (e.g., event-based, and
reconfiguration rules), data-driven (e.g., machine learning, and reinforcement learning), optimization-based
(e.g., cross-entropy), and program-based.

• RQ3 Data Items: The support to implement adaptive IoT/CPS could be in language, middleware levels, or
specific domain requirements. The focus of this paper is on middleware support. We look into various middle-
ware platforms that our primary studies use, specify if they are open-source, and assess their specifications and
level of industrial adoption. Afterward, each middleware will be linked to application domains for which they
are suitable. According to our study, some middleware proposals have the form of conceptual architectures.
Some others customize their middleware and the rest design or use reliable middleware platforms that usually
are open-source and can be reused.

After reporting the results, such as the one mentioned above, according to Peterson et al. [20], the quality rating for the
systematic study will be assessed. Such a value is the ratio of the number of actions taken compared to the total number
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of actions reported in the quality checklist. However, the threats to validity are unavoidable. Below we shortly define
the main threats to validity that we expect to face and mitigated during the research.

External validity: In our study, the most severe threat related to external validity may consist of having a set of primary
studies that is not representative of the whole research on self-adaptive middleware support for IoT/CPS. We plan to
mitigate this potential threat by i) following a search strategy, including both automatic search and backward-forward
snowballing of selected studies, and ii) defining a set of inclusion and exclusion criteria. Along the same lines, gray and
non-English literature are not included in our research. We want to focus exclusively on the state of the art presented in
high-quality scientific studies in English.

Internal validity: It refers to the level of influence that extraneous variables may have on the design of the study. We plan
to mitigate this potential threat to validity by i) rigorously defining and validating the structure of our study, ii) defining
our classification framework by carefully following the keywording process, and iii) conducting a well-structured
vertical analysis.

Construct validity: It concerns the validity of extracted data with respect to the research questions. We plan to mitigate
this potential source of threats in different ways. i) performing an automatic search on various databases to avoid
potential biases; ii) having a strong and tested search string; iii) complementing the automatic by the snowballing
activity; and iv) rigorously screen the studies according to inclusion and exclusion criteria.

Conclusion validity: It concerns the relationship between the extracted data and the obtained results. We plan to
mitigate potential threats to conclusion validity by applying well accepted systematic methods and processes throughout
our study and documenting all of them in the excel package.

It is worth mentioning that we plan to report our main research-oriented findings and a detailed description of this study
into an academic publication in a top-level academic journal.

4 Team

Three researchers carry out this study. Each researcher has a specific role within the team as follows:

• Author 1: A post-doctoral researcher with knowledge about IoT and the associated software architectures.
Due to his experience in systematic reviews, he manages the majority of activities from planning the study to
reporting.

• Author 2: A Researcher with experience in model-based control of autonomic, adaptive, and reconfigurable
computing systems. In addition to performing various systematic study steps, he gives insights about the (self-)
adaptation and interactive control loops.

• Author 3: An R&D engineer with several years of experience working on telecommunication, electrical system
control, and cyber-physical systems. He supports conducting various steps, especially analyzing the selected
primary studies and structuring the paper. He also develops the ideas on specifying industrial needs on adaptive
IoT/CPS middleware support, suggesting novel tools and platforms, and providing industrial use-cases.
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