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Abstract

In this paper, we describe how cookie banners, as a consent mechamisin applications, should be
designed and implemented to be compliant with the ePrivacy tigeand the GDPR, defining 22 legal
requirements. While some are provided by legal sources, others result from the domain expertise of
computer scientists. We perform a technical assessment of whether technical (with computer science tools),
manual (witha human operator) or user studies verification is needed. We show that it is not possible to
assess legal compliance for the majority of requirements because of the current architectuneebf the

With this approach, we aim to support policy makers assgpsompliance in cookie banners, especially
under the current revision of the EU ePrivacy framework.

Keywords: consent, cookie banners, General Data Protection Regulation, ePrivacy Directive, web tracking
technologies

1 Introduction

The ePrivacy Directivie2002/58/EC, as amended by Directive 2009/1364t@ulates the need for consent

for the storage of or access to cookies (and any tracking tecgnoldlgd GHYLFH ILQJHUSULQWLQJ R
terminal equipment, as the lawfulness ground, pursuafttiole 5(3) thereof. The rationale behind this

obligation aims to give users control of their data. Hence, website publishers processing personal data are
duty-bound to collect consen€onsequently, an increasing number of websites now display (cookie)

cons@t banners.

However,there is no established canonical form for the consent reduisstlear from Recital 17 of the

ePrivacy Directivel{ereinafter nametH3' WKDW D XVHUTfVY FRQVHQW PD\ EH JLYHQ E\ L
Website operators are freeuse or develop consent flows that suit their organization, as long as this consent

can be deemed valid under EU legislatidnticle 29 Working PartyWP259 rev.0134 As such, excessive

focus is being placed on the manufacturing of consent, taken up by consent management platforms and

tools. The mostvell-knownway to collect consent is throughookie banner§ alsooften referred to as

prompts overlays cookie barsor cookie popup-boxesthat pop up or slide atop websites prominehtly

11n this paper we will only regard to the recent amended version of the ePrivacy Directive, the Directive 2009/136/EC
of the European Parliament and of the Council of 25 November 2009 amending Directive 2002/22/EC on universal
service and useffrights rehting to electronic communications networks and services, Directive 2002/58/EC
concerning the processing of personal data and the protection of privacy in the electronic communications sector and
Regulation (EC) No 2006/2004 on cooperation between natiuorities responsible for the enforcement of
consumer protection laws (Text with EEA relevance) OJ L 33B6@.(hereinafter name&PD") .

2 Jannick Sgrensen, Sokol Kos@gfore and After GDPR: The Changes in Third Party Presence at Pubkciaat

European WebsitégProceedings of the World Wide Web Conference, ACM, NY, USA, 2019)H50D.

3In this paper, we provide many excerpts of the opinions and guidelinesAatittie 29 Working Party. For readability

and presentation purposes, wanvey in the text of the article the abbreviati®®WP’, followed by the reference

number of each opinion. Even if the European Data Protection Board has endorsed the endorsed the GDPR related
WP29 Guidelines, for simplicity purposes, we only mentiotichsr 29 Working Party.

“Article 29 Working Party,Guidelines on consent under Regulation 2016/§V8P259 rev.0110 April 2018).

5 For example, th&rench DPA(henceforth named CNIL) decided to remove its cookie banner and to leave no tracer
until the user has consented by going actively to the cookie management menu or directly through the content pages.
This choice not to use a banner is neither an obligatiora recommendation for other websites that are free to adopt
solutions tailored to their situation, in compliance with Regulations, CNlhe legal framework relating to consent

has evolved, and so does the website of the CN2D19) www.cnil.fr/en/legalframeworkrelatingconsenthas
evolvedandso-doeswebsitecnil> accessed 7 May 2020.
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Their design and functionality diffeethe simplest banners merely state that the website uses cookies
without any option, whereas the most compdeesallow users to individually (de)select each thiakty
service used by the website.

Amid informationoverload and the development of manipulative giatkern&”#that lead to nudging users
to consent, data subjects are not always able to easily understand the outcomesodiedten, and the
use of their data.

The assessment as to whether oraoaikie banner designs implemented by website operators fulfil all the
requirements for valid consent, as stipulated by the General Data Protection Reyj(fiatieimafter named
GDPR), is considered in the guidelines of both #rticle 29 Working Partyand Data Protection
Authorities (hereinafter named 29WP and DPAS). These guidgdnoetde a useful framework efhatis

a valid consent for cookie banners, but they do not defimeto assess, in practice, their legal compliance
Though hese guidelinebave an importarihterpretativevalue, in concrete settings, they of&itl vague
guidance on the consent implementation. Even th&egiital 66 of the ePD disposes tite enforcement

of these requirements should be made more effetivway of enhanced powers granted to the relevant
National Authorities, this point is still under work, despite the recent guidelines issued by various DPAs.
The legislative provisions in the GDPRe purposefully general to cover a range of differeeharios,
including unanticipated future developmeritse ePD does not sketch procedures to guide the enforcement
of its principles, nor provides guidelines to perform systematic audits. Moreover, the lack of automatic tools
which can verify whether a wslte violates the legislative instrumeipisssiblymakes it complicated for

the deputed agencies to plan systematic audits.

The consequence of not complying with the requirements for a valid consent renders the consent invalid
and the controller may be breach of Article 6 of the GDPR. Hence, the controller may be subject to fines
(Article 83).1°

We consider in this work that there is a need for a technical perspective in the analysis of a valid consent
for browserbased tracking technologies (including cookies), as processing operations of web services are
technology intensiveThis means that these of the technology underlying processing operations is such,
that specific guidance on the use of that technology is needed to adequately protect personal data while
managing cookies on the server side, the thady side, and also on the side ofigeers and/or developers

of websites. We state thappavacy by desigmapproach, as posited in Article 25 of the GDPR, advocates
good technical design which embeds privacy into IT systems and business practices from the outset (and
doesnot just add privay measures egost).

Ouraimis to identify the requirements for a valid consent to assess compliance of cookie banners, preparing
the ground for compliance of cookie consent banners to be automated. Therefore, our final goal is to
evaluate to which ext¢ Web Privacy Measurements (WPM) are capable of assessing compliance
automatically. To ensure automatic WPM, we need to rely on a combination of law, policy and technology
areas to operationalize requirements for consent. Hence, our intention is tbutento closing the
gapbetween existing legal guidelines and interpretations and technical solutions for consent banners to
discern compliant banner designs and to spot invalid ones. This analysis can be useful to compliance
officers, regulators, privacMGOs, law and computer science researchers, web services business owners
and other services concerned with the design or operation of web services.

This paper makes the following contributions:

6 Harry Brignull, 3hat are Dark Pattern$2018) <https://darkpatterns.orgaccessed 7 May 2020.

7Colin M. Gray, Yubo Kou, Bryan Battles, Joseph Hoggatt, and Austin L. Tooffibe,Dark (Patterns) Side of UX
Design’ (Proceedings of the CHI Conference on Human Factors in Computing Systems ACM, New York, USA, 2018).
8 CNIL ‘s 6th Innovation and Foresight RepdBhaping Choices in the Digital WorldFrom dark patterns to data
protection: the influence of UX/UI desigmauser empowerment2019) <https://linc.cnil.fr/fr/ipreportshaping
choicesdigital-world> accessed 7 May 2020.

9 Regulation (EU) 2016/679 of the European Parliament &tieeaCouncil of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation), OJ 2016 L 119/1 (heré&BRR").

10 The German DPA acknowledges that if consent is required but not effectively granted, the setting or reading of a
cookie is unlawful and data controllers face both the prohibition of data processing and fines, LfD{ Baden
Wirttemberg,®On the use of cookies aedokie bannerswhat must be done with consent (ECJ ruli®anet49)?”

(2019) www.badenwuerttemberg.datenschutz.de/zginsatzvon-cookiesund-cookiebannerawasgilt-esber
einwilligungenzu-tun-eughurteil-planet49¢, and Guidelines for Telemedia Provide€rs(2019) wvww.baden
wuerttemberg.datenschutz.deAspntent/uploads/2019/04/Orientierungshitfer Aufsichtsbeh%C3%B6rden

% C3%BCrAnbietervon-Telemedien.pdf accesed 21 November 2019.
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¥ We identify22legattechnical requirements farvalid consent of cookie;

¥ We show how th&2 requirementdor valid consent can be used in practice when performing a
compliance audit of consergques{i.e. the banner design).

¥ We explore tavhatextentautomated consent verification is possible.

We conclude that a fully automatic consent verificatigntechnical means not possiblébecausehe

majority of the low-level requirementsitherrequiremanual inspectigncan be evaluated with technical

tools only partially,or must be evaluated withser studies tassesX VHUVY SHUFHSWLRQV DQG H[SH
the website consent implementation.

The remainder of the paperas follows Section 2 describes the methodology adopted to construe the
requiremets for a valid consent for consent banners. Se@&iprovides the background knowledge of the
paper. Sectiod discusses the scope of browser tracking technol@gidsanalyzes which purposes are
subject to the legal basis of conseBection5 expounds on each of the requirements kovalevel
requirements for a valid consent for consent banners, providing compliant andmphiant examples and
the means to verify complianc®ection6 summarizes different technical solutions that could be applied to
detect violations of requirements that depend on natamgluage processing and user percept@ttion

7 discusses scenarios and consequences of a shared consent. Be@musses recent draft of the
ePrivacy RegulationSection8 opens a discussion on the upcoming ePrivacy Regulafeantion9
compares our work with related work in the area of consent to browser trackingltegies.Section10
concludes the paper.

2 Methodology

This section presents the methodology used in our work. We propose a methodology based on two steps: a
legal analysis (Sectiol.1), and a technical analysis (Sect@d). The definition of requirementsreerged

from joint interdisciplinary work composed of law and computer science experts in the domains of Data
Protection Law and Web Tracking Technologies. The combined expertise was conducive to inspect legal
and technical effects and the practical implatagon of each requirement.

2.10n the legal analysis

Bottom-up approach. In our work, we follow a bottorup approach, using granular content from the
elicited legal sources to build the devised requirements. First, we analyzed consent elepazately for
general consent, and afterwards, we delved into the specificities of consent dedicated toliasedser
tracking technologies (henceforth named BTT), including cookies.

Legal sourcesWe have includeih our analysis the following sources:

legislation: GDPR and ePrivacy Directive (ePD)

regulatory overview of decisions issued by the European Court of Justice of the EU (CJEU)
DPA decisions on the use of cookies

DPA guidelines on the use of cookies

X related works by legal scholaiegarding some requirements

X X X X

Criterion to elicit requirements based on legal effectBy analyzing the legal sources listed above, we
have defined the requirements for a valid consent considering ldggt effect First, we extract
requirements from legaources with dinding effecgtwhich can render legal certainty and predictability
which happens with the GDPR and céss from the CJEUTable 1 depictshe legal source according to
its legal effect.

Table 1 Legal sourceaccording to its legal effect

Legal source Type Legal effect
Legislation GDPR Binding
Case law CJEU case law | Binding
Guidelines EDPB Non-binding, interpretative effect. Theg
DPA guidelines | contain persuasive authority, which means t
the court is notequired to follow the analysis

We now present requirements with binding and-bomling legal effect that we rely on in this work.



2.1.1Requirements coming from binding sources.

Standard requirements from GDPR, ePrivacy Directive andCJEU. We include the four cumulative
elements for a valid consent prescribed biiches 4(11), 7(4) of the GDPR which amount to: freely given,
specific, informed and unambiguous consent. We also include the requirement of an informed consent
mandated in Aicle 5(3) of the ePD. We consider the Planet 49 ruling of the G3Edble 2 shows the
binding requirements coming from the GDPR, ePD and CJEU.

Table 2 Standard requirements for a valid consent from binding sources: @GiRR 4(11) and 7(4), ePD
Article 5(3) and CJEU

High-level requirements | Provenance

Freely given xArticle 4(11)of GDPR
xArticle 7(4)of GDPR

Specific xArticle 4(11)of GDPR
XCJEU Planet 49

Informed xArticle 4(11)of GDPR

XCJEU Planet 49
xArticle 5(3) ofePD
Unambiguous xAvrticle 4(11)of GDPR
XCJEU Planet 49

GDPR Articles 6 and 7.Besideshese mentioned elements, we make salient and autonomous three other
requirements:

X Prior

X Readable and accessible

X Revocable
These elements are mentioned in the GDPR, though they are not part of the definitional elements of Article
4(11). However, these three additional requirements, depicted in Article 7, are catleddésns for
validity of consent, and are also meaningtollbe considered for their practical effects in the online
environment of consent banners (as explained throughout the paper). In this line, the 29WP (&VR 359
refers that the GDPR introduces requirements (beyomidle 4(11))for controllers to mke additional
arrangements to ensure they obtain and are able to demonstrate valid consent. It refers to Article 7 which
sets out these additional conditions of validity for valid consent, with specific provisions on keeping records
of consent and the rigito easily withdraw conserih this regargdthe Advocate General Spuzttaontends
that the purpose of Article 7(1) of Regulation 2016/679 requibeead interpretatiorin that the controller
must not only prove that the data subject has given hieiorconsent but must also prove thdtthe
conditions for effectivenessave been met, hence, expressing the practical side of the conditions of Article
7. Table 3 extend¥able 2 and depicts these three added-heghl requirements and their respective
provenance.

Table 3 Additional requirements for valid consent from binding sources: GDPR Atrticles 6 and 7

High-level requirement | Provenance in the GDPR

Prior xArticle 6, by the wordinghas givenri
consent

Readable andccessible | x$UWLFOH SFRQGLWLR
xRecitals 32, 42

Revocable XSUWLFOH SFROQGLWLR

2.1.2Requirements coming from nonbinding sources

EDPB guidelines. Whenever there is no binding rule, we resorttte agreedupon and harmonized
guidelines coming from the EDPRas a newEU decisionmaking body building on the work of the 29
Working Party (29WP). The EDPB has adopted various opinions and guidelines to clarify fundamental
provisions of the GDPR and to ensure consistency in the application of the GDPR by DPAs.

11 cf. Planet49 Judgment (n 87) Verbraucherzentrale Bundesverband v. Planet49;878¢£7C[2019] OJ C 112
(ECLI:EU:C:2019:801) para 75.
12 Case G61/19 Orange Romania SA v ANSPDCP, 4 March 202CLI:EU:C:2020:158



DPA guidelines We also resorto the guidelines of DPAs on consent for browlased tracking
technologies. We give a comparative analysis of the DPA guidelines. The usefulness of these guidelines is
twofold:

x they connecto the legal requirements implemented at natidexel in the light of the GDPR
standard requirements for consent, and
X they incorporate the recent binding requirements coming from the CJEU

In the comparative analysis of the existing DPA guidelines on the use of BTT, we discuss to what extent
our 22 lowlevel requirements (sedable 6) are reflected in these guidelines, and where there are
divergences. We only assess the guidelines under the specific criterion of being comprehensive. For
example, the Italian DPA simply peags in its websit€requenty AskedQuestions (FA®) on cookies

along with basic informatioand does not specify the requirementstfackers Eventhoughthe Fimish
DPARissued guidelines on cookies, it was not possible to analyze even tHevdhtequirements, while

the CNIL, the ICO, the Irish and Greek guidelines provide a more detailed description on each of the GDPR
requirements. We have selected theiggnt guidelines that offer a wide coverage and reasoning upon the
requirements for a validonsent: UK, French, Irish, German, Belgium, Danish, Greek, Spanish.

Table 4 extendsTable 3, nowdepicting norbinding sources, thereby consolidating the assumed
requirements.

Table 4 Additional requirements for a valtbnsent from notinding sources: EDPB (WP29) and DPA

guidelines
High-level Provenance from other sources
requirements
Prior X9WP on Consent

YArticle 2 of CNIL Guidance for cookies, 201
YDPASs: Finnish, German Guidelines
Readable and| »29WP Guidelines on TransparencypPAs:
accessible Belgium, Spanish, French, ICO

Revocable X9WP on Consent

YArticle 2 CNIL Guidance for cookies, 2019
YCNIL Recommendation for cookies, 2020
YOPASs: French, Greek, Irish, Danish, Spani
GermanBelgium

2.1.3 Requirements contig from our own legal interpretation

We have pursued with our own interpretation regarding some requirements, demarking our explicit
positioning. Concretely, we have proposkceenew requirements.

X 3FRQILJXUDEOH FRIQVHQW EDQQHU"
X EDODQFHG FKRLFHI, H[SODLQHG LQ
X 2QR FRQV HepMinediRQ0).

Additionally, we proposdive otherlow-level technical requirements, as a result of our technical analysis
of consent bannerSee Sectior?.2for details.

List of requirements. We assert that the complete list2#low-levelrequirements (seEable6 of Section

5) derived fronthehigh-level requirements presented in this section isastive from a legal perspective.
However, given that technologies are constantly evolvingdevaot guarantee the exhaustiveness of the
low-level technical requirements. To ensure legal compliance today, a consent banner implementation must
meet all lowlevel requirements derived from binding legal sources. However, we strongly encourage that
such implementations also comply with other, 4amding requirements presented in this paper. We
believe all requiremesshould become mandatory and binding inrikear future.

Presentation of requirements.Whilst deciphering eachigh-level requirement and the respectilav-
level requirements, we propose a description thereof, consisting of a concise designation of a requirement
(e.g. ®rior to setting cookie$, and followed by its concrete and objective explanation (e.g. consent must

BYLQLVK '3$ 3*XLGDQFH RQ &RQILGHQWLDO &RPPXQLFL
<www.kyberturvallisuuskeskus.fiffi/toimintamme/saant@yalvonta/luottamuksellinemiestintg accessed 7 May
2020 (our translation).
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be obtained before cookies requiring conseatsat). For readability purposes, we additionally extend this
description, whenever possible, with further observations.

2.1.4 On the national implementation of the ePrivacy Directive

Implementation of the ePD at national level Although the ePD stipulasethe need for consent for the
storage of and/or access to cookies, the practical implementations of the legal requirements vary among
website operators across EU Member StatessfMSragmented transpositions of the ePD at national
levels create problemand legal uncertainty for European citizens as well as for the digital single market.
Interestingly, 25 Nbshave not fully updated ePD since the GDPR came into fGie¢he 30 January 2020,

the Commissiot? reported that only three Member Stafssem to have properly adapted the provisions

of the ePD following the entry into application of the GDPR. On the 5th of, Mey Commission
mentioned® thatit asked Mssfor information regarding the implementatiohcettain provisions. It stated

it is still assessing the situation and will take a decision on appropriate measures in accordance with the
Treatiesln this line, we do not study the differences of the ePD implementation in each MS due to lack of
linguistic skills, volume constraints and also due to the fact that some legislations are quite old and do not
contemplate neither the GDPR standard of consent, nor the recent CJEU jurisprudence.

2.20n the technical analysis

Technical assessment of legaéquirements. A technical analysis is performed the legal requirements

by computer scientisteco-authors of the paper, experts in Web Tracking Technologlesy evaluate

how each requirement translates into practice for the technology of conseeatshdrrey notably reflect

on whether the GDPR requirements are compatible with existing web technologies, as it is not always the
FDVH DQG WHFKQRORJLHY QHHG WR EH DGDSWHG )RU LQVWDQFH
be enforced with th current state of technologies, because unless configured otherwise, cookies are sent
automatically by browsers in every request.

Checking consent implementation on website®Ve proceed with an empirical step of visiting example
websites where a givdow-level requirement is respected or violated and investigating the consent banner
implementation.

Requirements coming fromtechnical computer scienceanalysis.Other requirements resulted from the
domainexpertise of computer scientists. The four technical requirements are the following:

¥ R2prior tosendingan identifier,

¥ R1l4postconsent registratign

¥ R15correct consent registratipn

¥ R22delete Tonsent cookiéand communicate to third parties

JRU H[DPSOH ZH H[SODLQ KRZ W Kedocdlde doxisanitblilk helrhipfekh€nidd iR U
practice: when consent is revoked, the publisher should delete the consent cookie and communicate the
withdrawal to all tlird parties who have previously received consent. This operation impliemdrgence

of a new technical requiremeiR22 3'H O Re@hsent cookiéand communicate to third parties

Procedure to verify compliance For each requirement, vanalyzedwvhether compliance thereto can be
verified with technical means, using existing computer science toulhenefeasible with stat®f-the art
technologies. If no such tools existsgemfeasible, weanalyzedhow each regirement can be manually
verified. As a result, for each requiremewe have identified whether its violation can be detected:

¥ Technically, by an expert using computer tools

¥ Manually, relying only on a human operator, or

¥ Performing user studies &valuate perception of end users

14 For example, Germany has not implemented the ePrivacy Directive, though it has formulated guidelines on the use
of trackers.

15 (XURSHDQ 3 DOropinénkatibd d¥the ePrivacy Directive following the entry into application of the GDPR
(2020) <https://www.europarl.europa.eu/doceo/documeStZF20000790 EN.htn# accessed on the 1.8une 18,

2020.

16 (XURSHDQ 3 Oroplziménkatiod & the ePrivacy Directivdlfoving the entry into application of the GDPR

(2020) <https://www.europarl.europa.eu/doceo/documeStE20000796ASW_EN.htmb accessed on the "18

June 18, 020.
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Additionally, for each requirement where technical means are not possible today, we analyzed which
upcoming technologies and possible technical solutions coldgiemented

2.3 Exclusions from this work

Explicit consent.We have excluded the requirement of explicit consenich is required whenever
websites deal with: i) special categories of data (listed in Article 9 of the GDPR); ii) data transfers to third
countries; and iii) automated decisioraking (includng profiling). As this requirement should contain a

doublelayer verification approacH-following the recommendation by the 29WP (since ticking one box

or pressing one button is not enough to ensure an affirmative and expliciFag® decided not to
contemplate this added layer verification effort.

Freely given.In the analysis of the element of a freely given consent, we did not consider the cases of
imbalance ofpower(Recital 43 of the GDPR) for the same motive as above. This is nofisttyved in the

context of a public authority, employer, medical servieationship, orwherever there is a dominant
position in relation to the data subject. In such contexts, the data subject fearing adverse consequences has
no realistic alternative taccept the processing terms.

Informed consent.While considering the information necessary for an inforomtsentwe excluded the
analysis of the purposes of an informed consent, meaning that wet dmalyze themeaning of the
purposepresented in the cookie banners. We state that in the information page, each purpose should be
sufficiently unambiguous and clearly expressed, specific and &émmevertheless in general address
intelligible and clear expression of information in ti&eadable and Accessibleigh-level requirement.

Browser settings.This paper does not analyze consent expressed through browser settings. We think that
browser settings, as they exist today, do not correspond to the requirements of a valid consent for the
following reasons: (a) no purposes are specified; (b) they do not reflect an informed decision; and (c)
browser settings do not express an unambiguous consent. Thé28@/fions thabrowser settingmay

be considered asmechanism for expressing contérthey are tearly presented to the user. We do not
agree with this statement for the reason that many browser vendors expose cookie settings in browser
preferences that are hard to find. Moreover, the location and user interface of such cookiechettings
significantly from one version of the browser to another. Even though cookie settings work in some
browsers, this does not generally apply to all tracking technologies. For example, since there is no precise
way to detect browser fingerprinting cdaimoreover, the purpose of such fingerprinting is not known,
browser preferences are not a meaningful control mechanism for this tracking technology. Due to the
complexity of this topic, we have excluded it from this paper.

Children consent. :H GR QRW DGGUHVV WKH VSHFLILF FRQFHUQY UHODWHG W

Exceptions. We left exceptionsspecified in the GDPRut of our studye.g. cases of medical research
conducted in the public interest or for compliance with legal obligations (RBtijta

3 Background

In this section, we outline a summary of the legal fabric mostly related to cookies and other-baseser
technologies, personal data collection and consent as reflected in a consent baseetionr8.1, we
discuss how welservices process personal data through tracking technologies. S&2tipresents the
applicable rules for consentthe ePrivacy Directive and theDPR

3.1Web services process personal data

The digital economy is increasingly dominated by service provitiatcollect and process vast amounts

of personal dataNeb services are a central part of the interface of any organization for the dissemination
of information, collection of input and more complex transactions. We assume that web services process
persmal data® Therefore, these web services musbberated in compliance with the privacy and data

17 Article 29 Working Party AWorking Document 02/2013 providing guidance on obtaining consent for cogWies

208, 2 October 2013) 4 (henceforth named 29WP 208).

18 Personal data means any information relating to an identified or (directly or indirectly) identifiable natural person.
In determining whether the information relates to an identifiable individual, website publishers need to consider any
means that coulcersonably be used by them or any third party to enable the identification of an individual, according
to Art. 4(1) and Recital 26 of the GDPR. For a deeper analysis of this concept, see Article 29 Workin®piaityn

4/2007 on the concept of personatal (WP 136, 20 June 2007).



protection principles, so that the fundamental rights to privacy and to the protection of personal data are
guaranteed. Examples of personal ddiaund: data that enables users toitomto the web service for
authentication and customization purposes, IP addresses, user identifiers, timestamps, URLs of the visited
pages and other parameters that enable the user to be singlétsage otookies for storing identifiers

are explicitly mentioneth Recital 30 of the GDPR:

Natural persons may be associated with online identifiers provided by their devices, applications,

tools and protocols, such as internet protocol addresses, cookie ideRifierlR WKHU LGHQWLILHUV
This may leave traces which, in particular when combined with unique identifiers and other
information received by the servers, may be used to create profiles of the natural persons and identify

them”.

It is noteworthy that persahdata do not consist only in the data originally collected via the web service,

but also in any other information that the controller collected through other means and that can be linked to
personal data collected through the web service. It also megmdteer information inferred that relates to

an individual. The European Data Protection Supervisor (hereinafter named EDPS) declares that the use of
device fingerprinting can lead to a certain percentage of assurance that two different sets of degd colle
belong to the same individuf Thus, the GDPR applies to data that can identify users (i.e. when
identification of users is likely), wheth#rey are meant or used to trable online activity of such users

In general, any use of trackingchnologie® which involves the processing of personal data, whether to
identify directly (e.g. an email address) or more often to identify indirectly (e.g. unique cookie identifier,

IP address, device identifier or component of the device, device ingiing, identifier generated by a
software program or operating system) must comply with the GD¥#e many cookiethdeed contain

unique identifiers, it does not hold to all types of data; for example, some of them carry information which

is too coars to identify users, while several of them can be combineditpely identify usersAs such,

website operators need to consider cookies as storage mechanisms that may potentially contain personal
data and therefore protect it accordingly. Cookies usRdJf WUDFNLQJ XVHUVY RQOLQH DFWL
identifiers used to single them out and recognize returning website visitors. As a result, such tracking
cookies are personal data as defined in the GDPR, even if the traditional identity parameters (lnagse, ad

etc.) of the tracked user are unknown or have been deleted by the tracker after collection.

3.2 Applicable rules for consent: the ePrivacy Directive and the GDPR

7KH H3' SUHVFULEHV WKDW ZHEVLWHY REWDLQ XVHUAKINd QIRUPHG F
technology Article 2(f)?* and Recital 1% of the 2002 ePD define consent in reference to the one set forth

in Directive 95/46/E, the GDPR predecessor. The GDPR points out the conditions for obtaining valid

consent in Articles 4(11) and 7Article 4(11) of the GDPR provides for the elements composingic val

consent:2any freely given, specific, informed and unambiguous indication of the data subject's wishes by

which he or she, by a statement or by a clear affirmative action, signifies agtderttenprocessing of

personal data relating to him or iefhe GDPR provides additional guidance in Article 7 and in Recitals

32, 33, 42, and 43 as to how the controller must act to comply with the main elements of the consent
requirement.

On websites, consent for cookies is usually presented in a form of cookie banners. A cookie banner is a

meas IRU JHWWLQJ XVHUYY FRQVHQW RQ WKH XVDJH RI FRRNLHV DQG SI
that can store data or use browser attributes tUHFRJQL]JH WKH XVHUfV EURZVHU V)
fingerprinting?*

19 European Data Protection Supervis@pinion 6/2017 on the Proposal for a Regulation on Privacy and Electronic
Communications (ePrivacy Regulatiopfbril 2017, 14 (henceforth named EDPS Opinion).

20 Irene Kamara, Eleni Kaa, Do Not Track initiatives: regaining the lost user contr@016) International Data
Privacy Law Volume 6, 276290.

2L Art. 2(f) reads thafconsent by a user or subscriber corresponds to the data fibgectent in Directive 95/46/EC

22 Recital 17 provides thafor the purposes of this Directive, consent of a user or subscriber, regardless of whether the
latter is a natural or a legal person, should have the same meaning as the dat§ sobgsoit as defined and further
specified inDirective 95/46/EC.

23 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data, OJ 1995 L 281/31.
2 Pierre Lagrdrix, Nataliia Bielova, Benoit Baudry, Gildas Avoin@rowser Fingerprinting: A survey(2019)
<https://arxiv.org/abs/1905.0105hccessed 7 May 2020.



https://arxiv.org/abs/1905.01051

4  Scoping browserbased tracking technologies

This section presents thportant elements of tracking technologieser and/or subscriber, terminal
equipment, browsdpased tracking technmyy and provider of an information society service.

7KLY SDSHU IRFXVHV RQ OHJDO UHTXLUHPHQWY UHODWLQJ WR WKH
devices through cookies and similar technologies. In particular, within the scope of this woelfemte r

the use of cookies, and any similar technologies (brotvased tracking technology) to be stored, executed

and read on the user’s terminal device, and thus falling within the scope of Article 5(3) of the ePrivacy
Directive, which is worded as follvs

Member States shall ensure that the storing of information, or the gaining of access to
information already stored, in the terminal equipment of a subscriber or user is only allowed on
condition that the subscriber or user concerned has given hisrozonsent, having been
provided with clear and comprehensive information, in accordance with Directive 95/46/EC,
inter alia, about the purposes of the processing. This shall not prevent any technical storage or
access for the sole purpose of carrying the transmission of a communication over an
electronic communications network, or as strictly necessary in order for the provider of an
information society service explicitly requested by the subscriber or user to provide the service

Article 5(3) of the @D applies toprovidersthat store or gain access to information in taeminal
equipmentf thesubscriberor user. Account must be taken to these four framing elements below:

Subscriber and/or user

Terminal equipment

Browserbased trackingechnology
Provider of an information society service

X X X X

Subscriber and/or user.The subscribef® means the person who pays the hill for the use of the online

service. Thauseris the person using either the computer or any other device to access the online service.

In many casesthe subscriber and the user can coincig, when an individual uses the broadband

connection to access a website on his computer or mobile detitseperson would be both thaser’, as

well as thesubscribef, if he or shepays for the connection. However, this is not always the case, since

endusers might include employees, tenants, hotel guests, family members, visitors, and any other
individuals who are using the service, for private or business purposes, without necessarily having
subscribed to it. Following the example given by the UK DPA, if a family member or a visitor visits this
VXEVFULEHUYV KRPH DQG XVHV Kihdt tefyidéHrahQheiVomnRIEVQ@dH rWbaiQ WR DFF
be the uset®

The ePD does not specify from whom the consent is required. The legislator did not preview which consent
WDNHYVY SUHFHGHQFH WKH XVHUYV RU WKH VXE\YrEtidh & the)ghntity QRU LI W
that stores or gains access to the informatiowhilst the web publisher, in principle, is not meant to

distinguish between a consent provided by the subscriber or the user, what is relevant is that one of the

parties must deliver a valid consent against B&lated information in the landing page. ®ounting this

qualification, the EDP% recommends including a staatbne definition of endiser in the forthcoming

ePrivacy Regulation, for purposes of providing consent, to ensure that it is the individuals effectively using

the service, rather thahose subscribing to it. In this papee useuseranddata subjecinterchangeably.

Terminal equipment. Terminal equipmentefers to a device where information is accessed or stored,

e.g. desk computers, laptop, pads, smartphones, but also other eqlspaieas wearable technologies,

smart TVs, game consoles, connected vehicles, voice assistants, as well as any other object that is
connected to an electronic communication network open to the pOblicinderstanding of the tenweb
servicerefers to ay type of information service made accessible over the internet with which users
interact usually through web browsers, mobile apps or other client software. 10T web services, accessed
by 10T devices, are included.

25 7KLV SD SsubscibéH Y0 Qu€er’ interchangeably.

26 UK DPA (also known asCO), Guidance on the rules on use of cookies and similar technolpBigsacy and
Electronic Communications Regulations, (2019h&ps://ico.org.uk/media/feorganisations/quidé-pecr/quidance
onthe-useof-cookiesandsimilar-technologiesl-0.pdf> accessed 7 May 2020 (henceforth named ICO Guidance).

27 Eleni Kosta, Pedking into the cookie jar: the European approach towards the regulation of cookies
(2013)International Journal of Law and Information Technolpgyolume 21, Issue 4, 38806
<https://doi.org/10.1093/ijlit’eatOFlaccessed 7 May 2020.

28 cf. EDPS Opinion (ri9) 14.



https://ico.org.uk/media/for-organisations/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies-1-0.pdf
https://ico.org.uk/media/for-organisations/guide-to-pecr/guidance-on-the-use-of-cookies-and-similar-technologies-1-0.pdf
https://doi.org/10.1093/ijlit/eat011

Browser-based Tracking TechnologyA Browserbased Tracking Technologlyenceforth named BTT),

the third element of this quadrant, is commonly acknowledged as any technology which enables tracking

of the user while she visitswebsite using a Web browser. From a legal perspective, Bddfiised as the

UHDGLQJ RU VWRULQJ RI LQIRUPDWLRQ IURP RQWR WKH XVHUVY GHYL
Article 5(3) of the ePD. From a computer science perspective, BTT is a technology that enables tracking

of the user by either depibing identifiers on their computer or using fingerprinting methods to identify

them. For a technology to successfully track a browser user, trackers need to have two key capabilities:

1. The ability to store a unique identifier (or toaeeate it) orauseU §V PDFKLQH
2. The ability to communicate that identifier, as well as visited sites, back to the domain, controlled
by the tracker.

7KH PRVW FRPPRQ Wtateld RW UIYFNILWY 3 $ W\ S LaFebrowdef BoBkisOTHeyR | L W

are XVHG WR VWRUH D XQLTXH LGHQWLILHU DQG FRPPXQLFDWH LW
automatically senby the browser, or via JavaScript programs running on a visited website. Alternative

tracking technologies that rely on other browser storageslao actively used by trackers todathey

include HTML5 local storage, browser cache and many others. Most of technologies rely on JavaScript
programs, since this is timeost convenient and portabl@y to both store and send the unique identifier to

tKH WUDFNHUYY GRPDLQ

Alternatively, instead of storing an identifier, a trackercakrtd HDWH LW EDVHG RQ WKH EURZVHU
properties, accessible vine +773 SURWRFRO DQG DOVR YLD -DYDBtatElssBESW 6XFK W
and for Web bowsers is represented by browser fingerprintthg

In this paperwe unify all such technologies under the common terminolo@af In the scope of current
BTT, the risk to data protection comes from the purpose(s) of proce29MP(WP194))3°

Provider of an information society service The provider of an information society servigee. a
publisher) provides a website content service, at the request of a user, either paid or unpaid, remotely and
electronically.

4.1 Browser-based tracking technologes requiring or exempted from consent

In this paper, we only refer to the use of BTT requiring consent. According to Article 5(3) of the ePD,
consent is not required when the purpose of trackers is:

x Communication used for the sole purpose of enabling¢bexmunication on the web; and
x  Strict necessitycookies strictly necessary to enable the service requested by the user: if BTT is
disabled, the service will not work.

The above mentione@9WP (WP1943* analyzed these two exceptions accordingly (considering browser
cookies, but it is extended all BTTS):

¥ Thecommunicatiorexemptiorapplies when the transmission of the communication is impossible
without the use of the BTT (e.g. loddlancing cookie). Hence, using BTT to meréhgsist or
¥acilitate " the communication is insufficient.

¥ Thestrict necessitgxemptiorinvolves a narrow interpretation. It means that the use of BTT must
be restricted to what is strictly necessary (and hence essential) to paos@&eice explicitly
requested by a usérhus, using BTT that iseasonably necessaoy important +this impliesthat
the service provided by the website operator would not function without the BTT. In this regard,
the choice of a certain functionality that relies on BTT is not enough to jtiséitrict necessity
if the web publisher has a different implementation choice that would work without a BTT.

%WRWK WKH :3 DQG '3%V SURYLGH H[SOLFLW H[DPSOHV RI %779V SXU
They assert that the following purposeswseally not strictly necessary to the user visiting a website, since
they are usually related to a functionality that is distinct from the service that has been explicitly requested:

29 cf. Laperdrixet al (n 24).

30 Article 29 Working Party,Opinion 04/2012 on Cookie Consent ExemptiWP194, June 2012Zhenceforth named
29WP (WP194) .

31 cf. 29WP (WP194)n 30).
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fadvertising, and use of the data for marketing, research and audierize/ iXéJ H Brel Qotstrictly
necessary to deliver a service that is requested by a user (29WP (Wi2240))

We will further analyze which BTdare exempted from consent based solely on fheose and not on
their technical abilitiedUltimately, as the 29WPWP194)exposes it is thus the purpose and the specific

implementation or processing being achieved that must be used to determine whether or not a cookie can

be exempted from consenfThe 2AVP (WP194)clarifies further that wheapplying the exemptions for
obtaining consent, it is important to examine what is strictly necefsanythe point of view of the user
not of the service provider. RegardimgltipurposeBTT, whenever a BTT covers different purposes, some

of which requie consent (e.g. can be used for the purpose of remembering user preferences and for the
purpose of tracking), the website still needs to seek user consent for such multipurpose BTT. The 29WP

recalls that in practice, this should encourage website onmerseta different BTT for each purpose.

For this classification of the purposes of BTT, we relied on the guidance from the.29WFor a

comparative analysis, we also consulted the recent guidelines from DPAs (ICO, CNIL, German and Dutch

DPA). This clasification is shown ifTable5.

Table 5 Examples of purposes of BTT exempted and-exempted of consent.

Purposes exempted ofonsent

Purposes needing consent

Local Analytics + These arestatistical audience
measuring tools for providing information on t
number of unique visits to a website, how long us
stay in the site, what parts and pages of the wel
they browse, detting main search keywords, tra
website navigation issues. The 29WP and the ED
exempt these from consent insofar they are limite
first party (website owner) anonymized a
aggregated statistical purposes, as these are not
to create a priacy risk. The CNIL3® points out that
certain analytic cookies can be exempted if they n

Non-local Analytics +Even if a website owner relies on sel
claims of Xtrictly necessaryfirst-party analytics, the 29WeP
says that they are not strictly necessary to provide a functior
explicitly requested by the user, because the user can acct
the functionalities provided by the website when such cookie
disabled. As a consequence, these cookies do natrfddir the
exemption of consent if they are not limited to the website ow
Moreover, both the IC8and the German DPAheld that third

party analytics cookies are netrictly necessaryThe Greek
DPA?? says that thirgbarty web analytics trackers, such as

Google Analytics service as ndttrictly necessary hence

a list of cumulative requirements. The lAskand
Dutch DPASE state that these may have little priva
effects on users.

requiring consent.

32 Article 29 Working Party,Opinion 03/2016 on the evaluation and review of tigieacy Directive (2002/58/EC)
(WP240, 19 July 2016).

33 Article 29 Working Party,®Opinion 2/2010 on onlinbehavioural advertising (WP 171 22 June 2010).

34 cf. 29WP (WP194) (130).

35 European Data Protection Supervis@uidelines on the protection of personal datecpssed through web services
provided by EU institution5(2016) 1613 (henceforth name®&DPS Guideline§.

% The French DPAdlso known a€NIL), prescribes that theseakies may be exempt from consent if the conditions

of Article 5 are met, such athie user is informed thereof and has the possibility to refuse them; such cookies exclude
any form of unique targeting of individuals; the collected data must not be combined or merged with other types of
data, nor disclosed to third parties; the useafkiers must be strictly limited to producing anonymous statistics; the
trackers may only be used by one publisher and must not enable tracking a user over different websites or mobile apps;
an IP address cannot be used to geolocate the user more préuselthe city, otherwise must be deleted or
anonymged once the user has been located to avoid this data from being used or combined with ofhee qAtid
Guidelines on cookies and other trackers, (2019)
<www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT0000387832®tessed 7 May 2020.

87 Irish DPA, Guidance note on the use of cookies and other tracking technologies (2020)
<https://www.dataprotection.ie/sites/default/files/uploads/2020
04/Guidance%20note%200n%20cookies%20and%200ther%20trackireaotogies.pdf  (henceforth named

3,ULVK '3% *XLGDQFH"

38 An explanation of the legal requirements for cookies (besides tracking cookies) is available on the website of the
Netherlands Authority for Consumers and Markets (ACM), Cookies’ (2019)
<www.acm.nl/nl/onderwerpen/telecommunicatie/internet/coockaxessed 7 May 2020.

39Regarding firsparty analytics, the 29WP (WP194)30) considers that these are not likely to create a privacy risk
when they are strictly limited to aggregated statistical purposes and when users are informed thereof and can opt out
therefrom.

40The ICO declares that it i@nlikely that priority for any formal action would be given to uses of cookies where there

is a low level of intrusiveness and low risk of harm to individtalsd first party analytics cookies are given as an
example of cooies that are potentially low risk,.dCO Guidance (r26).

41 cf. German DPA Guidelines (t0).

42 Greek Data Protection Authority Guidelines on Cookies and  Trackérs 2020
http://www.dpa.gr/APDPXPortlets/htdocs/documentSDisplay.jsp?docid=84,221,176,170,98,24,72,223
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https://www.dataprotection.ie/sites/default/files/uploads/2020-04/Guidance%20note%20on%20cookies%20and%20other%20tracking%20technologies.pdf
https://www.dataprotection.ie/sites/default/files/uploads/2020-04/Guidance%20note%20on%20cookies%20and%20other%20tracking%20technologies.pdf
http://www.acm.nl/nl/onderwerpen/telecommunicatie/internet/cookies
http://www.dpa.gr/APDPXPortlets/htdocs/documentSDisplay.jsp?docid=84,221,176,170,98,24,72,223

Session User inputtThe 29WP statethese are use
WR NHHS WUDFN RI WKH#d) XheH
filling online forms over several pages, or as
shopping cart, to keep track of the items the user|
selected by clicking on a buttoithese BTT are
clearly needed to provide a service explici
requested by the user, for the duration of a ses
Additionally, they are tied to a user action (such
clicking on a button or filling a form).

Advertising + The 29WP affirms that thirgarty advertising
BTTs require consent, as well as operational purposes relai
third-party advertising, such as frequency dagp financial

logging, ad affiliation, click fraud detection, research and ma
analysis, product improvement and debugditgven though the
29WPonly distinguishes thirgharty advertising, we believe th
the category of purposes should only be cafdvertising”. We

insist on it because ftas been observed that figarty cookies
are also often synchronized with thipdrty cookie®’, and

moreover, publishers started hiding advertising content unde
first-party content (typical case is with DNS redirectioffe

Ico* posits thatvhile advertising cookies may be crucial in t
eyes of a website or mobile app operator as they bring inuev
to fund the service, they are nédtrictly necessaryfrom the

point of view of the website user and hence, the law. The D
DPA* names these asacking cookiesind advises companies
request consent to place tracking cookies. The same reas
holds for theGermani” and IrisH® DPA.

Usersecurity for a service explicitly requested by t
user £The 29WP names these due to their functior|
providingsecurity functionalities for a service the us
has requested (e.g. online banking services) and

limited duration e.g. to detect repeated failed log
attempts on a website, or other similar mechani
designed to protect the login system from abuse

Usersecurity for a service not explicitly requested by the uss
The 29WP? refers to cookies providing security foontent not
explicitly requested by the user. For example, if a website
advertising content that contains usecurity cookiessuch as
those of Cloudflare, then the user consent is reqtired.

Social media plugin for afunctionality explicitly
requested by the usetThe 29WP refers thahany|
social networks proposgocial plugin modules that
website owners integrate in their platform, to pro
some services than can be consideredeaslicitly
requested by their members, e.g. to allothem to
share content they like with theiffriends” (and
propose other related functionalities sastpublishing
comments). These plugins store and access cook
WKH XVHUfV WHUPLQDO HTXLY
social network to identifyits members when thg
interact withthem

Social media plugin for a functionality not requested by the us
+The 29WP refers that thessocial plugin modules can also
be used to track users: loggied honloggedin “users, and als
nonmembers. We conclude however that even logge
members can be tracked and therefore name this categc
Functionality not requested by the useiThe German DPAas
the same positioft

Session AuthenticationtThe 29WP describes the
as the ones used to identify the user once he has Iqg
in into websites, for the duration of a session. T
allow users to authenticate themselves on succe
loads of the website and gain access to author
content or funttionality, such as viewing their accou
balance, transactions in an online banking web
online shopping. This authentication functionality
an essential part of the service a user explig

reguests.

Persistent AuthenticationtThe 29WP says alsohtat persisten
login cookies which store an authentication token across bro
sessions are not exempted of consent. This is an impd
distinction because the user may not be immediately aware

fact that closing the browser will not clear theitfeentication
settings. They may return to the website under the assum
that they are anonymous whilst in fact they are still logged i
the service.

43¢cf. 20WP (WP194) (130) 9-10.

441mane Fouad, Nataliia Bielova, Arnaudgout, and Natasa Sarafijanosbjukic. Missed by Filter Lists: Detecting
UnknownThirdParty Trackers with Invisible Pixels. In proceedings on Privacy Enhancing Technologies ; 2020
(2):499+518, https://petsymposium.org/2020/files/papers/issue2/pegR6-0038.pdf

45 ¢f. ICO Guidancen 26) 39.

46Autoriteit PersoonsgegevensCookies™ (2019) <https://autoriteitpersoonsgegevens.nl/nl/onderwerpen/internet

telefoontv-enpost/cookies#maik -als-organisatieeencookiewaltgebruiken7111>

accessed 7 May 2020

(henceforth namedutch DPA).
47 cf. German DPA Guidelines (t0).
48 cf. Irish DPA Guidancén 37).

49 According to the 29WP the consenxtemption does not cover the use of cookies that relate to the security of websites

or third-party services that have not been explicitly requested by the user, (WPB@1Y(n
50Thepurpose of the cookié cfduid”is used by Cloudflare for detection of malicious visitors. Such cookie requires

consent when it is used by Cloudflare in advertising content or other content not explicitly requested by the user,

Cloudflare, Understanding the  Cloudflare

Cookies (2019)  <https://support.cloudflare.com/hcken

us/articles/20017015%/hatdoesthe-Cloudflarecfduid-cookiedo-> accessed 2 December 2019.

51 ¢f. German DPA Guidelines (10).
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Short-term User Interface  Customization Long-term User Interface CustomizatiorThe29WPsays that
(personalization, preferences)} According to the| the additionofLQIRUPDWLRQ WR UHPHPEH
29WP, WKHVH DUH XVHG WR VW alonger duration will ndbe exempted of consent.

regarding a service across web pages and not link
other persistent identifiers such as usernames. T|
are explicitly enabled by the user, e.g. by clicking
a button or ticking a box to keep a languagspldy
format, fonts, etc. Only session (or short term) coo
storing such information are exempted.

Load Balancing £The 29WP says that load balanci
is a technique that allows distributing the procesg
of web server requests over a pool of machines ing
of just one. Among several techniques, a cookie
be used to iderfti the server in the pool in order f¢
the load balancer to redirect the requg
appropriately. These are session cookies.
Session Multimedia Content Playett The 29WP
clarifies that thesapply to BTT used to keep track
the state of audio/video. Whéhe user visits a websit
containing related tektideo contentthis content is
equally part of a service explicitly requested by
user ands exempted of consent. As there is no lo
term need for this information, they should exp|
once the sessioends.

5 Requirements for valid consent for consent banners

This section presents our interdisciplinary legal and technical analysis of the requirements applied to
consent banner design. We present the severdéighrequirements, followed by the definition of 22 low
level requirements.

We convey the respectivegal sourceupon which each requirement is based. The sources are either:
binding (GDPR, ePD and CJEU cds®), nortbinding (EDPB and DPA guidelines) and groundedun
own subjective interpretation of legal sources (L) or from a technical computacsgberspective (CS).
We present therocedure for compliance verificatiofror each requirement, we describe the procedure
that needs to be put in place in order to detect violations. Such procedure can be assessed in three ways:
¥ Manual, relyingonly on a human operator (M);
¥ Technical, an expert using computer tools able to detect a violation (T);
¥ Performing user studies to evaluate percegtidrend users (U).

Table 6 describes all the highnd lowlevel requirements, their provenance, positiorthe paper that
describes them in detail and how they can be assessed.

Table 6 Requirements for a valid consent on consent banner design, assessment and source

Requirements Assessment Sources atlow-level requirement Locati
onin
High-Level Low-Level Manual (M), Binding Non- Interpretation: the
Requirements Requirements Technical (T) or binding Legal (L) or paper
User study (U) Computer (page)
Science (CS)
Prior R1 Prior to storing M (partially) or *= *= - 17
anidentifier T (partially)
R2 Prior to sending T (partially) - - CS 19
an identifier
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communicate to
third parties

Free R3 No merging M (fully) or *= *= - 22
into a contract T (partially)
R4 No tracking walls M (fully) - *= - 24
Specific RS Separateonsent M (fully) *= *= - 28
per purpose
Informed R6 Accessibility of M (fully) or - *= - 34
information page T (partially)
together with U
R7 Necessary M (fully) or T *= *= - 35
informationon BTT (partially)
R8 Information on M (fully) or T - *= - 37
consent banner (partially)
configuration
R9 Information on M (fully) or T *= *= - 38
thedatacontroller (partially)
R10 Information on M (fully) or T *= *= - 39
rights (partially)
Unambiguous |R11 Affirmative Combination oM *= *= - 40
action design and T(partially)
R12 Configurable M or - *= L 43
banner T (partially)
R13 Balanced choicg M (fully) - *= L 45
R14 Postconsent T (partially) - *= Cs 47
registration
R15 Correct consent Combination oM - *= Cs 49
registration and T(partially)
Readable and|R16 Distinguishable M (fully) or T *= *= - 52
accessible (partially)
R17 Intelligible U *= *= - 52
R18 Accessible U *= *= 52
R19 Clear and plain U *= *= - 53
language
R20 No consentvall M (fully) or T - *= L 53
(partially)
Revocable R21 Possible to M (fully) *= *= - 57
change in the future
R22 Delete Tonsent Not possibé - - CS 59
cookie”and

Table 7 depicts the positioning of DPf&&ench, UK, Irish, German, Spanish, Greek, Dar&igium) in
relation to the22 low-level requirements proposed in this paper.

Table 7 DPAs positioning in relation to tHew-level requirements

Requirements

DPAs positioning

High-Level
Requirements

Low-level
Requirements

Irish

German | Spanish

Greek

Belgium

Prior

R1 Prior to storing an =
identifier

R2 Prior to sending -
an identifier

Free

R3 No merging intoa =
contract

R4 No tracking walls =
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Specific R5 Separateconsent *= *= *= *= *= *= *= *=
per purpose
Informed R6 Accessibility of *= *= *= *= *= *= *= *=
information page
R7 Information on *= *= *= *= *= *— *= *—
BTT
R8 Information on *= *= *= - *= *= *= *=
consent banner decision
configuration
R9 Information on *= *= *= *= *= *= *= *=
the data controller
R10 Information on *= *= *= *= *= *= *= *=
rights
Unambiguous | R11 Affirmative *= *= *= *= X *= *= *=
action design
R12 Configurable *= *= *= *= *= *= *= -
banner decision
R13Balanced choice *= *= *= - *— *= -
R14 Post consent *= *= *= - *= - *= *=
registration
R15 Correct consent *= - - - *= *= - -
registration
Readable and | R 16 Clearly *= *= *= *= *= - - *—
accessible distinguishable
R17 Intelligible *= *= - - *= - *= -
R18 Easily accessible *= *= *= - *= - - *—
R19 Clear and plain *= *= - - *= - *= -
language
R20 No consentwall ? *= - - - - - -
Revocable R21 Possible to *= *= *= *= *= *— *= *—
change in the future
R22 Delete 3consent - - - - - - - -
cookie’, communicate
to third parties

Every subsequent sséctionis structured as follows:

Analyzing legal sources for highlevel requirement. We present each higkvel requirement, followed
by derived lowlevel requirements presented in a table with the respective sohiegisig (GDPR, ePD
and CJEU caskaw), norbinding (EDPB and DPA guidelines) ampfounded inour own subjective
interpretation of legal sources (L) or from a technical computer science perspective (CS).

One subsection for each lowevel requirement. For every low-level requirement, we present its
description and

1. Explainthe correspondent violation in @equirement box (in a consolidated form, for ease of
reading.
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2. Providetwo example websites: one demonstrating compliance, and one presenting a vidation.
illustrate (where possible) screenshots or technical content from each website to explain the
technical details of each requiremefiach example is extracted from reabrld websites,
illustrated in figures duly dated

3. Describethe procedure (manual denical, or with user studies) to detect violations

5.1 Prior consent

Before storing information or gaining access to information on a user's terminal, website publishers need
to request prior consent to data subjects in order to guarantee that tHesiserme control over the
processing of their informatior Even if no explicit provision was made manifest both in the GDPR and
the ePD, thedrior " timing is confirmed through the combined analysis of both legislative instruments.

Under the GDPR aegithe 29WP (WP259 rev.0¥F)claims that3rior consentcan be derived from Article
6 by the wordinghas giver,

Although the GDPR does not literally prescribe in Article 4(11) that consent must be given prior
to the processing activity, this is clearlyphied. The heading of Article 6(1) and the wording
%has giveriin Article 6(1)(a) supports this interpretation. It follows logically from Article 6 and
Recital 40 that a valid lawful basis must be present before starting a data processing.

From the ePD sance, such understanding ofyarior consent is derived from Article 5(3) of the ePD,
according to the 29WP guidante®

Article 5(3) contains a specific rule regarding the storing of information or gaining of access to

information on a user's terminaicluding for the purpose of tracking the user'dioe activities.

While Article 5(3) does not use the word prior, this is a clear and obvious conclusion from the

ZRUGLQJ RI WKH SURYLVLRQ « ,W PDNHV JRRG staHiggVH IRU FRQVHC(
of the data processing

In the light of the above, a consent request needs to be presented before BTT are deployed. Seconding this

rule, the 29WP (WP08Y° assets that consent should be sought before cookies are set or read. As a result,
aZHEVLWH VKRXOG GHOLYHU D FRQVHQW VROXWLRQ LQ ZKLFK QR FRF
WKDW PD\ QRW UHTXLUH XVHUSYV FR Qeif ighas regatdirglstithwadkied/ XVHU KDV \

Moreover, processing is unlawful if carriedtdaefore the request for consent due to the lack of legal
ground, as denoted by the 29WP (WP247)

Otherwise, the processing carried out during the period of time from the moment the processing
had started until the moment that consent had been obtameéd e unlawful because of lack

of legal ground. Furthermore, in such cases, if the individual decided against consenting, any
data processing that had already taken place would be unlawful for that reason as well.

Notice that instead of specifying a tan type of BTT, such as cookies, we resort to desdoiveevel
requirements in terms of the usage of user identifiers because BTTs are simply mechanisms that store and/or
transfer identifiersthus allowing tracking the users across the W#b. have therefore subdivided the
requirement ofprior consentinto two lowlevel requirementsas shown imable 8

x first, consent must be obtained befaseridentifieris set or stored (those requiriegnsent)
X second, consent must lobtained beforeiseridentifier is sent, i.e. before the content of the
webpage that is associated to sigdntifieris loaded

52 The CNIL recalls that many site publishers have reported difficulties in obtaining prior consent from Internet users
before depositing and reading cookies for two main reasons: 1. this would prevent the display of certain advertisements,
resulting in asignificant loss of income; 2. cookies do not come from their own servers, being linked to the activity of
third-party partners, over which they have no control. As a result, publishers alone cannot bear full responsibility for
enforcing tracer rules aghird-party cookies because they originate from thipérty companiesookies: CNIL
extends its controls beyond site publishg2016) <www.cnil.fr/fr/cookieda-cnil-etendsescontrolesau-delades
editeursde-sites> accessed 11 December 2019.

53 ¢cf. 29WP (WP259 rev.01) (#) 17.

% Article 29 Working Party,Opinion 15/2011 on the definition of consé(MvP187, 13 July 2011).

55 Article 29 Working Party AWorking Document 02/2013 providing guidance on obtaining consent for cogWies

208, 2 October 2013) 4.

56 cf. 29WP (WR208)(n 55) 4.

57 cf. 29WP (WPB7) (n 54) 31.
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Table 8 Derived lowlevel requirements and their sources

Requirements

Sources at lowlevel requirement

an identifier

GDPR

(almost all DPAS)

High-Level Low-level Binding Non-binding Interpretation: Legal (L) or
Requirements Requirements Computer Science (CS)
Prior R1 Prior to storing 4(11), 6(1)(a) [29WP -

R2 Prior to sending
an identifier

Cs

R1 Prior to storing an identifier

It follows from the foregoing subsection that consent must be collected before an iderdtieedsin the

userf¥ GHYLFH

happens is that a user identifier is stored on her device.

RWKHU WKDQ WKRVH WKDW PD\ QRW UHTXLUH XVHUfV
FRQVLGHUHG LQ OHJDO VRXUFHV DV 3SULRU WR VHWWLQJ FRRNLHV~
BTT. Therefore, we rename thd HTXLUHPHQW DV 3SULRU WR VWRULQJ DQ LGHQWL

Requirement

Prior to storing an identifier

Consent must be obtained before a user identifier is stored

Violation

A user identifier is stored before consent is given

Examples. Figures 1 and 2 depict the case of violation of this requirement. While accessing the eBay
webpage, a banner appears affirming that by using the website, the user accepts the use of cookies to

enhance their services. This overlay includes a linketarn moré€. This consent mechanistioes noallow

D XVHU WR PDNH D FKRLFH EHIRUH DQ DGYHUWLVLQJ FRRNLH WKDW

LGHQWLILHU LQ WKH XVHUYVY EURZVHU

Figure 1 Access to the eBay websiten(sww.ebay.con® accessed 27 July 2019)
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Figure 2 Violation of the requirementPrior to setting cookieshy eBay website
accessed 27 July 2019)

How to detect violations?One could detect a violation of thH®rior to storing an identifi€rrequirement

by visiting a website with an empty browser storage (no cookies, empty cache, all other storages are empty)
and analyzing all the elements stored in the browser (in all storages) that are set upon visiting the website
(as shown in Figure 2).ush verification, however, contains two complex tasks:

1. Detecting whether a stored element is a user identifieit is a very complex question of what
constitutes an identifier and whether a specific element stored in a browser storage is indeed an
identifier. Computer science researchers resorted to heisfés-! that included length and
expiration date for each stored element inlirewvser orrelied on entropy measures. Nevertheless,
it is not possibled know with certainty whether a given string stored in a browser storage is indeed
a user identifier.

2. Analyzing all possible browser storagesvery specific browser tools would be required tiett
such violations when various browser storage mechanisms are used, like Web caching mechanisms.
It is possible to detect the setting of cookies by a technical expert with the corresponding browser
tools or even fully automatically, but the complexitsows as trackers use other storages or even
combinations of them (e.g. storing a piece of an identifier in one storage, and another piece in another
storage). Computer science researchers have mostly analyzed cookies, and other basic storages and
raised oncerns about the usage of more advances techniques, such as HTTP Strict Transport
Security (HSTS}?

3. Identifying the purpose of an identifier. Finally, thepurposeof each stored identifier needs to be
declared and known in order to determine whether consent is reduoigesheralit is rarelypossible
to detectD F R R N L H faut@natic&NRor With technical tools. Even manuailyis complexto
estimate whether a cookie requires consent or not by reading its purpose in the cookfé Alsligy
the purposes of cookies described in cookie policies are ofterieaot too vage or incompleté&*

58 Steven Englehardind Arvind Narayanan ®@nline Tracking: A imillion-site Measurement and Analy$§isACM

CCS 2016https://senglehardt.com/papers/ccs16_online_tracking actfessedune 19, 2020.

59 Steven EnglehardDillon Reisman, Christian Eubank, Peter Zimmerman, Jonathan Mayer, Arvind Narayanan,
Edward Felten3& RRNLHV WKDW *LYH <RX $ZD\ (YDOXDWLQJ WKH ,WWW HLOODQFH L
2015.<https://senglehardt.com/papers/www15_cookie_surveit.pdEessedune 19, 2020.

60 Gunes Acar, Christian Eubank, Steven Englehardt, Mareduarvind Narayanan, Claudia DiaZhe Web Never
Forgets: Persistent tracking mechanisms in the ‘wild ACM CCs 2014.
{https://securehomes.esat.kuleuven.ba¢ag/persistent/the web never forgetsmtfcessedune 19, 2020.

61 Tobias Urban, Dennis Tatang, Martin Degeling, Thorsten Holz, Norbert Pohim&he Unwanted Sharing
Economy: An Analysis of Cookie Syncing and User Transparency WBDeR". ArXiv e-prints, November 2018.
arXiv:1811.08660.

62 p, Syverson and M. Traudt. HSTS supports targeted surveillance. In USENIX Workshop on Free and Open
Communications on the Internet (FOCI), 2018.

63 |mane Fouad, Cristiana Santos, Feras Al Kassar, Nataliia Bieloafan8tCalzavara. On Compliance of Cookie
Purposes with the Purpose Specification Principle. IWPE, Jul 2020, Genova #it&ly256702Xaccessedune 19,

2020.

64 For instance, the privacy policy on the pubmatic.com website indicates tHegphecookie is % shorilived cookie

that is used to determine if repixeling is in progre3is description is obscure and makes it difficult to qualify the
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For automatic verification, one would need a skd€laration of the purpose of each cookie in a
standard format.

Conclusion: Detection of an identifier storage is a very complex task, for which technical tools do not exist
today due tdmpossibility to detect an identifier, to technical analysis of all browser storages #ral to
difficulty of identifying the purpose of an identifier. Manual analysis isither possible for the same
reasons. Therefore, this requirement can belyartially assessed with technical or manual analysis.

R2 Prior to sending an identifier

Consent must be obtained before identifiers are sent to the third parties. This requiremeatesrigm

cookies that are sent automatically when the thady content is loaded (hence, cookies &ead),

however we generalize it to sending of identifiers that require consent via any means, including JavaScript
code, for example via XMLHTTPRegsi#® or any request that is performed on a visited website.

Such requirement is not based on any legal source but derives from its technical implementation. Law is
EDVHG RQ D JHQHUDO 3GRFXPHQW UHDG DFFHVV" ™ YLHZ ZKLFK LV QRW |
$GYHUWLVHUV GR QRW Yd MadNhew &obkies VidtUifeVophdsike hedpehsWisers visit

websites, and their browsers send user identifiers (for example, cookies are sent automatically). Thus, we

need to add this supplementary requirement that consent must be obtained beforescemaieat and

notread We note that respecting such a requirement demands important adaptation of current technical

tools. Browsers automatically attach cookies to requests that fetch Web content, and also run JavaScript

code that includes identifiers requests, which makes it complicated for cookie banners implementation

to prevent cookie transmission prior to consent.

Requirement Prior to sending an identifier
Consent must be obtained before an identifier is sent
Violation Identifiers that require consent are sent before consent is obtained

Examples. )LIXUHYV DQG VKRZ KRZ JRRJOH FRP VHWV FRRNLHV LQ W
google.com is a default search engine in most browsers, hence such experience is common to many users.
Google.com is setting &ID "cookie SULR U WR W K H+tKi¥ ddaki Viow Belpivgd @ Yoogle.com

(see Figure 4). After visiting google.com, a user goes to a different website that contains some content from
google.com. Figure 5 shows an example wellsitis://www.w3sbools.comf commonly consulted by

Web developers. While accessing this website (with Firefox 69.0.1 in our experiment), no banner is shown

to the user, however requests are sent to cse.google.com in order to fetch Google Customized Search Engine

that helpsWKH XVHU WR VHDUFK LQVLGH WKLV ZHEVLWH JLIXUH VKRZ\
LGHQWLILHUY UH TtkelNICTHd®oki@ (BeeE(H)) thaX Wdiitains a user identifier is now sent to

FVH JRRJOH FRP ZLWKRXW XY Hding \(supBoseiyH Qristioda) lcankent Fom F K L Q
cse.google.com (3).

purpose of ths cookie. Another example fsenterVisitorld on the learnworlds.com website, whose only description
states:used by sit& popups and download forrs
65 XMLHttpRequest Living Standard, https://xhr.spec.whatwg.org/.
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Figure 3 Access to the google.com websitétips://google.cofp acessed4 September 2019)

Figure 4 Access to the google.com website: advertising cookie NID is stored in the -‘-‘
accesse@4 September 2019)

Figure 5 Access to the W3Schools.com website (<https://www.w3schoolsxaetessed 24 September 2019)
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Figure 6 Violation of the requiremen®rior to sending an identifiéby W3Schools.com website
(<https://www.w3schools.com¥, accessed 24 September 2019)

How to detect violations?Detecting violations of this requirement is a very complex task, and no technical
solutions exist today that are able to assess this requirement. Apart from the difficulties we have raised in
Sectio]R1] the assessment of this requirement requires further technical investigations:

1. Extensive testing of all browser storages with all possibldentifiers set by various domains
is needed Even for HTTP cookies, one would need to test the website with the corresponding
cookies already set in the browser and analyze dib#tedcontent in order to deteathatcontent
is sending such cookies. This procedure might sound easy when caekgsply attached by
the browser when the content is loading. However, computer science reséérbagesshown
that when cookies are sent via JavaScript requests, they are often encrypted or obfuscated. To the
best of our knowledg&s of Jun€020,no one has measured whether companies encrypt and send
identifiers from other storages to third parties.

2. Languagebased security analysi% for JavaScript®® such as tainitracking® and
information flow monitors ° can be usedo monitor when identiérs are read and further sent
to other third parties. However, these technologies can be used orily kinibwn how to detect
identifiers and what is their purpose (and hence itis clear whether such identifiers require consent).

3. Browser fingerprinting also falls into this requirement: no information is explicitly stored in
WKH XVHUfV EURZVHU KR Z Ht¥fdina biowXeQfingeXprint.c@nHh&dahistridted E XL O
and sent. It is welknown in the computer science research comtyuttiat detection of
fingerprinting is a complex challenge and as of today, there is no technique to detect browser
fingerprinting accurately, as summarizedainecent extensive survey by computer scientists
Similar to browser storages, when browsegérprinting is used, the purpose mustchearly
defined and it must be clear when an identifier is created from a browser fingerprint. As a result,
it must be clear whether browser fingerprinting is used for a purpose that requires consent, or is
exempte of consent (for example, when fingerpimg is used for a security purpose, such as
enhanced authentication).

®Panagiotis Papadopoulos, Nicolasukiellis, and Evangelos Markato& ookie Synchronization: Everything You
Always Wanted to Know But Were Afraid to ASKn The World Wide Web Conferen@919, pages 1432442.
67Andrei Sab#eld, Andrew C. Myers. Languageasednformationflow security. IEEE J. Sel. Areas Commun. 21(1):
5-19 (2003)

8Daniel Hedin Luciano Bellg Andrei Sabelfeld. Informatioflow security for JavaScript and its AH&. Comput]
[Secur. 24(7)181-234 (2016)

69 B, Livshits. Dynamic taint tracking in managed runtimes. TechnicalReport -WSR012114, Microsoft,
November 2012.

Jonas Magaziniy®aniel Hedin Andrei Sabelfeld: Architectures for Inlining Security Mongtar Web Applications.
ESSoS 2014141-160, 2012.

1 cf. Laperdrix (f24).
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5.2 Freely given

Consent must be freely given, as prescribed in the GDPR in Article 4(11) and further specified in Article
7(4). Therequest for consent should imply a voluntary choice to accept or decline the processing of personal
data, taken in the absence of any kind of pressure or compélsiotthe user in persuading to give his
consent.

The same holds for processing personsh dlarough BTT. The 29WP (WP208Yefers to this¥freedan

of choice” of the users in choosing cookie settings; it assertsthatuser should have an opportunity to
freely choose between the option to accept some or all cookies or to declinsa@i@icookies and to
retain the possibility to change the cookie settings in the futlitee Finnish DPA* adds that consent is
not freely given when there i&ny undue pressure on or influence on the fideze will to consent

As aconsequence of not having a freely given consent, the request becomes invalid, as cautioned by the
WP29 (WP187) ‘any pressure or inappropriate influence exerted on the person (in different ways)
preventing them from exercising their will shall invalidaensent, and annot be claimed to be a
legitimate ground to justify the processing

Forced consent is decomposed in the 29WP guidelines considering three elenmisice of powé?,
unconditional and nodetrimental. In this paper, we analyze bolte tinconditionaland the non
detrimental elementsis shown in Table. 9mbalance of power is a subjective requirement that camlige
evaluated in a cagmercase manner and is dependent on a specific context when consent.isigives
we excluded this analysias explained itsectior]2.3

Table 9 Derived lowlevel requirements and their sources

Requirements Sources at lowlevel requirement
High-Level Low-level Binding Non-binding Interpretation: Legal (L)
Requirements Requirements or Computer Science (CS)
Free R3 No merging | 7 (2) (4), [29WP; DPAs: Danish, French -

into a contract Recital 43 UK, Irish, Belgium

R4 No tracking | - Recital 42 GDPRRecital 25 -

wall ePD EDPB, EDPSBEUC; EU
ParliamentDPAs: Dutch,
French, German, Danish,
Greek, Irish, Belgian

R3 Unconditionality related to a contract

Article 7(4) and Recital 43 of the GDPR confeggrasumptiorof a not freely given consent in the presence

of a contract or service. Article 7(4) reads aathen assessing whether consent is freely given, utmost

account shall be taken of whether, inter alia, the performance of a contract, includprguisen of a

service, is conditional on consénRecital 43 recitesa8 RQVHQW LV SUHVXPHG QRW WR EH 11U
the performance of a contract, including the provision of a service, is dependent on the consent despite such
consent not being nessary for such performance

?The 29WP opinions provide examples of a fi@ely given consent can reveal different doats: compulsion,

pressure or inability to exercise free will; being put under presberd, social, financial, psychological or other;
deception; intimidation; inappropriate influence; coercion; significant negative consequences if he doesert

(e.g. substantial extra costs), 29WP (WP({§34), and WP259 rev.0a{4}).

73 cf. 29WP (WP208) 5.

"4Finish DPA (iL3].

s Recital 43 of the GDPR clarifies situations in which consent cannot be seen as freelyndieen there is a clear
LPEDODQFH EHWZHHQ WKH GDWD VXEMHFW DQG WKH FRQWUROOHU « DQG L!
all the circumstares of that specific situatiohThe Recital concerns authorities, but also corporations in a dominant
market position (e.g. in the area of social networking service of relevance, as in the case of Facebook), and/or in a
closed and proprietary network wheie data subject is factually forced to join or maintain a profile with the controller,

to be able to interact with persons that are not available on other services. A representative related complaint on forced
consent was issued by NOYB against Faceb8ele, NOYB, omplaint filed against Facebook Ireland Lt(2018)
<https://noyb.eu/wgrontent/uploads/2018/05/complafaicebook.pdf accessed 7 May 2020.
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The purpose of these provisions is to ensure that services are not offered upon the condition that users give
personal information which are not necessary for the offering of these services. Article 7(4) prohibits any
form of bundling of a service with a request for consent, when the consent is not necessary for the delivery
of that service. For exampld,a websitemakes online transactions (together with marketing purposes)
dependent on the user consent for processing pardata that is not necessary for these purpatsesn

be reasonably assumed that consent is forced. As a result of the established presumption, any controller has
to prove that consent was freely given.

In practice, this requires consent for processmdpe clearly distinguishable (untied, unbundled) from
contracts or agreemefi®r privacy policies and terms of contract (as posited in Article 7(2) GDRR).
Danish DPA reiterates thafall-purpose acceptance of general termsandlitions cannot be takers a
clear affirmation whereby the user consents to the processing of persoriaCdatent would be deprived
of any meaning if services are only offeredeixchange for mandatory consent to the exploitation of
personal dataAs the 29WP (WP159 rev.0%yeasserts, th6GDPR ensures that the processing of personal
data for which consent is sought cannot become directly or indirectly the cpenfi@mance ofa
contract.

From Article 7(4) we denote the wordsonditionality and inter alia (i.e. Jamong other§. It follows
therefrom that the European legislator chose to explicitlydishditionality” as an instructive example of
a nonfreely given consent. In addition, the wofidter alia” refers to other ca&s rather than the case of
conditionality.

Drawing on this guidance, we deduce the requirement that the consent request should not be merged into a
contract or terms of service, as depicted in the requirement box.

Requirement No merging into acontract
A request forconsent cannot be merged into a contract
Violation When both consent and a contract (for which consent is not needed) are merged

Example. Figure 7 represents a case of a bundled consent request where the website offers news service
provided by the Washington Post website, and requests consent of the user.

Figure 7 Violation of the requiremeniNo merging into a contratby Washington Post website (homepage
$www.washingtonpost.com/gdimonsent/?noredirect=on&utm _tertiB36labcd072p accessed 17 May 2019)

8 An illustrative example is the complaint filed by NOYB against Google that we transcribe for the practical relevance

of this requirementbundling happens when the controller requires the data subject to consent to the privacy policy

and to the terms as a whole, whichfact cover all thelservices, that the controller offers e.g. YouTube, Chrome

Browser, Google Services, Google Maps, Google Search, Google News, Gmail, AdWords, as well as several other

services, NOYB, Complaint  filed against  Google LL (2018) khttps://noyb.eu/wq)

|content/uploads/2018/05/complaimndroid.pdp accessed 7 May 2020.

77 Danish DPA, Guide on conserit(2019) .datatilsynet.dk/media/6562/samtykke pdfccessed 7 May 2020
KHUHDIWHU QDPHG 3'DQLVK '"3$% *XLGH"

78 cf. 29WP(WP259 rev.01)n[4) 8.
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How to detect violations?Please see sectid@p where we describe automatic means that can be used to
assess all the languabased requirements, 'iffcludirylo merging into a contract

R4 Non detrimental tthe case of tracking walls

A freely given conserdlsoimplies the consent request to be futrimental. Detrimental conseritrefers

to the case where the data subject is unable to refuse or withdraw consent without detriment, which means
facing significant negative consequenc&edital 42 of the GDPR). For the purposes of this paper,
detrimental practices occur is different situations, suchlike:

x  When users, even before expressing any choice, faiaekang wallblocking access to an online
VHUYLFHYV FR QWb &dlss burkite\Wyou bhugtiaQrée to our use codkies

x When users, after refusing tracking cookies, have denied access to the webpage they want to
consult, or the user is redirected to another website, or service is dowrgraded

x Paid services or extra co$fs

The first listed practice refers to the appearance of a barrier page and is known by the desigrationgpf

wall (also known asookie wall takeit-or-leaveit-choicesapproaches). A tracking wall means thaérs

who do not accept tracking across other sites will be denied access to the websites they seelttt access
occurs when both of the two following conditions hold:

x the consent banner blocks access to thesitesb
¥ the banner gives only the option to accept, without any option to refuse.

However, users should have the possibility to refuse cookies and still be able to browse fieApage
mentioned irSectior[5.2] if certain cookies are not necessary for the services requested and only provide
for additional benefits of the website operator, the user should be in a position to refuse them (29%/P 208)

Recently, the EDB®* (05/2020) established that tracking walls are invalid and complements this claim with
an example:

in order for consent to be freely given, access to services and functionalities must not be made

conditional on the consent of a userthe storing of information, or gaining of access to

information already stored, in the terminal equipment of a user (so called cookie walls).

Example: A website provider puts into place a script that will block content from being visible

except for a requet to accept cookies and the information about which cookies are being set and

for what purposes data will be processed. There is no possibility to access the content without
FOLFNLQJ RQ WKH 3$FFHSW FRRNLHV™ EXWWWRWtQadgh@gieH WKH GDWD
choice, its consent is not freely given. This does not constitute valid consent, as the provision of

WKH VHUYLFH UHOLHVY RQ WKH GDWD VXEMHFW FOLFNLQJ WKH 33$F
with a genuine choicé.

The ePrivacy Diredte refers to thektonditional access to website contéint Recital 25. It statesfaccess

to specific website content may be made conditional on theinfetined acceptance of a cookie or similar
device, if it is used for a legitimate purpdsA literal interpretation of this excerpt apparently legitimizes
conditional access to a website and this literal reading is sometimes used to justify the use a cdkie wall
8 Notably, this interpretation derives from an incorrect analysis of this Recital, for it makes access to a
website conditional on the acceptance of codkiesd such conditionality renders a rAeely given

7 cf. 29WP (WP259 rev.01) (n 4) 11.

80 Regarding extra costsyich an obligation could foster social/economic discrimination (i.e. the rich, who can pay to
protect their privacy, and the @g who cannot) which would run against the universal nature of the fundamental rights
to privacy and data protection. Forcing websites to offer a paid subscription service could also interfere with the
development of new innovative business models thghtfie advantageous to consumers.

81 cf. EDPS Opinion (19 17.

8 Ronald LeenesjThe Cookiewars: From regulatory failure to user empowermgiM? van Lieshout, & H.
Hoepman (Eds.)The Privacy & Identity Lab: 4 years late8, The Privacy & Identity Lab, Nijmegef2015) 3149.

83 cf. 29WP (WP208) (n 46) 6.

8  EDPB, Guidelines 05/2020 on consent under Regulation 2016/679(2020)
<https://edpb.europa.eu/sites/edpb/files/files/filel/edpb quidelines 202005 consenk en(behceforth  called
EDPB 05/2020).

85¢cf. Kosta (n 20) 1.

86 Frederik Borgesius, Sanne Kruikemeier, Sophie Boerman and Natali HelBEraeking Wallls, Taket-Or-Leave

It Choices, thé5DPR, and the EPrivacy Regulatiof2017)European Data Protection Law RevigMolume 3, Issue

3, 353368.

87 cf. Leenes (82).
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consentln this regard, the 29WP (WP138yecommends clarification or review of this Recital.the
29WP (WP 240) understandirthesetake it or leave iapproaches rarélymeet the requirements for freely
given consentt specifically stated thaif the consequences of consentimglermine individualsfreedom

of choice, consent would not be fr8éhe Working Party invites the EC to develop a specific prohibition
on suchake it or leave it choices with regard to electronic communications, where such choices would
undermine the ginciple of freely given consent.

The resulting analysis, also consolidated by the positioning of the majority of the stakeholders shown in the
next Sectio sustainghat websites need to give access to content when a user does not consent to
BTT beyond strictly necessary to provide the service, and hence, consentgsfjoakt not present a
tracking wall.

Requirement No tracking walls
Blocking access to a website unless the user gives a positive consent is not a valid con
Violation Existence of a tracking wall for BTT that require consent.

Examples.Figure 8 shows an example of a cookie wall on the MedicalNewsToday websitetWiparge

first loads, the website prevents a visitor from viewing any other page unless the user cliiggldyed

Accept and continue to sitrutton. Figure 9 shows the resulting page after the user clicked @ethe
permissionlink: the website ol provides access to 10 articles, preselected by the website (atitknot

article requested by the user). The banner above reminds the user that he has a limited access to the website
because he disallowed cookies and proposes to update the privacyssetting

Figure 8 Violation of the requiremeniNo tracking wall by the MedicalNewsToday website
(§www.medicalnewstoday.cofaccessedn 25 September 2019)

88 The 29WP states thathe last paragraph of Recital 25, stipulating that access to specific website content may be
made conditional on thecceptance of a cookie, might be contradictory with the position that the users should have the
possibility to refuse the storage of a cookie on their personal computers and therefore may need clarification or
revision’, Article 29 Working Party,®Opinion 8/2006 on the review of the regulatory Framework for Electronic
Communications and Services, with focus on the ePrivacy Dirédive 126, 26 September 2006) 3.

8 The 29WP identifies five circumstances in which forced consent should be specificallpitechhnamely: 1.
Tracking on websites, apps and or locations that reveal information about special categories of data. 2. Tracking by
unidentified third parties for unspecified purposes. 3. All government funded services; 4. All circumstances identified
in the GDPR that lead to invalid consent; 5. Bundled consent for processing for multiple purposes. Finally, the 29WP
alerts to the position of news media, since they seem to be the heaviest users of tracking cookies and cookie walls, see
29WP (WP240) 17.
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Figure 9 Result of denying consent on MedicalNewsToday webgitevix. medicalnewstoday.cofmaccessed 25
September 2019)

How to detect violations?Detection of such a violation is possibf@anually. The user needs to understand
whether a website allows the user to ac@esithout expressing consent and whether there is an option to
refuse consent. We also consider a violation of this requirement when refusing consent leads to a restrictive
access to the servicasin the example of MedicalNewsToday website.

5.2.1 Stakeholders msitioning on tracking walls

There is some inconsistency in the positions taken by EU DPAs and other stakeholders on whether a
tracking/cookie wall consists in a violation of a valid cons&he European Data Protection Supervf8or

the European Parliaemf’, and the Bureau Européen des Unions de Consomm#téBIE4JC) are of the

opinion that tracking walls and any other type of detrimental rendering of consent should be forbidden, as
the GDPR mandates. Noyb.®ufiled four complaints over forced consent against Google, Instagram,
WhatsApp and Facebook.

The CNIL in its current guidelin&for cookies (article 3fonsiders that consent can only be valid if the
concernecersonis able to validly exercise his cleai and does not suffer major inconvenience in the absence
or withdrawal of consentn its draft recommendation on the use of codRjdhis authority proposes that
users should not be exposed to any prejudice should they decitteauatept cookies. Htates thatthe
ability to express refusal as easily is indeed the counterpart of the ability to express free’consent

The Greek DP& confirmsthat the website should not provide féro option for declining/rejecting
cookies and trackefs

% cf. EDPS Opinion (19} 17.

91 In the Proposal for the ePrivacy gReation of the European Parliament, it is proposed #at Regulation should

prevent the use of sSF DOOHG 3FRRNLH ZDOOV  DQG 3FRRNLH EDQQHUV" WKDW GR QRW
personal information and privacy or become informed althoeir rights, Draft European Parliament Legislative

Resolution jsvww.europarl.europa.eu/doceo/documer@R01 70324 EN.html?redireptaccessed 7 May 2020.

92BEUC Position Paper®roposal For A Regulation On Privacy And Electronic CommunicatiorBrifEacy)”

2017 .beuc.eu/publications/bexc2017-
059 proposal for a requlation on privacy and electronic communicatiprigaey.pdb accessed 7 May 2020.

98 NOYB, GDPR: noyp HX ILOHG IRXU FRPSODLQWYV RYHU 3IRUFHG FRQVHQW’  DJDLQV

Facebook (2018) khttps://noyb.eu/wsrontent/uploads/2018/05/pa_forcedconsent dfp.pccessed 7 May 2020.
94 CNIL, Guidelines on cookies and other tracgt86}

9 Commission Nationale Informatique et leertes (CNIDOn the practical procedurdsr collecting the consent

providedfor in article 82 of the French data protection act, concerning operations of storing or gaining access to

informaton LQ WKH WHUPLQDO HTXLSPHQW RI D XVHU UHFRPPHQGDWLRQ

[https://iwww.cnil.fr/sites/default/files/atomsf/files/draft recommendation cookies and other tracker$(Jemyaify
KHUHDIWGNWL QDPHGE HFRPPHQGDWLRQ

% cf. Greek DPA ([2).
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TheIrish DPAY confirmsthat a banner merely givinghe user the option to clickaccept to say yes to
cookies and which provides no other option is not compliant. This means banners with buttons that read
%k, got it!"or 4 understand, and vhich do not povide any option to reject cookies or to click for further,
more detailed information, are not acceptable and they do not meet the standard of consent required

The ICCG®in its recent guidance states tleanhsent which is forced via a cookie walldmlikely to be
valid . However, it also notes thite GDPR must be balanced against other rights, including freedom of
expression and freedom to conduct a business. The ICO seems to adopt a wait and ste apfiraggues
that

In some circumstances, this approach is inappropriate; for example, where the user or subscriber

KDV QR JHQXLQH FKRLFH EXW WR VLJQ XS « ,I \RXU XVH RI D FRF
influence, users to agree to theirrgmnal data being used by you or any third parties as a

condition of accessing your service, then it is unlikely that user consent is considered valid.

The Dutch DPA® published on its website in December 2019 its viewpoint that websites must remain
accestble when refusing tracking cookiasd that cookie walls are not permitted under the GDPR. It adds
that with a cookie wall, websites, apps or other services cannot receive valid permission from their visitors
or users. The regulator explains that the éwspd websites are involved in angoing investigation into

cookie walls. Alongside, thinister for Legal Protectidfi of the Netherlands adverts that when a website

is visited, the visitocannotbe denied access to the content of the website if he does not agree with the
placement oftie cookies (cookie wall). Only functional cookies and-pomacy sensitive cookies dwt

need permission. It states further that the government is arguing in the European Council for a ban on cookie
walls in the new Brivacy Regulation.

In the same light, the Belgian DFAVWDWHY WKDW EORFNLQJ D XVHUYV DFFHVV WR |
user did not consented to cookies, is not a compliant solution.

The German DPA?contendghat a visit to a website should still be possible if data subjects decide against
the sefing of cookies. The same reasoning is upheld bytmgish DPA3

Conversely, théustrian DPA% issued a decision on 30 November 2018, pronouncing that consent was

freely given via a cookie wall in the case of an Austrian newspaper, Standard, that gave users the

option to either: i) accept cookies and receive full access to the websité s @mokies and receive a

limited access to the website; or iii) pay a fee for a monthly subscription without accepting cookies. The

authority LQGLFDWHG WKDW FRRNLH ZDOOV DUH QRW SURKLELWHG EHFD)
degree of choicekirst, Der Standardonly places cookies after the user makes an informed decision to

allow the placement of cookies. Second, the individual can withhold consent by either entering into a paid
subscription or leavin@er Standard]V ZHEVLWH 7 KandiGeredVef Btah8&dFYy SULFHV WR EH
ot unreasonably highln fact, giving consent to cookies results in a positive outcome for the individual,
EHFDXVH WKH\ JDLQ XQOLPLWHG DFFHVV WR WKH QHZVSDSHUYYV DUWL
what would happen if an individual withdrew their consent to the usage of cookies.

The Spanish DPR® recognizes as a valid practice the blocking access to the website if a user rejects
consentas depicted in the excerpt belémhen information duties were duly complied with). We consider

97 cf. Irish DPA Guidance [87.
% cf. ICO Guidance 31.
9 cf. Dutch DPA Tookies’ (n[46); and Many websites incorrectly request permission to place tracking cdokies

(2019) httgs://autoriteitgsersoonsqeqevens.nI/nI/nieuw&/@websitesvraqeno;}oniuistewiize-toestemmind
voor-plaatsertrackingcookieg accessed 7 May 2020.

100House of Representatives of the Netherlariéleswer to questions from members Middendorp and Vent Gbout

a possible cookie wall barf2019)
Twww.tweedekamer.nl/kamerstukken/kamervragen/detail2id=2019D49667&did=2019p49%6Fkssed 7 May
2020.

101 Belgian DPA, (2020) Guidance Materials and FAQs on Cookies and Other Tracking Techndlogies
thttps://www.autoriteprotectiondoneg be/recueilltvalablemerie-consentemendespersonnesoncerness,

accessed 7 May 220KHQFHDIWHU QDPHG 3% HOJLDQ '3%$ *XLGDQFH"

102¢f. German DPA Guidelines [(t0}.

103¢ Danish DPAGuide (f77).

104Aystrian DPA decision on the validity of consent (2018)
iwww.ris.bka.gv.at/Dokumente/Dsk/DSBT 20181130 DSB D122 931 0003 DSB 2018 00/DSBT 20181130 D
SB D122 931 0003 DSB 2018 00.pdiccessed 7 May 2020.

105 5panish DPA%Guide on the use of cookie€019) fwvww.aepd.es/media/quias/getackies.pdf accessed 7 May
2020 (authof§ translation of the Spanish version) (henceforth naf8pdnish DPA Guid§.
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this scenario being equivalent to a tracking wall because the user is not able to access the service unless she
gives her consent:

dn certain cases, not accepting cookies shall entail being emirgigirtially prevented from

using the service; users must be appropriately informed of this situation. However, access to
services may not be denied due to cookie refusal in those cases in whichfagahprevents

the user to exercise a legally recaggu right, since such website is the only means provided to

users to exercise such rights

Borgesius et al., in their commissioned stt%lgn theProposal for the ePrivacy Regulation, mentioned a
circumstance catalogue composedafonrexhaustiveblacklist of circumstances in which tracking walls

are banned (list of illegal practices), supplemented wites list(practices presumed to be illegal). The
study refers that if a situation is on the grey list, there is a legal presumption that a tradkimgkes
consent involuntary, and therefore invalid. Hence, the legal presumption of the grey list shifts the burden
of proof. For examplefor situations on the grey list, iis up to the company deploying the cookie wall to
prove that users gave@e consent, even though the company installed a tracking wall. We are instead of
the opinion of a complete ban to cookie walls.

Further developments need to be consolidated through case law from the European Court of Justice. In
addition, businesses ugirtracking/cookie walls to obtain consent may want to consider preemptively
streamlining their method for obtaining consemg(by switching to a cookie banner that allows to refuse
consent).Table10 summarizes the different positionggnade public fren some stakeholders.

Table 10 Positioning of stakeholders on cookie walls

Stakeholders Positioning on tracking wall
EDPB, EDPS, BEUC, EU Parliament, | Violation of a freely given
DPAs: Dutch, French, German, Danisl consent

Greek, Irish, Belgian
UK, Spanish DPAs Not clear
Austrian DPA Valid consent

5.3 Specific

Specific consent involves granularity of the consent request in order to avoid-alkcataipose acceptance.
In Table 11 andhe followingsubsections waurther specifythis requirement.

Table 11 Derived lowlevel requirements and their sources

Requirements Sources at lowlevel requirement
High-Level Low-level Binding Non-binding | Interpretation: Legal
Requirements Requirements (L) or Computer
Science (CS)
Specific R5 Separateconsent | 4(11), 6(1)(a); Planet | 29WP, Recitald -
per purpose 49 ruling 32,43 all
DPAS

R5 Separate consent per purpose

The request for consent should be granular in the options for consenting to cookies, so that the user is able
to give consent for an independent apecific purpos€29WP WP208}°" This reasoning is given by the
following recitals of the GDPR. Recital 4Brifies the need for a separate consent for different processing
operationsRecital 32of the GDPR states that consent should be given per purpose (or set of purposes).
The provision is worded as follow&onsent should cover all processing activities carried out for the same
purpose or purpose¥/hen the processing has multiple purposes, consent should be given for all 6f them

106 Frederik Borgesius, Joris van HobokeRpnan P. Fahy, Kristina Irion, Max Rozendagn Assessment of the
Commissior§ Proposal on Privacy and Electronic CommunicatiofStudy for the LIBE Committee. Brussels:
European Parliament, DirectoraBeneral for Internal Policies, Policy Department Citizens{ Rights and
Constitutional Affairs, Chapter 3.5.5, 2017)
$www.europarl.europa.eu/thinktank/en/document.html?reference=IPOL_STU(2017)588%%sed 7 May 2020.
107 ¢, 29WP (WP208) (54 3.
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This element of a specific consent relates tgpilmpose limitation principl@bserved in Article 5(1)(b) of

the GDPR. Therein rely two elements: i) data must be collected for specified, explicit and legitimate

purposes only; and ii) data must not be further processed in a way that is incompatible with those purposes.

This Articlereads Ypersonal data shall be collected for specified, explicit and legitimate purposes and not
IXUWKHU SURFHVVHG LQ D PDQQHU WKDW LV LQFRPSPWLEOH ZLWK Wtk

In this same line, the 29WP (WP 283 analyzesthis principle of urposdimitation " and explains that
any purpose must bspecified i.e. be precisely and fully identified. The 29WP (WP259 ret81)
additionally comments on the needemhsent for each purpose comply with the conditions of a valid
consent:

Pata subjects should be free to choose which purpose they accept, rather than having to consent

WR D EXQGOH RI SURFHVVLQJ SXUSRVHV « ,I| WKH FRQWUROOHL
processing and has not attempted to seek separate téorseach purpose, there is a lack of

freedom. This granularity is closely related to the need of consent to be specific. (...) When data

processing is done in pursuit of several purposes, the solution to comply with the conditions for

valid consent liegn granularity, i.e. the separation of these purposes and obtaining consent for

each purposé

The 29WP(WP259 rev.01) instructiurther that % controller that seeks consent for various different
purposes should provide a separateiodor eachpurpose, to allow users to give specific consent for
specific purposes

Planet49 Judgmeuof the Court of Justice of the EYdetermined thaspecificconsent means thét must
relate specifically to the processing of the data in questioramabt be inferred from an indication of the
GDWD VXEMHFWIV ZLVKIHI¥ nmdans tRANCENddnt ShEUWHDR §fdhMar for pagiose of
processing.

The resulting analysis sustains that the banner should present each purpose separdtaly i{lsitcald
allow accepting or rejecting each purpose separately), as depicted in the requirement box.

Requirement Separate consent per purpose
Consent should be separately requested for each purpose.

Violation General consent request undenflated or bundled purposes; a user shall not agree or dis
to all at once (Danish DPA)

Examples.Figure 10 showthewordreference.comwebsite where a user cannot give consent per purpose,

but instead is presented with3earn More & SePreferenceslink that only allows to give consent per

third party. Figure 11 shows (a part of) the list of vendors, which is sesemnlong and is obviously
overwhelming and not usable for an average user. Figure 12 outlines the Dailymail welrsite Wwhaith

conflates together different data processing purposes (e.g. personalization, ad selection, content selection
and measurement) under a single acceptance request, thereforagviblatrequirement thatonsent

should be given per purpose. On titber hand, Figurd3 depicts a compliant design banner from the
senscritique.convebsite

108 Article 29 Working Party,Opinion 03/2013 on purpose limitatioWP 203, 2 April 2013).
109¢f, 20WP(WP259 rev.01) () 11.

110 planet49 Cas@{11).

111cf. Danish DPA Guide (@37).
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Figure 10 A settings accessible from the cookie banner on website of wordreference.com
(§www.wordreference.com/enfristaccessedn 24 September 2019)

Figure 11 The cookie banner of wordreference.com does not allow to refuse consent for @tlied at once, only
on a Yoer third party basis. (vww.wordreference.com/enfrisficcessed 24 September 2019)

Figure 12 Non-compliance with theseparate consent pgurpose requirement

(fwww.dailymail.co.uk/home/index.htiplaccessedn 17 May 2019)
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Figure 13 Compliancewith the Separate consent per purposequiremen{{fwww.senscritigue.cqif accesseodn
18 May 2019)

How to detect violations?A human operator can observe violations with no technical supportevtow
it would be possible to detect such violatiemgomaticallyif the user interface of consent banhead a
standardizedlesign which is not the case nowadays.

5.3.1 Consent not required per cookie, per publisher, per third party

Under the following three subheadings we add the observation that a request for consent pedpespose
notinclude a requesper cookie per publishernor per third-party, for the reasons explained below.

¥ Not per cookie We argue that the requiremenit granular purposes does not mandate that the
consent request should be provided for each cookie. We claim that the consent request for each
cookie is not usefriendly and it might be too overwhelming for users. Moreover, few users are
familiar with the concept of cookies and tracking technolagibgrefore thismay lead to certain
choices as a consequence of 8§erODFN RI NQRZOHGJH :H GHULYH WKLV FRQ
bases. The text of thHeecital 25 of the ePD states that the cookie consemiest covers its further
uses, insofar as these uses are compatible with the initial purposes for which the consent is
provided. The 29WP (WP208% mentions thatach website could prominently display a link to
a location where all cookiassed by the wedite are presented through types (and hence, not per
cookie) In the same line, the IC& gives the same reasoning when referring to cookie categories

Some sites might use tens or even hundreds of cookies and therefore it may also be helpful to
provide @roader explanation of the way cookies operate and the categories of cookies in use.
For example, a description of the types of things you use analytics cookies for on the site will
be more likely to satisfy the requirements than simply listing all tlokies you use with

basic references to their function

The Belgan'', Irish'® and Danish DPAL'¢ accordthat consent does not need to be given per
cookie, but instead per purpose. The latter refers an example of a specific consent per purpose (and
not per cookie)

[A] website has a cookie peyp in which the user can accept or decline cookies by purpose,
i.e. the user can freely decide whether he or she wants functional, statistical and/or marketing

112 ¢f, 29WP (WP208) (i54) 3 and 5.
H3¢f. ICO Guidance ([26) 10.

114 ¢f, Belgian DPA Guidance [h01).
115¢f, Irish DPA Guidance @
116¢f, Danish DPA (f77).
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cookies to be set by the website. The user can easily toggle cookies by purpose on and off.
7TKHQ WKH ZHEVLWHTVY FRRNLH FRQVHQW LV VSHFLILF

T Not per publisher The ned of a separate and renewed consent per publisher is also discussable: if
one publisher receives consent, it is questionable that it might share the consent with other
publishersin this regard, we refer to the case law of the European Court of Jusiieslapt its
reasoning to our consenbokie request context. The Court (in its two decisions of Tele 2 and
Deutsche Telekoh in the context of electronic public dictories), refers to the extension of the
initial consent to the subsequgrbcessing of the data by thiprty companies, provided that
such processing pursues that same purpose, and that the user was informed thereof. The Court
holds that where a user consented to the passing of his personal data to a given company, the
passiiy of the same data to another company, with the same purpose and without renewed consent
from that user, does not violate the right to protection of personal data. The Couttaddager
will generally not have a selective opinion to object to theispaof the same data through
another, yet similar, provider. From these arguments, we conclude that there is no need for a
separate and renewed consent per publisher whenever further processing follows that same
purpose, and the user was informed therkothese cases, consent could be shared with other
publishers.

¥ Not per thirdparty. We believe a fingrained customization per third pars not requiredin fact,
showing the full advertiserlist configures a deceptive design. The 29WP (WP259 ref01)
suggests that the categories of third parties who receive personal data and wish to rely upon the
original consent should be listed by category (or be individually named).

IW LV SRVVLEOH WR FRQFOXGH WKDW D FR @Ntib@iNitdpartyT XHVW GRH)
cookies, but only aims tmform users of thirgparty cookie usage, or third party access to data

collected by the cookies on the websiteecessary information would be the purpose(s) of the

cookies andif relevant, an indication gbossible cookies from third parties or third party access

to data collected by the cookies on the welit@WP (WP208}°

The Italian DPA®® adopted the same reasoning and postulétatl 3publishers may not be
required to include, on the home pagetddir websites, also the notices relating to the cookies
LQVWDOOHG E\ WKLUG SDUWLHY YLD WKH SXEOLVKHUVY ZHEVLW|

5.4 Informed Consent

WheneveBrowserbased Tracking TechnologB({T) DUH DFFHVVHG RU VWRUHG RQ D XVHU
must be given clear dncomprehensive information, and the content informatimistcomprise what is

accessed or stored, the purpoaad means for expressing their consent, pursuant to Article 5(3) of the

ePD.

The need to present information on the processpegations is triggered by the principles of lawfulness,

fairness, and transparency depicted in Article 5(1)(a) and the recitals of the GDPR. In particular, Recital 60
H[SODLQV WKDW 3D GDWD FRQWUROOHU VKR XO GsagyUdRevidutefaiD GDWD V X
DQG WUDQVSDUHQW SURFHVVLQJ WDNLQJ LQWR DFFRXQW WKH VSHFL

The rationale behind the requirement to provide information relies in the premise that providing it puts the

user incontrol of the data on their own dee. As argued by the General Advocate Szpffiahe data

subject must be informed of all circumstances surrounding the data processing and its consequences:
SFUXFLDOO\ KH RU VKH PXRWQWH XIQOFUBRHBE RIHWKH QJ B QVHQW ™ L
VHUYLFH +H SURFHHGV E\ DVVHUWLQJ WKDW 3D FXVWRPHU GRHV QR\
QRW DZDUH RI WKH FRQVHTXHAEGRNVYVLRKQHG : WKDW WKHIAadfed®W D VXEMHF!

117c-543/09Deutsche Telekom AG v Bundesrepublik DeutscHROML]EU:C:2011:279, para 62 to 65; aneés36/15

Tele2 (Netherlands) BV and Others v Autoriteit Consument en Markt (f20IUj] ECLI:EU:C:2017:214.

118 ¢f. 290WP (WP259 rev.01) [4) 14.

118 ¢f, 20WP (WP208) 3and 5.

120 |talian DPA, Simplified Arrangements to Providaformation and Obtain Consent Regarding Cooki@914)
{www.garanteprivacy.it’web/guest/home/docwiticwebdisplay/docweb/31676%4accessed 7 May 202

121 Opinion of Advocate General Szpunar. Opinion of the Case C 2UDQJH 5RPkQLD 6$ Y $XWRULWDWHL
GH 6XSUDYHJKHUH D 3UHOXFU ULL 'DWHORU FX &DUDFWHU 3HUVRQDO $163'&
122 29WP Working Document on the processing ofspaal data relating to health in electronic health records (EHR)

(WP 131, 15 February 2007) 8.
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upon an appreciation and understanding effdcts and implications of an actioThe judgment of the
Court of Justice of the EU on the Planet49 sducidated that providingclear and comprehensive
information meansthat a user is in a positi to be able tdetermine easily theonsequences of any
consente might give and ensure that the consent given is well inforniedollows therefrom that
information must be als&learly comprehensiblendsufficiently detailedso as to enable the user to
comprehend th&unctioning of the cookiessmployed.

Regarding theiming to deliver information, it should be concomitant to the time and place when consent
is requested. As posited by the 29WP (WP208), information should be prowatiéee time and place
where consent is sought, faxaanple, on the webpage where a user begins a browsing session (the entry
page). As such, when accessing the website, users must be able to access all necessary ihformation

From the analysis of the legal provisions, the 29WP guidande¢he mentioned catsw, we deriveboth
the approach and the contefithe information

x theapproachto disclose information, which happens generally i presence of arivacy or
cookiepolicy (sectiofiR6);

x the contentof the information to be given on BTT. We focus on the information requirements
where personal data is collected from the data subject (Article 13 (1) (2) GDPR). The position of
the 29WP (260 rev.0.1) is that therens difference between the status lné information to be
provided under sulrticle 1 and 2 of Article 13 and therefore all of the information across these
subarticles is of equal importance and must be provided to the data subject. For readability
purpose, we decompose the informatiequrements

- necessary information on BTT (sec{iB),

- informationon consent banner configuration (sediks),
- information on thalata controller (secti¢R9),

- information on rights (secti¢R10).

Table 12 depicts the informatidow-level requirements.

Table 12 Derived lowlevel requirements and their sources

Requirements Sources at lowlevel requirement
High-Level Low-level Binding Non-binding Interpretation: Legal (L)
Requirements Requirements or Computer Science (CS)
R6 Accessibility of the - 29WP, DPAS: Irish, -
Informed information page German Belgium,
Finnish
R7 Necessary DPAs: German
information of BTT:
R7aldentifier name - 29WP; DPAs: Irish -
Danish
R7b Purposes Art.13 (1)(c) | (most DPAS) -
R7cThird parties Art. 13 (1)(e), | (most DPAS) -
with whom cookies Planet 49
are shared
R7d Duration of Art. 13 (2)(a); | DPAs: Greek, CNIL, -
cookies Planet 49 | Finnish
R8 Information on 29WP, DPAs: UK, -
consent banner Danish, Irish
configuration
R9 Information on the | Art. 13 DPAs: Danish, Irish -
data controller (1) (@)(b)
R10 Information on Art. 13 (1)(f), | almost all DPAs -
rights (2) (af)

123¢f Planet49Case(r[11) para 74.
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R6 Accessibility of information page

On the recommended approach, the 29WP (WP208) proposes a visible notice displaying a link to an
information page (also known as cookie policy, or entry page) where information on BTT is presented
(preferably through a layered approaciihe 29WP considers the followinguilt-in possibilities for
rendering information

¥ the mechanism should provide a visible notice on the use of BTT;

Tt alink to a designated location where all types of BTT used by the website are prekentdde
prominerly displayed

t Information should be provideith a layered approadH, typically through alink (or series of
links), where the user can find out more about types of BTT being used

As for the DPAYT X Q G H UV W DInQish DRA stetEdHat) ho separate pamp window is required for
informing the user, and a cookie policy must also be mentioned on the website so that the user can learn
more about it. The Irish DP&° advisesvebsite publishers to include a link or a means of accessittgfur
information about the use of cookies. We have defined the requirement prescribing that the information
page (cookie policy) on the use of BTT should be accessible through a banner, with a clickable link.

Requirement | Accessibility of information page
The information page should be accessible through a cookie banner, via a visible link or a bu
Violation Inexistence of an information page

Examples.Figure 14 shows a compliacokie banneexample, where th@nformation pagéis accessible
through a link.

Figure 14 Compliantexample. Theinformation pagé should be accessible through a cookie banner (via a link or a
button) (<ttps://www.lemonde.fr® accessedn 18 May 2019)

How to detect violations?A manual analysis of a cookie banner content is enough to identify whether a
link to the privacypolicy is accessibldhowever such analysis is not scalable when numerous websites must
be auditedMoreover, different users may find it more or less difficult to find the same link on a concrete
cookie banner. Hence, user studiee needed tevaluate how accessible information for a given target
audienceds. We provide more details on user studieSectiorf6]

From atechnical perspectivé, is possible to crawl all the links present on a banner interface and detect
whether such links lead to a privacy policy with a rather simple detdeéised on keyword$Vhile this

124 Interestingly, the EDPS recomms a layered approach, where the information is given at different stages,
providing greater detail. The essential information should be present at a sufficient level of detail to already put the
user in control at the first layer. A notice providing (teéerence to) the first level of information on cookies must be

clearly visible to web service users whatever their landing page is. Further, the EDPS strongly recommends that EU
institutions provide information on cookies on the web service under th#iot and not rely on external sources. If,

for some reasons, the institution uses external sources, they should set up measures to manage relevant risks, where
possible, cf. EDPS Guidelined3a]) 15.

125¢fFinnish DPA (FL3).

126 ¢f |rish DPA Guidance [B7).
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methodcouldproduceinaccurate results, it could be usable in a legal procedure after a manual verification.

The same analysis holds for all the following requirements in this section.

Computer science researchers have already used keased approacheBegeling et al?” analyzed

the availability of privacy policies on the top 500 websitefore and after GDPR came in foreehile

Libert'?® detected andD QDO\]HG RYHU Z H E V L Mbire\s8ipl8sticatedDdppreaehesL FL H V
based on Natural language processing (NLP) can also be apphedlyzewhether a page is a privacy

policy. We refer to further discussion on NiifPSectior6]

R7 Necessary information on BTT

Regarding the content of the information to be given on BTT, both the 29WP (WP208) and the recent Planet
49 judgment® set thenecessary?’ information to be disclosed to ensure fair and transparent processing.
Planet 49 (in paragraph 76) explicitly quotes Article £3he GDPR on the list of information to be

provided. The necessary informatidnspecific to BTT Fis the following:

x Purposeof processing (Article 13 (1)(c)), and their legal basis for each specific processing (under
Article 6 GDPR)®!

X Recipients,or categories of recipients, with whom personal data is shi@mwitles 4(9) and
13(1)(e), which can consist of other data controllers, joint controllers, processors angdattyd
recipients. Planet 4 XOLQJ GHWHUPLQHYV LQ SDUDJUDSK SWKLUG SDU!
VKDUHG ZLWK~ 7K H?adds thatdnformation is needed whether the data may be
reused by other parties, and if so, for what purposes. Regarding the categories of recipients, the
29WP (260 rev.0.1) suggests that if controllers opt to provide the categories of recipients, the
information should be as specifas possible by indicating the type of recipient (i.e. by reference
to the activities it carries out), the industry, sector andssaaor and the location of the recipients;

X Storage periodinterpreted from Article 13 (2)(a)t is explicitly stated in the Planet 49 ruling
(paragraph 7%hat WKH 3SHULRG IRU ZKLFK WKH SHUVRQDO GDWD ZLOO E
WR WKH FULWHULD XVHG WR GHWZ260 Rel.Q.Hdedldfdd WhatSthid) LRG~ 7 KH
information is Inked to the data minimization principle in Article 5(1)(c) and storage limitation
requirement in Article 5(1)(e). It adds that the different storage periods should be stipulated for
different caegories of personal data and/or different processing purpasgading where
appropriate, archiving periods;

X Identifier nameand a responsible party for setting it, as proposed by the ZQ¥RR08)*33

Some DPAs have defined the duration/lifespan for BTT, such as the ones depicted it3Table

Table 13 Positioning of stakeholders on the lifespan of BTT

DPAs Lifespan of BTT

29WP 3 &okies exempted of consent should haviéeapan that is in direct relation to the purpose i
(WP194) | used for and must be set to expire once it is not needed, taking into account the reg
H[SHFWDWLRQV RI WKH DYHUDJH XVHU RU VXEVFULEH
CNIL fnalytic tracers must not have a lifesgaceeding thirteen months and this duration should
be automatically extended during new visits. The information collected through the tracers
kept for a maximum of twentfive months.

127 M. Degeling, C. Utz, C. Lentzsch, H. Hossefi,Schaub, and T+RO] 3:H YDOXH \RXU SULYDF\ QRZ V
cookies: Measuring the GDPRimpactonZHE SULYDF\ ~ LQ 1'66

128 Timothy Libert, 3An Automated Approach to Auditing Disclosure of Thiarty Data Collection in Website

Privacy Policiesin Proceedingsf the 2018 World Wide Web Conference, p ZI6.

129¢f, Planet49 Judgment[dd).

W$SUWLFOH VHWYVY D GLVWLQFWLRQ EHWZHHQ QHFHVVDU\ HVVHQWLDO LQIRUF
should be provided only to the extent that is necessary to guarairtgeadcessing having regard to the specific

circumstances in which the data are collected. In case of BTT, further informational elements are required as necessary
information (cookie name and their duration, third party sharing and their purposes)r® tesissparent processing.

Such distinction between necessary and further information is analyzed further in the 29WP Opinion 10/2004 (WP

100) on More Harmonised Information Provisions.

3L Article 13 (1) (d) posits that when the controller relies on legite interests as a legal basis for processing, it should

inform the data subject about the interests. The 29WP (29WP 260 np4] GHds that at least upon requesbvide

data subjects with information on the balancing test.

13229WP Opinion 02/2013 (WP202) on apps on smart devices, adopted on 27 February 2013

133¢f. 29WP (WP208) (iB4).
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ICO Lifespan of cookies must be proportionate in relaticthe purpose and limited to what is necess
to achieve it

Belgium | Cookies should be set to expire as soorthay areno longer needed, taking into account
reasonable expectations of the u€mokies exempt from consent will therefore probalaysbt to
expire when the browsing session ends, or even before.

Spain Lifespan of cookies must be proportionate in relation to the purposes for which they are int
Irish Lifespan of a cookie must be proportionate to its function

The GreekDPA!3 reiterated that information should include theedtracking categories. The banner
(either in the form of a pepp window or otherwise) should provide specific information for each tracker
or tracker category of the same purpose.

The CNIL adds that the categories of data collected through trackers could be sfeo#fzedh purpose in
a way that is easily accessible to the user. This becomes particularly important when the special categories
of personal data are used.

Some DPAs dvocate thaall cookies shouldtas a best practicedeclare their purpose. The UK, Greek,
Finnishand Belgian DPAgndorse as a good practice disclosure of clear information about the purposes of
cookies, including strictly necessary ones. hilance othe 29WP (WP188§° notes that although some
cookies may be exempted from consenty thee part of a data processing operation, therefore publishers
still have to comply with the obligation to inform users about the usage of cookies prieir teetting.

After listing the necessary information for an informed consent based on the legal sources, we define the
low-requirement below:

Requirement Information on BTT should contain:

¥ Purposes

T Recipients or categories of recipients with whpemsonal data is shared with and for w
purposes

fStorage period

Hdentifier name

Violation Absence of any of these elements in the information page

Examples Figure 15 renderspartially complianiexample The dnformation pagé contains some of the

required information for each cookie: cookie names, party who dropped the cookie, purposes and retention

period. However, it does not show with which parties the cookies are further.sBasdesfor some

cookies (e.g. gaor _gid), the provided purposes are not explicit enoutjle. GHVFULSWLRQ 3SWR LGHQW
XVHU" GRHV QRW H[SODLQ IRU ZKDW FRQ FU HRlgkte $6depBR 3ohr WKLYV LGHQ
compliant example wherein th&formation pagé contains only groups of purposes (analytics, social,

etc.) of cookies but does not provide detailed information on each cookie.

Figure 15 Partially-compliant exampleaccessedn 18 May 2019

134¢f. Greek DPA ([42).
135 Opinion 16/2011 on EASA/IAB Best Practice Recommendation on Online Behavioural Advertising, adopted
December, 2011.
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(Twww.paruvendu.fr/communfo/defaultcommu nfo/defauItcommunfo/infosLeanes#c?Q)kies

Figure 16 Non-compliant example: the information page contains only groups of purposes (analytics, social, etc.) of
cookies but does not provide detailed information on thpgaefor each cookie (sww.lemonde.fr/gestionles
cookies accessedn 18 May 2019)

How to detect violations? Please se8ectior[6] where we describe automatic means that can be used to
assess languagmsed requirements.

R8 Information on consent banner configuration

The 29WP (WP2085¢ instructs that information should refer howthe user can express his choice by

accepting allsomeor-none BTT and how to change this choice afterwards through the seltistates

that *he ways they can signify their wishes regarding cookies ae. they can accept all, some or no

FRRNLHY DQG WR KRZ FKDQJH WKLV SUH I HKterbhv@etdw Lti@ir wighes | XWX UH  «
regarding cookies Accordingly, LQIRUPDWLRQ RQ WKH SRVVLELOLW\ RI D FRQILJXU]|
is designed as lw-level requirement presented in the requirement box.

Requirement Information on consent banner configurations

The banner or théinformation pagé should explain how the user can accept all, some ¢
%77 DQG KRZ WR FKDQJH WKLV SUHIHUHQFH LQ WKH.
Violation Non-existence of information on configuration possibilities

Examples. Figure 17 depicts a necompliant banner example. This banner, besides showing general
purposes, does not give any information on how the user can accept all, some or no cookies and how to

136 ¢f. 29WP (WP208)r{54).
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change this preference in the future. Figure 18 shows a compéaner that explains how the user can
configure his choices.

Figure 17 Violation example: thisinformation page” only renders general purposes (not requesting consent per
purposes) nor any information on how the user can accept all, someookies and how to change this preference
in the future (@ww.dailymail.co.uk/home/index.htrpl accessedn 18 May 2019)

Figure 18 Compliant example banner: thimformation pagé explains how the user can configure his choices

(fwww.lemonde.fr/gestiomlescookieg accessedn 18 May 2019)

How to detect violations? Please se8ectior6] where we describe automatic means that can be used to
assess languadmsed requirements.

R9 Information on the data controller

Article 13 (1) (a) (b) of the GDPR establishes that the identity and contact details of the cétitaitir
the Data Protection OfficdDPO):*8 (when legally obliged to appoint one) are part of the information list

137 The 29WP (WP 260) lists different forms of contact details of the data controller (e.g. phone number, email, postal
address, etc.), and an electronic contact as well, as posited by NOYB, as the service provided is digital, see NOYB, &
Report on privacy dixies of video conferencing service€020) Igttgs://nol\‘b.eu/sites/defaulUfiIes/ZOD@/noyb -|

|_report on privey policies of video conferencing tools 2d@2902 v2.pdb
B SUWLFOH :RUNLQJ 3DUW\ 3*XLGHOL®@ROSRQ :'DPWDIBYRW HDRE/RISRAH &1 ILG HU V
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to be provided when personal data are collected from the data subject to enable the exercise of the data
VXEMHFWfV ULJKWV WRZDUG WKH FRQWUROOHU RU LWV UHSUHVHQW

We defined as bw-level requirementhe need for the information page to incorporate the identity of the
controller, contact details and whenever applicable, the representative.

Requirement Information onthe data controller

The dnformation pagé should contain, for each data controller: its identity, contact de
contact of the Data Protection Officer (DPO)

Violation Absence of any reference about the data controller

How to detect violations? Please see sect@ where we describe automatic means that can be used to
assess languadmsed requirements.

R10 Information on rights

Article 13(2) (af) of the GDPR gpulates the need to provide information on the rights of the users: access,
rectification, erasure, restriction, object, portability, withdraw consent, lodge a complaint with a DPA, right
to be informed about the use of data for automated degaisakingand data transfers to a third country or

an international organization (and the corresponding safeguards).

We have reproduced these rules into andthetlevel requiremenas shown in the requirement box.

Requirement Information about the data subject rights

The dnformation pagé should contain the usér rights:

1. access

2. rectification

3. erasure

4. restriction on processing

5. objection to processing

6. portability

7. withdraw consent

8. lodge a complaint with a DPA

9. informed on the use of data fautomated decisiemaking

10. informed of data transfers to a third country or an international organization
Violation Absence to any reference on the rights

Examples.Figure 19 shows an information page in which the rights of the subjects are illustrated. However,
as shown on Figure 20, it does not provide for all the informative elements, such as the risks of transfers of
data.

Figure 19 Compliant example oimformed consent: the page reféwghe rights of the data subjects, such as the right
of access or deletionéww.avendrealouer.fr/RealEstate/Other/InfosCodkiascessedn 18 May 2019).
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Figure 20 Non-compliant example of informed consent: the information page does not show the risks of data
transfers to a third country\\ieww.avendrealouer.fr/Re@state/Other/InfosCookiesaccessedn 18 May 2019).

How to detect violations? Please seSectiorEl where we describe automatic means that can be used to
assess languagmsed requirements.

5.5 Unambiguous consent

For the consent to be valid, the user must giveiaambiguougndication”through a <lear and affirmative
action” (Article 4(11) of the GDPR)In the following subsections wiertherdecompose this requirement
of an unambiguous consent intive low-level requirements: affirmative action design, configurable
banner, balanced choiggostconsent registration and correct consent registraisishown in Table 14.

Table 14 Derived lowlevel requirements and their sources

Requirements Sources at lowlevel requirement
High-Level Low-level Binding Non-binding Interpretation: Legal (L)
Requirements Requirements or Computer Science (CS)
Unambiguous | R11 Affirmative action Planet 49 | 29WP; Recital 32 -
design DPA: Danish German
R12 Configurable banner - 29WP; DPAs: French, L based orv(4)

Spanish, Irish, ICO,
Greek, DanishGerman

R13 Balanced choice - DPAs:French, Danish, L based orv(4)
UK, Greek, Irish

R14 Postconsent - DPAs: French, Greek CS7(1)

registration

R15 Correct consent - DPAS: French, Greek, CS7(1)

registration Spanish

R11 Affirmative Action Design

Unambiguous consent refers to active behavior of the user through which he indicates acceptance or
refusal of BTT Article 5(3) and Recital 66 of the ePD).

The 29WP (WP208) explains this active behavior

JActive behaviour means an action the user may take, typically one that is based on a traceable
usek FOLHQW UHTXHVW W R ZIhdJpeodesd/ b/HvhiEh &sers \WoHId signify their
consent for cookies would be through a positive action or othereabghaviour > « @he
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consent mechanism should present the user with a real and meaningful choice regarding cookies
on the entry page'®®

The Advocate Generdf points (in paragraph 44), that the requirement ofdadication” of the data
V X E M HF W faésditatedtiraith@ddta subject eafpligh degree of autonomhen choosing whether
or not to give consent.

Planet49 JudgmeYit made even more precise this requirement. The ruling assertsathigt active
behavior on the part of the databject with a view to giving his consent may fulfiat requirement

and thiswording (with a view to") denotes the element of volition and willfulness towards giving an
affirmative consent.

An active behavior leave® scope for interpretation of theser’s choicewhich must be distinguishable
from other actions. As such, behaviors presenting a margin of doubt do not deliver a choice and therefore
are void*? To netterascertain in practice how to distinguish an unambiguous from ambiguous practices,

we document examples of both herdduth Recital 32 GDPR and the 29WP (WPZ2¢8provide for
concrete and clear examples of an active behavior:

&licking on a link, or a btion, image or other content on the entry webptgeng a box in or
FORVH WR WKH VSDFH ZKHUH LQIRUPDWLRQ LV SUHVHQWHG
which a website operator can unambiguously conclude it means specific and informed ‘consent

Stakeholders also pinpoint instances of ambiguous behaviors, such as:

x presumed or implied consent from inactivity (or silence) of the data stj@st signed in Recital
32 of the GDPR), e.g.

i) Actions such as browsing, scrolling on a websteiping a bar on a screen, waiving in
front of a smart camera, turning a smartphone around clockwise, or in a figure eight motion
(29WP WP 259 revl.; EDPB 05/2020);

ii) Actions like clicking on a3nore informatiori link:1*° 8By continuing to use the site we
assime you consent to thisor By accessing the website, you give your consent to our use
of cookies’. This practice is still acceptable by the Spam§tA.

iii) Disappearance of the cookie banner without an affirmative action of the user, and a positive
consent is registered by the fact that the weeolled the website, visited other pages,
clicked on links or other actions on a webgife

x WKHQ WKH XWlklddhfigudd RoZzatelve cookié¥

x preticked boxe¥®. The Advocate Generdf refers that unticking a pricked checkbox on a
website is considered too muoha burden for a customer. The 1E@stated that prselecting
any cookie needed of consentthwut the user taking a positive action before it is set on their
device, does not represent valid consent.

139 ¢f, 29WP (WP208) ([B5) 4 and 5.

140 ¢f. Opinion of Advocate General Szpur(gfd2]).

141¢f, Planet49 Judgm para 54.

142¢cf, 29WP (WP187) (B4} 35.

143The 29WP refers that ojit consent is the mechanism most aligned to Art. 5(3) of the dR[@eneral users lack
the basic understanding of the collection of any data, its uses, hdectirology works and more importantly how
and where to opbut. As a result, in practice very few people exercise th@waipdption’, cf. 29WP (WP208) 4
and>.

1440n implied consent, the ICO observes titatements such &by continuing to use this website you are agreeing
to cookies should not be used as they do not meet the requirements for valid consent required by theP&GDPR.
ticked boxes or any equalents, such as sliders defaultedfda ', cannot be used for nassential cookies. Users must
have control over any neessential cookies, and they must not be set on landing pages before consent is’obtained

ICO Guidanc&n26].

«

W5 ERQWUROOHUYV PXVW DYRLG DPELJXLW\ « OHUHO\ FRQWLQXLQJ WKH RUGL

one can infer an indication of wishes by the data subject to signify his or her agreement to a proposed processing
operationgcf. 29WP (WP187)n54) 17.

146 ¢f. 29WP (29WP208) 5.

147 cf. Greek DPA (42).

148¢f, Planet49 Case [(h].

149 Opinion of Advocate General Szpur(gf2).

150 ¢ |CO Guidancer[26).
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The EDPD®!(05/2020) establishes that such actionsimilar user activiesmay be difficult to distinguish
from other activiesor interactios by a user and therefore determining that an unambiguous consent has
been obtained will also not be possible.

In the light of the above, we define thAffirm ative Action Desigr low-level requiremento make
prominent this positive action. The consent must be registered by the controller only after an affirmative
action of a user, like clicking on a button, checking a box, or actively selecting settings.

Requirement | Affirmative action design

Consent must be registered only after an affirmative action of a user, like clicking on a bu
checking a box

Violation The action of closing a cookie banremsidered as consemtllowing only closing the banner an
forcing agreement to consent. Rieked boxesDisappearance of the cookie banner without
affirmative action of the user with a positive consent registered

Examples. Figure 21 gives a necompliant example of the requirement GActive Action Design. It

shows the Twitter account of the European Data Protection Board and a cookie banner provided by
twitter.com, wherein it is not possible to exercise an active consent since the only possible txttose

the cookie banner, while agreeing to the use of cookies.

Figure 21 Violation of the 3Affirmative Action Design requirement (Kttps://twitter.com/eu_edpb?lang=en
accesseon 24 September 2019)

How to detect violations?To detect a violation of this requiremeabe needs to perform an action on the
website, like closing the banner or scrolling the website and verify whether a positive consent has been
registered. While an action on a website trhesdone by a human operator (because there is no standard
design of closing banners that can be automated), verification of a registered consent can be done only with
technical means

However, verification of a registered consent is only possibleisf known a priori which standard or
VSHFLILFDWLRQ LV XVHG WR VW R UHdr WstakteFtRIseQ@ask if Qe PuKlisheX VHU TV E
is using IAB Europe's Transparency and Consent Framework, as demonstrated by Mattegtuaing

the3& RRNLH *ODVVHV’™ BE%(exelodad by fAa sh@e/dutR@shuman operator can observe

whether the consent is stored in the browser before making an affirmative action in the banner, or upon

scrolling the website.

151 cf, EDPB05/2020 ({84).
152 Celestin Matte, Nataliia Bielova, Cristiana Sant@@p Cookie Bannerfkespect my Choice? Measuring Legal
Compliance of Banners from IAB EurofjeTransparency and Consent FramewdtEEE Symposium on Security
and Privacy (IEEE S&P 2020)o appearhttp://www-sop.inria.fr/members/Nataliia.Bielova/papers/Mettht20-|
[SP.nd}

1833 RRNLH *ODVVHV’" H[WHQV thﬁ@://de(ﬁhts.mdiziEaCD@/fﬂ/ﬁtMox_)’dldddﬂAdagﬁlassegand
Chrome / Chromiunhttps://chrome.google.comélistore/detail/cookiglasses/gncnighkclkhpkfhghcbobednpcHjiftk
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R12 Configurable banner

Several customization implementations are possible, suchlike the ones proposed by different stakeholders
in Table 15
Table 15 Positioning of the 29WP and DPAs on the configuration of consent dialogs

Stakeholders | Configurations of consent dialogs (configuration and web design)
29WP 3The user should have an opportunity to freely choose between the option to accept sor
(WP208) cookies or to decline all or some cookies and to retain the possibility to dhangeokie setting
in the future.

French DPA%* | By its presentation, the mechanism for obtaining consent must enable the data subject
aware of the goal and scope of the act enabling him or her to signify his gréemant or
disagreement.(Parag. 51)

Spanish 3 nanagement system (or cookie configuration panel) that allows the user to choose in a
DPAZSS way to manage his preferences, by: enabling a mechanism or buttons to reject all cookies
to enalte all cookies, or to be able to do it in a granular way

Danish DPAS® | asers are given the option to accept or decline cookies either g eept or ¥eject” button,
or by toggles to accept or reject specific cookie purposes. The option to decline cookies is
as it is to accept cookiés

Irish DPAS7 - 3f you use a button on the banner with @ecept option, you must give equal prominence
an option which allows the user tbeject” cookies, or to one which allows them to mané
cookies ad brings them to another layer of information in order to allow thendbo that, by
cookie type and purpose

-3PDQDJH FRRNLHYVY DQG EULQJV WKHP WR DQRWKIbldo(
WKDW E\ FRRNLH W\SH DQG SXUSRVH’

UK DPA58 3$ FRQVHQW P H F K Botallonfa WeK i Wake R ¢hdice would also be-cmmpliant,
even where the controls are located ifreore information VHFWLRQ”’

Greek DPAY® | 3 WKH RSWLRQ WR GHFOLQH WKH XVH RI WUDF N H $&kctiov
RI D K\SHUOLQN WR 3PRUH LQIRUPDWLRQ " RU 3VHWWL

We believe that a sufficient level of granularity of choice is demanded in the consent banner design. We
interpret that aconsent banner must give the user an option such &828QH 3FRQILIJXUH)Y EXWWRQ
3DFF HSIW M H Falstomige@oRfiguré

Requirement | Configurable banner

A banner must give the user an option to customize his consent. Several implementations are
- One onfigure” button

- 3Accept” and onfigure” buttons

- HAccept, Reject’ and Configure” buttons

Violation - A banner does not provide a choinghe settinggfonfiguration

- the customization options are not emphasized as a link in the first layer

- the only existing box iS$FFHSW DQG FORVH’

- invisible Parametrizé button

Examples.Figure 22 illustrates a necompliantbannerdesign, curiously from one of tllagshipsecurity

and privacy conferences (IEEE Symposium on Security and Privacy). In this banner, the dableava

option is to accept and close the banner, not offering a sufficient level of granularity of choice demanded

by the GDPRThis examplehowever presents a violation only if cookies that require consent are used on

WKLY ZHEVLWH ZKLOH WKH EDQQHU GRHV QRW SURYLGH DQ H[SOLFL!'

154 cf, CNIL draft recommendation 2020[95).

155The Spanish DPA decision reads accordingly,
31l. It does not provide a management system or cookie configuration panel that allows the user to
eliminate them in a granular way. To facilitate this selection the panel may enable a mechanism or button
to reject all cookies, another to enable all cookies arodia a granular way to manage preferences. In this
regard, it is considered that the information offered on the tools provided by several browsers to configure
cookies would be complementary to the previous one, but insufficient for the intended pfigiloeing
to set preferences in a granular or selective way

See Spanish DPA decision®Procedimiento PS/00300/2019(2019 .aepd.es/resoluciones/®8300

2019 ORI.pfPutm source=POLITICO.EU&utm campaign=fc1f5e664f

EMAIL_CAMPAIGN 2019 10 17 04 52&utm_medium=email&utm_term=0_10959edebise664t

19035928% accessed 7 May 20204 translatioh
[37]

156 ¢f, Danish DPA Guide

157 ¢f. Irish DPA Guidancén3
158¢f, ICO Guidancern26).
159 cf, Greek DPA (2}
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H[SHULHQFH~ WR GHWHUPLQH ZKHWIKdidrd 2B RaQi¥ d@awerldesignkvHichHG LQ WK
is closer to be compliant with th€onfigurable’ consent requirement. Through the indication of ¥es’

and Tonfigure” buttons, it is possible to accept andtomizeconsent. Configuring the choice at any time

in the privacycenter is also possible. As the customization of the preferences is easy aingdlgy the

banner seems to comply with the abawentioned requirement.

Figure 22 Violation of the onfigurable consentequirement
(fwww.ieeesecurity.org/TC/SP2019/venue.htrrdccessedn 17 May 2019)

Figure 23 Example of compliance witthe Configurable consentrequiremen{<https://mradio.fr» accessedn 27
May 2@0). It is possible to accept or configure, however this banner does not padatknced choice.

How to detect violations?To detect violationf this requirementa human operator needs to evaluate
whether a banner gives a set of options to the user. Asdafy, verifying this requirementully
automaticallyis not possibldecause o& lack of standards in cookie banner desiyevertheless, some
technical develpments have been made to automatize the process of either fully accepting or fully refusing
consent when such option exists in the configuration settifg§.HCohsento-Matic~ Web browser
extensiot® (and previously the Cligz brows€l implements such finctionality to automaticalljnteract

with the HTML content of @ookiebanner taeitherrefuse or accept consent

160 https://github.com/cavau/ConsenOD-Matic
161 https://github.com/cliGpss/autoconsent
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R13 Balanced choice

From Article 7(4) of the GDPR which states that withdrawing consent should be as easy as giving it, we
additionally interpret that the choice betwet@tcept and ¥eject” BTT must be consequenthalanced

(or equitable). Our interpretation is also sustainedbK H UHFHQW RSLQLRQ RI WKH &-(87V $(
and by some DPAs, as listedTable 5.

Table 16 Positioning of stakeholders regarding the requirement of a balanced banner

Stakeholders Positioning regarding W Khidlahced bannerr UHTXLUHPHQW

&-(81V HPSKDVL]HG WKH Qadptitaily\v ebtiilad, bs\pkeRe@ted oh agual footing

Advocate

General®?

French 3DUDJ MLQWHUIDFHYVY VKRXOG QRW XVH SRWHQWLDO

DPAL63 grammar that might lead the user to think that consent is required to continue browsing
visually emphaizes the pssibility of accepting rather than refusing. Parag. 40. The user may
have the choice between two buttons presented asahme level and in the same formatth
faccept and ¥efuse,, &llow” and ¥orbid ", or Tonsenf and do not consent or any other
equivalent wording that is sufficiently clear to the user. Parag. 51. Thus, this mechanism sh
involve potentially misleading design practices, such as the use of visual grammar that impg¢
user's understanding of the nature of hik@rchoice.

Danish users are given the option to accept or decline cookies either facegpt or Feject” button, or

DPA!64 by toggles to accept or reject specific cookie purposes. The option to decline cookieasig ast
is to acceptookies’

UK -refusal of trackers should be at t@me leveas thesaccept EXWWRQ 3>$@ FRQV

DPA165 emphasizesagree or Jallow “over ¥eject” or dlock represents a necompliant approach, as th
online service is influencing usersatards thetaccepf RSW.LRQ’

Greek -Parag. 4: The user must be able, with the same number of g&ibicls) and from thesame level

DPAL6® to either accept the use wéckers (those for which consent is required) or to reject it, either
each cateRU\ VHSDUDWHO\ 3DUDJ 37R HQVXUH WKDW
favoring the option to consent vasvis the option to decline, buttons of thene size, tone and colg
RXJKW WR EH XVHG VR DV WR SURYLGH WKH VDPH HD
37KH VL]H DQG FRORXU RI WKH 3DFFHSW" RU 3FRQVHQW
very large and / or in bold arar is pre WLENHG ~

Irish o use of an interface th&udges a user into accepting cookies over rejecting them. Therefo

DPA167 you use a button on the banner with3aocept option, you must givequal prominence an option
which allows the user t&eject” cookies, or to one which allows them to manage cookid$engs
them to another layer of information in order to allow them do that, by cookie type and purpg

Potential violationof a balanced consent banner requirement normally happen when there is unbalance in
the design choices given. Design choicdategl to an unbalanced choice in a consent banner can consist,
IRU H[DP Fadd Hijradréhy D QMBsthetic manipulatioh

According to Gray et at%8 FalseHierarchy

gives one or more options visual or interactive precedence over q@hgis,larly where items
should be in parallel rather than hierarchical. This convinces the user to make a selection that
they feel is either the only option, or the best option

Some examples of false hierarchy in consent banners are illustrated betbvat the first and second
layers of the banner:

x far-away approach: when the sliders or the menu settings are far, e.g. website forwards the user to
click on a link for optout tools offered by DAA, NAI, and Google;

x click-away approach: requiresore clicks and diligence to reach to the parametrization and refuse
consent (more than two suhenus)

162 Opinion of Advocate General Szpunar on the case of Planet 49, delivered on 21 March
2019, http://curia.europa.eu/juris/document/document.jsf?docid=212023&doclapgeeressed 18th June 2020

163 ¢f, CNIL draft recommendation 202 .

164 ¢f. Danish DPA Guide (@7).

165¢f, ICO Guidancegn26).

166 cf, Greek DPA (2}

167 ¢f. Irish DPA Guidancgn37).

168 ¢f. Gray et al. (fr.
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X

ER[ ZLWK D ELJJHU 32." EXWWRQ DQG D VPDOO OHVV YLVLEOH 3&

KLHUDUFK\ WR 32.°

x EDQQHU SUHVHQWLQDO®RSMWMQABQUHMHFWMIDOO " ZKHUHDV WKH 3DF
ILUVW KDV JUHHQ FRORU ZKLOH 3UHMHFW DOO” LV LQ ZKLWH L
one;

x ER[ ZLWK 3, FRQVHQW ™ HPSKDVL]J]HG LQ D EODFN ERthe DQG 30RUH
banner

x EDQQHU LQ ZKLFK WKH RSWLRQ WR UHIXVH LV RQO\JLYHQ DW D \
LQIRUPDWLRQ’

x button for Refuse€ RU 33 UHIHUHQ FH YV 3AdceptDs s\dtfo; ZKLOH

x use of the same color with dark/ligtiifferences, e.g. lighblue and dariblue sliders to signify
accept and refuse;

x the legend in the banner always lab&stivate, whether the slider is activated or not;

x the same button corresponds3ctivate all” and Deactivate all (and the meaningf the slider
is unclear), it is not possible to see what is was chosen;

x the only button to disable purposes in barely visible;

Aesthetic manipulatiooonsists of an interface design that nudges users into clickingatieept button

rather than the "refuse" button by usidgsign, colors, hovering propertiesThe CNIL®® namesit
SSWWHQWLRQ 'LYHUVLRQ® UHIHUULQJ WR WKHVH GHVLJQ FKRLFHV WK
to distract or divert the user from othmoints that could be useful. The CNIL states that visual saliency is

effectLYH DQG DEXQGDQW ,W JLYHV D FRQFUHWH H[DPSOH ZRUNLQJ R
ZKLOH OHDYLQJ WKH 3ILQG RXW PRUH" RU 3FR Qerteiv¢ drelen BsXtWWRQ VPDC
preferable choice. This holds particularly if they are conditioned by the traffic light metaphor bias used by
GHVLJQHUV WKDW DVVLJQ FRORUYVY DFFRUGLQJ WR WKH IORZ RI LQIRL
which bring ambigity to the choiceSome examples of false manipulation in consent banners are illustrated

below, both at the first and second layers of the banner:

x hovering over a buttonfaccept has a hover background whifeeject” doesnot

x bright and attractivéaccept button and grey/whitéreject” button

x all information is written in a very small window difficult to navigate size and colour of the
SDFFHSW ™ RU 3FRQVHQW™ EXWWRQ VWURQJO\ XUdHnbol KH XVHU W
and / or is prdicked.

Requirement | Balanced choice
A banner must present a fair or balanced design choice
Violation A banner does not provide a fair choice.

Examples.Figure 24 presents an example of fammpliant banner. Even though this banner provides an

option to configure privacy settings, the provided choice is not balascedV FRQWDLQV 3$FFHSW~
3& R QI LJXUH zaEdhehee Rujoes the user towards acceptéimgare 25 provides an example of a

balance choice since both options3<HV™ DQG 31R°" DUH SUHVHQW LQ WKH EDQQHU LC

169 ¢f. CNIL report ().
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Figure 24 Violation of the requiremenBalanced choicé(<https://mradio.fr> accessed 27 May 2020).

[$ %o}ee]
187 &) %o
§Y E i &

\

Figure 25 Compliantexample for3Balanced choicérequirement{https://lacuerda.ingt accessed 17 May 2019)

How to detect violations? To detect violations, a human operator needs to evaluate whether a banner gives
fair and balanced choices. As of todayisinot possible to verify this requirement@matically because
of lack of standards in cookie banner design.

R14 Postconsent registration

The GDPR mandates in Article 7(@hd Recital 42hat controllers have the obligation to demonstrate that
the data subject has consented to processing péhésnal datdurther, Article 30 requires that each shall
maintain a record of processing activities under its responsibility (which includes consent). These
provisions constitute a specification of the principle of accountability, enshrined in Ar(Rjeobthe
GDPR.

This auditable legal obligation entail$eehnicalside that is relevant to consider: after a certain user action

GRQH YLD WKH XVHU LQWHUIDFH OLNH FOLFNLQJ RQ D EXWWRQ FKH
or refusal) neds to be¥egistered or Sstored LQ WKH XVHUfV GHYLFH D EURZVHU LQ RX!|
use the nourfregistration to mean that the consent choice is stored.
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Both the need for an auditable consent and an adequate procedure thereto are empliasi28i\#y and
DPAs:
Consent registratiorboth the Spanish, the Grédland the Danish DPAs asserts that consent must be
stored for documentation (in case of inspections by DPAS).

Mechanisms for consent registration

x 29WP: anauditable consent can be achieved by keeping a record of the received consent
statements, so the mwoller can show how/when consent was obtained. Consent receipt
mechanismsan be helpful in automatically generating such records;

x CNIL™ (paragraphs 36 and 37): points out that consent (either its acceptance or refusal) should
be registered. A tracker mag lised with the sole purpose of storing consent or refusal;

x Italiant’2and IrisH” DPAs: affirm that a special technical cookie is ndiynased to store and
keep track of the acquired consent. The Irish DPA further stategaiytrecord of consent must
alo be backed up by demonstrable organizational and technical measures that ensure a data
VXEMHFWTV H[SUHVVLRQ IRanmhR fectiveactRIdnZLW K GUD ZD

x Belgium DPA: illustrates that companies must be able to demonstrate that consent was collected
by using logs.

Additionally, someDPAs opted to define or commest WKH VWRUDJH SHULR@s showvVKH XVHUTV
in Table 17.
Table17DPASISRVLWLRQLQJ DERXW WKHssh®ktRUDJH SHULRG RI WKH X

DPAs SRVLWLRQLQJ DERXW WKH VagmRiteDJH SHU
French 6 months

Spain consent should be renewed aftem2dnths

Danish storage period of 5 years

Irish no longer than 6 months, after which the consent request must be re|

We include a technicdbw-level requirementpostconsent registratiof as depicted in the requirement
box below.Notice that closing a consent banner without a consent being registejgusiive” does not
configure a violation of this requirement.

Requirement Postconsent registration

Consenshouldbe registered (e.g. stored on a terminal equipment)&m=sent cookié(or
any other browser storage) only after an affirmative action of the user.

Violation A consent registered without any user action.

Example. Figure 24 refers to an example of rcompliant design of thePostconsent registration
UHTXLUHPHQW :KHQ DFFHVVLQJ WKH WSL LW ZHEVLWH LW LV SRVVLE
before the user has made his choice.

170¢f. Greek DPA (F2).

171 ¢f. CNIL draft recommendation 2020[95).

172 Jtalian DPA, FAQs on cookies (2020)|https://www.garanteprivacy.it/web/guest/home/docwebtweb|
[display/docweb/35850%7

173¢f. Irish DPA Guidancgn37).
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Figure 24 Violation of the Postconsent registratioirequirement > accessed 17 May 2019).

How to detect violations?Detecting violations is only possible with technical means, but only on websites
where tisNQRZQ KRZ WKH FRQVHQW LV UHJLVWHUHG E\ WKH SXEOLVKFE
Transparency and Consent Framework, as demonstrated by Matjéét al.

For the majority of websites, it is not the case and therefore, detecting violations witimalairdizing the
storageof consent is not possibléwo elements would be needed to standardize consent: the data structure
for consent storage, and a concrete browser storage (cookie, localStorage, or any other) used to store
consent. On websites wher@rsige and structure of consent is known (such as on the IAB, TG¥)
verificationprocedure is the following: in a browser with an empty session, open the target webpage. Before
doing any interaction with the cookie banneerify whether thebrowser starge contains a positive
consent

In order to assure th#teviolation daesnot occurwebsitepublishersor other entities that register consent

on a website (such &MPin case of IAB TCFhave to be able to prove that they have rightfabyained
consentDIWHU XVHUTV LQWHUDFW IethnicallyWwhe prosflaf ¢oRsentl cadIdeb® qpgeH U
through the use of cryptographic primitives, or secure hardvialditionally, publishers need to record
WKH XVHUYV LQWHU bwaVédréeshdts W Kid&w Keldor&imRoQMbay 2020, no technical
solution exists to handléne problemof proving that consent has been obtained only after the users has
interacted with the banner

R15 Correct consent registration

Another technical side diging from the obligation to register consent (Article 7(1)) refers to the fact that

the decision made by the user in the banner interface should be identical to the consent that gets
registered/stored by the websité.consent is correctly registereithe user will not be pressured to choose
again by the same website. To this scope, nad@ipactices (identified as dark patterns) seems to be
related to the functionality of consent dialogs being correctly registered.

Some DPAs express concerns wieensent is not registered correctly:

i The CNIL draft recommendatiéff (paragraph 36): states that as a result of aragistration of
WKH XVHUTV FKRLFH WKH XV bltbfibkditksEH SUHVVXUHG WR DFFHSYV

174 cf. Matte et al( .
175¢f. Gray et al. (7).
176 CNIL draft recommendation 2020[0%).
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Thus, the choice expressed by the usert berisent or refusal, should be recorded in such
a way that the user's consent is not sought again for a certain period of time. Indeed, failure
to register the refusal would prevent it from begumsideredn the long term, in particular
during new visis. If the choice that the user has expressed is not registered, he or she would
be asked again to consent. This continued pressure would be likely to cause the user to accept
out of weariness. Failure to record the refusal to consent could therefore Heve t
consequence of exerting pressure that could influence his or her choice, thus calling into
question the freedom of the consent he or she expresses
. Greek DPAY” HPSKDVL]HVY WKH FRQVHTXHQFHV RI DQ LQRFRUUHFW UHJ
case trackers are rejected, the user is congteatjuested to register a new choice through the
perseverance of peyp windows, whereas, in case trackers are acceptedhtbice is maintained
IRUD ORQJHU SHULRG RI WLPH WKDQ WKH FKRLFH RI UHMHFWLR
iii. 6SDQLVK '3$ WKH XVHUVY SUHIHUHQFHV PD\ EH VWRUHG VR WK
every time they visit the relevant page.

In this line, we have devised the teatal low-level requirementR I SFRUUHFW FRQWSeét@eN UHJLVWUD
that the consent should BdHJLVWHUHG ERWK LQ WKH XVHU®PW"he ehRtyidat U D QG DO\
proves collection of consent.

Requirement Correct consentregistration
7KH UHJLVWHUHG FRQVHQW PXVW EH LGHQWLFDO W
Violation $ UHJLVWHUHG FRQVHQW LV GLIITHUHQW IURP WKH X

Example. In figure 25, byusing Matte et al. Cookie Glasses té8lit is possible to verify whether consent
is correctly registered by cookie banners of IAB Europe's Transparency & Consent Framework.

Figure 25 Browser extensiort & RR N L H *Jddwiy ¢divsent registered by cookie bannetdBfEurope's
Transparency & Consent Framework

How to detect violations?Similar todetecting violations 33 R&oMsent reg®W UDWLRQ™ UHTXLUHPH
assessing this requireméstpossible only by a combination of manual and technical means and only on
websites where it is known how the consent is registered by the publisher.

Manual verification is needed fdné evaluation of the user interface in the banker.example, a human

operator can decide to refuse consent and then compare this choice to the consent registered in the browser.
However, fce there is no standardized way to structure and store coriséntjot possible to detect
violationsautomatically on all websites.

Matte et ak’®demonstrated verificationf correct consent registration requirememtvebsites that contain
banners ofthe IAB Europe's Transparency and Consent Framewddite et & used the following
procedure: in a browser with an empty session, open the target webpage. After giving a consent on the
cookie banneinterface, analyzevhetherthe consengiven in the user interface of the baniseconsistent

177 ¢f. Greek DPA ([42).
178 ¢cf, Matte et al. (153.
179 ¢f, Matte et al(n[152).
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with the consent (a) stored in the dedicated browsekie, or(b) collected fromquerying the Consent
Manager Providefcookie banner provider in the terminology of IAB Europe T.CF)

1RWLFH WKDW WHFKQLFDO DQDO\VLYV RI VWRUHG FRQMHHW WKR®O\ S
LV LQ WKH XVHUTV EUR Zald6 deed ltbEskote\WWdnsehiXda Chei did Bevers, in order to

prove consent collection upon requé&strverside storage of consent cannot be verified due to absence of

access to such servers.

5.4 Readable and accessible

The requirements explained in this section refer to the consent request (i.e. how consent should be collected
by the data controller)We derived the requirementeadable and accessibleonsent request from our
analysis of the following provisions: Article 7(2) GDPR, and its further articulation in Recitals 32 and 42

of the GDPR. Herewith we transpose their excerptseigibility purposesin the wording of Recital 32,

3f the data subject's consent is to be given following a request by electronic means, the request must be
clear, concise and not unnecessarily disruptive to the use of the service for which it is prdigdedan

to Recital 42,% declaration of consent pfermulated by the controller should be provided in an intelligible

and easily accessible form, using clear and plain language and it should not contain unfaifFiemms

these three precepts, we derive thatrequest for consent should be clearly distinguishable from any other
matters, in an intelligible and easily accessible form, using clear and plain langibage.requirements

are shown in Table8l

The GDPR (Article 7(2)) mandates tlzefailure to conply with theseequisitexonstitutes an infringement
andrenders a notinding consent, which signals tpeactical effectof these validity conditions. These
four requisiteswere mostly elaborated in the 29WP Guidelines on Transpdféranyd relate to how
information should be disclosé#:'82In this work, we adapt the contertf these four elements described

in theseguidelines anapply them as lovevel requirements for a valid consent request, as explained in
the following subsections

We included the3UHDGDEOH DQ Gnd hé toMevelE @dluirementfor a consentrequest
consideringwo main factors:

i) The reasonable expectations of data subjects (which are, in general, laymen), as evoked by the
recent jurisprudence of the European Court of Justice, in Planet49 judéfitratitreadsdue to
the technical complexity of cookies, the asymmetrical information betwesidpr and user and,
more generally, the relative lack of knowledge of amgrage internet user, the average internet
user cannot be expected to have a high level of knowledge of the operation of Godkies

i) The average user needs specific information to easily determigerisequences of any consent
he might give, in an intkgible, clear way where layeret®information is amenable.

180 Article 29 Working Party,Guidelines on transparency under Regulation 2016/6K%260 rev.01, 29 November
2017).
181 sThe GDPR puts several requirementsifdformed consent in place, predominantly in Article 7(2) and Recital 32.
This leads to a higher standard for the clarity and accessibility of the informaficPOWP (WP259 rev.01) [ 14.
182The 29WPmentions thaftransparency requirements in the GDPR apply irrespective of the legal basis for processing
and throughout the life cycle of processingrticle 29 Working Partyn 180 6.
183¢f, Planet49 Judgment [} para 114.
1840n the terminology in the area of consumer protectgm® Directive 2011/83/EU on consumer rights, ELI:
|http:/data.europa.eu/eli/dir/2011/83/2008-01] See, by way of example, the judgments of the following c&ese
C-485/17Verbraucherzentrale Berlin eV v Unimatic Vertriebs GmE18] ECLI:EU:C:2018:642, para 44; Case
C-44/17 Scotch Whisky Association v MadH Klotz [2018] ECLI:EU:C:2018:415para 47; Case 210/96 Gut
Springenheide and Tusky v Oberkreisdirektor des Kreises Stdit#98] ECLI:EU:C:1998:369para 31
185The Handbook on European Data Protection Law refers téatteessibility in amnline environment as follows:
SThe quality of the information is important. Quality of information means that the infornfateorguage
should be adapted to its foreseeable recipients. Information must be given without jargon, in a clear and
plain larguage that a regular user should be able to understand. Information must also be easily available
WR WKH GDWD VXEMHFW « $FFHVVLELOLW\ DQG YLVLELOLW\ RI WKH
information must be clearly visible and prominent. Inoatine environment, layered information notices
may be a good solution, as these allow data subjects to choose whether to access concise or more extensive
versions of information’,
European Agency for Fundamental Righfslandbook on European Data ProtectLaw” (2018 edition)
(Publications Office of the European Union, 2018).147
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Table 18 Derived lowlevel requirements and their sources

Requirements Sources at lowlevel requirement
High-Level Low-level Binding Non-binding Interpretation: Legal
Requirements Requirements (L) or Computer
Science (CS)
Readable an{ R16 Distinguishable 7(2) 29WP,Recital 42 DPAs: -
accessible Belgium, Spanish, UK, Irish
R17 Intelligible 7(2) 29WP,Recital 42 DPAs: UK, -
Spanish, Danish
R18 Accessible 7(2) 29WP,Recital 42 DPAs: UK, -
Irish, Spanish, Belgium
R19 Clear and plain 7(2) 29WP,Recital 42 DPAs: UK, -
language Spanish, Danish
R20 No consent wall - DPAs: UK, French L based or7(2)and
recitals 32, 42

R16 Distinguishable

The requirementdL VW L Q J X LV K D E OAitticle DR)FaRdXI@29/FP GVidelines on Transparency
(WP260 rev.01}% meanghatthe consent requeshould be clearly differentiated from other retated
information such as contractual provisions or general terms gfw@ing boxes, etc.

Ril6isrelated toR3(31R PHUJLQJ L Q Virwevds,ARQE/sUrDE Yeneral (distinguishable from
the other matters), while R3 is an instantiation of one such m#tterexistence of a contract.

Requirement Distinguishable
The consent request should be clearly differentiated from ndrerelated information.
Violation When the consent requastmixed with other matters, like terms of ysearning boxes,

among others.

How to detect violations?An example of violation shown shows also a violation of this requirement.
Both R16 and R3 can be verifiedtieer manually or by using NLP tools thaalyzestructuralproperties
of the text +we detail thediscussion on their verification in secf6h

R17 Intelligible

Intelligible means, ithe context ok consent requeshatthe collection otonsentshould be understood
by an average member of the intended audie\#260 rev.0L

Requirement Intelligible
The consent request should be understood by any user.
Violation When the consent requéstnot understood by average users.

How to detect violations?Intelligible consent is dependent on the understandability of the target audience
+composed byusers who try to make their choice in tbensentbanner interface. Therefore, such
requirement can only be anabd by means of user studies, questioning users about their understanding of
various types of explanations in cookie banners. We proxideepermnalysis ofverification for this
requirement irsectioré]

R18 Accessible

Theconsent request should be easily accessible, which mearihthdata subject should not have to seek
out” for the settings to customize her preferenessl it should beimmediately apparent to them where
and how this information can be access@iiP260 rev.0L

Violations of R18 can be noted, for example, whenever there is a decoupled choice, meaning that a consent
request and the settings are located far from the pyim#eraction with théanney or whenit is required
unnecessary user effort (such providing differentaptlinks) for users to make a choice.

186 ¢f. 29WPWP260 rev.0Xn[180).
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Requirement Accessible
The consent request should be easily accessible to the data subject.
Violation When thesliders or settings are far frotime settings of a banner.

How to detect violations?This requirement is also subjective to the capacities to find information of the
target audience, and therefore can only be verified with user studies. We discuissdtlin sectiofi6]

R19 Clear and plain language

The information oficonsent requeshould use clear and plain language. Z8&/P {VP260 rev.01jeads
that informatiorshould be presented:

in as simple a manner as possitdepiding complex sentence and language structures. The

information should be concrete and definitive; it should not be phrased in abstract or ambivalent

terms or leave room for different interpretations. In particular the purposes of, and legal basis

for, SURFHVVLQJ WKH SHUVRQDO GDWD VKRXOG EH FOHDU « 7KH LC
should not contain overly legalistic, technical or specialist language or termiriology

While R17 is related to R19 (consent request should be intelligible, in the sense of being understood by an
average user), however, R19 refers concretely to the language usedeixt tifea consent requestVe

have observed thabe text within cookie baners is generally prone to the existencenahipulativedark
patterns Wename a fewiolations of this requiremetior illustration purposes:

1. Questioninghe choice of refusing tracking, e.§: ould you reconsider?, or 3Are you sure?,

2. Use positiveframingregarding one choice (to accept tracking), wiglessing over any potentially
negative aspectsf that same choice H J 3:H YDOXH \RXU SULYDF\" 3:H FDUH
SULYDF\" 3*R WR WKH ZHEVLWH’

3. Use of technical languagead legalgrgone.g.? 7KLV VLWH XMdttddBRRNIMHYLWH FROOHFW
your data

4. Use of ompliance wordingnight influence the user towards accepting consemft.mentioring a
Data Protection Authority recommendatjam making salient regulations

Requirement Clear and plain language
Concrete, explicit, clear

Violation Use ofpositive framing, technical and overly legalistic language, use of compliance wo
questioning the choice of refusake ofabstracandambivalent terms

How to detect violations?This requirement is also subjective to the capacities to find information of the
target audience, and therefore can only be verified with user studies. We discussdtlin sectiofi]

In this sectiorb.4, we do not present examplescoinpliant exampleand violationsf requiremen{17
[R1g andR19because they are subjective to the percemtimheven biasof the target audiencehich
areusers.

R20 No 3consent wall’

Recital 32 of the GDPR states that the consent request should not be unnechssastiye to the use of

the service for which it is provided. In our own opinion of this Recitahecessary disruptioto the use

of a website/app reflects a common practice that we namesent walls. Consent wallsonsist of a
mechanism that forces the user to make a choice, by blocking access to the website/app until the user
expresses her choice regarding consent.

JRU SXEOLVKHUVY WKDW SURYLGH D IUHH DFFHVV WR WKwWIZHEVLWH L
is discouraged because it forces the user to make a choice thabtimdlsience her.

Differently fromtracking wall this practice allows the user to make a choice between acceptance and
refusal. A consent wall appears tolenecessarily disruptive to the use of a website.

Notice that®n interpretingunnecessarily disruptiveeonsent requesfit may be necessary that a consent

request interrupts the user experience to some extent to make that request éffieditreswith Leenesé’
WKLV GLVUXSWLRQ FRXOG PHUHO\ RFFXU GHSHQGLQJ RQ WKH XVHU"

187¢f. Leenes ([82).
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lacking, such as a forum if the ushyes not accept social media cookies, or be replaced by other content,
such as behavioral aditisements being replaced by other types of advertisements.

We take the view that if there are other ways to display the overlay without blocking the access to the
service, then suchanner ireferred taa consent wall. In practical settingbge webgte should still be
accessible even if the user diot respond to the consent request. If there are other ways to show the banner
without blocking (disturbing) the access to the service, or disrupting the user experience, then it is preferred
to aconsent wallThus, we argue that consent walls do not configure a valid design for consent mechanisms
they are confusing and unnecessarily disruptive of the user experience. Other consent design
implementations could be sought while engaging the users.

This requirement has even stronger practical significance with mobile devices. Its small configuration
implies that consent walls can be more obvious while users do not consent. Relevantly, ffe 1ICO
emphasizes the user experience along with the electtonsent request implementation:

Message boxes such as banners;yjogp message bars, header bars or similar techniques might

initially seem an easy option for you to achieve compliance. However, you need to consider their
implementation carefully, pacularly in respect of the implications for the user experience. For

example, a message box designed for display on a desktop or laptop web browser can be hard

for the user to read or interact with when using a mobile device, meaning that the consents you

REWDLQ ZRXOG EH LQYDOLG « VR \RX QHHG WR FRQVLGHU KRZ \
comprehensive information without confusing users or disrupting their experience.

The CNIL (in paragraph 38 of its draft recommendation for the useadfers) states that in the absence
of any manifestation of choice to either accept or reject, no trackers should be written. Even if the statement
below does not explicitly discourage the use of consent walls, it seems to be inclined thereto.

hothing pohibits the person responsible for the processing operation(s) to provide the user with
the possibility of not making any choice and delaying his or her decision, as long as the user is
given the choice between acceptance and refusal. The situation ih thkiciser does not
express any positive choice must be distinguished from the situation of refusal. In the absence
of any manifestation of choice (neither acceptance nor refusal), no trackers requiring consent
should be written. The user could then beeasigain as long as he or she does not express a
choice”.

Therequirement box summarizes tAdo consent wall requirement.

Requirement | No consent wall

The website needs to be accessible even if the usaotdidspond to request for consent.

If there are other ways to show the banner without blocking (or disturbing) the access to the
then it is preferred than a consent wall

Violation Lonsent wall that blocks the service before the user accepts or rejects consent

Example.Figure 26 depicts a consent wall displayed by the website fandom.com. This consent wall allows
to accept or reject consent. Figure 27 shows a cookie banner that is complighevidb consent wall
requirement on a desktop version of the website but becomesongpiiant on a mobile device because

the cookie banner covers the majority of the screen. Moreover, as the cookie banner of LBC website only
proposes to accept consahis non-compliant with theConfigurable bannérequirement (Unambiguous
consent). As a result, the mobile version of the LBC website has a cookie banner that forces the user to
accept the data collection and at the same time blocks access to the,wétisht violates théNo tracking

wall “requirement.

188 ¢f. UK DPA (26} 28.
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Figure 26 Violation of the No consent wall requirement }www.fandom.corrl‘ accessed 17 May 2019).

Figure 27 The Desktop version of the LBC website does not violateltteeconsent wall requirement, however the
mobile version of the same website dopswWav.Ibc.co.ukb accessed 25 September 2019).

How to detect violations?Detection of such violation is possible manually, by evaluating whether the
cookie banner blocks access to the website or not. Currently, technically detecting this violation is
challenging because there is no specification tiefinds which part of the website is a cookie banner.
However, techniques based on separation of HTML elerf@rtisd keyword search@sthe cookie banner
text could be envisioned. Also, crovsgdurced lists for banners blocking such as the Eagdiskie List®®
or the Consenrt-Matic tool®* could be used for that purpose.
The procedure for detection would be the following:

5. Detect whether the element responsible for the cookie banner is displayed;

6. Detect its size relative to the screen size, dferdint screen sizes (to account for both desktop and

mobile)

7. Detect whether the other elements of the page are reachable, or e.g. blocked by an overlay.
We therefore conclude that the technical development of automated tools is not cdroplexer its
accuracy has to be measured at scale to evaluate its effectiveness.

189 Arunesh Mathur, Gunes Acar, Michael J. Briean, Elena Lucherini, Jonathan Mayer, Marshini Chetty, Arvind
NarayananDark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites. ACM CSCW 2019.

190 https://fanboy.co.nz/fanbegookiemonster.txt

BW11RXZHQV O0OLGDV ,0DULD /LFFDUGL OLFKDHO 9HDOH 'DYLG 5 .DUJHU DQG /L
Scraping ConsentPeSV DQG 'HPRQVWUDWLQJ WKHLU ,QIOXHQFH =~ $&0 &+,
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5.5 Revocable

The GDPR establishes the right of the data subject to withdraw consent in Art. 7(3). We have made the
dvithdrawal of conseritan additional explicit requirement dteethe practical implications of this right.

Primarily, Article 7(3) explicitly states this right as one of titenditions for conserit or condition for
consent validity. Among other provisions, Recital 42 mentions the revocability of consen29We
(WP259 rev.01¥? confirms that the GDPR gives a prominent place to the withdrawal of consent. The
German DPA*-1%also makes salient the requirement for revocability. It statesahgbne using cookies

to analyze and track user behavior for adviaigipurposes or have them analyzed by third parties generally
requires the informed, voluntary, prior, active, separateravocable consent of the uSer

Regarding theasinesso withdraw consent, Article 7(3) declares that it shall be as easy to awitladr to

give consent. This easiness attribute also relates to withdrawing covidenit detrimentEasiness and
without detriment entail an obligation of the controller at different levels: cost, simplicity of the procedure
and finally, service level.

i.  Cost free of chargé?®
ii. Service levelwithout lowering service levels (29WP WP259 rev;f)

iii. Simplicity of the proceduraising simple and easily accessible mechanisms, not burde#Some.
We claim that withdrawal should be done by #zne meang was obtained in the first place,
without the needo ask the user to state the reason for withdrawing cot$ane additionally
sXJIJHVW WKDW WKH 3ZLWKGUDZDO WdaiRshould BeRstaigrdiged [ DPHG D S S
all environments (including web and mobil@his positioning on thesame meanwas already
endorsed by the 29WP and other DPAs, as reflectédlife 2.

Table 19 Positioning of the 29WP and DPAs tite easiness to revoke consent

Stakeholders Positioning regarding the easiness of the procedure to revoke consent

29WP the GDPR does not say that giving and withdrawing consent must always be done thro
(WP259 same action. However, when consent is obtained via electronic means through only one
rev.01}° click, swipe, or keystroke, data subjects must, in practice, be ablehtrawit that consertqually

as easily Where consent is obtained through use of a sesgeeific user interface (for exampl
via a website, an app, a ko account, the interface of an IoT device or biyal), there is no
doubt a data subject must bbleto withdraw consent vithe sameelectronic interface, a
switching to another interface for the sole reason of withdrawing consent would require

effort.”
French proposes as criteria for easiness: i) the time spent, and ii) number ofaetipired.
DPAZOO
Greek a userdmust be able to withdraw his consent in the same manner and with the same feasib
DPA201 which he has given it It refers that revoking should not be cumbersome and illustrates an ur
practice ¥ollowingthe X VHU TV FRQVHQW RU GHFOLQH WKH XVHLU
/ her preferences or user preferences may only be changed through his / her web browsér
Irish use of an%®asy tool, such as #adio button on your website Wich allows users to control
DPA?2%? which cookies are set and to allow them vary their consent at any time

192 ¢f, 20WP(WP259 rev.0)L(n 4) 21.

193 ¢f, German DPA (n 10).

194 Hgince a consent is revocable, a corresponding option for revocation must be implemented. The revocation must be
as easy as the granting of consent, Art. 7 (3) sentence 4 GDBRranslation)cf. German DPA (@

19529 Opinion 4/2010 (29WP 174) on the European code of conduct of FEDMA for the use of personal data in direct
marketing, adopted on 13 July 2010.

196 ibid.

197 ¢f, 29WP Opinion 02/2013 (wpz.

198 ¢f, 29WP Opinion 4/2010 (WP 174)195).

199 ¢f, 20WP (WP259 rev.01) (n 4) 21.

200 CNIL draft recommendation 2020[8%).

201 Greek DPAGuidelines on Cookies and Trackéngi2).

202¢f |rish DPA Guidancgn37).
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Danish when a website has a valid cookie consent solution with a GDPR valid cookigppt® use
DPAZ03 can simply reject/decline cookies Bopening the cookie peyp and thus the consent to cookig
withdrawn (hence no cookies are further set in the browser)

Spanish DPA| a system shall be considered easyus® for example, when users may access easily|
permanently to theookie setup or management system.

An example of easiness without detriment is the case of a recent d&¢isfdhe Polish DPA against the
company ClickQuickNow referred to @DPR violation due to the fact that the mechanism for consent
withdrawal, irvolving the use of a link included in the commercial information, did not result in a quick
withdrawal. After the link was set up, messages addressed to the user were misleading. Moreover, the
company forced stating the reason for withdrawing consenthémunbre, failure to indicate the reason
resulted in discontinuation of the process of withdrawing consent.

The right to withdrawatloes not have retroactive effects, meaning that it does not apply for processing that
had taken place before withdrawal. Reation cannot affect nor devalue already conducted research,
decisions or processes previously taken on the basis of this data. This reasoning is supported by Article 7(3)
of the GDPR that lays down th&he withdrawal of consent shall not affect the/fulness of processing

based on consent before its withdrawaWloreover, the 29WP (WP18% supports also this view that
withdrawal is exercised for the future, not for the data processing that took place in the past, in the period
during which the dat was collected legitimately

Moreover, revocability offers also a possibility for tieer tomake subsequent changes/configurations to
his preferences, at any time. In this line, the 29WIP 20§2°¢ mentions that revocability i8an option for
the usetto subsequently change a prior preference regarding cookiesnother opinion, the 29WRVP
259rev.01?°7 ascertains thatconsent is a reversible decision

In this line,we decompose theevocability requiremenin Table 20, explicitly emphasizing the need to
communic#& withdrawal of consent to all the parties that have previously received it.

Table 20 Derived lowlevel requirements and their sources

Requirements Sources at lowlevel requirement
High-Level Low-level Binding Non-binding Interpretation: Legal (L)
Requirements Requirements or Computer Science (CS)
Revocable | R21Possible to change in the| 7(3) 29WP; DPAs: -
future French, Greek, Iris
Danish,Spanish
German
R22 Delete 3consent cooki€, - - CS
communicate to third parties

R21 Possible to change in the future

Under the revocability requement, we define thimw-level requiremenbn the possibility to withdraw
consent in the future.

Requirement Possible to change in the future

The website should give an opportunity to withdraw consent after it has been given. The
should allow the user to change the consent with easiness, by the same means, without de
Violation It is not possible to withdraw consent by the same mieavess asked;

It is cumbersome to revokgthe means of withdrawing are more complex that initial consent;
It is rather complex to understand for an average user how to remove cookies,isaoiyt
accessible to the technical experts if other browser storages, such as HTML5 localStorage
should be cleaned. Moreover, there are no means to withdraw from browser fingerprinting.

203 Danish DPA, Guide on conserit([77].

20%polish  DPA, ®olish DPA: Withdrawal of consent shall not be impeded(2019)
<https://edpb.europa.eu/news/nationaivs/2019 gnaccessed 7 May 2020.

205¢f, 20WP WP187) (154) 33.

206 cf, 29WP (WP208) (155) 2.

207 ¢f. 20WP WP 259rev.01) (4] 5.
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Revoking poses a delay, while positive consent was instemiian

Examples.Figures 28 and 29 show compliant banners to this requirement based on the possibility to change
preferences in the future. The banner from the faktor.io website offers users the possibility to review and
manage their choices by clickingetfingerprint icon on the bottom right of the screen. This icon is available

on every page of the site.

Figure 28 Compliance with¥ossible to change in the futimequirement Ihttgs://www.faktor.i& accessed 17
May 2019).

Figure 29 Compliance with thePossible to change in the futquuirementihttps://www.faktor.i(L accessed 17
May 2019).

How to detect violations? HWHFWLRQ RI WKLY YLRODWLRQ UHTXLUHYVY D PDQXDO
by evaluating whether there is a mean to change the consent after it has been given and how easy it is to
revoke consenOnly standardized consetiésign carenable technical means to detect violations.
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R22 Delete 3consent cooki€ and communicate to third parties

When the user revokes his consent, no B&D be further stored/read in the browser. Hermeking

consent has two technical conseqoes: blocking and posterior deletion of cooke¥® LQ WKH XVHUTV
browser, and as such, data processing will no longer occur. The?€Nitates that once the consent is

revoked both the reading and the deposit of new cookies should be blocke29OWite (WP 259 rev.01)

reasons in the same line,

As a general rule, if consent is withdrawn, all data processing operations that were based on

consent and took place before the withdrawal of consentl in accordance with the GDPR

remain lawful, howeegr, the controller must stop the processing actions concerned. If there is no

other lawful basis justifying the processing (e.g. further storage) of the data, they should be
GHOHWHG E\ WKH FRQWUROOHU DUW E O@eénto *'35 « &RQ
delete data that was processed on the basis of consent once that consent is withdrawn, assuming

that there is no other purpose justifying the continued retention.

Pursuant to the above analysis, we defined the techoigdevel requirementhat the publisher should
delete the registered consent and communicate this withdrawal to all the third parties who have previously
received consent.

Requirement Delete 3consent cooki€ and communicate to third parties

When consent is revoked, the psher should delete th&onsent cooki€and communicate th
withdrawal to all the third parties who have previously received consent.

Violation When theonsent cookiéis not deleted, and the publisher does not communicate to third p
that have received the consent

Example.We cannot provide an example for this requirement. Alsiné 2020cookie banners rarely give
users a way to modify their choice, and wheaytllo, itis still unclear whether this change is actually
communicated tathird party.

How to detect violations?Detection of such violation is a complex task because it requires checking
whether the publisher has communicated the withdrawal of comseadt the third parties who have
received it in the first place. As of today, there is no system that would be able to certliedhisse
communication of consent (and of its withdrawal) does not have a standard technical implemehtation. |
consent st@age and communication is standardized and is observable in the web bteelssial tools
couldbe devisedor complete transparency and verification of this requirement.

6 Detection of violations forrequirements basedon Natural Language Processingand on user
perception

This section refers on the mechanisms for detection of violatibrequirements that depend on natural
languageprocessing (NLPand user perception of the statements in natural lang¥dgenergethese
requirements into three groups based on types of techniques that can be used to assess them:

1. Requirements based tite presencef information
R6]Accessibilityof information page
R7|Necessary information on BTT
R8|Information on consent banner configuration
R9Information on the data controller
R10Q/Information on rights

+H +H+ +H+ +H+ +H

208The European Commissigihits portal V W D W Hata i8/d€lBt¥d Linless it can be processed on another legal ground
(for example storage requirements or as far as it is a necesaitfiltdhe contract, 3Vhat if somebody withdraws

their consent? {https://ec.europa.eu/info/law/latepic/dataprotection/reform/rulesbusinessand|
organisations/legairoundsprocessinedata/groundgrocessing/whaif -somebodwithdrawstheir-consent

accessed 7 May 2020.

2091t js noticeable that the request for revoking consent doEisply data erasure. Ftine data to be erased, the data
subject needs to exercise this right to erasure. However, revoking consent should imply deletion of data as an immediate
consequence.

210¢f. CNIL (n[36).

211¢f, 20WP (WP 259 rev.01) (n 4) 22.
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2. Requirements that rely dine distinguishabilityand structureof information
¥ |R3[No merging into a contract
1 |R16/Distinguishable

3. Requirements that can be evaluated based@nperceptiomndunderstanding
x |[R6[Accessibilityof information page

x |R17|Intelligible

x |R18Accessible

X [R19Clear and plain language

Detection of violations for requirements based otthe presenceof information and distinguishability

and structure of information.

The detection of violations related tbe presence of informatioan be donemanually butcan be
extremely timeconsuming in case the required information is scattered across several pages of a privacy
policy text andprivacy policies of included third parties. Lib&fthas measured that the average time to
UHDG ERWK D JLYHQ VLWHTV $&t9phoidieDaceelly RA-miDwagiRtiohdlyMheéG WKLUG
text of privacy policies is often written with complérguistic structuredFor instance, Sanchez etAl.

used the Flesch Reading Ease Score (FRES) and the-Rliemetid Reading Level (FKRL)hoth used by
legislators and government agencies, to measure the readability of privacy policie$!“pbepbsed a
formula to compute the average time required by users to read a policy. Therefore, manual analysis of
privacy policies should be discouraged and inssagdmatic means to anaby privacy policies must be
considered.

Natural Language Processy (NLP tools have been conceived to arzalyrivacy policies. For instance,
Libert?®> used an approach based on keywords to extract information from privacy policies. Following
Brodie et &'5 The Usable Privacy Policy projéét combines technologies, such as crowd sourdimg
develop browser plun technologies to automatically interprpolicies for users. Ammar et #f
performed a pilot study, thus deriving and collecting a corpus of welsiteyp policies. This corpus has
laterbeen used by Harkous et?4lin a more complex dedparningbased method within the Polisis tool
that aitomatically extracts information flows described in privacy polickesimilar approach has been
taken by Zaeem et &° proposing PrivacyCheckrowser extensiothat analyzes privacy policies with

data mining.A further recent report compares thesults of Polisis and Priveg€Check on hundreds of
privacy policies’?* For a complet overview of modelling of privacy policies and automatic analysis of
privacy policies at scale recensurvey by Morel and Paré describes recerbols to analyge privacy
policies at scale.Nevertheless, NLP tools have not been developed so far in the context of consent

212 Cf Libert (128)

23|skander SancheRola, Matteo DellAmico, Platon Kotzias, Davide Balzarotti, Leyla Bilge, PieArgoine Vervier,

and Igor SantosXan | Opt Out YetGDPR and the Global lllusion of Cookie Contr¢hCM Asia Conference on

Computer and Communications Security (AsiaC&$), Auckland, New Zaland, 2019).

214Cf Libert (M128.

215Cf Libert ({128

216 Carolyn A. Brodie, ClaréMarie Karat, and John Karat. 2006. An empirical study of natural language parsing of

privacy policy rules using the SPARCLE policy workbench. In Proceedings of the second symposium on Usable

privacy and security (SOUPR6). Assocation for Computing Machinery, New York, NY, USA#9.

217wilson Shomir, Florian Schaub, Aswarth Abhilash Dara, Frederick Liu, Sushain Cherivirala, Pedro Giovanni Leon,

Mads Schaarup Andersen, Sebastian Zimmeck, Kanthashree Mysore Sathyendra, N. Cass&ignTRomas B.

I1RUWRQ (GXDUG + +RY\ -RHO 5 5HLGHQEHUJ DQG 1RUPDQ 0 6DGHK 37KH &
3ROLF\ &RCLELEM).

218\Waleed Ammar, Shomir Wilson, Norman Sadeh, Noah A. Smil§ XWRPDWLF FDWHJRIitle3DAWWLRQ RI SUL
SLORW VWXG\ =~ 7HFK 5HS

29+ DUNRXV +DP]D .DVVHP )DZD] 5pPL /HEUHW )ORULDQ 6FKDXE .DQJ * 6KLC
$QDO\WLVY DQG 3UHVHQWDWLRQ RI B3ULYDF\ 3ROLFLHYV 8VLQJ 'HHS /HDUQLQJ °
220 RaziehNokhbeh Zaeem, Rachel L German, and K Suzanne Baf®evacycheck: Automatic summarization of

privacy policies using data miningACM Transactions on Internet Technology (TOIT), 18(4):53, 2018.

20 5D]LHK 1RNKEHK =DHHP 6X]DQQH % B ahE Bdinparids:ya-StiidyRIdiQyWridadyHRpliey

$QDO\WLV 7TRROV" 87&," GHSRUW KWWSV LGHQWLW\ »wati{DV HGX DVVH
Policiesof-GovernmentAgenciesandCompaniesa-Study-Using-Privacy-Policy-Analysis Tools.pdf> acessed 18

June 2020

22 9gLFWRU ORUHO 5D~0 3DUGR 37KUHH GLPHQVLRQ \htRs:/Bdlibrabrks]l SROLFLHV ~
0226764} accessed 7 May 2020.
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requirements and further research by NLP experts is heeded to approach legal requirements presented in
this paper.

To conclude, techniques using Rland data miningre extensively tested today in order to process and
structure privacy policies. Various NLP approaches are usually compared with respect to precision and
UHFDOO PHWULFV KRZHYHU WKLV HYDOXDWLR/tat K HOWY\MelDtheGHSHQ GV F
underlying corpus is labeled, and (b) the structure of privacy policies that are often not well organized.
Nevertheless, these techniques have not been applied to assess legal requirements on consent presented in
this work. Further ingstigation by computer scientists and legal experts are needed to assess whether these
requirements are verifiabley automatic means or whether a new standardized format is required to display

this information. Inthe NLP domain, such standardized formatoften called by%ontrolled natural

language, template, or pattériwvith such a standardized format, a rather simple algorithm could verify the
presence of the different information that is required by valid con8editionally, requirements that are

based on distinguishability and structure of information need additional set of NLP tools that can answer
the question whether consent is bundled with other types of information, sadorisact. We therefore

conclude that such requirements canabalzed manually (however with significant effort), or can be

partially analyzedwith technical means, whose efficiency is still to be evaluated by the experts.

Detection of violations for requirements based onser perceptiorand understanding.

Several requirements for valid consent rely on user understanding and is heavily dependent on the target
audience of a dedicated website. Example,U H T X L U H P H €38Mbiliy of feimation pagedepends

on the usability of the website in question, but also on the technical ability of the user to find the information.
Requirements R17, R18 and R19 are directly related to undéssitity of the users, but also oneh

technical background of users, e.g. when they are presentedgtatéimentsuch as3&DQ , KDYH VRPH
FRRNLHV"" 1islWRDXOGRZ FRRNLHV ZHEVLWH IXQFWLRQDOLW\ ZLOO EH
collection will enable new and easier functiohaV$éch statements are often confusing to users, however

in order to quantify whether these statements are intelligible (R17) and whether the language is clear and
SODLQ 5 PRUH VWUXFWXUHG HYDOXDWLRQ RI XVHUVY SHUFHSWLR(

Usable security and privaagsearch area has established the standards and techniques in buildifig users

surveys and interviews in order to evaluate privacy perceptions, understanding and motivations of end users

when it comes to privacy settings in online environmEnt.example, Utz et 8% have designed several

types of cookie banners and ran a usevesuto evaluate how users would interact with them depending

on banner&ext, position and provided options. Nouwens é@8aK DYH DOVR LQYHVWLJIJDWHG XVHU\
when placing controls in firsts secondayer of a cookie banner. However, this resbatirection is only

at its beginning, and more user studies are needed to evaluate whether cookie banners are indeed clear and
well-understood by the target end users.

7 Discussion on shared consent

In this section, we discuss compliant scenarios related to the possibility of a shared consenction
refers to the shared responsibility ween publishers anttird parties. Sectidid.2discusses the scenario
when consenitself in shared betweethhem

7.1 Shared responsibility between publishers and third parties

According to Article 5(3) of the ePD, when a main website content, fully controlled by the publisher, is
setting cookies in his web domain (fiurty cookies), then it will be primarily responsible for complying
with the requirement to obtain an informeohsent. We question if only the website publisher is obliged
to display information and collect consent when tpedty services are used as processors, or when third
party services act as controllers. The recurrent scenario in which multiple enttiesvalved in the
installation of and access ta anformation by means of BTiE advanced by the 29WP, the ICO and the
CNIL ZKLOH UHIHUULQJ WR %77 DV 3FRRNLHV™ RU 3SWUDFNHUV"’

223 Christine Utz, Martin Degeling, Sascha Fahl, Florian Schaub, and Thorsten®io)informed Consent: Studying
GDPR Consent Notices in the FiéJdACM SIGSAC Conference on Computer and Communications Security
(CCs19), 2019, 97390.

224 cf Nouwens et al(n[191)
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I 29WP (WP171%° contends that a website publisher that allows third partigdaize cookies
shares the responsibility for informarti and consent (joint controllership);

t 1CO??%takes the view that where the website publisher setspliry cookies, this same publisher
and the third party are jointly responsible for ensuring that users are clearly informed about cookies
and for obtaimg consent. This means they are both det@ng the purpose and means of the
processing of personal data of any user that visits the landing website. In substance, it is
considerably more difficult for a third party, which has less direct control on the interface with the
user, to achieve this. ®HCO further instructs the need to include a contractual obligation into the
agreements between publishers and thadies on the allocation of responsibility to provide
information about the thirgharty cookies and to obtain consent;

1 CNIL??" observesttat when several parties may be involved in the user of trackers (e.g. a publisher
and an advertising agency), publishers (of mobile sites or applications) are in the best position to
inform users of the informath on deposited trackers and to collecirteensent, because of the
controlthey exercise over the consent management interface, adidettecontacthey have with
the user.

Where controllers determine jointly the purposes and means of the processing, they must enter into a joint
controllershp agreement. Article 26 of the GDPR stipulates that both shall, in a transparent manner,
determine their respective responsibilities, including which party provides information and obtains consent
from the users.

Lastly, a data processor, in this contéxtlefined as an entity which installs information and/or has access

to information stored on a user device exclusively on behalf of a data controller, withminngehe data
FROOHFWHG YLD WKH WUDFNHU IRU WKH Sdries hsvVartdriinto Rdata SXUSRVH
processing agreement under Article 28 of the GDPR.

RealTime Bidding (RTB) scenarios constitute a grey area: in RTB, publishers often have no knowledge
about the specific third parties that a data subject might see, ashtregye between each website request.

The CNIL (paragraph 26) states that a publisher does not have to show a banner again every time the list
of third parties changes, when changes are not significant. On the other hand,’fistte@ly criticized

RTB because of the lack of transparency, due to the fact that publisheos ltave information about all

WKH WKLUG SDUW L Hinfos&tian 8lLaHd Vddap<e bi@hk op&gde nature of the industry itself.

7.2 Shared consent btween publishers and third parties

It is apparent from the case law from t&EU (in its two decisions of Tele 2 and Deutsche Telekom, that

we adapt to this context) that consent can be shared among publishers, insofar the processing operations
pursueshie same purposes, and that the user was informed thereof, as analyzed 15 Sefifiorpoint ii.
consenthotrequiredper publishef). From these legal sources, we reason that if consent is collected in a
lawful way, consent can be shared. Note thistobservation is not explicitly prohibited by the favaker.

From practical side, however, such reasoning raises questions about resp@usibility of the data
controllers and, most importanflimplies reliance and trusin the wayconsent was collected by either
other publishers or providers of thipairty contentBelow we foresee practicalscenarioof a websitejn
which third-party content a priori does not require conséut,merged withBTT that requiregonsent

Example ofshared consentimaginea user visiting two hypothetical websites: search.com and info.com.

JLIXUH GHSLFWYV XVHU fofiof witR th&/ $etveDp€sarth/iéam:L Q WH U D

1) WKH XVHU YLVLWY D ZHEVLWH VHDUFK FRP ZKHUH D FRRNLH QDPH
EURZVHU 7KLV FRRNLH LV XVHG IRU DGYHUWLVLQJ SXUSRVHV DQG |
consentwas-ROOHFWHG E\ VHDUFK FRP EHIRUH SODFLQJ RI FRRNLHV LQ W
2) the user visits the website info.com, and it contains a customized search engine from search.com.
7KHUHIRUH ZKLOH YLVLWLQJ WKH ZHEVLWH LQIR FRP WKH XVHUTfV
search.com to fetch the needed functional content, eeustomized search engine. Upon this request, the

browser also automatically attaches the cookie SID of search.com. Therefore, search.com receives its
advertising cookie SID when the user visits the website info.com.

226 cf, UK DPA

227 ¢f. CNIL (n[36).
28K '3$ 38SGDWH UHSRUW LQWR DGWHFK [hp&//idd.bri@/medlaribbtiE] GGLQJ"
lico/documents/2615156/adteptattime-biddingreport201906.pdE

225 Article 29 Working Party, WP 179 (133}.
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Figure 30 Example of shared congen

In this hypothetical scenario, let us analyze how info.com can be compliant with the requirements of a valid
consent:

¥ 7KH SXEOLVKHU RI WKH ZHEVLWH LQIR FRP GHFLGHV WR FROOH

advertising cookie SID. To be compliatite consent should be collected before cookies are sent
(se¢R2] Prior to sendingn identifier requirement).

¥ This practice, howeverSUHYHQWY WKH ORDGLQJ RI ZHEVLWHIV IXQFWLRC

given (the customized search engirmm search.amis not loaded before consent is given), and
hence violates requirem No tracking walls. The publisheof infor.com thereforecannot
collect a valid consent by itself without violatingyéd requirements and thus, has to rely on the
consent collected by searcom

1t The publisher of info.com relies on the consent already collected by searcheswranfo.com
has to place full trust in how search.com has collected consent. This scenario will have practical
and legal consequences. If the consent is not obtained in a valid way through search.com, then the
website info.com will become jointly responsilite the noncompliant consent collection.

Therefore when a third party merges content that deesequire consent (e.g. functional contenich as
customized search engine of search.raith the content that requires consent (e.g. advertising cookie
search.com this forces the website publisher to rely on the consent collected by the third party.

Conclusion: amly a negative consent can be sharellVe expand oudiscusgn towardsscenarig where

a publisher relies on other publishers, previpwisited by the user, for the collection of valid consent, or

on third parties (as imection 7.1)If the user gives a positive consent (i.e. allows at least one type of data
processing for at least one purpose), then if the consent collection hagd/iatateast one of the
requirements on valid conserse¢Table6), then the publisher can also be claimed responsible for such
unlawful consent collection. This triggers a heavy responsibility burden on the publisher side, because he
has no control over alhe publishers or third parties on the way in which they collect consent (also, websites
are very dynamic and quickly change over time, hence even if a publisher has verified consent collection
in the past, such evidence might not hold upon a conseqisértbvthe same website). We underline that
such model is not sustainable and very hard to manage for the publishers.

Neverthelessconsent can be shared if the user gives a negative consent (if the user refused all types of data
processing for all purpges). In this case, the publisher can safely rely on this consent collected by other
parties. Even in the case of an invalid consent in which the user gives a positive consent, but the collected
consent is registered as a negative consent, the publishit becomplaint: he would respect a negative

FRQVHQW DQG KHQFH ZRXOG QRW SURFHVYV DQ\ GDWD SURFHVVLQJ |

always valid).
7.3 Summary on shared consent

Given the concerns raised section 7.1, weelieve that thedgislator, when updating the EU ePrivacy
framework, should clarify thatontentnot requiring consent must not be merged or served with BTTs

that require consent Otherwise that publisher either violates one of the requirements on valid consent or

is forced to rely on the way consent was collected by other parties. Adisgassed in 7.2, relying on
consent collected by other parties is not sustainable in practice and therefore puts a publisher in a weak and
at the same time liable position for consentestlbn.Shared consenshould beacceptable in practice only
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when the consent is negative, however a positive shared consent places again a publisher in a complex and
liable position at the same time.

8 Discussion on the ePrivacy Regulation

This section presents a short evolution of the proposal of the ePrivaclafRay(ePR) (sectioB.1) and
discusses whether it includes the proposed requirements for a valid ceasgon8.2).

8.1 Brief evolution

The ePR was first introduced by the European Commission in 2017 intended to replace thg existin
ePrivacy Directive 2002/58, as well as updating the current ePrivacy framework in the EU. The European
Parliament adopted its position in October of the same year, but a stalemate still resides at the Council of
the EU (in the Working Party on Telecommuations and Information SocietyVP TELE). The text has

been submitted through iterations of the seven EU presidencies (the holder rotates every six months) which
failed to find a compromise between Member Stat'r!;sued by the Council (Finnish
Presidencyloc. 14054/1%° of 18 November 20)oted that the Regulation continues to divide Member
States, and many amendments have been seggastl debated so far and a compromise was not found.

The Croatian Presidency of the Council presented a revised proposaliarch 2020 and is still under
discussion with the aim of getting a common position agreed. Before the revised Regulatiorn effiet¢gk

it will need to pass througtrialoguenegotiations among the Parliament, Council and the Commission,
after which a compulsory grace period of a maximum of two years will apply to allow EU Member States
to implement the Regulation. The CouncileBidency also indicated that it is currently reflecting on
additional revisions and intends to issue an additional document to be discussed during these tizeetings
document which we are not knowledgeable as of today. In order to avoid the legal utycerégited by

some foundational elements of the current proposal, our anafyfie discussions in the Council of the

EU specifically and is based on the consolidated text circulated by the Croatian Presidency, 5979/20, of 21
February 2020.

8.2 Requirements for valid consent in he recent draft proposal of the ePrivacy Regulation

Tracking walls. The (XURSHDQ 3DUOLDPHQWIV @rtickI31)R)(b) and Fedit’ BH U
called for an explicit ban otracking wallsfor the first time(we statetias a requiremefR4]. However,

Recital 21 of the Finnish draft of the ePR proposal of 2019 addressed indirectly the case of legitimizing
tracking walls foradvertising purposes. This indirect indication reveals that it is a topic of political
controversy between the stakeholders. These draft signals that consent is valid (freely given) when the
processing related to a service the user requested has adyqutigioses. The Recital reads,

JIln some cases the use of cookies may also be necessary for providing a service, requested by

the enduser, such as services provided to safeguard freedom of expression and information

including for journalistic purposesy XFK DV RQOLQH QHZVSDSHU RU RWKHU SUHV
that is wholly or mainly financed by advertising provided that, in addition, theiseidhas been

provided with clear, precise and udgendly information about the purposes of cookies or

similar techniques and has accepted such.use

In the event the upcoming draft of the ePR becomes enforced thereby legitimizing the use of tracking walls,
LW ZRXOG LPSDFW RXU UHVXOWYV UHJDUGLQJ UHTXUEZHPHQW 3QR WUD

Grounds to the processing and storage of BTTLhe ePrivacy Regulation might impact the scope of the
analysis carried out in this work, that is when a Browsesed Tracking Technology requires or is
exempted of consent, summarizeof Sectior@ Specifically,Article 8 of the draft proposal of

the ePR points to the following grounds for storage of and access to information fraomheni X VH U V
terminal equipment.We compare these with the purposeeding and exempted of consent thet
analyzedin|Table5|of Sectio

229 proposal for a Regulation on Privacy nda Electronic  Communications (2019)
4https://data.consilium.europa.eu/doc/document!80682013INIT/en/pdf> accessed on 19 June 2020.

230 proposal for a Regulation on rifacy and Electronic Communications )]
4https://www.parlament.gv.at/PAKT/EU/XXVII/EU/01/51/EU_15125/imfname 1096646$.pdtessed on 19 June
2020.
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b)
<)

d)

f)

communication purposes(such as load balancing BT.TAs we haveandyzed, communication
purposes woultbe exempted of consent.
consent
necessary for providing a service requested by the endser. Herewith we transpose the
reasoning upheld aboutwhich purposes are necesséoyprovidinga service requested
by a userThe following purposes are considered to be necessary for the provision of a service
(and therefore exempted ofonsent, requiring another legal basis): users input, local
analytics/measurement, user security for service requested by the user, social media functionality
requested by the user, authentication that is sessised, customization that is sht@tmed.
However, other purposes are not considered necessary for providing a service teuber emdl
would be subject to consemiccording to the observations helfifmble5] These are:

X advertising

X measurement/nelocal analytics

X user security service not requested by the user

X social media service not requested by the user

X authentication that is persistent

X customization that is persistent
necessary for audience measuringrovided that such measurement is carried out by the provider
of the information society service requested by thews®at or by a third party, or by third parties
jointly. This means thagither local and local analytics might be used without consent (and hence
subject to another legal basi$h this regard, if such rational will be enforced in the ePR, this
would impact our analysis concerning our distinction between localnandocal analytics
referred to ifiTable5]
necessary for emergency communicatign
necessary for the legitimate interests pursued by a service providexcept when such interest
is overridden by the interests or fundamental rights and freedoms of thsenduch as i. when
the enduser is a child; ii. profiling; iii. special categories of personal data.

Related work

In this section, we give theader a summary of the current context on legal compliance to BTT. Notably,
consent for BTT deployment has been analyzed through different prisms that we regard in this paper: audits
to websites in order to promote responsible behavior of web publighessgh guidance policy fro
stakeholders; through enforcement actions and decisions of the Court of Justice and DPAs; and finally,
through legal scholarship literature. For readability issues, this section is divided in fouspetitsf9.1]

refers torelevant audits on websites. Sec{@2]considers DPAs guidance on the elements for a valid
consent. Sectid@.3explains some of thissueddecisiongrelated to valid consent. Sect[éshows the

related work on consent analysis portrayed by legal scholarship and automatic auditing of websites by
compuer scientistyTable21]presents a summary of the audits, guidelines and enforcement actions related
to consent to BTT that will be presented with further detail in the following subsections.

Table 21 Summary of the audits, guidelines and enforcement actions related to cormeTdeot tBBTT

Audits on webstes Guidelines Enforcement actions

29WP, 2015 29WP/EDPB 2020 | Planet49 Judgment of the CJEU, 2019
EDPS inspection, 201{ EDPS, 2016 French DPA decision, 2018

Bavarian Audit, 2019 | UK DPA, 2019 Spanish DPA decisions, 2019

Dutch Check, 2019 German DPA, 2019| Belgium DPA decision, 2019
Irish Sweep, 2020 Finnish DPA, 2019
Greek Sweep, 2020 Spanish DPA, 2019
French DPA, 2020
Greek DPA, 2020
Belgian DPA, 2020
Irish DPA, 2020

9.1 Recent audits on websites

Recurrent audits on websites are aimed at informagaihering assessment of the state of cookie (and
related technologies) consent compliance at scale. Such auditing initiatives reveal the current playing level
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field of websites that still struggle tommply with the GDPR and ePrivacy rules on consent. In contrast, our
paper analyzes legal documents to define more precise requirements for these banners.
i

able22|showsthe auditsof consent banneggerformed by stakeholders and tie¢atedrequirements for
consent banners

Table22 6WDNHKROGHU YV D XdadtofantieQelaiét EedLirdhteis S H U

Stakeholders Tested websites on the use of cookies and related Related requirements
technologies
29WP, 2015 478 websites in theeeommerce, media and public sectors | Unambiguous,
across 8 Member States revocable, informe
EDPS inspection, | websites of major EU institutions and bodies, e.g. Europea Prior, informed
2019 Council, Council of the EU, Commission, CJEU, Europol,

European Banking Authority, EDPS, EDPB, 2018
International Conference of Data Protection and Privacy
CommissionersiCDPPC 2018)

Bavarian Audit, 40 Bavarian providers (online stores, media companies, Informed freely given,

2019 insurance companies, banks, sports teams unambiguous

Dutch Check, 2019 | 175 websites of web shopaunicipalities and media Unambiguous, freely
given

Irish Sweep, 2020 | 38 Irishtbased websitesf sectors, including media and Unambigious, freely

publishing, the retail sector, restaurants and food orderin| given, revocable, prior
services, insurance, sport and leisure and the public secl
Greek Sweep, 2020 audit of the use of cookies by popular Greek websites Non-specified

29WP Cookie Sweep Combined Analysis Report, 2025 This sweep included78 websites in the-e
commerce, media and public sectormas 8 Member States. Both the automated scan and manual review
provide the results, thusly: 74% of studied websites displayed bannershérafdid not request user's
consent but were merely informativé@% of the 155 cookiestoredwere third party cookies. More than

half of the third party cookies were set by just 25 Hpaidty domains. The sweep showed that a banner was

a popular method of informing visitors on the useB@fT in addition to a link in the header or footer to
more hformation. Only 16% of sites offered a configurable banner. The majority relied on browser settings
or an optout tool provided on a thirgdarty site (e.g. a thirgarty advertising site). Amongst those sites
which set the highest number of cookies, nast taken some steps to inform users about the use of cookies
through a banner which was either permanent (requiring an active click from the user within the banner), a
banner which disappears on the next user click anywhere on the page or timed tadisfippa certain
length of timeln comparison to our wotkhree requirements weadalyzed unambiguous, revocable, and
informed.

EDPS inspection, 2019%? This inspection was carried out on the websites of major EU institutions and
bodies, e.g. the shed website of the European Council and the Council of the EU, the Commission, the
Court of Justice of the EU, Europol and the European Banking Authority. The EDPS also inspected the
website of the European Data Protection Board (EDPB), the 2018 Inteada@onference of Data
Protection and Privacy Commissioners (ICDPPC 2018) and the EDPS website itself. The EDPS developed
a tool that automatically collects information on personal data processed by wabditesuse ofookies,

web beacons, page elenteloaded from third parties and security of encrypted connections. The inspection
revealed that several of the websites were not compliant with the Regulation nor with the ePD. One of the
issues encountered was thpdrty tracking without prior conserther issues encountered included the
XVH RI WUDFNHUV IRU ZHE DQDO\WLFIN cdrhpaticdd XoVoul WMkimbR UV Y SULRI
requirements weranalyzed prior and informed.

Bavarian State Office for Data Protection Supervision Audit, 2019% This audit found thaforty

Bavarian providers (online stores, media companies, insurance companies, banks, sports teams, etc.) use
trackers but only a quarter of the websites inform users about the use of these tools. The remaining
providers either dichot inform users at all or only informed them insufficiently about the use of tracking
tools as part of theprivacy policies. Regarding the use of cookie banners, 20% of websites failed to ask

ZBlArticle 29 Working Party,Cookie sweep combined analysiReport” (WP229, 3 February 2015).

ZEyropean Data Protection Supervis@EDPS flags data protection issues on EU institutfpmsbsites’ (2019)
{https://edps.europa.eu/sites/edp/files/edpsweb press releas@g@8pd-website inspections en.diccessed 7
May 2020.

233 Bavarian DPA, Safe on the Internet- Data Protection Checkn Digital service$ (our translation) (2019)
{www.lda.bayern.de/media/sid ergebnis 201Gpmatfcessed 7 May 2020.
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users to consent to the use of cookies. Corsatained were either not given in advance, they were given
uninformed, or there was a lack of voluntarindescomparison to our wotkthree requirements were
analyzedinformed, freely given and unambiguous.

Dutch DPA Check, 2019%** This DPA carried outn check on approximately 175 websites of web
shops, municipalities and media, etc. to determine whether they meet the requirements for placing
tracking cookiesSome violations were detected, such as preselected boxes and trackingAWalls.
checked websits are not complianThe organizations behind these websites have received a letter
from the AP calling on them to adjust their working methods accorditiglgomparison to our work

two requirements weranalyzed unambiguous and freely given.

Irish DPA, 202023 This DPA conducted a sweep between August 2019 and December 2019 on a
selection of 40 websites across a range of sectors, including media and publishing, the retail sector,
restaurants and food orderingrgices, insurance, sport and leisure and the public sector to check
compliance with the ePD and the GDPR on the use of cookies and other tracking technologies. The 38
respondents signaled either that they were aware otoorpliant practices with the esting rules, or

that they had identified improvements that they could make to their websites in order to demonstrate
complian@; some detected practices were: implied congatnecessary cookies set on landig

lack of tools for users to vary avithdraw their consent choices, badly desighed potentially even
deliberately misleading cookie banners and consenfinagement tools, and prechecked boxes.
comparison to our worktwo requirements weranalyzed unambiguous, freely given, revocabnd

prior.

Greek DPA, 2020 In February 2020, this authority performed a sweeping audit of the use of cookies by
popular Greek websites, in which the Authority found thato@mpliance with the GDPR was widespread
Sofar, we could not have access to the content of the sweep.

9.2 Guidance on a valid consent for BTT

The analysis of the requirements for a valid consent is contained in the guidelines of the 29WP and the
EDPS Other DPAs provide guidance on obtaining consent specificallydokers. Irthis section, we give

a brief account of the significant aspectdled most comprehensiygiidelines. In general, there is broad
agreement that consenbanner must containfiormation on thé8TT used, either directly in the banner or

via corresponding links. However, the requirements of the authorities vary with regard to the concrete form
in which the user may provide consent, ranging from allowing any action from the wsmintons
requiring a concrete banner design configuratide perform an irdepth comparative analysis of the
current state of the art DPA guidelines to the-lewel requirements proposed in this paper in Table 7 (see
page 15).

EDPS Guidelines on the potection of personal data processed through web services provided by EU
institutions, 201623%¢ While these Gulelines are in principle aimed at the EU institutions, anyone or any
organization interested in data protection and web services mighih&nduseful. The main topics covered

in these Guidelines that are useful for this paper are: the use of cookies, scripts and any other tools to be
stored or executed on the user terminal device; sarderprocessing of personal data and the wider issue

of tracking.

29WP Guidance on cookiesPer the 29WP guidelines, the following guidance documents were observed
in our study, for they interpret closely the consent requirements in respect of cookies and BTT and were
guoted alongside this paper.
¥ Opinion 22010 on online behavioral advertising, (WP171, June 2010);
¥ Opinion 15/2011 on the definition of consent (WP187, July 2011);
T Opinion 04/2012 on Cookie Consent Exemption (WP194, June 2012);
¥ Working Document 02/2013 providing guidance on obtaining consentdokies (WP208,
October 2013);
¥ Opinion 9/2014 on the application of Directive 2002/58/EC to device fingerprinéfie24,
November 2014).

234putch DPA, Many websites incorrectly request permissioplaze tracking cookie’s(2019)(.

285 Irish DPA, Sweep conducted between August 2019 and December “201{2020)
<https://www.dataprotection.ie/sites/default/files/uploads/2020
04/Data%20Rutection%20Commission%20cookies%20sweep%20REVISED%2015%20April%202020%20v.01.pdf
236 ¢f. EDPS Guidelines [85).
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¥ Guidelines on consent under Regulation 2016/679 (WP259 rev.01, April ,28h&h was
extended byGuidelines 05/2020 on consent under Regulation 2016/679 (May 2020);

French DPA Guidelines on cookies and trackers, 2089’ The CNIL published guidelines on cookies

and trackersHereby we consider the most relevant points reléedur work on consent for cookies.
Consent Continuing to browse a website after its cookie banner is displayed will no longer be considered
to be valid consent for cookie use.

Auditable Operators using trackers have to be able to prove that they have obtained affirmative consent
from the userat all times.

ScopeThe guidelines apply to all types of operations involving cookies and trackers on any type of device,
including smart phones, computers, connected vehicles and any other object connected to a
telecommunications network open to the lptb

Cookie Wall:The user should not suffer any major inconvenience if they refuse to give or withdraw their
consent. The practice of blocking access to a website or a mobile application unless consent is provided
does not comply with the GDPR.

Revocal#d: Users should be able to withdraw their consent at any time-fiisedly solutions must
therefore be implemented to allow users to withdraw their consent as easily as they have given it.
Operator’s Roles and Responsibilitiedn operator usingookies and trackers is considered to be a
controller and is therefore fully responsible for obtaining valid consent.

In 2020 the CNIL launched a public consultation on a draft recommendation on cookies and othet#3trackers
in order to adapt the GDPR rulés trackers and consent. As main takeaways, this document proposes
designs of cookie banners; enunciates best practicekedal compliance, nactical arrangements for
implementation, and examples of how to comply with the applicable ttulgygests mans to define specific
purposes for processing; proposes neutral design interfaces and design patterns to avoid missigiding d
practices; provides examples of proof of consent; and finally advocates for the development of standardized
interfaces operatg in the same way and using a standardized vocabulary to make it easier for users to
understand when navigating from one site to another.

UK DPA Guidance on the rules on use of cookies and similar Technologies, 263%0The ICO updated

its guidance on the use of cookies and other similar technologies. Some of the key points to note from the
guidance are herewith describ&bokie wallsmay not comply with the cookie consent requirements and
it states these as inappropriate if the use obkieavall is intended to require, or influence, users to agree
to their personal data being used as a condition of accessing its serdicseadas no genuine choice but
to accept cookies. The authority clarifies that implied consent conveyed thratigiments such aby
continuing to use this website you are agreeing to cogkpesticked boxes or any equivalents, such as
sliders defaulted tdon’, cannot be used for negssential cookies. Consent mechanisms incorporating a
Imoreinformation” section, rather than as part of the initial banner are also deemeaxbmgtiant on the
basis that they do not allow users to make a choice beforessammtial cookies are set. On the types of
cookies, the ICO enunciates that advertising andlytics cookies are nostrictly necessaryand are
subjected to consent rules.

German DPA Guidance, 2019The German DPA published tt&uidelines for Telemedia Providet®

and Frequented Asked Questions (FA®pabout web tracking and cookie banneAscording to the
guidance, a cookie banner is only necessary if cookies are set through the website that require data
protection consent; if a website only sets cookies for which the site operator does not retpan, tbe

guidance considers the banner avoidable. In this guidance, consent is needed when a web service uses web
services on its website that analyze the user across several domaisiscialgnedia plugins, advertising
networks or analysis tools sual Google Analytics. The regulator alerts that consent to the use of cookies
must not be preselected and does not consider thmubptocedure to be sufficiefthe authority published

also anot&*? on the use of cookies and cookie banngvhat mustbe done with consent (ECJ ruling
Planet49)?".

237 ¢f. CNIL Guidelines ({86}

238 CNIL draft recommendation 2020[8%).
239 ¢f, |CO Guidance (26}

240 ¢f. German DPA Guidelines [(i0}.

21 German DPA, ¥AQ about Cookies and Tracking2019) gvww.baderwuerttemberg.datenschutz.deAvp
|content/uploads/2019/04/FAQ+Cookiesund Tracking.pdb accessed 7 May 2020.

242cf, German DPA@.
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Finnish DPA Guidance on Confidential Communications, 201%® The NCSGFI at Traficom
mentioned in the guidelines thabnsent can be requested by using any preferred method (e.g.
browser/application setting or pap window) as long as it is not requested by using atipked
checkbox.The use of cookies and the related practices must aisdisated on a website in such a manner
that a user canbtain additional information alub them.

Spanish DPA Guide on the Use of Cookies, 2038 The AEPD published new Guidelines on the Use of
Cookies and similar technologies, which were prepared in collaboration with different organizations in the
marketing ad online advertising industries (e.g. Adigital, IAB Spain, etc.). The Guidelines prtadtbrs
for categories of cookies:

¥ Who manages cookiggsroprietary or thireparty);

¥ Purpose(technical, customization, analytical, and behavioral advertising); and

T Duration (session or persistent).

The AEPD provides the following examplesaaitions that could be considered an affirmative action: the

use of the scroll bar, insofar as the information on cookies is visible without using it; clicking on any link
contained in the site other than those in the second layer of information on cwoktiesprivacy policy

link; on devices such as mobile phones or tablets, by swiping the initial screen and accessing the content.
Even if the Planet49 Judgmétitruled otherwisethe AEPD Guidelines state:

For the action of continuing browsing to be deemem@lid consent, the information notice must

be displayed in a clearly visible place, so that due to its shape, color, size or location, it can be
secured that the notice has not gone unnoticed to the user. Additionally, it will be necessary, for
the consnt to be deemed granted, that the user performs an action that can be qualified as a clear
affirmative action. For instance, a clear affirmative action may be considered to browse to a
different section of the website (other than the second layer ofmat@n on cookies or the
privacy policy), to slide the scroll bar, closing the first layer notice or clicking on any content of
the service. The mere fact of viewing the screen, moving the mouse or pressing the keyboard
cannot be considered an acceptaite.

Greek Data Protection Authority, 2020.24" This authority issues in February 2020 its Guidelines on

the use of internet cookies and trackers, following the completion of a sweayuiit of the use of

cookies by popular Greek websites, in which the Authority found thataompliance with the GDPR

ZDV ZLGHVSUHDG 7KH SUDFWLFDO JXLGDQFH SURYLGHV VSHFL¢F UH
that should be avoided.

The Irish DPA, 2020.28 This authority released in April 2020 a comprehensive guidance note on

cookies and other tracking technologigshe maintakeawaysre:implied consent is not valid; the

use of prechecked boxes and sliders sefdn " as default are neoompliant. A consent banner must

not obscure the text of the privacy or cookie notice. It explains that a website operator must take

accessibility into account in designing interfaces. Uniquely, the Guidance advises users should not be

SQXGJIJHG ™ LQWRk&sdnt shivild Qel givell the-opportunity to consent on a granular basis.

7KH *XLGDQFH DOVR VD\V WKDW WKHUH VKRXOG EH JLYHQ HTXDO SUI
buttons.

9.3 Enforcement actions of consent by the Court of Justice of the European Uniq€JEU) and by
DPAs

In this section, we show the enforceable decisions in connection to consent requirements for BTT referred
in judgements of the Court of Justice of the EU (CJEU) and administrative decisions issued bydbigAs.
23 shows the enforcemeattions by the CJEU and DPAs in relation todhalyzedequirements.

Table 23 Enforcement actions by the CJEU and DPAs in relation tarlaé/zedequirements

Enforcement actions Requirements
Planet49 Judgment of t&JEU, 2019 Specific, informed, unambiguous

243 Finnish DPA Guidance(n[13}.

244 cf, Spanish DPA Guide (n 82).

245¢f, Planet49 Judgmei .

246 Author § translation from the Spanish version.

247 Greek DPAGuidelines on Cookies and Trackéngi2).
248¢f. Irish DPA Guidance [B7).
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French DPA decision, 2018

Spanish DPA decisions, 2019 Unambiguous (configurable banne
informed, prior, revocable

Belgium DPA decision, 2019 Informed, revocable, unambiguous

Planet49 Judgment of theCJEU, 2019%*° On October of 2019, the CJEtlkcided that the consent which

a website user must give to the storage of and access to cookies on his or her equipment is not validly
constituted by way of a prechecked checkbox which that user must desekfcaisohis or heconsent.

The Court notes that consent must be specific so that the fact that a user selects the button to participate in
a promotional lottery is not sufficient for it to be concluded that the user validly gave his or her consent to
the sbrage of cookies. Furthermore, according to the Court, the information that the service provider must
give to a user includes the duration of the operation of cookies and whether or not third parties may have
access to those cookiebhe German Federal Cduwf Justice (BGH) followed the CJEU's preliminary

ruling in the "Planet 49 case" which determined that the request for consent by a preselected tick box
constitutes an "unreasonable disadvantage to the %%er".

Spanish DPA decisions, 2019This DPA&%! in October of 2019 fiad Vueling for failing to provide a
compliantconsenbanner. The poorly constructed bannerriiti provide a configuration panel that allows
the user to delete cookies in a granular way. It was considered that the informatiosuffagent for the
intended purpose of allowing users to configure preferences in a granular or selective? filiis.DPA
also fined IKE&>for placing cookies before users clicked the only option in the bannefQKe button.
Users were prompted with a cookie banner stating Ik&A website uses cookies that make browsing
much easier. More information about cooKiekitially, users were instructe block cookies through
browser settings, also includintrictly necessarycookies like e.g. shopping cart cookies rendgtime
website basically impossible to udedid not identify the purposes of the different cookies used,
informed about the possibility of setting the usage preferendhe obokies. It did not provide a link
to the panel or cookie configuration system enabled to selectthgnanular form.It did not include

a specific button or mechanism for rejagtall cookies. The warning théf you do not change your
browser settings, we will understand that yagree to receive all cookies from the IKEA
website” breaches consergquirements. It did not report on how to revoke the consent given.

Belgium DPA decision, 2019.2Q 'HFHPEHU WKLV '3$ LPSRVHG D ILQH RI Y
operating a legal information website for their noncompliant cookie management and privacy policy. It

found that their privacy policy lacked transparency and infringed the aulenformation to be provided.

In particular, it provided insufficient information about the cookies deployed on the website (e.qg. the list of
cookies used, their purpose, the identity of third parties concerned, and the lifespan of the cookies) and did

not properly identify the controller. Moreover, the cookie policy was only available in English, whereas

the website targeted Dutch and Frespleaking readers. The website did not obtainimmonsent for

certain types of cookies used, including fipstrty analytics cookiesThere was no easy way for users to

withdraw consent

Decisions and complaints against the IAB Transparency and Consent Framework (TCFyhe TCF

of the IAB Europe implements consent solutions for parties in the dégitadrtising chain. Herewith we

report the French DPA decisiohhe CNIL, in 2018, sued an advertisement company Vectaury using the

IAB framework, invoking a lack of informed, free, specific and unambiguous coffé&at: the CNIL, the

consent text was nalear enough regarding thenéil use of collected data, and the formulation may lead
users to incorrectly assume that refusing consent prevents a free access to the website or lead to more
intrusive advertisement. It was also noted thattjmléng consentelated checkboxes was not compliant

with the Recital 32 of the GDPR. It was required the list of recipients of users' data to appear immediately

249¢f, Planet49 Judgmen[11).

250 German Federal Court of Justice for consent to telephone a&ilvgrtiand cookie storage (2020)
<https://www.bundesgerichtshof.de/SharedDocs/Pressemitteilungen/DE/2020/2020067.htmI?nn=3$0690868
accessed 18June 2020.

251 ¢f. Spanish DPA decision [55.

252EDPB press releaséThe Spanish Data Protection Authority fined the company Vueling for the cookie policy used
on its website with 30,000 eurd§2019) ghttps:/edpb.europa.eu/news/nationeivs/2019/spanistiataprotection|
|lauthorityfined-companyvueling-cookiepolicy-used e accessed 7 May 2020.

233 Spanish DPA decision, Procedimiento PS/00127/2019(2019) kwww.aepd.es/resolucionesHP8127|
accessed 7 May 2020.

#4French DPA 3Decision n° MED 201842 ofOctober 30th, 2018 enforcement notice against the comp&hiF WD X U\~
(2018) wvww.legifrance.gouv.fr/affichCnil.do?id=CNILTEXT000037594454accessed 7 May 2020
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when consent text is displayed.April 2019 a formal complaift®was filed against the IAB fa tracking
wall on its own website that forces visitors to consent if they want to access the website.

9.4 Related work on consent andonsentbanners

In the following, we outlinecademiavork on consent banners. All of thessrksfocus on measuring or
detecting legal violations in cookie banners from a technical point of Viemextensively discuss the legal
analysis of detected violations in previous wortlkable 24 displays a comparison summary between related
works and ours regding the requirements for consent banners.

Table 24 Comparison summary between related works and ours on the requirements for consent banners

Works

Tested websites

Tested high and lowlevel
requirements

Comments

Carpineto etl. 17k Iltalian public| Prior (R1 prior to storing an Violations found on websiteg
administration identifier) where a banner is not
websites displayed

Traverso et al.

100 Italian websites

Prior (R1 prior to storing an
identifier), unambiguous (R15
correctconsent registration)

Correct consent registration
was tested via confronting

the number of trackers after
acceptance and after refusa
of consent.

Trevisan et al.

36k EU websites

Prior (R1 prior to storing an
identifier)

Van Eijk et al. 1500websites from 18 - They test the presence of a
countries (EU, USA, banner on EU websites and
Canada) VLPXODWLQJ XVH
different EU, USA and
Canada.
Degeling et al. 6,500 EU websites | Specific, informed, unambiguous
(R12 configurable banner)
SanchezRola et al. | 2,000 websites Prior, unambiguous (R11
affirmative action design, R12
configurable banner, R15 correci
consent registration), readable al
accessible (R19 using clear and
plain language, R20 no consent
wall), revocable (R22 delete
consent cookie)
Libert et al. 180 news websites | Prior (R1 prior to storing an All third -party cookies were
identifier) considered, independently
whether they require conser
or not
Utz et al. 5,000 websites Free (R4 no tracking wall), Also studies the influence of
unambiguous (R12 configurable | design on users choice.
banner, R13 balanced choice, R]
affirmative action design)
Matte et al. 23k EU websites Unambiguous (R11 affirmative | No preticked boxes

action design, R12 configurable
banner, R14 postonent
registration, R15 correct consent
registration)

Nouwens et al.

10k websites

Unambiguous (R13 balanced
choices, R11 affirmative action
design), free (R4 no tracking
wall), informed (high level
requirement)

No preticked boxesAlso
studies the influence of
GHVLJQ RQ XVHU

Leenes and Kosta

100 Dutch websites

Free (R4 no tracking walls),
unambiguous (R12 configurable

banner)

25 Brave, 3& RPSODLOW DJD LW AW R, BoL HX DRi®8//brave.com/wigontent/uploads/2019/04

accessed on 19 June 2020.

April-2019-complaintto-DataProtectionCommissiorof-lrelandreqgardinglAB -Europecookiewall-and.consent
auidance.ﬁaf
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Matte, Santost al. | 575 advertisery - Study of purposes used in
registered in 1AB cookie banners of IAB
Europe TCF Europe TCF

Carpineto et al>*®developed a tool to automatically check the legal compliahceokie banners in Italian
Public Administration websites in 2016he authorsised languagdependent texanalysis methods and
detected cookies based bsts of known trackersin this study, the only criteria for nasompliance is
whether the website uses tracking cookiesvever doesot display acookie banner.By automatically
analyzing Italian Public Admistration websitesauthors identified 140 noncompliant websites placing
tracking cookies in the user's browser.

Traverso et &°’ measuredhe impact of the eP® cookie policy on web tracking on 100 Italian websites.
Visiting the same website befoand after giving consent by clicking on the accept button of the cookie
banner, they measured the difference in the number of included trackers. Their results are alarming: there
werefew differences between both scenarios. In theasengiven scenao, they found an average of

29.5 trackers per webpage, none of them containing 0 tracker, and half of them containing more than 16.

Trevisan et af® built an automatic tooRCookieChecK to check violations of the ePD in 36 000 popular
websites popular in the European Union (plus 4 eitdacountries) in early 2017. Using a {etd
heuristicbased tracking cookie detection method, they testedhehevebsites requested consent before
installing cookies. They found that 49% of websites installed profiling cookies before user consent, a
number raising to 74% when considering any Hpiadty cookie. On a smaller set of 241 websites from 3
European countries, they observed that 80.5% of timssalling tracking cookies did not regard the user's
consent. Interestingly, they observed no significant difference in the number of installed tracking cookies
between desktop and mobile browsers.

Van Eijk et aP**studied cookie banners after the GD&fne in force in 2018 everaging a crowdourced

list of known bannersthey automatically detected cookie banners on 40.2% of European Union websites.
Accessing websites from different countries using VPNs, they found that the provenance of the user has
not so much impact as the expected audience of a website regarding the prevalence of banners. They also
observed important variations between websites of differeretog domains.

Degeling et af® performed atsidy comparing the information presentedusers 06,500EU websites

before and after the GDPR, focusing on the changes in privacy policies and information presented to users.
In particular, the authors studied characteristics of 31 cookie bannerdgbtariinstalling them locally.

They obseved a 6% increase in cookie banners adoption by websiteapceposiGDPR. They have
identified the following categories within existing implementations of consent notices:

¥ No option noticesto simply inform the user that the website uses cookies fatite iuser
continues to use the website, they agree to this use;

1 onfirmationonly banners displays button with an affirmative text, such¥®d ", or 1 agree€,
WKURXJK ZKLFK E\ FOLFNLQJ RQ LW H[SUHVVHV WKH XVHUYV FR

T  Binary notices provide users with a button to accept and another to reject the use of all cookies
on the website;

T ategorybased noticesassembles the cookies used by the website into categories. Users can
allow or disallow cookies of each category individually by)@ecking a settings menu or
toggling an%n off “ switch;

T ¥endorbased noticeSallow visitors to accept or decline cookies for each thady service
used by the website (conceding more figrained control). They originate from thiphrty

%6 Claudio Carpineto, Davide Lo Re, Giovanni RomarAutomatic assessment of website compliance to the
European cookie law with CooLCheckProceedings of the 2016 ACM on Workshop on Privacy in the Electronic
Society, ACM, Vienna, Austria, 2016) 13338.

%7 Stefano Traverso, Martino Trevisan, Leonardo Giannantoni,d/Mdedlia, Hassan Metwalley les8enchmark and
comparison of trackednlockers: Should you trust themfNetwork Traffic Measurement and Analysis Conference,
Dublin, Ireland,2017) 19.

Z8Martino Trevisan, Stefano Traverso, Eleonora Bassi and Marco M&lligears of EU Cookie Law: Results and
Lessons LearnedProceedings on Privacy Enhancing Technolgd&sie 2, 2019) 12645.

29 Rob Van Eijk, H. Asghari, Philipp Winter, Arvind Narayanafihe Impact of User Location on Cookie Notices
(Inside and Outsidef the European UnioriYWorkshop on Technology and Consumer Protection (Corn@) San
Francisco, CA, 2019).

260\lartin Degeling et al. (d.23.
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libraries, DV WKH ,$% (XURSHYfV 7UDQVSDUHQF\ DQG &RQVHQW
advertising partners a¥endors.

Sanchez Rola et #* performed a wide manual evaluation of tracking in 2,000 websites, inside and outside
of the EU. The aim was to measure heasy it is to opbut from tracking if the user desires to do so and
assessing whether it is possible at all. Their results show that tracking is prevalent, happens mostly without
user$ consent, and ojuiut is difficult. They note whether banneespect many requirements relevant to

our work: whether they offer a way to refuse tracking, whether consent is set automatically when visiting
the website, whether tracking happens despite a refusal of consent, and whether the cokiseist coo
deleted upn refusal.

Concerning tracking, Libert et &2 in a factsheet for the press, studied the impact of the GDPR on the
amount of thirdparty content and cookies on news websites. On about 180 European news sites, they
observe a 22% drop ité number of thi-party cookies before (April 2018) and after (July 2018) the
GDPR, but only 2% drop in thirdarty content.

Another prominent work related to ours is the research frometUt#d?%® The authors ran a number of
studies, gathering ~5,000 abakie noticesrom leading websites to compile a snapshot (derived from a
random suisample of 1,000) of the different cookie consent mechanisms. They also worked with a German
ecommerce website over a period of four months to study how more than 82,000 unique wigi®sste
interacted with various cookie consent designs. The authors reached the following findings significant to
our paper:

¥ Cookie consent notices do not offer a choice to the users; they are placed at the bottom of the
screen (58%); not blocking theteraction with the website (93%); and offering no options other
than a confirmation button that does not do anything (86%);

¥ The more choices offered in a cookie notice, the more likely visitors were to decline the use of
cookies;

T A majority also try to ndge users towards consenting (572o)such as by usingdark patterri
techniques like using a color to highlight thegre€ button (which if clicked accepts privacy
unfriendly defaults) vs displaying a much less visible linldtmre options so that preprivacy
choices are buried off screen;

Mentioning cookies in a consent notice decreases the chance that users allow cookie use.

Matte et af®*found several plausible violations of both the GDPR and the ePD in the implementations of

JUL

cookie baQQHUV E\ DFWRUV XVLQJ ,$% (XURSHYV 7UDQVSDUHQF\ DQG &

automatically and serautomatically detected four suspected GDPR and ePD violations on more than 1400
websites using this framework (found among 23k websites) to displd&yecbanners and found at least
one violation in more than half of them. Considered violatemgpositive consent registered before any

XVHU DFWLRQ QR RSWLRQ WR UHIXVH FRQVHQW UHJENMRAHUHG FRQVI

boxes. The work includes an analysis by a-aathor which is an expert in law as to why considered
violations can be considered legal violations.

Nouwens et 81 GHWHFWHG GDUN SDWWHUQV LQ DERXW ZHEVLWHY XVLQ

only 11.8% of baners meet minimal legal requiremenisiambiguougonsent, accepting being as easy as

rejecting consent, mee WLFNHG ER[HV 7KH\ DOVR PHDVXUH KRZ VRPH GHVLJQ F

decision on consent.

From a legal perspectivboth studiedy Kost&% and Leene®” on a regulatory approach towards cookies
were prominent to our analysid the legal and technical side of consent requirements for BFT.
particular relevance to our work is the study performed.égnes and Kosf&® in which the autbrs

#1]skander SancheRola, Matteo DelfAmico, Platon Kotzias, Davide Balzarotti, Leyla Bilge, PieArgoine Vervier,
and Igor SantosXan | Opt Out YetBGDPR and the Global lllusion of Cookie Contr¢hCM Asia Conference on
Computer and Communications Satu(AsiaCCS [19), Auckland, New Zealand, 2019).

%2 Timothy Libert, Lucas Graves and Rasmus Kleis Niels&hanges in thirgbarty content on European news
websites after GDPRReuters Institute for the Study of Journalism Reports: Factsheet, Reutitusel fisr the Study
of Journalism, 2018).

263 Cf ChristineUtz et al. (f223.

264 cf, Matte et al. ({1.52.

265¢cf, Nouwens et al(n191).

266 cf, Kosta(n[27).

267 cf. Leeneqn82).

268 Ronald Leenes, Eleni Kostdlaming the Cookie Monster with Dutch LavwhA Tale of Regulatory Failure(2015)
Computer Law & Security RevieWolume 31, Issue 3, 31335.
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examined manually the practices of 100 Dutch websites with regard to cookie consent mechanisms. They
found that most of these websites do not respect the ePD. Those researchers defirtedt alfmsification
of consent implementation from the aredy banners:

¥ explicit agreement to all cookies used on the site, without possibility to opt out;

¥ implicit agreement to all cookies used on the site, i.e. banners whose button's text is not a response
to a question regarding th¥é V Hcorfsdnt;

Tt coerced agreements to all cookies, ifeookiewalls, when users camot access the website
without acceptingracking cookies;

T detailed choice/consent of cookies, i.e. banners containfegtngs button.

Among the 100 sites studied, they found 25 banners of the 1st type, 54 of the 2nd one, none of the 3rd one
and 6 of the last one. 87% of visited websitestatled cookies®f various typ€ on first page load, i.e.
irrespective of the choice of the user.

Finally, Matte, Santos et &° analyzed the purposes of data prol VVLQJ GHILQHG LQ ,$%
Transparency and Consent Framework (TCF). They derive fr@in kegal analysis that most of the
purposes defined in this framework cannot be exempted of consent. Measuring purposes that advertisers
registered in the TCF declare to use, they observe that hundreds of advertisers rely on a legal basis that
could notbe considered compliant under the GDPR. While their paper focused on the legal requirements
for purposes, our work analyzes design requirement in banners.

10 Conclusion

In this paper, we have performed an interdisciplirarglysis ® how consent banners are supposed to be
implemented to be fully compliant with the European data protection rules on consent. As a result, we
defined 22 operational fine-grained requirement®r consent banners to levett current practices of
websites.For each requirement, wassessed verification bytechnicalmeans(with computer science

tools), manualmeans(by a human operatoQr based on user studies (with surveys and interviéws)
needed to assess compliance with valid consent (see Table 6idewtdied hurdles related tthe
assessment okquirementswith technical means, described advances made so far in the corresponding
technical areas, and identified the needstandardiationof consent interfaceand of consent storage and
sharing in web applications. Because of the absenstantiards for consent, many requirements can be
fully assessed manually by a human operator, which is¢oneuming and not scalable.

Additionally, our analysis of requirements applies only to cases when brbased tracking technology
(BTT) is used for the purposes that require conse. However, even if computer scientistm
detect the presence of a BTT on a given webisitgeneralit is not possible to identify what purpose BTT

is used foron a given websitésee the discussion qrrag. We therefore believe that legislators should
propose standardized and machieadible means to specify purposes for each BTT that can be further
analyzed automatically wittechnical tools at scale.

Notably, the number of website audits and sweeps, complaints andHfimessponse to alleged ePrivacy
and GDPR violations when using BBEhave increased over the last year. Very recent guidelines by the
EDPB and DPAs have beéssued to surpass rogue website practices while requesting and registering
consent, as reflected sectior]8]

However, we observed regulatory discrepancies regarding the guidelines for a valid consent. Some DPAs
move a step further in several issues compared to corresponding guidelines of other DPAs of other Member
States of the Eopean Union, thus signifying ancreasing trend towards stricter rules concerning online
trackers. Thus, thEBDP may be the most appropriate institution to assure cooperasibeamlined
guidance and consistency of DPA guidelines, leveraging from the collective knowledge obBther

More legal certainty can possibly be given by the upcoming ePrivacy Regulation. On the other hand, the
European Commission needs to map inconsistencies and gaps of national laws and work with Member
States to further harmonize the implementatiorhefGDPR.

Some lowlevel requirementsglescribed in this papésee a full list i were not yet discussed at
EDPB level (and only some DPAs propom their guidelines)while few of them have never been
considered and result from a cooperation of the authors of this #Wedal and computer science experts
We hopethatall the lowlevel requirements presented in this work raise discussion aridcéwded in

269 Matte C, Santos C, Bielova N. (2020), Measuring the usage of purposes and their legal basis by advertisers in the
IAB Europe$ Transparency and Consent Framework, Annual Privacy Forum (APF) (forthcoming).
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further updates of the ePrivacy Regulation, and if is not possible, then at least explicitly recommended by
the European Data Protection Board.
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