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Abstract. Social media platforms are an inexpensive communication
medium help to reach other users very quickly. The same benefit is
also utilized by some mischievous users to post objectionable images
and symbols to certain groups of people. This types of posts include
cyber-aggression, cyberbullying, offensive content, and hate speech. In
this work, we analyze images posted on online social media sites to hurt
online users. In this research, we designed a deep learning based sys-
tem to classify aggressive post from a non-aggressive post containing
symbolic images . To show the effectiveness of our model, we created a
dataset crawling images from Google search to query aggressive images.
The validation shows promising results.

Keywords: Cyber-aggression · Cyberbullying · Online Social Networks
· Convolutional Neural Network · Augmentation

1 Introduction

With the emergence of the web-based popular Online Social Networks (OSN)
such as Instagram3, Facebook4, Vine5, these are exponentially increasing the
user-generated content, that can reach billions of people in mere of a second.
These sites make a user find people with common interests, share enormous real-
time information, and eases business. In spite of these benefits, there are many
detrimental outcomes associated with OSN such as Internet harassment, Cyber-
aggression [4], Cyberstalking [12], Cyberbullying [23], and many more. Among
them, Cyber-aggression is a growing and serious problem for online users. Cyber-
aggression is defined as aggressive or hostile behavior that uses electronic media
to cause harm to other people [8,9,13,14]. Cyber-aggression could occur in various
form like, written/verbal aggression (e-mails, instant messaging, chats, verbal
post, etc.), visual-based aggression (posting, sending or sharing embarrassing
images or video).

3 www.instagram.com
4 www.facebook.com
5 https://vine.co/
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Cyber-aggression crosses all physical borderline. The Internet has abundantly
opened up the global platform to users who access it on a wide-range of devices.
Some users use free to post or send whatever they want on an online plat-
form without bearing in mind how that content can inflict pain and sometimes
cause severe psychological and emotional injuries. Online users can hide their
identities through the Internet too easily [7]. The social networking site such
as ask.fm6 allow the users to post with hiding their identity. As a result, the
experiences of a victim may be unnoticed, and the activities of a bully may re-
main uncontrolled. Even if bullies are recognized, many individuals are unaware
of responding properly to these instances. Cyber-aggression can be continual
phenomenon because of the easily available, and access of the Internet make
viral and exposing the victims to an entire virtual world. It makes them feel
sick and worthless. Although any age-group of social networking user could be
affected by Cyber-aggression, teenagers and youngsters are the most affected
people. Cyber-aggression on teenagers and youngsters have been shown to cause
both mental and psychological issues. Most of the time, kids and teenagers use
online social sites only with curiosity irrespective of knowing the potential risks
[22]. Recent studies have reported that teenagers make generous use of image
and video sharing online sites (e.g., Instagram, Vine) [18]. In particular, visual
(image and video) content now accounts for more than 70 % of all web contents7.
All together, there has been a substantial rise in using image and video content
for Cyber-aggression [25] and it has been declared that Cyber-aggression grows
bigger and meaner with photos and video [10]. The reality is that cyberbullying
is one such issue that only becomes more severe if it is ignored. Therefore, it must
be monitored at an earlier stage. The severity of the problem needs immediate
attention from a technical point of view because manual detection is not scalable
as well as time-consuming. Automated tools need to be developed, which can be
helpful in automated monitoring [30] that can minimize the mental and physical
health issues on users.

Therefore, this motivated us to develop an automated tool to detect the cases
of Cyber-aggression so that users can feel safe and secure and get unconditional
support. Identifying the Cyber-aggression on social media is a very challeng-
ing task due to several reasons, e.g., various form of post, multi-lingual text,
the non-standard writing style of online users, etc. Most of the existing works
[2,3,4,5,15,20,24,29] have solved Cyber-aggression issues based on text. Some re-
cent works [9,28] tried to solve Cyberbullying issues related to the image-based
post. Hosseinmardi et al. [9] built a model to predict Cyberbullying incidents on
the Instagram network based on initial user data such as the post of an image
with associated text caption, and the number of followers & followings. Singh
et al. [28] built a model to identify Cyberbullying incidents on the Instagram
network with visual and text features. To the best of our knowledge, no previous
work has been proposed to detect Cyber-aggression on the image-based post,

6 https://ask.fm/
7 https://www.recode.net/2015/12/7/11621218/streaming-video-now-accounts-for-
70-percent-of-broadband-usage
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especially on symbolic images. We analyze aggressive post of several social me-
dia such as Facebook, Twitter, and Instagram and found that some post only
the image part of the post are aggressive that contain direct aggression or indi-
rect aggression in the form of symbolic aggression where bullies target the user
to humiliate, insult, and to make fun of or mock them. We mainly considered
those type of image where the post is having both types of direct or indirect
aggression. The last decade has provided considerable research on the causes
and effects of text-based aggression on social media, but there is no research
has been done on a symbolic type of aggression related to the image-based post.
Due to a scarcity of aggressive image based post, we created a dataset crawling
images from Google search to query aggressive images.

The current approach focused on the image content of the detection of Cyber-
aggression on OSN. We target to detect Cyber-aggression because it may lead
to Cyberbullying events in the near future. Our method is tested on the dataset
of 3600 images. We propose a deep Convolutional Neural Network (CNN) for
identification of Cyber-aggression on social media. The fundamental idea of CNN
is to consider features extraction and classification task as collaboratively trained
task. The idea of using deep CNN (many layers of convolutions and pooling) to
extract a hierarchical representation of the input sequentially. For generalization
purpose, we augmented the image and used a dropout layer in between the two
convolutional layers. Our main contributions can be summarized as:

– Creation and labeling of Cyber-aggressive posts containing symbolic images
from Google search to query aggressive images.

– A deep Convolutional Neural Network based system to classify images con-
taining symbolic aggression and no-aggression.

The remainder of the paper is organized as follows: Section 2 presents re-
lated works in Cyber-aggression detection while Section 3 presents our proposed
framework for Cyber-aggression detection. The finding of the proposed system
is presented in section 4. Finally, we conclude the paper and discusses future
work directions in Section 5.

2 Related Works

Cyber-aggression is widely recognized as a social challenge from the last few
years, especially for teenagers and youngsters [26]. Recently, a number of re-
searches have been proposed to address Cyber-aggression over online platforms.
In this section, we briefly discuss some of the potential works proposed in this
domain.

A number of works [5,4,6] performed Cyber-aggression classification on En-
glish text whereas [2,3,15,20,24,29] performed Cyber-aggression classification on
multi-lingual text. The Cyber-aggression classification performed by [4] on twit-
ter. They found that when user and network-based features are combined with
text-based features gave better accuracy. They got overall precision and recall
of 0.72 and 0.73 respectively for four classes classification: Bully, Aggression,
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Spam, and Normal tweets. Chavan and Shylaja [5] detected Cyber-aggression
on unknown social media. They used the Term Frequency-Inverse Document
Frequency (TF-IDF), and n-gram features, Support Vector Machine (SVM) and
logistic regression as a classifier. They reported the best Area Under Curve
(AUC) score was 0.87. Chen et al. [6] detected aggressive tweets using Convo-
lutional Neural Network (CNN) based on a sentiment analysis method. They
found the accuracy of 0.92. Raiyani et al. [20] used dense system architecture on
the multi-lingual text. Their system was suffered from false positive cases, and
they removed the words that are not found in the vocabulary. Julian and Krestel
[21] used ensemble learning and data augmentation techniques. They augmented
training dataset using machine translation of three different languages. Their
system is not stable, especially for Hindi dataset for the same domain it was
performed well, but for other domain, it fails to classify the tweets with good
accuracy. Aroyehun and Gelbukh [2] used various deep learning models such as
Long Short Term Memory (LSTM), CNN, and FastText as word representation.
Their system was not clearly classified covertly aggressive comments from overtly
aggressive comments with significant accuracy. Modha and Majumder [15] used
various deep learning models such as LSTM, CNN, Bidirectional LSTM, and
FastText as word representation and machine learning classifiers. They used en-
semble learning based on majority voting scheme. Samghabadi et al. [24] used
ensemble learning based on various machine learning classifiers such as logistic re-
gression, SVM and word n-gram, character n-gram, word embedding, sentiment,
etc., as a feature set. Srivastava et al. [29] identified online social aggression on
Facebook comment and Wikipedia toxic comments using stacked various LSTM
units followed by Convolution layer and Fasttext as word representation. They
achieved 0.98 AUC for Wikipedia toxic comment classification. For code-mixed
English dataset, they achieved a weighted F1 score of 0.63 for the Facebook
domain and 0.59 for the Twitter domain.

Very few researchers [9,28] have begun using visual characteristics to iden-
tify Cyberbullying. Hosseinmardi et al. [9] anticipated the Cyberbullying event
taking into account visual characteristics and using original user data such as
picture, caption, number of followers and followings, but visual characteristics
do not help. By integrating textual and visual characteristics, Singh et al. [28]
identified Cyberbullying. Their sample of practice is very small and high ad-
verse words in the dataset predominated. Most of the work performed in the
Cyber-aggression domain is concentrated on the text in particular. Very few op-
erates with image-based post on the detection of Cyber-aggression. Best of our
knowledge, there is no work on symbolic aggression classification.

3 Methodology

To automatically detect Cyber-aggression in OSN, we propose a Convolutional
Neural Network (CNN) approach. In the following subsections, we describe the
details of the dataset in subsection 3.1. The deep CNN based model is described
next in subsection 3.2.
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3.1 Data Collection and Labelling

We analyze the aggressive post containing images used by Internet users of
multiple social media sites such as Facebook, Twitter, and Instagram, etc., and
discovered that users of these sites usually use aggressive symbolic images to
insult, harass, and humiliate other Internet users. We gathered some images
from these social media (Facebook, Twitter, and Instagram). Because of the
scarcity of marked information to make machine learning classifiers to identify
the post contains aggression, we use Google Search to query aggressive images;
specifically, we used some keywords such as aggressive images, Cyber-aggressive
images, bullying pictures, etc. These images are manually filtered based on the
clarity of decidable for a level of aggression, and then finally, we got a total
of 3600 images. Three graduate students volunteered to annotate the images.
They individually annotated the images into three classes of aggression: high
aggression, medium aggression, and no aggression. We considered only those
images on which at least two students agreed. The images which are having
physical threats are labelled as high aggressive images, images which are having
indirect aggression are labelled as medium aggressive images, and the images
which do not have any threat are labelled as not aggressive images. The details
of our dataset can be seen in Table 1.

Table 1. Desciption of Cyber-aggressive image dataset

Image class Number of Sample

no aggression 1566

midium aggression 1080

high aggression 954

total images 3600

3.2 Proposed Model

The Convolutional Neural Network (CNN) is a deep neural network architecture
that can take the image as an input and extract essential features in their hidden
layers to do the classification task. In the proposed model, we used six layers
of convolution, followed by three dense layers. We used max-pooling layer after
every two convolution layer. We also used dropout between each of the CNN
as well as dense layers. The overall architecture for the proposed CNN based
model can be seen from Figure 1. We first converted all the images into an equal
size, i.e., 224 x 224 x 3. For the normalization of pixel values, the pixel matrix
of the image is divided by the maximum pixel value, i.e., 255 and given to the
CNN layers. We used 32, 32, 64, 64, 128, and 128 filters each of size 3 x 3 in the
first, second, third, fourth, fifth, and sixth convolution layer respectively. After
applying all the convolution operation, we flatten the feature vector and then
passes it into the dense layers as can be seen in Figure 1.
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The detailed explanation of the CNN model can be seen in [11]. The normal-
ized matrix is then used by the proposed system to train and test the model.
In every cases, out of total data samples, 75% of them were used for training,
and the remaining 25% samples were used for testing the performance of the
models. In the hidden layers, ReLU activation function and softmax activation
function at the output layer used. The model performed best with categorical
cross-entropy as a loss function, the learning rate 0.001, batch size 10, and an
epoch of 100. Table 2 listed all the hyper-parameters used during our experi-
ments.

Table 2. Hyper-parameters setting for the proposed model

Description Values

Filter region size 3 x 3

Feature map 32, 32, 64, 64, 128, 128

Pooling size 2 x 2

Activation function ReLU, Softmax

Dropout rate 0.2

Learning rate 0.01

Batch size 10

Epoch 100

4 Results and Discussions

The findings of our current strategy to symbolic image-based Cyber-aggression
detection are described in this section. Precision, recall, and weighted F1-score
are the performance metrics used. The result of the proposed Convolutional
Neural Network on the dataset after image augmentation tabulated in Table 3.
The proposed model achieved a precision of 0.86, 0.91, and 0.93 for no-aggression,
medium-aggression, and high-aggression class, respectively. The corresponding
recall values are 0.95, 0.89, and 0.79. The weighted F1-score for no-aggression,
medium-aggression, and high-aggression class are 0.91, 0.90, & 0.86 respectively.
We also experimented with VGG-16 [27], which generally perform well for image
classification in several scenarios [16,19,17,1]. In VGG-16 experimentation, we
trained the last two layers of VGG-16, and all other layers marked as non-
trainable. The VGG-16 model achieved 0.70 weighted F1-score, whereas our
CNN based model, which is a lesser number of layers in compare to VGG-16,
got 0.89 weighted F1-score. As shown in Table 3, our model can currently identify
93 out of 100 cases of predicted high-aggression post.

One of our major contributions is the creation of labelled dataset for ag-
gressive symbolic images. There is no such labelled dataset exist which contains
symbolic images for Cyber-aggression detection task. Therefore, we collected
symbolic images from different online social sites and then labelled them into
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Table 3. Results of detection of Cyber-aggressive images

Approach Image class
Results

Precision Recall F1-score

VGG-16

no aggression 0.67 0.87 0.76
midium aggression 0.74 0.63 0.68
high aggression 0.76 0.52 0.62
weighted average 0.72 0.71 0.70

CNN

no aggression 0.86 0.95 0.91
midium aggression 0.91 0.89 0.90
high aggression 0.93 0.79 0.86
weighted average 0.90 0.89 0.89

three classes of aggression. Next contribution is the development of Convolu-
tional Neural Network based model, which is six layers of convolution and per-
formed well for image classification. Our model can able to classify the images
with good F1-score of around 90% whereas the VGG-16 model achieved F1-score
of 0.70.

5 Conclusion and Future Work

In this article, we presented a deep Convolutional Neural Network based ap-
proach to identify aggressive posts containing symbolic images. We used six
layers of convolution, followed by three dense layers and got weighted F1-score
of 89% for aggressive post-identification. We explored the existing models of
VGG-16 [27] to compare the performance of the pre-trained model for this task
and found that our CNN based model performed better than VGG-16 which has
more number of layers in compare to our model. One of the major limitations of
the current research is that it only considers the symbolic images ignoring any
textual contents associated with those images that may be more correct infor-
mative content for identifying the aggression on symbolic images. In the future,
the textual contents can be exploited along with the symbolic images to make
this system more robust and more accurate.
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