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Abstract. Identity is one of the basic building blocks of the Fourth Industrial
Revolution, and as the capability of digital technologies improves drastically in
the last decade, identity in digital form has become unavoidable. Identity enti-
tles an individual to various services like voting, education, employment, insur-
ance, healthcare etc. Yet there are around 1 billion people in the world at pre-
sent that do not possess any form of official identity. Lack of identity has a sig-
nificant impact on people living in rural areas, especially women, children, and
financially backward families. In recently released Sustainable Development
Goal-16 by the UN, it has been recommended that by 2030, every individual
should be given a legal identity. India’s digital identity program —Aadhaar is
one significant contribution in this direction considering its coverage. Rolling
out a national identity scheme needs a considerable budget, time and most im-
portantly, domain knowledge for smooth implementation. This paper attempts
to identify the overarching goals of Aadhaar. The study also ranks goals based
on their significance. The research uses focus group for data collection along
with secondary data. The research in total identified nine primary goals with
uniqueness, privacy and security as the high priority goals and scalability and
future-proofing of technology as low priority goals. Total Interpretive Structural
Modeling (TISM) has been used to identify the significance of each goal. This
study could be taken as a starting point by other nations that are desirous of
having a similar biometric identity program for its citizens.

Keywords: Aadhaar, Biometrics, CSF, Digital Identity, E-governance, MCDM,
TISM, India.

1 Introduction

Identity of a person or a group is the mixture of their characteristics, emotions, behav-
ior, beliefs and personality and in online space is called digital identity (DI). DI is an
old concept and existed since the early days of Internet. It is a multidimensional con-
cept and philosophically ‘identity’ explains ‘who am I?. It is formed of attributes that
make an individual unique and distinguishable from the rest of the population [1]. The
World Economic Forum (WEF) defines DI as “collection of individual attributes that
describe an entity and determine the transactions in which that entity can participate”
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In the past, researchers have explored use of information technology for effective
e-governance initiatives[3], governance of Internet of Things [4] and performance
assessment e-government projects [3], [5], [6]. Disruptive technologies have signifi-
cantly shifted transactions from offline to online mode giving rise to an era where
performing transactions anonymously has become almost impossible [7]. Performing
transactions over digital networks demands a secure and fool-proof mechanism for
creating, exchanging and storing identities of an entity online [7]. Traditional identity
documents are not compatible with today’s digital needs there is a need to have trust-
ed and secure digital identities that would facilitate faceless transaction online[8][9].
Digital identities can have positive socio-political and economic impact for a country
especially emerging ones if designed and implemented properly across different ap-
plication areas [10].

The continuous evolution of the digital economy worldwide mandates individuals
to be uniquely identifiable to be part of the growing digital economy. In this direction,
the United Nations set a target of providing “legal identity” to each by 2030 (SDG-
16). Perceiving the transformational capability of new age ID systems for the distribu-
tion of essential services to the people, World Bank launched ID4D project with the
aim of "providing an identity and delivering digital ID-enabled services to all."

Considering the fact that at present 24% of the developing countries do not possess
any kind of DI system and only 3% have a basic identity scheme which could be used
in both online and offline sphere, this study is need of the hour [11]. Countries that do
not have any national level identity program will need guidelines to follow such that,
“identity for all” objective is achieved. Aadhaar is the shining example to follow at
present for benchmarking the objectives of DI scheme. This study attempts to decode
success of Aadhaar system and tries to answer following research questions:

e What are the critical success factors (CSFs) of Aadhaar?

e How to prioritize CSFs of Aadhaar based on their significance?

This paper aims to identify CSFs of Aadhaar and rank each factor based on their
significance, TISM methodology has been adopted for evaluating expert’s opinions.

The subsequent sections of this paper are organized as follows: Section 2 high-
lights the need of digital identity systems and presents Aadhaar as a case study for this
research. Section 3 presents the theoretical aspects of this study. Section 4 focuses on
the research questions and gaps identified in the domain. Section 5 introduces focus
group members and TISM methodology for ranking CSFs identified in section 3.
Finally, implications of this research are discussed followed by the conclusion.

2 Literature Review

With population more than 1.3 billion, India is the second most populous country in
the world and it became the first country to roll out digital identity scheme on such a
large scale for its citizens [11]. DI and its management have been in focus among the
research community in recent past, most of the research on DI systems have focused
on the implication side of it [12]-[14].



Extensive literature in the form of reports and studies is available which highlights
that management of DI is still in its infancy stage, full potential of the digital econo-
my could be accomplished only after having a sophisticated system in place for the
issuance, storing and management of digital identities [15]. It’s because the online
communications possess a significant level of risk, and security measures to deal with
these risks in present DI management systems is not enough. This asymmetry results
in a lack of confidence in the digital transaction [16]. Many governments across the
world are taking initiatives to address this asymmetry and have initiated programs at
national level to provide digital identities to its citizens that are verifiable and secure
[17]. Examples of some of the countries that have a digital identity system in place
are Canada, UK, Sweden, Estonia, Nigeria, and Argentina.

Nations around the world want to develop a connected and interoperable global
digital economy with digital identities at the core [18]. Because of the high variance
among national DI systems in terms of their scope and functionality, developing an
effective and efficient DI system is subject to multiple risks in terms of time, budget,
adoption, implementation, security and utility [19] .

With the improvements in biometric precision, biometrics is becoming the vital
part of an identity systems, traits like retina, face, voice and iris could be used for
identification purpose [20]. Any trait could be used for identification purpose if it is
universal, unique, permanent, and recordable. Because of its unique features, it has
found application in various areas like security [21], healthcare and attendance [22] ,
surveillance [21] , and law [23].

2.1  Aadhaar -A case study from India

Aadhaar is an initiative by the Government of India that is meant to provide every
resident of India a unique identity number. It addresses ‘identity gap’ of India [24].
This unique identity number is tightly coupled with individual’s biometrics like their
photograph, fingerprint’s of both hands and iris scan [25]. This Aadhaar number is
used by both private and public sector platforms as proof of address where ever re-
quired. Supreme Court in 2013 ruled out that Aadhaar is not mandatory for enrolling
in any government programs. However, Aadhaar Bill was passed by the Lok Sabha in
2016 which allows use of Aadhaar for delivery of various subsidies through Direct
Benefit Transfer (DBT), and other benefits and services [26]. Aadhaar has made the
existing welfare schemes more effective and efficient by targeting beneficiaries di-
rectly. The Aadhaar platform is indicative of the changing forms of a state and citizen
relation in which the citizens are regularly redefined as customers of government for
services [27]. Main purpose of Aadhaar is to provide unique identification and au-
thentication service and is achieved with the help of biometrics [24]. Aadhaar is a
twelve digit random number linked with the biometrics of a resident e.g. photo, fin-
gerprints of hands, iris scan and demographic details e.g. date of birth, gender etc.
[32]. India has issued Aadhaar cards to more than 1 billion residents [14].

Inclusion of biometrics in Aadhaar has helped to deal with the gaps in the existing
systems —to ensure legal identity and to extend social protection schemes. Aadhaar is
aligned with the main elements of SDGs-16 [17] i.e. right to identity and development
of a sound system to guarantee social protection by preventing leakages and misman-



agement in various welfare schemes, absence of identification documents, scalability,
lack of trusted platform for financial transactions and the presence of large number of
fake beneficiaries [30].

3 Theoretical Lens

This study attempts to identify the overarching latent goals of India’s digital identity
system —Aadhaar, under the backdrop of extensively used theory called Critical Suc-
cess Factors Theory.

3.1  Critical success factors theory

The concept of "Critical Success Factors" was first introduced by Rockart in 1979
[31]. Initially used mostly in the context of project management and gradually it has
found its application in other different domains like smart cities [32], supply chain
[33], business intelligence [34]. CSFs define fundamental zones of action in which
positive outcomes are essential for a specific organization to achieve its primary goal,
these are the conditions, qualities or factors that must go right for the success of an
organization.

We did comprehensive literature review of various secondary data; research papers
related to digital identity, Aadhaar, Estonia digital identity, e-governance, and SSN
from Scopus database were taken into consideration for this study. Apart from re-
search articles, we also considered official reports from government especially UIDAI
and news articles published by some of the leading online news portals. A total of
forty key factors were identified that are refined regrouped and classified into fifteen
generic themes out of which nine were selected as CSFs (also known as overarching
goals) by experts. This addresses our first research question, to identify CSFs of
Aadhaar. These nine CSFs are shown in Table 1 and are used for further analysis.

Table 1: CSFs of Aadhaar
Sl. No. | Factors
Building it as a Platform
Future-proofing of Technology
Data Security & Privacy
Scalability
Inclusion
Uniqueness of IDS
Cost Optimization
Speed
Resident Convenience
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4 Research Questions

To the best of our knowledge, there is no such study found in the existing research
which has attempted to identify and rank the CSFs of any digital identity system like



Aadhaar. Majority of the research on biometric identities explores its utilitarian as-
pects and privacy and security concerns [38]. Hence, the motivation for this research
is to analyze India’s digital identity program —Aadhaar. The flow of this research is
shown in the fig 1.

Ranking of CSFs

Identify . .

ex:; 5“ e fist of Classification of Assignment of Total Inferpretive Results and
5 goals labels to goals Structural Modelling Discussion

goals in Aadhaar =

Redundant goals

\ RemoveMerge

-=<.

CSF Identification

Fig 1: Research flow diagram

5 Research Methodology

This study used focus group methodology to identify the significance level of each
goal, it is a well-established systematic technique for synthesizing the opinions of
domain specific experts on specific issues. This method is extremely useful in investi-
gating different beliefs and thoughts on a particular issue in detail in presence of a
moderator who oversees and records the deliberations. [36].

In this study, focus group of eight-members was formed. Each member had direct
association with Aadhaar and had experience of more than fifteen years; they were
selected and approached using personal connections. Details of the focus group par-
ticipants are shown in Table 2:

Table 2: Focus groups details

No. of participants

Duration of interview (minutes)

Male: Female

Indian Administrative Service Officer (IAS)
Management Professional

Dy. Director General (DDG)

Secretary

Senior Govt. Official

Minimum experience (years)

5 (approx.)
2
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5.1  Focus group protocol

Focus group discussion started with a short welcome note, and all members were
appreciated for their participation in the discussion. One of the authors moderated the
session and was accompanied by an assistant responsible for taking notes, and before
the discussion was started, every member of the group was requested to submit a con-



sent form. The consent form had details like discussion being recorded in writing
(taking notes) and digitally (audio), and all transcripts to be kept anonymous. For the
sake of confidentially, each participant had a nameplate in front of them showing their
first name only. Lastly, the moderator emphasized the objective of the focus group,
which was to identify the overarching goals (CSFs) of Aadhaar and then determining
the relative significance of each goal corresponding to other goals.

5.2  ldentification of overarching goals of Aadhaar

Identification of relevant constructs empowers the decision makers to visualize the
impact of actions [37]. Goals identified from the secondary data sources were evalu-
ated by focus group participant; based on the consensus of the participants, some
identified goals were clubbed, dropped, renamed, and some new were added. This
method has subdued the duplicity in goals and has improved overall knowledge of the
study. The final list of overarching goals is mentioned in table 3.

5.3  Total Interpretive Structural Modeling — TISM

TISM, which is the modified version of ISM — method that is used to convert unclear
and ambiguous mental representations into clear visible models [38]. Both TISM and
ISM has been used extensively in the literature, [39] [40] and in this study it is used to
rank overarching goals of Aadhaar system.

Table 3: Coding and Labeling Scheme of Identified Goals

SI.No Goal Label Code
1.| Building it as a platform Platform F1
2.| Future-proofing of | Future-proofing F2

technology
3.| Data Security and privacy Security and F3
Privacy
4.| Scalability Scalability F4
5.| Inclusion Inclusion F5
6.] Uniqueness of IDS Uniqueness F6
7. Cost Optimisation Cost F7
8.| Speed Speed F8
9.| Resident Convenience Convenience F9

TISM generates a hierarchical model by

multiple pairwise comparisons using ISM
methodology introduced by Warfield in 1974 [38]. In this study, a six steps TISM

method is followed and is described as follows:
1. Identification of overarching goals of Aadhaar.

2. Based on expert’s inputs, determine contextual relationships among factors
identified in step 1 and develop Structural Self-Interaction Matrix (SSIM).

3. Develop Reachability Matrix (RM) from SSIM and check for transitive rela-
tions.

4. Do level partitioning on RM

5. Develop canonical matrix based on the final stage of partitioning matrix.



6. Finally, convert canonical matrix into hierarchical diagraph in which factors
(i.e. Goals) are represented by nodes and edges represent relationship (i.e.
significance of goals) among nodes.

To determine contextual relation between factors, the following four symbols are
used and have following interpretation: V: if i helps in j and j does not help in i; A: if i
does not help in j but j helps in i; X: if both i and j help each other and O: if i and j do
not help each other.

Table 4: Structured Self-interaction Matrix

F9 F8 F7 F6 F5 F4 F3 F2
F1 A A A A A \Y A \Y
F2 A A A A A X A
F3 V \Y \Y A \Y \Y
F4 A A A A A
F5 A A A A
F6 V V V
F7 X X
F8 X
Step by step implementation of TISM methodology adopted for prioritization is ex-

plained below:

Step 1: A total of forty key factors were identified that are refined regrouped and

classified into fifteen generic themes out of which nine were selected for this study

(see Table 3).

Step 2: A focus group of eight members were employed to analyses the significance

of nine CSFs and their relationships with each other. The association between factors

is evaluated using “yes” or “no” queries. The final Self-interaction matrix is shown in

see Table 4.

Step 3: All the identified relations are represented in the binary matrix called reacha-

bility matrix (see Table 5). Each entry in the matrix represents a relationship between

two goals.

Step 4: All entries in the RM are checked for additional transitive relations that are

not covered already. In our case, no additional transitive relations were discovered.

Table 5: Reachability Matrix (binary)
F2 F3 F4 F5 F6 F7

0

Tn
[y
Tn
0]
n
©

F1
F2
F3
F4
F5
F6
F7
F8
F9 1 1 1 0 1

Step 5: For each goal from the reachability matrix, three sets are obtained, i.e.
reachability set, antecedent set, and intersection set of reachability and antecedent set
that form partitioning matrix (see Table 6). A particular goal is assigned a level if the
intersection set is same as the reachability set for that particular goal. Once a goal is
assigned a level, it is removed from the subsequent iterations. This process is repeated
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until each goal is assigned a level. In this study, a total of six iterations were per-
formed.

Step 6: Finally, the partitioning matrix is converted into TISM hierarchy model as
shown in fig 2. This model is drawn from bottom to top where bottom level goals are
most significant and top level goals are less significant. Uniqueness (level 6) is at the
bottom of TISM hierarchical model which signifies it is the most significant goal
whereas future-proofing and scalability (level 1) are at the top level and are consid-
ered as less significant.

Partitioning is applied multiple times till level of each factor is identified; it took
six iterations to identify level of each factor in Table 6.

Table 6: Final Partitioning Matrix

Element  Reachability Antecedents Intersection Levels
F1 {F1,F2,F4} {F1,F3F5F6,F7F8F9} {F1} Il
F2 {F2,Fa} {F1,F2,F3,F4F5F6,F7F {F2F4} [
8,F9}
F3 {F1,F2,F3,F4,F5F7, {F3,F6} {F3} V
F8,F9}
F4 {F2,F4} {F1,F2,F3,F4F5F6,F7F {F2,F4} |
8,F9}
F5 {F1,F2,F4F5} {F3,F5,F6,F7,F8,F9} {F5} I
F6 {F1,F2,F3,F4,F5F6, {F6} {F6} Wi
F7,F8,F9}
F7 {F1F2F4F5F7F8, {F3F6F7,F8F9} {F7F8F9} IV
F9}
F8 {F1,F2,F4,F5F7,F8, {F3,F6,F7,F8F9} {F7,F8,F9} IV
Fo}
F9 {F1,F2,F4,F5F7,F8, {F3,F6,F7F8F9} {F7,F8,F9} IV
F9}

In the final step, partitioning matrix is transformed into TISM hierarchical model
(see fig 2). The result of this TISM model will enable concerned authorities to focus
on the most important elements first while developing a digital identity solution.

Level 1 Rank 6

{ Future-proofing } [ Scalability J

Platform

Inchision

{ Speed ] { Cost ] [ Convenience }

Secwrity &
Privacy

Uniqueness

Fig 2: Prioritization of CSFs of Aadhaar

Level 6 Rank 1



6 Discussion

This section highlights the insights derived from this research. It can be observed that
developing a biometric enabled digital identity system is a complex task and we need
to take all stakeholders into consideration for successful development and implemen-
tation of the project. Most existing identity systems in place are functional identity
systems —primarily developed for a particular use case like voter ID. Some of the high
risks associated in developing a country level digital identity system are accurate
budget calculation, securing assets, manpower with desirable skills, and availability of
required technology, policy documentation, and maintenance of the overall system.
To avoid risks which could cause project failure an extensive action plan is must to
have. To the best of our knowledge, we have not found any research in existing aca-
demic research literature related to the ranking and identifying significance of goals
of Aadhaar.

The findings depict that uniqueness with level six is the most significant goal fol-
lowed by security and privacy that is at level five. This could easily be explained as
these three are the fundamentals of any identity system and the same was reciprocated
by the experts. Any identity system would lose its utility and robustness if any of
these are compromised. Speed, cost and convenience share level four and equal sig-
nificance; these are factors which would define the efficiency aspect of the Identity
system and the performance of the system would be measured in their terms. Inclu-
sion at level three is followed by platform that is at level two which signifies inclusion
is slightly more significant as compared to platform, scalability and future-proofing of
technology; this is because of the fact that India is a country of diversities and exclu-
sion has been a long-standing foe for Government plans focusing on growth. So, in-
clusion received a special focus and was closely associated with the performance
based factors that featured on the previous level; it plays a critical role of making
Aadhaar into a successful platform which is on the next level and encompasses factors
like infrastructural requirements and service delivery supply-chain. Scalability and
future-proofing of the technology are both at level one and they focus on the future of
this platform keeping in view the rapid growth of population and the changing nature
of utilities or services expected out of the platform.

6.1  Implications of the study

It is always a good practice to take successful system as a reference when developing
similar one for different audience. It has been estimated that the total cost of a typical
digital identity system is in-between £100-250 million [41]. Hence, it is important to
analyze each risk beforehand and have measures to avoid or mitigate these types of
risks. Further, digital identity could save £5-10 billion by avoiding identity related
frauds [41].

The results of this study support the concept of stakeholder engagement in public
schemes and for focusing at the CSFs analyzed during the overall development pro-
cess. They are also consistent with the previous research that highlighted that confi-
dentiality must be enforced over enrolment [42], [43]; also security and privacy are
the second most important goal in the hierarchy.
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Regarding the methodological contribution, this study is the first of its kind to em-
ployee TISM for ranking a gigantic project in Indian context —Aadhaar and the expe-
rience gained through the methods and techniques implemented may be helpful in
other studies on analyzing large scale government initiatives.

The practical implications of this study relate to the concept of using hierarchical
ranking model in devising a real life digital identity project. The listed CSFs (see table
1) can help concerned authorities like governments to make policies which have the
possibility of creating significant impact on the target. It shows the significance of
each CSFs which will be valuable information while making feasibility analysis in
terms of time required to develop an identity system, budget required, technological
requirements, skill set of manpower, longevity of project, robustness of identity sys-
tem and overall management of the project.

7 Conclusion

In this research, we identified the factors that are critical for a digital identification
system. India’s digital identity program —Aadhaar has been studied as a case study in
this paper using CSFs theory as baseline. A total of nine CSFs are identified with the
help of expert’s opinion and ranked using TISM methodology which resulted in the
hierarchical model as shown in Fig 2.

The findings depict that uniqueness with level six is the most significant goal fol-
lowed by security and privacy that is at level five. Scalability and future-proofing of
the technology are the least significant goals both at level one. Speed, cost and con-
venience share level four and equal significance. Inclusion at level three is followed
by platform that is at level two which signifies inclusion is slightly more significant as
compared to platform, scalability and future-proofing of technology.

The results of this study will act as a reference for the countries that are yet to de-
velop a digital identity program for its inhabitants. We hope this research will moti-
vate researchers across the globe to conduct similar research on other digital identity
program and develop a ranking hierarchy which is valid universally. Directions for
future research are to validate the results of this study on some more identification
programs and use the ranking model in designing practical digital identity systems.
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