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Abstract

Consider a setting where Willie generates a Poisson stream of jobs and routes them to a single server that
follows the first-in first-out discipline. Suppose there is an adversary Alice, who desires to receive service
without being detected. We ask the question: what is the amount of service that she can receive covertly,
i.e. without being detected by Willie? In the case where both Willie and Alice jobs have exponential
service times with respective rates u; and uo, we demonstrate a phase-transition when Alice adopts the
strategy of inserting a single job probabilistically when the server idles : over m busy periods, she can
achieve a covert throughput of O(y/n) when p; < 2ua, O(y/n/logn) when p = 2p2, and O(n#2/#1) when
u1 > 2us. When both Willie and Alice jobs have general service times we establish an upper bound for
the amount of service Alice can get covertly. This bound is related to the Fisher information. Additional
upper bounds are obtained for more general insertion policies.

keywords: Cycle stealing; Covert communication; Queue.

1 Introduction

This paper considers the following problem. Willie has a sequence of jobs that arrive to a first-in first-out
(FIFO) queue with a single server whose processing rate is known to Willie. There exists another actor,
Alice, who may want to sneak jobs into the queue for the purpose of stealing processing cycles from Willie.
This paper asks the following question: can Alice process her jobs without Willie being able to determine
this occurrence beyond making a random guess and, if she can, what is her achievable job processing rate?
Answer to this question may apply to several scenarios. Alice could administer a data center, contract to
provide Willie with a server with a guaranteed performance, and then resell some of the processing cycles
[8]. Similar considerations apply to network contracts. Willie could own a home computer and Alice could
install malware for the purpose of stealing computational resources.
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In order to address this question of covert cycle stealing, we adopt the following model. Willie’s jobs arrive
according to a Poisson process to a FIFO queue served by a single server with a specified processing rate.
Service times of Willie’s jobs are assumed to be identically and independently distributed (iid) according
to a general distribution. Alice can insert jobs as she wishes. Her service times are also iid coming from a
general distribution that may differ from that of Willie. Once an Alice job starts service, it must remain in
service until completion; this can interfere with the processing of Willie’s jobs. Last, both Willie and Alice
know their own and the other party’s service time distributions and can observe the arrival and departure
times of Willie’s jobs.

We formulate the problem as a statistical hypothesis testing problem where Willie’s task is to determine
whether or not Alice is stealing cycles, based on observed arrivals and departures. We study two classes of
policies that Alice can use for inserting her jobs into the queue. The first one, Insert-at- End-of- Busy-Period
(IEBP) allows Alice to probabilistically insert a single job each time a Willie busy period (to be defined)
ends. A variant of it, Insert-at-Idle (II) allows Alice to insert a job each time the server idles. The second
one, Insert-at-Idle-and-at-Arrival (II-A) allows Alice to probabilistically insert both when the server idles
and when a Willie job arrives. We obtain several results, of which the most interesting is for the IEBP
and II policies when service times are exponentially distributed with rates p; for Willie and ps for Alice.
In this case, we establish that, over n busy periods, Alice can achieve a covert throughput of O(y/n) when
p1 < 2p, O(y/n/logn) when puy = 2u9, and O(n#1/#2) when iy > 2po. This is interesting because of the
phase transition at p; = 2us; earlier studies of covert communications and in steganography have never
encountered such behavior. For example, [3] established the covert capacity of a Gaussian channel to be
O(y/n) independent of channel parameters.

In addition to the above results for the IEBP policy when service times are exponentially distributed, we
show that IEBP can also achieve a capacity of O(y/n) when Willie jobs have general service times and Alice
jobs have (hyper-)exponential service times, under some constraints on the service rates. We also study
the II-A policy and establish an upper bound on the number of jobs Alice can covertly introduce, namely
that she cannot introduce w(y/n) jobs without being detected. We also examine the effect of allowing Alice
to insert batches of jobs and determine in some cases that this can seriously reduce her covert capacity.

The rest of the paper is organized as follows. Section 2 discusses related work. Section 3 introduces the
model and needed background on hypothesis testing. This is followed by Section 4 where the IEBP policy
is introduced and analyzed. Section 5 focuses on the II policy, a variant of the IEBP policy. Section 6
introduces the II-A policy and derives an asymptotic upper bound on Alice’s capacity. The section also
derives tighter asymptotic upper bounds for the II-A policy when Alice introduces batches whose sizes are
geometrically distributed. The paper concludes with Section 7.

2 Related work

Cycle stealing has been analyzed in the queueing literature in the context of task assignment in multi-server
systems. The goal is to allow servers to borrow cycles from other servers while they are idle so as to reduce
backlogs and latencies and prevent servers from being under-utilized [10, 14, 15]. These papers focus on
the performance analysis of such systems, in particular, mean response times with or without the presence
of switching costs. There is no attempt to hide or cover up the theft of cycles.

This paper focuses on the ability of an unknown user to steal cycles without the owner of the server
detecting this. Thus it is an instance of a much broader set of techniques used in digital steganography and
covert communications. Steganography is the discipline of hiding data in objects such as digital images. A
steganographic system modifies fixed-size finite-alphabet covertext objects into stegotext containing hidden
information. A fundamental result of steganography is the square root law (SRL), O(y/n) symbols of an n
symbol covertext may safely be altered to hide an O(y/nlogn)-bit message [9]. Covert communications is



concerned with the transfer of information in a way that cannot be detected, even by an optimal detector.
Here, there exists a similar SRL: suppose Alice may want to communicate to Bob in the face of a third party,
Willie, but without being detected by Willie. When communication takes place over an additive white
Gausian noise (AWGN) channel, it has been established that Alice can transmit O(y/n) bits of information
in n channel uses [3]. This result has been extended to optical (Poisson) channels [2], binary channels [6],
and many others [5, 18]. It has also been extended to include the presence of jammers [17], and to network
settings [16]. Like our work, both steganography and covert communications rely on the use of statistical
hypothesis testing. One difference from covert communications is that our underlying channel model is
an exponential channel while it is an AWGN channel in the communications context. In addition, in the
communications context, Alice has control over the power that she transmits at whereas in our context,
Alice does not control the size of her jobs, only the rate at which they are introduced. This latter difference
results in our inability to use arguments standard KL divergence arguments for establishing achievability
as in [3].

This work also has ties to the detection of service level agreement (SLA) violation problem. Detecting SLA
violation in today’s complex computing infrastructures, such as clouds infrastructures, presents challenging
research issues [8]. However no careful analysis of this problem has been conducted. Our work may provide
an avenue to doing such.

3 Model and Background

This section gives details about the model we use in the present work and the needed background on
hypothesis testing. As mentioned in the introduction, there is a legitimate user, Willie, who sends a
sequence of jobs to a single server with known service rate. There is also an illegitimate user, Alice, who
wants to introduce a sequence of jobs to be serviced. The questions that we address are the following: can
Alice introduce her stream of jobs covertly, i.e. without Willie being able to tell with confidence whether
she has introduced the stream or not, and if so, at what rate can she introduce her jobs? We answer these
questions under the following assumptions:

1. Willie jobs arrive at the server according to a Poisson process with rate A € (0, c0);
2. the service times of all jobs are independent;

3. the service time distributions are known to both parties;

4. the server serves all jobs in a FIFO manner;

5. once in service, Alice jobs cannot be preempted;

6. Willie observes only his arrivals and departures;

7. Alice observes Willie’s and her own arrivals and departures.

The first four assumptions are made mainly for tractability. When the fifth assumption is violated, Alice
can hide her jobs during Willie idle periods and never affect his jobs. Note that allowing Alice to observe
also Willie arrivals and departures gives her more power.

Assume that the system is empty at time 0. Denote by A; and D; the arrival and departure times of
Willie’s i-th job, respectively. Note that 0 < A; < A;41 and 0 < D; < Dj4q. Let Ay = {A1,..., A},
Dy ={D1,...,Dp}. Let S1n = (S1,-..,Sm) denote the reconstructed service times of the first m jobs,



which satisfy the following recurrence relation,

D, - A =1
SZ' _ 1 1, Z ) (1)
Di - max{Ai, Di—l}y 7 Z 2.

Note that these are the service times perceived by Willie. Note that (Aj.,, S1.m) and (A1, D1.y) contain
the same information, as they uniquely determine each other. It is also all the information available to
Willie in our model.

Willie tries to detect whether Alice has inserted jobs based on his observations of (A1, S1.). The null
hypothesis Hy is that Alice does not insert jobs and the alternative hypothesis Hiis that Alice inserts jobs.
Willie’s test may incorrectly accuse Alice when she does not insert jobs, i.e. he rejects Hy when it is true.
This is known as type I error or false alarm, and, its probability is denoted by Pr4 [13]. On the other hand,
Willie’s test may fail to detect insertions of Alice’s jobs, i.e. he accepts Hy when it is false. This is known
as type II error or missed detection, and its probability is denoted by Py;p. We assume that Willie uses
classical hypothesis testing with equal prior probabilities of each hypothesis being true. Non equal priors
are straightforward to handle; see [3, Sec. V.B] for an example in the context of covert communications.
Then, the lower bound on the sum Pr = Pra + Py/p characterizes the necessary trade-off between false

alarms and missed detections in the design of a hypothesis test.

We assume all service time distributions have densities throughout this paper. Denote by pgm) the prob-
ability density function (pdf) of (Ai.n,S1.m) under hypothesis H; for i = 0,1. The optimal test using
(A1.m, S1:m) that minimizes Pp = Pra + Ppyp is given by the following,

Theorem 3.1. (Neyman-Pearson Lemma [13, Theorem 13.1.1]).

Any test that accepts Hy if pém)(Alzm,Slzm) > pgm)(Alzm,Slzm) and rejects Hy if pgm)(Alzm,Slzm) <
(m)

i (Aim, S1:m) minimizes Pg. Furthermore, the minimum Pg is given by

Py =11y (. p{").

where

Ty (o) =5 [ 1ofe) = fila)do @)

1s the total variation distance between two distributions with densities ug and uy, respectively.

Given that Willie uses this optimal detector, Alice’s insertions are covert provided that, for any € > 0,

liminf P > 1 —¢, (3)

m—0o0

or equivalently from Theorem 3.1, if for any € > 0,

lim sup Ty <p(()m),p§m)) <e. (4)
m—r0o0

Here the limit is taken over the number of observations Willie makes. This covertness criterion was proposed

in the context of low probability of detection (LPD) communications in [3].

Theorem 3.1 suggests using the total variation distance to analyze Willie’s detectors. However, the total
variation distance is often unwieldy even if p(()m) and pgm) are products of pdfs. To overcome this drawback,

it is common (e.g. see [3]) to use the following Pinsker’s inequality (Lemma 11.6.1 in [7]):

Tv(’u,o,’u,l) S KL(ZL()H’U,l), (5)



where K L(uo||f1) :== [gauo(z)In (@) 7y is the Kullback-Leibler (KL) divergence between the probability

uy (x)
distributions with pdf fo and f;, respectively.
However, we will work with the Hellinger distance, which has the advantage of offering both lower and
upper bounds on the total variation distance. The Hellinger distance between two probability distributions
with pdf ug and u; respectively, denoted H(fo, f1), is defined by

1 2
Huo,m) = 5 / (Vi@ ~ V@)’ de. (6)
Ra
Note that H(uo, f1) =1 — [ga v/uo(x)ui(x)dz and 0 < H(ug,u1) < 1. It is known [11, Lemma 4.1] that

H(uo,ul) S Tv(uO, ul) S 2H(u0,u1). (7)

The upper bound (resp, lower bound) in (7) will be used to establish covert (resp. non-covert) results.

The following property of the Hellinger distance will also be used. Given an iid sequence of rvs with
common pdf f, denote by f®" their joint pdf given by the n-fold tensor product of f. For every n > 1

H (ug",uf") = 1- /Rd 1T uotayuntas) I o
i=1 7=t

_ 1_</Rd,\/mdx>”. (8)

For any a € [0,1], let @ := 1 — a. The convolution of f and g is denoted by f % g. We use the shorthand
notation t;.; for t;,...,¢;.

4 Insert-at-End-of-Busy-Period Policy

In this section, we consider the strategy that Alice inserts a job probabilistically at the end of each Willie
Busy Period (W-BP), which we call the Insert-at-End-of- Busy-Period (IEBP) Policy. By a W-BP we mean
the time interval between the arrival of a Willie job that finds no other Willie jobs in the system and the
first subsequent departure of a Willie job that leaves no other Willie jobs in the system. Note that there
may be Alice jobs in the system at the start and the end of a W-BP. We call a Willie Idle Period (W-IP)
the time interval between two successive W-BPs.

Throughout the section, we assume that Willie jobs have service time distribution G; with continuous pdf
g1 and finite mean 1/p7 > 0, and that Alice jobs have service time distribution G with continuous pdf gs
and finite mean 1/pp > 0. Denote by G5(s) = [;* e 5*ga(2)da the Laplace transform (LT) of ga. Define

pi = M pi, i =1,2. We also assume p; < 1 so that the system is stable under H.

4.1 Introducing the IEBP Policy

To motivate the IEBP policy, we first find the minimum probability that an Alice job interferes with
Willie’s jobs. Suppose an Alice job is inserted at time ¢, with service time o9 ~ Go. Let U; > 0 be the
unfinished work (of both Alice and Willie jobs) in the system just before time t. The newly inserted Alice
job will affect Willie if he sends a job in the interval (¢,t + U; + 02), the probability of which is

P(at least one Willie job arrives in (¢,t + Uz + 02))
> IP(at least one Willie job arrives in (¢,t + 02))



General

A arrival rate Willie jobs
G1i, i cdf, pdf Willie job service time
Ga, g2 cdf, pdf Alice job service time
1/m Willie job expected service time
1/ po Alice job expected service time
Pk Mg, k=1,2
Hy null hypothesis (Alice does not insert jobs)
H,y alternate hypothesis (Alice inserts jobs)
Ty (ug,u1) | variation distance between pdfs ug and u
H(ug,uy) | Hellinger distance between pdfs ug and u;
X random variable (rv) with pdf ¢
TEBP policy
W-BP Willie Busy Period
Y Willie first job reconstructed service time
v Willie idle period duration (exp. rate \)
fi pdf of (Y, V) under H;, i = 0,1
(fol(z,v) = gr(z)re )
q probability Alice inserts a job (§ =1 — q);
depends on n, the number of W-BPs
Z(q,x,v) fl(:(},’l))/fg(.%',v)
Co Fisher information at origin
(=E[p(X,V)?], with p(z,v) defined in (11))
fi pdf of Y under H;, i = 0,1 (fo(z) = g1(z))
Zan) | @)/ o)
pr H1
1 142
X, exponential rv, rate ur
T(n) expected nb. Alice jobs inserted in n W-BPs
(T'(n) = nq)
Tw(n) expected nb. of Willie jobs served in n W-BPs

Figure 1: Glossary of main notation




oo
= / P(at least one Willie job arrives in (t,t + z))ga(z)dz
0

= /000(1 — e MY go(x)dr =1 — G5(N) = p. (9)

Thus if Alice is to insert a single job then she should insert it when the system is idle so that the probability
of being detected by Willie is minimized. Motivated by this observation, we introduce the IEBP policy
below.

Alice’s strategy. Alice inserts a job with probability ¢ at the end of each W-BP. We refer to this as the
Insert-at-End-of-Busy-Period (IEBP) policy. Given that Alice does insert a job, the probability that it
interferes with a Willie job is given by p in (9). Thus pq is the probability that an interference occurs in a
given W-BP.

4.2 Willie’s Detector

We assume that Willie knows Alice’s strategy and monitors the service times of all of his jobs. His detector
uses the optimal test in Theorem 3.1 for the statistics (Ai.m, S1:m). Let Y; be the reconstructed service
time of the first Willie job in the jth W-BP and Vj is the length of the jth W-IP, which precedes the j-th
W-BP. Note (Y}, V) are iid for different j. Let (Y,V) denote a generic (Y}, V;). Denote by f;(x,v) the
joint pdf of (Y, V) at (Y =2,V =v) under H; for i =0, 1.

The following lemma shows the form of the likelihood ratio.

Lemma 4.1. Suppose the observed values of Ai.m,St:m are ai:m, St:m, and those of (Y;,V;) are (y;,v;).
Let p; be the likelihood under H;. The likelihood ratio for the observation is

p1(01:m731m H fl yjav]
pO(CLl:Tmslm fO y]avj

where Ny, is the number W-BP for the first m Willie jobs, which is a function of (a1.m, S1:m)-

Proof. With a slight abuse of notation, we use p;(v) to denote the pdf of a rv V at v under H;. For
notational simplicity, we do not explicitly indicate the dependency on V as V changes. For instance,
pi(a1j, s1.1) denotes the pdf of A;.5, 51, at ay.5, 514 under H;, i =0, 1. Note that
pi(sj | a1, s1.5-1)) = pa(sj | dj-1, a5)
_Jpisilag—dj), ifay > djg;
g1(s5), if aj <dj_q.
Thus
pr(aj,s5 | aronys1-n) = Ae NGV gy (s)] T pi (s | a5 — 1)),
where I; = 1{a; > dj_1} is the indicator of whether the j-th Willie job initiates a W-BP. On the other
hand,
po(ay, sj | argj1y, s1.-1)) = e MU %-g (s;).

Using

m
Pi(atm, S1:m) = sz‘(aj, S5 | A1:(j-1)» Slz(jfl))’
j=1



we obtain
m

pl(alzmaslzm H [Pl 5j | a; — djl)rj
pO(alzmaslzm g1 Sj)

By the definition of Y and V', the above becomes

pl(alzmasllm T D1 y] ’U_] H fl y]avj
po(arm, s1m) 15 61(y5) - fo(y,v5)

where the last equality follows from the fact Y; and V; are mdependent under Hyp, and V; is exponential
with rate A under both Hy and Hj. [ |

This lemma motivates us to use the test statistics (Y1.,, Vi.n) for n W-BP instead of (Aj.mn, S1.m) for m
Willie jobs. For the non-covert results we will establish, we are allowed to do so since it suffices to find
a good detector for Willie. For the covert results, there is no loss of optimality either. In fact, since the
W-BPs form a renewal process,

. Np ) n
lim — = lim ——=1—p;
n—oco m n—oo Ty (n)

by Proposition 4.4 and (53), where Ty (n) is the number of Willie jobs in n W-BPs. In other words,
Ny~ m(1 — p1) a.s. as m is large. Therefore, we will henceforth assume Willie uses the likelihood ratio
test for the (asymptotically sufficient) statistics (Y., Vi.,) for n W-BPs.

4.3 Main Results

Let T'(n) be the expected number of jobs that Alice inserts in n W-BPs. Under the IEBP policy,
T(n) = ng.

This section presents the main results that characterize T'(n) under various conditions as n is large. Im-
plicit in all asymptotic results as n — oo is that ¢ is a function of n.

Recall that f;(z,v) is the joint pdf of (Y, V) at (Y = x,V = v) under H; for i = 0, 1. Note that f; depends
on the parameter q. The likelihood ratio

fi(z,v)
f 0 (1‘ ) U) 7
of (Y =,V = v) plays an important role in determining how many jobs Alice can insert covertly. Note
that f; also depends on ¢, but we suppress that dependency in the notation when no confusion arises. It
will be shown in Lemma 4.7 that Z has the following form,

Z(q,z,v) = (10)

Z(q,z,v) = 1+ qp(z,v),
where . .
) = o [ gr(u)gno + o~ w)du - Galo), ()
91(z) Jo
which is independent of ¢ and only depends on the service time distributions.
Let X be a rv with pdf ¢g; that is independent of V', which is exponential with rate A. Define!
Co := E[p(X, V). (12)

Proposition 4.2 gives our covert result for general service distributions. The proof is in Section 4.4.

2
Note that Co = J(0), where J(q) := f[o o) m (d%fl (x,v)) dzdv is the Fisher information of (Y,V’) about the

parameter g. The Fisher information evaluates the amount of information that a rv carries about an unknown parameter [12].



Proposition 4.2 (Covert result). Assume Cy < oco. Under the IEBP policy, the number of jobs Alice can
insert covertly is T'(n) = O(y/n) if E[p(X,V)] =0, and T(n) = O1) if E[p(X,V)] # 0.

Remark 1. E[p(X, V)] = 0 for any g1 if g2 is the pdf of an exponential or an hyper-exponential rv. Indeed,
when go(x) = pge M2*, p(x,v) in (11) writes
£,v) = e <<91*92><ff> _ 1), 13
p(z,v) ) (13)
By the independence of X and V' and the fact that g1 * g2 is a pdf,

E[p(X,V)] = E[e *?V] . E Kw — 1)} = 0. (14)

The proof when go is the pdf of an hyper-exponential rv is a simple generalization. It is worth noting
that Elp(X, V)] does not always vanish. In particular, E[p(X, V)] # 0 when Gy is an Erlang distribution.

Indeed, when go(x) = %mk_le_k“”, k > 1 (Alice service times follow a k-Erlang distribution with

mean 1/us), it is easy to show that for any pdf g1, E[p(X, V)] = (1 -G35()N)) (%72)19 — 1) #0 forallk > 1.

2

The next lemma gives conditions for Cy < oo under various distributional assumptions. Its proof is found
in Appendix B.

Lemma 4.3 (Finiteness of Cj).
1. Suppose both Alice and Willie have exponential service times, i.e. g;(x) = pe " fori=1,2. Then
Co < 0 if and only if p1 < 2us.

2. Suppose both Alice and Willie have hyperexponential service times, i.e.
K;
gi(x) =) piapige ",
=1

where Zfill pig =1, fori=1,2. Then Cy < oo if and only if

max p1; <2 min [ .
1§1§Ki'u’ L <, 2

3. Suppose Willie has Erlang service times and Alice has hyperexponential service times, i.e.

Ki
"

9(0) =

Klflefulm
K, —1)!

and

K>
g2(x) = E Do, e M2,
=1

where Z{i"l p2; = 1. Then Cy < 0o if and only if

v1 <2 min .
1§1§K2'u ’

Proposition 4.2 gives sufficient conditions for Alice to be covert. This raises the following questions:



(Q1) When Cj < oo, can Alice insert covertly more than O(y/n) jobs on average during n W-BPs?

(Q2) When Cjy = oo, what is the maximum number of jobs that Alice can insert covertly on average during
n W-BPs?

We do not have a full answer to the above questions. Proposition 4.4 first gives a necessary condition for
Alice to be covert under IEBP. Proposition 4.5 then provides a partial answer for the IEBP policy when
both Alice and Willie have exponential service times. The proofs are found in Section 4.5 and Appendix C.

Proposition 4.4 (Necessary condition for covertness). Under IEBP Alice cannot be covert if lim sup,,_, . q >
0.

Proposition 4.5. Assume that g;(z) = p;e "* for i = 1,2, and Alice uses the IEBP policy. She can be
covert if

O(Vn), if pa < 2p2;
T(n) = O(y/n/logn), if p1 = 2ps; (15)
O(n#2/m), if 1 > 241
She cannot be covert if
w(y/n), if p < 2ps;
T(n) = qw(y/n/logn), if p = 2pus; (16)
wnkli),if > 2p.

The above results are in terms of 7'(n), the expected number of jobs inserted by Alice over n successive
W-BPs. It is interesting to determine also the expected number of Willie jobs served during these n W-BPs
under the IEBP policy. Recall that Ty (n) is this number. Proposition 4.6 below shows that Ty (n) is of
order n, which, roughly speaking, means that the IEBP policy bloats each W-BP by at most a constant
factor. The proof is in Section 4.7.

Proposition 4.6. Under IEBP, Ty (n) = ©(n). More precisely, we have the following

n < Tw(n) <n (i‘f) . (17)

If go(x) = poe™ 2% j.e. Alice job service times are exponentially distributed, then

1
o) =n (222, (18)
1—p1
4.4 Proof of Proposition 4.2
Clearly,
fo(z,v) = g1(x)Ae . (19)

The likelihood Z defined in (10) is given by the following

Lemma 4.7.
Z(Qa l’,U) =1+ qp($7v)7 (20)

where p(x,v) is defined in (11).

10



Proof. Consider a generic W-BP. Let o1 (resp. 02) denote a generic service time of a Willie (resp. Alice)

job. Let A be the event that Alice inserts a job at the end of the W-BP. Then

Y:U1+]I{A}'(O'2—V)+

where (2)* = max{z,0}. We first compute the conditional density fi(x | v) of Y given V. Given A,

Y =04, so
Nz v, A%) = g1().
Given A and V =0, Y =01 + (03 — v) ™", so that

Al | 0.4) = @620 + [ (@l +0 = i
Recall the probability of A under H; is ¢, so
Ni(@ | v) =qfi(z | v, A) + @fi(x | v, A%)
— @)+ a | [ mlwlaate+ o= w)du - 0 (@)Galo)
= g1(@)[1 + gp(z,v)],
by using the definition of p(x,v) in (11). Therefore,

filz | v))\e_)‘”

) = )

=14 qp(z,v),

by using (19), which concludes the proof.

Lemma 4.8. Assume that E[p(X,V)] = 0. Then, for every n > 1,

Ty (f§7, f7m) < %\/(1—1—(12(]0)" —
where Cy is defined in (12).
Proof. Let (X;,V;) be iid ~ (X,V) ~ fo. By (2),
2Ty (f" /")
= Hfo (zj,v5) ﬁfl(wj,vj) ﬁd%‘d?’j
j=1 j=1

Lo
Jows

j=1
H (x5, ) 1—HZ(q,$jan) Hdﬁjd“j

n
= E 1_HZ(anjaV7) )
j=1

where the second equality follows from (10). Using the inequality E|U| < y/E[U?| in (22) yields

2
(H Z(Q? Xj’ ‘/]))

Jj=1

n

HZ(Q7Xj"/j)

J=1

(o1 (557 57)* < 128

11

(21)

(22)



— 1-2[EZ(q, X, V)" + [E[Z(q, X, V)?]]"
—1+ (1+2qE[p(X, V)] + ¢°E[p(X, V)?])"
= —1+ (1+E[p(X,V)})",

where we have used (20) and the assumption that E[p(X, V)] = 0 to establish the last two identities. W

Lemma 4.9. The Hellinger distance between f&" and fZ" satisfies
H(fEm, /o) =1- (E[ Z(q, X, V)D". (23)

Proof. By (8) and (10),

H(f5" 1)

1-— </[0700)2 folz,v) f1(z,v) dmdv)
_ </ folz,v)\/Z(q,z,v) dmdv)n
=1- (B[VZa,x.V)))"

|

Lemma 4.10 (Lower and upper bounds). For every n > 1,
1 (E[VZG X)) < 1 7 ) <2 (- (2 [VZ@ X)), 24)
Proof. Use (7), (6), and (33). [ |

Proof of Proposition 4.2. In order to show achievability, assume that Willie uses the optimal detector,
which is based on the sufficient statistic {(Y;,V;),7 =1,...,n}. Let

)
q=——7=
¢(n)
with § € (0,1] and ¢ : {1,2,...} — [1,00), so that
on
Tn) =——. 25
() = 5 (25)
First consider the case E[p(X, V)] = 0. Note that T'(n) = O(y/n) implies
N4D
limsup —— < oo. 26
n—soo  P(n) (26)
By Lemma 4.8
1 82Cy \ " 3v/Co k
sup 17 ®k, ©k) < sup = (1—|—0> —1~ su , asn — oo
e V< 0 ) = en2 o(k)? 2 hon O()?
as lim, ¢(n) = oo by Lemma A.1 in Appendix A. Therefore,
o 2
limsup Ty (f§", f£") < 0vCo <hmsup \/ﬁ> . (27)

12



By making & small enough, limsup,, ., Tv (f5", f{") can be made arbitrarily small. We then conclude

from (3) that Alice is covert when T'(n) = (’)(f), which completes the proof for the case E[p(X, V)].

Now consider the case E[p(X, V)] # 0. Note that T'(n) = % = O(1) implies there exist k¥ > 0 and ng

such that for all n > ng, 0 < ( 5 < k. Using inequality (23) gives

(2Tv (£, 7))

<1- 9108 (14 5 Ble(X V) +e niog (14525 Blp(XV)I+ 5552 C5)

9 ElP(X V)5t 7 4 P XVIgEy o +62C Iy

~1- a2 (28)

as n — 00. Since and ( a(nyz Are bounded away from infinity as n — oo, we see that the r.h.s. of (28)

n
é(n)
can be made arbitrarily close to 0 by letting 6 — 0. We then conclude from (3) that Alice is covert when
T'(n) = O(1), which completes the proof. [ |

4.5 Proof of Proposition 4.4

We first derive some properties for the rv Y. Denote by ﬁ(x), 1 = 0,1, the pdf of Y under H;. Note
fo = g1. Define the likelihood ratio
> _ h@) _ filz)

Z(q,x) = = . 29
(g, ) @)~ o) (29)
Since ﬁ(a:) = fooo fi(x,v)dv, repeating the proof of Lemma 4.7, we obtain
Z(¢.x) = 1+ qp(x), (30)
where, by using (11) and (9),
~l’ = OO)\Q_AU x’fU dvzw_ 31
pa) = [N p(a v = DD (1)
and
/ Ae Mgy (v + £)dv, (32)

The rvs Y1,...,Y, being iid, their joint pdf under H; is ff@”(x) =/ fi(z). Similarly to the derivation
of (23) we get

H (~0®”, ”1®") —1— (E { E(q,X)Dn. (33)

Similar to Lemma 4.10, we have
1 <IE[ Z(q,X)]>n<T ( & 1®">
. ¢ (1- (= [z x))") 0

Proof of Proposition /.4. To prove that Alice is not covert is to enough to exhibit a detector such that (4)
does not hold. Consider Willie’s detector that only uses the samples (Y7,...,Y},), with Y} the reconstructed
service time of his first job in the jth W-BP.

13



—1, (35)

where (35) follows from Cauchy-Schwarz inequality. Equality holds in (35) if and only if (see e.g. [1, p. 14])
fi(z) = cfo(x) for some constant ¢ > 0. Since both fp and f; are densities, integrating over [0, c0) yields

¢ =1, which is equivalent to ¢ = 0 from (29) and (30). This shows that E [ Z(q,X)] <lif0<qg<1.

Assume that liminf,, ¢(n) = d with d < oo. Then, there exists a subsequence of {p(n)},, say {¢(kn)}n,
such that ¢(ky) > d with limp_ee ¢(kn) = d.

Let M :=supy /g<q<1 E [ Z(q, X)] As 1/d > 0 note that M < 1, as shown above. Therefore,

B |V/Z0/0h). )] < 1

for all n. As a result

lim <E[ 2(1/¢(kn),X)Dn =0,

n—o0

which implies from the lower bound in (34) that the covert criterion (4) is violated. [ |

4.6 Paving the way to the proof of Proposition 4.5

Throughout this section, we assume that Alice and Willie job service times are exponentially distributed
with rate uo and pi, respectively, namely, g;(xz) = pe i for : = 1,2. Let pu1 = rp and po = u. For r # 1,
deﬁneB:Lamdnotethautr:%amdl—B:L

r—1 r—1°

Let X, denote an exponential rv with rate pr.

For 6 € [0, 1], = > 0, define

i 1+60(px—1) ifr=1 26
= ,:L' == 6(T7 Ypx .
(0,2) 1+9( leu —B) if r # 1. (36)
With the definition of Z(g¢,z,v) in (10) with p(x,v) given in (82) in Appendix B, we get
Z(q,z,v) =Z(ge ", z), Vqel0,1], x> 0,v>0. (37)
Once the other hand, the identity Z(g,z) = J5Z Ae™Z(q, z,v)dv and (37) yield
Z(q,x) =Z(pg,z), Yqel0,1], z>0. (38)
Recall that p =1 — G5(\) = A\/(u2 + ) when Alice job service times are exponentially distributed.
For 0 € [0, 1], define
_ (B=1)0
forr > 2 (ie. 1 < <2), and
14+ 5t—t+1
]WZBA et (40)

14



for 7 > 2. Since § € (1,2) when r > 2, the generalized integral I is finite and positive.

The lemma below is a key ingredient to prove Proposition 4.5. The proof of Proposition 4.5 can be found
in Appendix C.

Lemma 4.11. For 0 € [0,1], define

417»T2) if0<r<1
Fr(0):=q 160 )10g£2(9) + Ag(&2(0)) ifr=2 (41)
_Iﬁfr( ) + Ar(gr(e)) if?“ > 2,

where, fort >0,

o(t?) if0<r<1
A(t):=1{ o(t?logt) ifr=2 (42)
o(t?) if r>2.
Then, forr € (0,1) U[2,00),
[ E(GX)}:1+FT(9), 0<0<1. (43)

Proof. Assume that 0 <r <1 (i.e. 8 <0). Easy algebra from (29) gives

]P’( 200, X,) > z)

0 if z>+/1-03
-8
_ (%) ifVI—0<2<1-08
1 if 2z <1-6,

which yields

E[ E(Q,Xr)}:/ooo]}”( Y(@,XT)>Z> dz

V1=0B
— VS04 (001 - B))P / (—y® +1—08)Pdy

B 1
= Vi-0+ (9(1_5)> (1—05)1/2/ (1 —y»)Pdy.
V195

(44)

Recall that &.-(6) = (1 — 8)0/(1 — 03), so that 6§ = &, /(1 — f + B&-(0)). Substitution into (44) yields (with
& = &-(0) with a slight abuse of notation)

- & 5 Be, \TVR Y s
E[VEEX)] - \/1 =B+ pE & <1+1ﬂ> /ﬁgr(l v

. gr /Bgr 2 l'_ﬂ
B \/1 RN 57“( 1—ﬂ> o Vi

When z is small, 2% /v/1—2 ~ 277 + 2178 /2, so that ffr fT ~ETPIA=B) + 77212 - B)) as
& is small. With this, we obtain

1 — 48 + 252
42-p8)(1-5)

E[ E(Q,X,,)} — 14 5 &0 +o(&)

15



. 1—-45+2p8% , 2
= 1+—4(2—5) 0 + o(67).

Since 11‘(1261“5)5 - 4(1;7"2), this proves the lemma when r < 1.

(45)

Consider now the case where r» > 2. Notice that 1 < 8 < 2 when r > 2. It is easily seen from (29) that,

for r > 1,
B(8(B—1))? .
41P6w9&><@:: irapprr fz2>1-10
4 0 if z<1-9,
which yields
E|VZ0,X,)| = B0°B-1 5(/"” vz
VEOX)] = p87(5-1) lg(z_H%)ﬁHdz

26608

1_955 1/2/\/7 _1B+1

= dt.

We are now ready to address the case when r > 2.

Assume first that r = 2, so that 8 = 2, {&o = &(0) = = 29, and 0 = 2£+1 By (46) we have
VRO x| —a+2e) g [ E
E[/Z00, X2)| = 4(1 +26)" g/ S
> JyaT (2 —1)°

_ > +1
—2(1+26) 1/255/5 Ly
2

1o—/
Let h(y) = %73?#1 We have

263 [ Vi dy — 1 - & e L Y (- B R S s W

im 2 = 1m frd 1 1 — 1m 5
&—0 2¢5 log &2 £—0 log & &0 & £2—0 &
and
*Vy+1 1
6 [y = 156 os6 + oG los)
2
It follows that
= - o +1
B[VEGX)] = (2072 [ Y
&2

= (1-&+0(&)) (1 +&+ i&% log & + 0(&5 log &))
= 14 (G logb + o0& logks).

This proves the lemma when r = 1.

Finally, assume that r > 2. Recall that & = §,.(0) = 1 ,8)0 , so that 0 = ﬁgﬁrb’fl and, by (46),

- B ,B —-1/2 5 00 :1;,2
E [ ~(97Xr)} =2p (1 + B_1§r> & /§r+1 mdﬂv

16
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- 3 _1/26 ~ rFT
—BG+5_1&> eﬂé )

1+ gy—y+1
h’(y) - y6+1 .

Let

Note that h(y) > 0 for y > 0. As y — oo, h(y) ~ %y‘ﬁ. Asy — 0, h(y) ~ %yl_ﬁ. Since 8 € (1,2) for
r > 2, the generalized integral Iz := 3 [;° h(y)dy is finite and positive.

Therefore,
) B&B fgoro gflldy -1- %fr . “Vy+1 1 1 _
lim Y = lim dy — = 5_751 B
&-—0 657@ &—0 £ yﬂ—i-l B T 2(,8— 1) r
= lim — h(y)dy = ——=,
am ), (y)dy 5
and
o [TV P e et ol
551“ /T yﬁ"l‘l y + 2(IB_1)§7’ ﬂf?“ +0<£T)

It follows that

—1/2 s
E|VEG.X| = <1+ﬁ’ilfr> pe? /g ;gjlldy
B

- (1 - 2(5’11)&" + 0(5,%)> (1 AT Is&) + o(&f))

= 1-Ig& +o(&)). (48)

This proves the lemma when r > 2. |

4.7 Proof of Proposition 4.6

Recall that N; is the number of Willie jobs served during the jth W-BP. Since {V;};>1 is an iid sequence,
the expected number of Willie jobs served during n W-BPs is Ty (n) = nE[N], with N a rv with the same
distribution as N;. Let Gy(2) = E[z"] be its generating function. Below, we obtain Gx(z) by observing
that under the IEBP policy the system behaves as an M/G/1 queue with an exceptional first job in each
busy period.

Let 7%(s) be the LT of the reconstructed service time Y of the first Willie job in a W-BP under the IEBP
policy. Since the LT of all the other Willie jobs in a W-BP is G7(s), we get from [4],

Gn(2) =21"( M1 —d(2)), |2 <1, (49)

where d(z) is the root with the smallest modulus of the equation t = 2G5 (A(1 —t)).
Noting d(1) = 1 and d’'(1) = -, we obtain from (49)

1—p1’
1-— AEY
E[N] = L[] (50)
IL—p
provided that the stability condition p; < 1 holds. It remains to find E[Y]. For that, we will use the
identity E[Y] = —dT;égs) |s—0. Let us calculate 7*(s).
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Under IEBP, Y has pdf f;. Using Egs. (29)-(32),

T*(s) = /:o e f1(x)dx

=0

= /OO e (1 —pg)gi(z) + q(g1 * §2)(x)]dx

=0

= G1(s) <1 —pq+ q/ooo e_Stf]g(t)dt> , (51)

Differentiating (51) with respect to s at s = 0 and using the identity? fo g2(t)dt = p yields

1— S 00
Ely] = —X +i Ga(t)dt + g / téo(t)dt
M1 H1 0

1 o
= —+ Q/ t§2(t)dt>
251 0

By 50,

1 Aq /°° R
E[N] = + tgo(t)dt, 52
[N] R 92(1) (52)

and

n Agn [,
Tyr(n) = nB[N] = 7= + 5 \ " /0 Fio (1) dt. (53)

Now we upper bound the integral in (52) and (53). By (32),

/ tga(t)dt = / e AV / tga(v + t)dvdt
0

< / )\e_’\”/ (t 4+ v)ga(v + t)dvdt

= / e A / ugs(u)dudv
0 v

oo [e.e] 1
< / )\eM/ ugs(u)dudv = —.
0 0 H2

Hence, E[N] < 1;:% and Ty (n) < n <1l+q[f’2) This shows the upper bound in (17). The lower bound is

trivial.

If go(x) = poe 2% from (32) and (9) we find p = ﬁ and go(x) = ()\’Yiﬂe_“%‘ = puse M2 which yields
(18).

5 Insert-at-Idle policy

In this section, we consider the variant of the IEBP policy where each time the server idles, Alice inserts a
job with probability ¢ and stops with probability g (before she tries again at the end of a new W-BP). We
call this policy the Insert-at-Idle (II) policy. The difference between the IEBP and II policies is that under
the former Alice may only insert one job between the end of a W-BP and the start of the next W-BP,
whereas under the II policy she may insert more than one job during this time period.

We will show that when Alice job service times are exponentially distributed all covert/non-covert results
obtained under the IEBP policy hold under the II policy. The intuition behind this is that when Alice job

2[5 g2(t)dt = [ XN [ go(t)dtdv = [ Ae (1 — G(v))dv =1 — G5(X) = p.
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service times are exponentially distributed, Willie sees ”the same system behavior” under either policy;
indeed, under either policy a job of his can interfere with at most one Alice job in a W-BP, whose remaining
service time is exponentially distributed.

Throughout this section quantities with the subscript “+” refer to the II policy. Let Y, ; be the recon-
structed service time of the first Willie job in the j-th W-BP, and V. ; the duration of the idle period
between the (j — 1)-th and the j-th W-BPs. The rvs (Y, ;, V4 ;), j = 1,...,n, are iid, and we denote by
(Y4, V4) a generic element with the same distribution.

The argument in Section 4 to prove that {Yj,V;}; is a sufficient statistics under the IEBP policy can be
reproduced to argue that {Yy ;, Vi ;}; is a sufficient statistics; this is the case, as, similar to the IEBP
policy, only the first Wille job in a W-BP may interfere with an Alice job under the II policy.

Introduce [+, the pdf of (Y4, V4) under H; for i = 0,1, so that the joint pdf of {(Yy ;, V4 )} under H;

is + S1m11arly, let f+ ; be the pdf of Y, under H;, ¢ = 0,1, with ff” the pdf under H; of the iid rvs
{Y—m} =

Clearly, f+70(a:,v) = fo(z,v) = Ae g1 (x) (cf. (19)) and f+,0(x) = ﬁ)(x) = g1(x).

The following lemma is proved in Appendix E:

Lemma 5.1 (pdfs fi ; and f~‘+,1 under the I} policy).
For any pdf g1 and go(x) = pge™H2%,

fralz,v) = Xe Mg (z) [1 + ge 121 <(91;(g;;(x) — 1)] (54)
o) = o (22

forallxz >0, v>0.

From now on ga(x) = pge™#2%. Recall that X is a rv with pdf g; and V is an exponential rv with rate A,
independent of X.

By replacing f; by fi, ¢ = 0,1, in the derivation of (23) in the proof of Lemma 4.8, we obtain

< CERR) - R

2 n
- 1-2 (1 +E[e ] E [91;‘1%{() ( 1 4 ge2dV <(91;1?§§X) = 1>> D
= -1+ (1 1 PR |e~2m2dV <(glg* ?2 ) (56)
1

1*92

where the latter equality follows from the identity [ ] = fooo g1*9g2(x)dr = 1 and the independence

of the rvs X and V. Define C; = E [e_2ﬂ2‘1‘/ ((91*9(2)()X) _ 1) ] Inequality (56) then rewrites

1
TV <f+07f ) 2\/<1+q201)n_17 n > 1. (57)
Let T', ,, be the expected number of jobs inserted by Alice over n W-BPs. Observe that

Ty(n) =n > afp+p0) i+ D)) = 7= (58)
>0
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Mimicking now the proof of Proposition 4.2 with (57) replacing (21), and T (n) in (58) replacing T'(n) = ngq,
we obtain the following covert result:

Proposition 5.2. Assume that ga(z) = p2e "2* and Cy < oo. Under the II policy, Alice can achieve a
covert throughput of T4 (n) = O(y/n).

The lemma below gives the Hellinger distances between ff% and f_‘?ﬁ, and between f_%% and ff’"l when
Alice and Willie job service times are exponentially distributed.

Lemma 5.3. Assume that g;(x) = puje "*, i=0,1. Then, for everyn > 1,
i (r2ns2) = 1= (B|yEaen x)) (59)
H (7 7en) = 1- (B[VEed/0—pa). X)) (60)

with X an exponential rv with rate py, where the mapping E is defined in (36).

For the sake of comparison, recall that under the IEBP policy the Hellinger distances corresponding to
(59) and (60) are given by (Hint: introduce (37) and (38) in (23), respectively)

H () = 1= (B[ yEaes x))) (61)
H(fen fem) = 1-(E[VEre X)) (62)
respectively, when g;(z) = p;e™#* for i = 0, 1.

We then see that, for ¢ small, H <f§’%, fﬁ) ~H ( o, ?”) and H (ff’%, ffﬁ‘) ~H (B®n7 ~1®"), thereby
explaining why Proposition 4.5 holds under the II policy, as announced earlier (a rigorous proof mimicks
the (very lengthy) proof of Proposition 4.5).

In conclusion, as n — oo, policies IEBP and II behave the same as far as covert/non-covert results are
concerned when Alice job service times are exponentially distributed. This means that Alice should rather
use the II policy since the expected number of jobs that she inserts over a finite number n of W-BPs, given
by nq/(1 — pq), is larger under the II policy that it is under the IEBP policy (given by nq).

6 Insert-at-Idle-and-at-Arrivals Policy

Throughout this section we assume that the service times of Willie and Alice are exponentially distributed
with rate py and po, respectively.

We have observed at the beginning of Section 4.1 that Alice should preferably inserts jobs at idle times;
this was the motivation for introducing and investigating the IEBP policy in Section 4 and its variant, the
IT policy investigated in Section 5.

But can Alice submit more jobs covertly if she also inserts jobs at other times than at idle times, typically,
just after an arrival /departure of a Willie job? This is the question we try to answer in this section. Note
that, because of the FIFO assumption, Alice cannot benefit from inserting a job at a time t+ if time ¢ is
neither an arrival time nor a departure time of a Willie job.

In this section, we assume that Alice inserts jobs at idle times and at arrival times (see Remark 3). More
precisely,
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e cach time the server idles Alice inserts one job with probability ¢ and does not insert a job with
probability g;

e after the arrival of each Willie job, Alice inserts a batch of s > 0 jobs with probability ¢Q(s) and with
probability 1 — ¢ she does not insert any job.

These policies are called Insert-at-Idle-and-at-Arrivals (II-A) policies. Let A be the set of all such policies.
A policy in A is fully characterized by the pair (¢, @), with @ a pdf with support in {0,1,...}. Notice that
the II-A policy reduces to the II policy when @p(0) = 1 (no job inserted at arrival times).

For the time being we do not make any assumption on @ (later on we will assume that it has a finite
support). We assume that successive job batch sizes inserted by Alice just after arrival epochs are mutually
independent rvs.

Let
Go(z) =) 2°Q(s)
s>0
be the generating function of () and denote by B the expected batch size. For the time being, the pair
(q,Q) is fixed, that is, we focus on a particular policy in A. Under this policy, all of Willie jobs are
susceptible to interference from Alice. This is in contrast with the IEBP policy, where only the first of
Willie jobs in a W-BP can be affected by Alice.

Unlike for the IEBP policy (cf. Proposition 4.5), we have not been able to find a sufficient statistics
composed of iid rvs. As a result, we will only focus on obtaining an upper bound for 7'(n). To obtain such
a result, recall that Willie does not need to work with a sufficient statistics as it is enough for Willie to use
a detector that prevents Alice from being covert (this argument was used to prove the non-covert part of
Proposition 4.5).

The non-covert result is stated in Proposition 6.4. We will see that it gives a loose upper bound since, in
particular, it does not reduce to the non-covert result obtained under the II policy (see the remark after
the proof of Proposition 6.5). This is due to the fact that Willie does not use the full information he has
about Alice jobs or, equivalently, he does not use a sufficient statistics. This said, we conjecture that the
results in Proposition 4.5 should hold for all policies in .4 and also for a much broader class of policies (e.g.
stationary policies) provided service times are exponentially distributed.

Recall the definition of a Willie Busy Period (W-BP) and Willie Idle Period (W-IP) introduced at the
beginning of Section 4. We call a cycle the period consisting of a W-IP followed by a W-BP. Denote by
N4 and Ny the expected number of Alice jobs and Willie jobs served during a cycle, respectively.

Lemma 6.1. Under the II-A policy the queue is stable iff p1 + qp2B < 1. In this case,

BN = |1+4;2% (1 _1@ _a +1;)Q(1)> )
+P 2 (pB - P g gQ(g))>] 1
1= 1—=ap 1—p1 — qp2B
1 P2
- 1—,01+1—p1 (p_(Q_P)Q(l)—1_p1>q+0(q), (64)
and
E[Na] = ¢BE[Nw] +q(1ﬁq;4(;pp)2 (7Q(0) + Go(p)) (65)
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= 012+ Q0 +60)) + o0

The proof is given in Appendix F. From now on we assume that ¢ € [0, qo) with qo := (1 — p1)/(p2B) so
that the stability condition p; + gp2B < 1 holds (recall that p; < 1 — see Section 4). In particular, W-BPs
have finite expected lengths when p; + qpoB < 1.

To apply the results of Section 4, Willie needs to come up with a detector built in such a way that the
reconstructed service times form an iid sequence. To this end, he will use the following detector, hereafter
refers to as Dyy: from each of the first n W-BP, he picks a job uniformly at random and reconstructs
its service time. Under the enforced assumptions (Poisson arrivals and exponential service times), this
detector produces an iid sequence of reconstructed service times.

We consider a generic cycle and denote by J € {1,..., Ny} the identity of the Willie job picked at random
in the W-BP. Let 7y := P(J = 1) be the probability that the first job is picked. Let Y be the reconstructed
service time of the randomly picked job J (recall that in Section 4 Y denotes the reconstructed service
time of the first job, corresponding to m; = 1. We use the same notation here for the sake of simplicity, as
no confusion should arise).

We have
Sy
Y:O’1+ZTT, (66)
r=1
where o7 is a generic service time for a Willie job, 71,..., 7. are the service times of r different Alice’ s

jobs, and S is the number of Alice jobs that interferes with J. Define

d
wi(z) == %PHI.(Y <z), =01, (67)

the pdf of the Willie job reconstructed service time in a W-BP under H;. Clearly, wo(z) = %IP’HO Y <
x) = g1(x). The Hellinger distance between the pdfs wy and w; is (cf. (6))

H(wo,wr) =1~ E [/W(g, X)), (68)

where X is an exponential rv with parameter p1, and

w1 (a:)
g1(z)

W(g z) = (69)

The mapping W corresponds to the mapping Z for the IEBP policy (see (10)). The lemma below determines
W (q,z). The proof is provided in Appendix G.

Lemma 6.2. For q € [0,qp),

Wi(q,z) = A1(q) + A2(q)®1(z) + qP2(x), x>0, (70)
where
Di() = 1 (a+ G(p) 7 + (1~ aQ(0))7 > 0 ()
(1 —4¢Q(0)) + Go(p) — Q(0)
As(q) == 51— ap) >0 (72)
Oy (z) := pWJ(‘%*(hl;(z) (73)
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z) = pry 3 L R)(@) 1*’”‘ ZQ

s>2 [>s

+r Ejm*h Qs), (74)

s>1
where hg(x) = pSrs~te 2% /(s — 1)! is the pdf of a s-stage Erlang rv with mean k/us.
Lemma 6.3. Assume that the support of Q is finite. If p1 < 2uq there exists a finite constant cy such that
E[VIW(g, X)] =1+ cog® + ola?), (75)
where X is an exponential v with rate u;.

The proof is provided in Appendix H. Below is the main result of this section.

Proposition 6.4. Assume that the support of Q is finite. For all pu1 and uo, Alice is not covert if

T(n) = w(v/n).

Proof. Without loss of generality assume that the support of @ is contained in {0,1,...,5} with S < cc.

Let Y7,...,Y, be the Willie reconstructed job service times over n W-BPs. Under H; (resp. Hp), the joint
pdf of Y7,...,Y, is wP™ (resp. wd™ = gP™) since these rvs are iid. Hence, from (8),

H (w§™ wfm) =1— (E[ W(q,X)Dn, Vn > 1,
which in turn gives, by using (7),
1 (IE [ W (g, X)D" < Ty (W@, wf™), o> 1. (76)

Let T,
argument in the proof of Proposition 4.4 shows that Alice is not covert if liminf, ¢(n) < oco. Therefore,
we assume from now on that lim,, ¢(n) = oco.

% = w(y/n) or, equivalently, lim,_, L(Z)Q = 0. Upon replacing fl(m) by wi(z), the same

Assume first that p; < 2u9. By Lemma 6.3, we conclude that

lim (B [W(1/6(n ))])” —0 (77)

which proves, thanks to (76) and (4), that Alice is not covert if T'(n) = w(y/n) and p1 < 2pus.

Let us show that (77) holds when 1 > 2us which will complete the proof. From (140), we see that for each
s=1,...,85, the mapping © — (g1 * hs)(z)/g1(z) is non-decreasing in [0,00). On the other hand, notice
that both sums in (74) are finite under the assumption that @ has a finite support, and observe that each
term (g1 * hs)(x)/g1(x), s = 1,...,S, is multiplied by a non-negative constant. Therefore, the mappings
x — ®;(z), i = 1,2, are non-decreasing in [0, 00), which in turn shows that the mapping z — W(q, x)
(given in (70)) is non-decreasing in [0,00) for all ¢ € [0, 1], since A;(q) > 0 for i = 1,2 (Hint: in (72)
Go(p) > Q(0) by definition of the generating function Gg).

Let )A(/ be an exponential rv with rate v. Take vy such that p1 > 2ug > 1. The stochastic inequality
X = X <st X,,1 together with increasingness (shown above) of the mapping z — W(q, z) for ¢ € [0,1] ,
yield

B [ViTle 0] <B [V X)] . Vel (78)
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Then, (77) and (78) imply .
lim (IE [ W(1/¢(n),XD =0

n—oo

when T'(n) = w(y/n). This completes the proof. [ |

In general, the asymptotic upper bound in Proposition 6.4 is loose as Willie’s detector lacks of information
(cf. discussion at the beginning of this section). This is the case when Qp(0) = 1 (i.e. the II-A policy
reduces to the II policy) as the bound is larger than the bound for u; = 2us (w(y/n/logn)) and for
1 > 2 (w(n#2/#1)) under the II policy (see Section 5).

Last, we consider a variant of the II-A policies where Alice inserts a batch of jobs that is geometrically
distributed with mean 1/a at times the server becomes idle and immediately after the arrival of Willie job,
both with probability ¢q. We have the following result:

Proposition 6.5. Assume that g;(x) = pe " fori=1,2. When Willies uses detector Dy, Alice is not
covert if she inserts

(a) w(y/n) jobs when py < 2ap
(b) w(y/n/logn) jobs when py = 2apuso

(c) w(n™2/M1) jobs when p1 > 2as
on average over n W-BPs.

Proof. Note that each batch of Alice jobs incurs a total amount of service time that is exponentially
distributed with rate aus. This coupled with Willie detector produces a pdf for the hypothesis H; of the
form (10) for some p > A/(A+au) in (11). The arguments leading to the converse in Proposition 4.5 apply
to this case to yield the desired result. |

Remark 2 (Geometric batch size). Note that geometric batching provably reduces covert throughput in the
range 2apy < p1 < 2ue under a variant of the II-A policy using batches with finite support. This appears
to be due to the exponential tail. We conjecture that batches of size greater than one can only reduce covert
throughput. A similar result holds for a variant of the IEBP policy where Alice introduces a batch of jobs
with probability q each time the server becomes idle where the batch is geometrically distributed with mean
1/a leading to a considerably smaller covert throughput than is possible when Alice introduces only one job
at a time. This is evidence that batching again may be harmful and that Alice should introduce only one
job at a time.

Remark 3 (Insert-at-Idle-and-at-Departure). The analysis of the policy, called II-D, where Alice may
insert a job each time the server idles and may also insert a batch of jobs after each Willie job departure
(provided the system is not empty) is more involved than that of the II-A policy. This is so because the
reconstructed service time of a Willie job in a W-BP depends on what happened in this busy period prior
to the arrival of this job. To illustrate this, assume first that the jth Willie job (j > 1) in a W-BP arrives
during the service time of the 1st Willie job in this W-BP. Then, job j will not be affected by any Alice’s
insertions in this W-BP. But if job j arrives during the service time of the (j — 1)st Willie job then it may
be affected by 0,1 or up to j — 2 Alice batches, depending on how many batches Alice insert at departures
of Wille jobs 1,2,...,7 — 2. This is in contrast with the II-A policy, where job 7 > 1 in a W-BP will be
affected by at most one Alice’s batch (the batch inserted after the arrival of customer j — 1, if any).
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7

Concluding remarks

In this paper we have studied covert cycle stealing in an M/G/1 queue. We have obtained a phase transition
result on the expected number of jobs that Alice can covertly insert in n busy periods when both Alice
and Willie’s jobs have exponential service times and established a partial achievability result for arbitrary
service times. Supported by results obtained for batch insertions and, in particular, geometric batches, we
conjecture that batching reduces covert throughout. One future research direction consists in weakening
the assumption that Willie’s detectors generate iid rvs, which would allow us to enrich our achievability
results
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A Appendix

Lemma A.1. Let f,g: N — [0,00). If limsup,,_,., % < oo with g a non-decreasing function such that

lim,, 500 g(n) = 00 then lim, o f(n) = co. The result remains true if g is asymptotically increasing.

Proof. By assumption, there exist L. < co and ng such that for all n > ng

g(k)

sup—<L

k>nf( )

Since g is non-decreasing

k) . o) _ g
L=k = tnfgan £R) — f(n)’

Hence, for n > ng, f(n) > L~1g(n), which proves the lemma since lim,_,, g(n) = oo. The proof is the
same if g is asymptotically increasing. |

B Appendix: Proof of Lemma 4.3

Let g2(z) = Z{Sl P2,192,(z) with go () = pg e #>1%, py; > 0 for all [ and Z{izl p2; = 1, namely, Al-
ice job service times follow an hyper-exponential distribution with mean 1/us = Zfi"’l 1/p2,. Denote by
f e~ gy (x)dx the Laplace transform of Willie job service times.

By using (11), we find

p(x,v) = (g1 % g2,0)( szle 2,

so that
E[p(X, V)] = a1 — 202 + a3
with
2

Ae N [ &2
a; = / p2ue (g1 % g2)(x) | dvdx
0,00)2 91(7) Lz:;

K
_ 22: AP2,1P2,m /OO (g1 % g2,4)(7) X (g1 *92,m)(1‘)dl,.
W2l + H2m g1() ’

=1
m=1
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K>
ag = Zpg,lpz,m/ A=W Hr2)v (g * go1)(x)et ™  dvdx
. 0

[0,00)2

m=1

K:
= il% D2 MiziGiiam) .
Et I (N o) (20 + p2m) T

m=1

Ko
ag = ) p2p2m / Ae Mg (w)e (2t 2m)® dudye
=1 0700)2
Ka
= Z P2,102,mG1 (M2, + p2,m) < 1.

=1
m=1
We conclude from the above that E[p(X,V)?] < oo if and only if

[ (g1 * g20)(x) X (91 * g2,m) ()
Brm = /O @) dr < o0 (79)

forall im=1,..., Ks.

Case 1: g1(z) = Zszll prip1ie M py; >0 for all ¢ and Z 1P1 i = 1, namely, Willie job service times
follow an hyper-exponential distribution with mean 1/p; = Zi:l 1/p .

We have
K _ P
e 12,0 e H1,4T
(g1 % g2.)( Zpl il | we F2T (s = payg) + (g1 # poy)
i=1 M1 — M2
forl=1,..., K>, so that
Ky
(g1 % g20)(x) X (g1 * go,m)(T) = > P1,iP1,jH1,ik,5 Pz‘z(x)P‘m(ﬂf)6_(“2’l+“2’M)z
9 7] b 7] b j7
1=1
j=1

_ai,lb]ymxe*(Hl,ﬁuz,m)x _ a%mbi’lmf(m,ﬁm,z)w + bi’lbjjme(,ul,i‘i’ﬂl,j)w] ’

with
ai; = pogl(p = pay)
M2
big = ——————1(p1; # poy)
Hii — M2,
Pi(x) = ajx+biy,

for ¢ = 1, .. .,Kl, l= 1, . ,KQ. Define ,Uf(l( = MaxX]<;<K; M1,- Then,

Kl — —*
Bim = Y _pLip1jmim /Oo Pule) Bmlo)e ot ul)xdm
,m - 17Z 7j 7i 7j K * .
i=1 0 St prp el R)T
Jj=1

—H1,iT
N ZPMNM Jm/ El 1p1 LT xe H2mTdy
z 1p1 ip1 e T
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—H1,iT
Zpl 1,550 / ZZ 1 Pt xe H2rdx
z—l P1iM1:€ THL®

—H1,5T

E 1p1 iH1,5 zle _ o

+ g P1,jH1,5 ]m/ - PL3% dy.
j=1 2 1p1zﬂlze T

(80)

Ki —p1,i
Do Pripr,iby e HE

The second, third, and fourth integrals in the r.h.s. of (80) are finite since limy_ o S — . IS
i—1 P1,iM1,i€ 1
finite for any [ = 1,..., K3. The first integral is finite if and only if '
pi = max pi; <2 min pg;. (81)

1<i<Ky 1<I<Ko

This shows that Cy < co when (81) holds.

In particular, when K7 = K9 = 1 (exponential service times for both Alice and Willie jobs) then Cy < oo
if and only if u; < 2ug. For further reference, note that

. { e Mz — 1) if u = po (82)

_ —(po—p1)z _ .
e H2v (uze o /L1> if p1 # po

when g¢;(z) = pie " i =1,2.

Case 2: gi(z) = Vf(lxKlfle*””/(Kl — 1) with 1/p1 = K3 /11 (Willie job service times follow a Kj-stage
Erlang pdf with mean 1/p1).

K1
Vi TH20

We have, with n; := ek

m e if vy = pgy
(g1 % g20) (@) = ¢ me—H2a® [Fyf-le=(n—niugy,
if vy # pay,
forl=1,..., K.
Define &(k fo uk~le=(—n2)ugy for k > 1. Integrating by part gives
_ k=1 = (v1i—pa ) E—1
" e
G(k) = - G(k—1), k> 2,
— M2 V1 — 42

which yields (use that &(1) = (1 — e~ "1 7H20%) /(v — pg;))

k .
(k— ke (k—1)!
k) = —(vi—p2r)z - —+ .
Glk) ; k— M2l) (1 —Mz,l)’g
Therefore,
(91 % g2,) () = Qu(z)e” " — Qau(x)e 7, (83)
with
xKl (K1 — 1)'
= 1 = —1
Qu() Mg Y= pag) +m = )k (w1 7 p2)
(84)
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K Ki—i

W) = Y T 10

(85)

When vy = pgj or v1 = pig, it is easily seen from (83)-(85) that (I, m) < oo if and only if v1 < pa;+ f12,m-
Let us investigate the (less trivial) remaining case when vy # p9; and vy # p2 . In this case we have,
from (83)-(85),
(91 * g2.) () (g1 * g2,m) (%)
g91(x)
K K1—i
_ MNm [( (K7 —1)! o H21T _ Z (K -1 ghe )ie—Vlz]

VlKI:L“Kle*Vlm vy — M271)K1 (K =) (11— M2
K

« [( (Kl — 1)! o H2mT _ Z (Kl — 1)! pKi—i )Z,@_le]

V1 — poim) (K1 =) (v1 — pom

i=1

i1
M (K —1)1)?
Ui () — o) K1 (11 — pg.m) K

Ki—1 j Ki—1 j
(1 —pat)e (z(v1 — p2,1)) L R (a(v1 — pom)’
% [e 1— M2, Z i « o e 12 e~V Z Fi :

which shows that (g1 * g2.1)(x)(g1 * g2,m)(x)/g1(z) is well-defined when z — 0 and is [0, co)-integrable if
and only if v1 < g+ p2,m-

In summary, Cp < oo if and only if 1 < 2mini <<k, po, or, equivalently, if and only if j1q < Kll ming<j< g, f2,-

C Appendix: Proof of Proposition 4.5

To prove (15) one needs to prove it for any detector that Willie may use. It will be true if one proves
(15) for the detector {(Y;, V;)}: since this is a sufficient statistic. This is in contrast with the proof of (16),
where it is enough to exhibit a detector such that (16) holds; we will prove (16) for the detector {Y;},.

When lim inf,,_, ¢(n) < oo we know by Proposition 4.4 that Alice is not covert. Hence, in particular, Alice
is not covert when T'(n) = w(y/n) (resp. T(n) = w(y/n/logn), T(n) = w(n#2/M)) and liminf, . ¢(n) <
0o0. On the other hand, Lemma A.1 shows that if T'(n) = O(y/n) (resp. T(n) = O(y/n/logn), T(n) =
O(n#2/#1)) then lim,, oo #(n) = 00. As a result, we only have to consider that

lim ¢(n) = oo. (86)

n—oo

Throughout the proof we will assume that (86) holds. From (86) we see that there exists ni such that
¢(n) > 3 for all n > ny. Since we will only be interested by asymptotic results as n — oo we will assume,
without loss of generality, that n; = 1, that is,

¢(n) >3 foralln>1. (87)

Last, since the function &,.(0) defined in (39) will only be evaluated at § = ge " with ¢ = ¢§/¢(n) and

0 € 10,1}, giving &,.(0) = %, we will skip the argument 6 in &.(0) to keep notation simple.
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Conditioning the expectation in the r.h.s. of (23) with respect to V = v gives, by using the independence
of X, and V,

H (" f8m) = 1—</OOOA6—ME[ Z(q,XT,v)} dv)n. (88)

Proof of (15) for uy < 2u9: The proof follows from Proposition 4.2 since E[p(X, V)] = 0 when Alice and
Wille job service times are exponentially distributed (cf. Remark 1) and since Cy < oo when uy < 2ug, as
shown in Lemma 4.3-(1).

Proof of (15) for p1; = 2us: Assume that 7 = 2. Note that § = 2 when r = 2. Recall that T'(n) = 0%

é(n)
with 0 € (0,1]. By Lemma 4.11,
n 0 “w 1 n
(B [VZG/em. X2 V)))" = <1 [ <4§§ log & + M@)) dv)
0
00y _—Av Ag(£2)

_ e”k’g(”fo remE 1°g52x<i+652107g242)d”>, (89)
with Ag(2) = o(2%log z) and & = % > 0 for all n > 1 and v > 0 thanks to (87). For v > 0 notice
that & > 0 for all n and &2 — 0 as n — co. Define

o log & 1, As(&)
D,, = / Ae~ (A +2mv ( + dv, 90
: (60m) — 20072 \1 " logts (40)
(89) rewrites
(B [VZ(6/6(n), X2,V)| )" = enlosti+5°D0), (91)
Let us show that D,, —+ 0 as n — oo.
Fix € > 0. Since A(z) = o(z%log z) there exists z. > 0 such that for all 0 < z < z, Z%ig;)z < €. Since

for all n such that m < z. we have & = d)(née*“” < z for all v > 0 (Hint: the mapping v — & is

)—20e—Hv
nonincreasing in [0,00) and & = m when v = 0), we conclude that for n large enough,

As(&2)
&3 log &

< e. (92)

v>0
Hence, for n large enough,

|D,| < (1—|—6)/ Ae~ (AF2m)v
4 0

log &2
(p(n) — 20e=rv)2

1 o log(é(n) — 26e™#) + pv — log §
_ [z (A+2p)v | 108
= (4 + 6) /0 e H (G0 — 25-m)2 ‘ dv. (93)
For n large enough
log(¢p(n) — 26e ) + pv — log d
CLn(U) (¢(n) — 2567‘“))2 ‘ (94)

| log(¢(n) — 26e”")]
(¢(n) — 26e1v)?

< pv—logd +

30



log(¢(n)—2—3e=")
(¢(n)—20e—27)2

for all v > 0. It is easy to check that for all n such that ¢(n) > 20 + /e, the mapping v —
is non-decreasing in [0, 00). Therefore, for all n such that ¢(n) > 26 + /e,

log(6(n) — 26 _ log(g(n) — 20)
(6(n) = 20e )2 = (9(n) — 20)°

This shows that for all n such that ¢(n) > 26 + /e [Hint: ¢(n) — 25e™*” > 1 for all v > 0 when
¢(n) > 20 + e

for all v > 0.

log(é(n) — 26¢4)| _ log(p(n) — 26e4)
(p(n) — 25e—Hv)2 (p(n) — 25e—Hv)2
log(o(n) ~20)
< oz W2 (95)

We conclude from (94) and (95) that for n large enough [Hint: for n large enough, log(é(n) — 26)/(¢(n) —
26)?) < 1 since logt/t?> — 0 as t — oo and ¢(n) — oo as n — o0

0<ap(w) <pv+1-—1logd forallv>0.

Since for every v > 0, a,(v) = 0 as n — oo (cf. (94)), and

o 1-1
/ e OH20Y (1) 41 — log 6)dv = Au Al 0g9)

5 T < 00,

we may apply the Bounded Convergence Theorem to the sequence {a,(v)}y, to get from (93) that

1 0 1 0
lim |D,| < <4 +e) lim / )‘67(A+2“)”an(v)dv = (4 +€> / Ae~ 200 Jim an(v)dv = 0.
0 0

n—o0 n—00 n—oo

This shows that
D, -0 asn— oo. (96)

We now assume that T'(n) = ¢( € O(y/n/logn), which is equivalent to liminf,_ ¢(n) = a for some

nlog
a > 0. Two cases will be considered:

(i) limsup,, \/% < oo
(i) Liminf, o j;(l’(j;n = 00
We have

n
liminf( {\/Z (6/¢p(n), Xa, )D = liminf "8 +0°Dn)  from (91)
n—o00 n—00

lim infy, 00 nlog(14+62Dy,)
662 liminf, oo nDy (1+0<D:))

— 662 liminf,, oo nDyp (97)

)

since lim,, o, 0(Dy,)/D,, = 0 from (96).

We will show that lim inf,,_, nD,, is finite and nonnegative in case (i) and liminf,,_,o, n.D,, = 0 in case (ii).
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Define

. nlog & 1 Ay(&e)
falv) = CORS =L (4 + Zlogts (98)
— n (lOg (¢(n) — 256_1“7) B lOg d+ /-“)) 1 AQ (52) (99)
(¢(n) — 20e~+v)? 4 &logér )’
by using the definition of . Notice that
nD,, = —/ e~ AF20v £ (1) dw
0
so that ~
liminfnD, = —lim sup/ e~ AF200v £ (1)) dw. (100)
n—00 n—oo Jo
AVICS)

Observe that inf,>¢ fr(v) > 0 for n large enough since, from (92)

' EZlogé, AN be made arbitrarily small
2

by letting n — oo and since, by assumption, ¢(n) > 3 for all n > 1, which implies that inf,>qlog(¢(n) —
20e7H) > 0.

Case (i): liminf, \/% = Qe > 0, limsup,, \/% < 0.
Define
Lyim — 2 [y
P A T k)

Fix € € (0,1/4). Since 1/(¢(n) — 26e™#*)2 < 1/(¢(n) —26)? and 0 < ¢(n) — 2de™"¥ < ¢(n) for all n and
v > 0, we get from (99) and (92) that for n large enough (recall that inf,>¢ fn(v) > 0 when n is large
enough)

0< falv) < m

for all v > 0. Therefore for n large enough

(log ¢(n) — log § + ) (i + e>

0 < / e~ AF200v £ () dw
0

< nLs (log ¢(n) — logf + Ls) (1 N e>
(¢(n) —20) 4
Ly(1/4+¢€) log(¢(n)/v/nlogn) 1 loglogn L3 —logd
= 5 +Z+ +
p(n) 2 logn 2 2logn logn
(\/nlogn \/nlogn>
< Ly(1/4+¢€) log(p(k)/v/Eklog k) n 1 n loglogk  Ls—logd
= e (o )2 log & 2" 2loghk log k
Vklogk Vklogk
< Ly(1/4 +¢€) sup log(o(k)//Elogk) n 1 n loglog k n L3 —logd
i o) 2 E>n log k 2 2logk log k
Wie>n \ rlogk ~ VElogk)
Lo(1/4 1
— M X = <00 asmn — oo,
it 2

by using both properties of ¢(n) in case (i). We have thus shown that

°° Lo(1/4
0 <timsup [ ae O yan < 2EEED <o

n—oo JO 2a’i2nf
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The above and (100) show that liminf, e nD, < oo and, by (97), limint, (E [\/Z (6/6(n), X, )Dn
can be made arbitrarily small by letting § — 0. We then obtain from (88) and the upper bound in Lemma
4.10 that lim,, o Ty ( on ?") can be made arbitrary small by letting 6 — 0. By invoking now the upper
bound in Lemma 4.10, we conclude that Alice is covert in case (i) when T'(n) = O(y/n/logn) and r =2 .

\/% = Qjinf > 0, hmsupn Z(ﬁ;n - .

Case (ii): liminf,

We have
o(k) SUPp>, G(n)  Supgs, ¢(n)
sup < .

k>n VElogk = infr>, vElogk - vnlogn

Taking the limit in both sides gives

o ey 00 lmsup, 6n) _ limao(n) o)

n  y/nlogn ~ lim,/nlogn  lim,/nlogn n—co /nlogn’

where the 2nd equality holds since lim,, ¢(n) exists (and is equal to co). Let L4 := L9(1/4 +€). The
definition of f,,(v) in (99) gives

0§/ e~ H20v £ (1) dy
0

(101)

< L log(é(n)/viTTogn)  é(n)//nlogm) 1
- én) 25 / ¢(n) 25 1
vnlogn v/nlogn <Z>(n)/ nlOgn) Vvnlogn vnlogn osn

Ly loglogn L3 —log 6)

1

" $(n) 25 \? <2+ 2logn logn
Vnlogn  +/nlogn

— 0 asn—o00

by using lim,, ¢(n)/v/nlogn = oo (cf. (101)).

This shows from (97) and (100) that liminf, (E [\/Z (6/¢p(n), Xa, )Dn = 0 (note that, unlike in case (i),

we do not need to let § — 0 to establish this limit). We may then apply the argument used at the end
case (i), which yields that Alice is covert in case (ii) when T'(n) = O(y/n/logn) and r = 2.

Proof of (15) for p; > 2us: Fix r > 2 so that 1 < 8 < 2. Recall that T'(n) = %, 0 € (0,1], with
¢(n) — oo as n — oco. Lemma 4.11

(E {\/Z(é/qﬁ(n),X?«,V)Dn _ enlog(1+f0°° e (~1€l+ A () ) do)

o 10g(1+8° (6-1)° Ep) (102)
with A,(2) = o(27), & = %’ and
/ w18 MGG (103)
(erPp(n) —oB)F

Let us show that F, — 0 as n — oo.
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Fix € > 0. Since A,(z) = o(2?) when r > 2, there exists z. > 0 such that for all 0 < z < z, A;[(f) <€
Since for all n such that df((f):?ﬁ < z¢ we have &, = % < z¢ for all v > 0 (Hint: the mapping v — &,
is nonincreasing in [0,00) and &, = ;((f):ls)ﬁ when v = 0), we conclude that for n large enough,
Ar(ér)
su < €. 104
sup o (104)
Hence, for n large enough,
00 /\e_)‘”
En < Ig+¢€ / dv
e Y WO L
— Ae dv
(¢(n) —68)7 Jo
Ig+e€
= ————> — 0 asn— oo
(¢(n) — 38)”
Consequently, cf. (102),
s e n B(B— Biminnﬁoon n
lim inf (E [ 5/6(n), X,, V)D = ¢’ (B-1)  liminfrsoonEn (105)
We have, cf. (103),
liminf £,, = —lim sup/ e Nk, (v)dv. (106)
n n 0
with
Iﬂ — Ar(ﬁr)/gf
kn, 107
)= M agi) - a5 Hon
Iﬁ - Ar(fr)/gf
(erPvp(n)/nt/P — 58 /nt/P)P
Ig — A’I‘ T 7@
5 (&r)/¢ (108)

(¢(n)/nl/P —58/nt/B)B"
for all n > 1 and v > 0. Recall that Ig > 0. Let € < Ig in (104). From (108) we see that for n large enough

Ig+e
(¢(n)/nl/B — 5B /nl/B)p

0<kp(v) < for all v > 0. (109)

T(n) = O(n'/") or, equivalently since T'(n) = dn/¢(n)

lim inf ¢(n)/n1/5 = bint,
n—oo
for some biys > 0. From (109) we obtain

0 < limsup/ e Nk, (v)dv
n 0

. Ig+¢
< hmnsu}) (p(n)/nt/B — 53 /nt/B)8
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Iﬁ + € B [g + €

inf

(110)

This shows from (106) that

I
BT liminfE, <0.
bﬁlf n—oo

n
Hence, by (105), liminf, (IE [ 5/od(n), Xr, V)]) can be made arbitrarily close to 1 by taking § small

enough. This in turn shows by (88) and the u.b. in Lemma 4.10 that lim, . Ty ( (‘)8", ?") can be made

arbitrary small by letting § — 0. By invoking now the upper bound in Lemma 4.10, we conclude that
Alice is covert when T'(n) = O(Vnl/") and r > 2.

Proof of (16) for 1 < 2u2: Assume that T(n) = n/¢(n) = w(y/n) or, equivalently, lim,, o n/¢(n)? = oo.
Assume first that 0 < r < 1. From (43) we obtain

<E[ Z(p/(b(n),Xr)])n _ enlog(l-i—%(},:g)/¢(n)2+o(1/¢(n)2))

n_p?ii-r
~ ed(m?Z 4 (+=2) from (86)

~0 (111)

when n is large, since i%g < 0 when 0 < r < 1. This allows us to conclude from the lower bound in (34)
in Lemma 4.10 that L
limTv< Gn, f@”) — 1, (112)
n
thereby proving that Alice is not covert when T'(n) = w(y/n) and 0 < r < 1, since (112) violates the covert

criterion in (4).

It remains to show that Alice is not covert for 1 < < 2 when T'(n) = w(y/n) with lim, o n/¢(n)? = co.
Without any additional effort, we will prove the stronger result (to be used in the proof of the case 1 = 2us
of (16)) that Alice is not covert when T'(n) = w(y/n) and r > 1. By applying Lemma D.1 in Appendix D
to (38), we obtain

e [\ 2o, x| <& [ Z/on). X, (13)
for any 7/ > r. Combining now (113) and (111) readily yields

s (B0 Z/60. X)) =0

for any ' > 1. Similarly to the case 0 < r < 1 we then conclude that Alice is not covert T'(n) = w(y/n)
and r > 1. In summary, we have shown that Alice is not covert for all » > 0 when T'(n) = w(y/n).

Proof of (16) for u; = 2us: Assume that T'(n) = n/¢(n) = w(y/n/logn) or, equivalently,
¢(n)

lim ———= =0 114
o vnlogn (114)

By (43),
(E [ Z(p/gb(n),Xg)]) — ¢nlog(1+783 log a+o(&3 log &2)) (115)
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with & = m. Since & ~ 0 as n — oo under (86), we have
&logés — 0 asn — .
Therefore, from (115),
(E [ Z(p/d)(n),Xg)] )” ~ei8108l e o0, (116)

We have proved in the proof of the case p; < 2u2 of (16) that Alice is not covert for all » > 0 when
T(n) = w(y/n). As a result, it is enough to focus on T'(n) satisfying (114) and such that T'(n) # w(y/n).
The latter is equivalent to ¢(n) = Q(y/n), that is,

tim inf 27 5 . (117)
n—o00 \/'71
We have
2
p logp log(¢(n) —2p
néylogss = $(n) )2 (10 n : IE)) )
n_ _ j g gn
(\/nlogn \/nlogn)
—p? 1 -2
( $n) __ 2p ) logn
v/nlogn v/nlogn

as n — co. By (114) the first factor in the r.h.s. of (118) converges to —oo as n — co. Let us focus on the
second factor. We have

b(n)—2p #(n)
log(¢(n) — 2p) :1+1°g< Vi ) N1+1°g(\/ﬁ)
logn 2 logn 2 logn

log (20
as n — 00. Assumption (117) ensures that Oglgg‘f) — 0 as n — oo and
] _
log(¢(n) = 2p) — L as n — 00.
logn 2

In summary, we have shown that n&3logés — —o00 as n — oo which, in turn, implies from (116) that
n

lim,, <IE [ Z(p/p(n), Xg)}) = 0. Invoking now the lower bound in (34) in Lemma 4.10 we may conclude

that Alice is not covert if r = 2 and T'(n) = w(y/n/logn).

Proof of (16) for j; > 2u9: Assume that T'(n) = n/é(n) = w(nt>/#1) or, equivalently,
lim $(n)

n—oo nﬁ

= 0. (119)

Let r > 2 so that 8 € (1,2). From (43),

(=[VEw/sm.x)) = eroelisined)

N 00, (120)

(B-1)p

since &, = 3(m)=Fp

— 0 as n — oo thanks to (86). We have

(8~ 1)p)°

n) _ Bp
nB

(957

ng, = — +00 asn — oo.

=
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Introducing the above limit in (120) and using the finiteness and positiveness of Ig for g € (1,2), gives
n
lim,, <IE [ Z(p/od(n), Xﬂ]) = 0, which shows by using again the lower bound in (34) that Alice is not

covert if r > 2 and T'(n) = w(nt2/M).

This concludes the proof of the proposition.

D Appendix

Lemma D.1. For any 0 € [0,1], v’ > r,
E [\/E(G,Xr,)} <E {\/E(G,XT)} .

Proof. Fix 6 € [0,1]. When 7’ > r, X,» <4 X,, which in turn implies that Z(0, X,») <s Z(0, X,.) as the
mapping z — =(6,x) in (36) is nondecreasing in [0, 00),

Therefore,
E[ E(G,XT/)}SE[ E(@,Xr)}

as the mapping x — /x is nondecreasing in [0, 00), and finally

E[vE06, X | <E[VE0,X,)|.

E Proof of Lemma 5.1

Proof. We denote by f®*) the kth convolution of f with itself. For the time being we do not make any
assumption on go(x).

Let A be the event that Alice inserts a job at the end of a W-BP, with P(A) = ¢. Given that Alice inserts
a job at the end of a W-BP, let B; (i > 1) be the event that Alice ith job inserted after the end of a W-BP
affects Willie first job. Notice that

i-1 i
P(B;|A, Vi =1t) = ¢ P (Z o9 <t< ZUW) , 1>1.
=1 =1

Let us calculate Py, (Y < x, Vi < v). For the sake of simplicity we will drop the subscript H;. We have

P(Yi <z,Vi<w) =
qP(Y < 2, Vi < v]|A) + qP(Ys < z, Vi < v]A9)

= q/ P(Y, < x|A, V. = t)he dt
0
+qG1(z)(1 — e ). (121)
Let us focus on P(Y, < z|A, Vi =t). We have

P(Y, <a|A,Vi=1t) =Y P{Y. <z} NBi|A,V, =1t
i>1
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P({Y, <z} N (Uz1B)°)
= Plt<og1<z+t—o1)
¢
+Z/ q’_lP(t—u<02,i<$+t—u+01)
i>2 Ju=0

xgy M (w)du + G1(2)P (U1 B)°)

Let us find P ((U;>1B;)“|A,V =t). This is the probability that no Alice job intersects with a Willie job
given that Alice inserts a job at the end of a W-BP and that V, = ¢t. Given A and V, = t, there is no
interference if Alice inserts ¢ > 1 jobs successfully and that she does not insert an (i + 1)-st job. The
probability of this event is gg' 'P(0g,1 + - - + 02, < t). Therefore,

P((UlZlBl)c |A, V = t) =
G (x) qu_lp(@J +--+og <1)

>1
_ — l
= G@) Y d a0
i>1
Therefore,
P(Y<:L‘|A V:t)—P(t<02,1 <33+t*0'1)
—|—Z/ ¢ 'P(t—u<oy; <xHt—u+to1)g, +(i 1)(u)du
©1>2
+aC1 (@)Y d 6 ()
>1
Hence,

PY <z,V <o) = q/ Ae ™ MP(t < 091 <z 4t—oyp)dt
0

t
+ )\e_)‘t/ Pt—u<oy; <z+t—u—o1)
t=0 u=0

XZqQZ u)du + qG1(z ZqG

i>2 >1
+GGi(z)(1— ),

which gives after conditioning on o
PY <z,V <)
—q [ A [ (Gal—y 1) = Galt))gs ()t
t=0 y=0

—i—q/t:))\e [/u qu

1>1

<[ " (Gala — g+t — u) — Galt — u))gi (y)dydu | dt
y=0
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+4Ch () / A0S ¢G5O (#)dt + GG () (1 — ).
0 I>1

From now on we will assume that Ga(t) = 1 — e #2! (Alice service times are exponential), which implies
that

m)!

-1 ( t)m
GOy =1 — et Y 2o,
m=0

Easy algebra gives (Hint: ¢*()(t) = %G;(i)(t))

Y da) = L e (122)
>1 q
S dgs wdu = page (123)
i>1

Lengthy but easy algebra using (122)-(123) gives

PY <z,V <v)= (1 — e_>‘”> Gi(x)
Pq (1 B e—(/\-i-ugq)v) (91 * g2) ()

1—pq 42

Again after easy algebra, we finally find

o?
fia(z,v) = Oxﬁvp(y <z, V <)

= e () [1 +gern® (W - 1>] .

and
Fa@ = [t
— a@) {1+ P <(91 *g2)(x) 1)] _

1—pq g1(x)

F Proof of Lemma 6.1

Under the IT policy the queue behaves as an M/M/1 queue with an exceptional first customer. Let 6 be the
expected service time of this first customer and let 7 be the expected service time of the other customers.
Then ([4] - see also Section 4),
1—=Xo+ A7
1-X6
7 is the sum of the Willie’s job expected service time (given by 1/u1) and of the expected time needed
to serve all Alice’s jobs inserted just after a Willie’s job arrival. The latter quantity is given by ¢B/us.
Hence, 7 = i + ‘i—f. & is the sum of Willie’s job expected service time (given by 1/u;) and of the expected

E[Nw] = (124)
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time needed to serve all Alice’s jobs present in the queue at the beginning of a W-BP. The probability that
there are s such jobs in given by P(E(s)) in (134)-(135) in Appendix G. Therefore,

1 1
6=—+4— P(E(s))s.
LR

Elementary algebra then gives

1 qp 1-q(1-6g()  B—-(1+p)Q(1)
u1+u2(1—qp)< 1—qp - p )

o=

Introducing 7 and ¢ into (124) gives (63).

During a W-BP, ¢ BE[Ny| Alice’s jobs are inserted on average. Therefore, E[IN4] is the sum of these jobs
and of the expected number of jobs that Alice inserts during a W-IP. Let call E[N4 ;p| this number. Let «
be the number of Alice’s jobs in the system at the beginning of a W-IP. Note that these jobs were inserted
just after the arrival of the last Willie’s job served in the previous W-BP, so that P(k = k) = ¢Q(k) if k > 1
and P(k = 0) = ¢+ qQ(0). If kK = 0 Alice’s inserts ¢ > 1 jobs in a W-IP if either she inserts successfully 4
jobs and stops there (prob. (gp)‘q) or if she inserts i jobs but the last one is not successful (prob. (gp)*~!¢p)
giving the overall prob. ¢(gp)*~!(pg + p). Hence, the expected number of Alice’s jobs inserted in a W-IP
given that k =0 is ¢(pg + p) D51 (qp) i = q(pg + p)/(1 — qp)?. If k > 0 Alice will not insert any job in
a W-IP if a Willie’s job arrives within the time to serve these s jobs, the probability of this event being p*
and otherwise she will insert i > 1 jobs with the prob. pq(pg + p)(gp)*~'. Hence, the expected number
of Alice’s jobs inserted in a W-IP given that k > 1 is ¢(pg + p)p* >~ (qp)" i = q(pq + p)p*/(1 — qp)>.
Finally,

qa(Pq + p)

_ - _k
E[Nasp] = a—ay? q+qQ(0))+k221Q(k)p
_ APTER) (2 0(0)) + Go(B) - Q(0)
TR o
and 5 4+
E[N4] = ¢BE[Nw| + ¢ % (@Q(0) + G (7)) ,

which concludes the proof.

G Proof of Lemma 6.2

Throughout the proof we will skip the subscript H; in P, (Y < z) for the sake of conciseness. In this
appendix Uy denotes an exponential rv with rate A.

Define the events

E = {s Alice’s jobs interfere with J given J = 1}
Fs = {s Alice’s jobs interfere with J given J # 1}
G, = {Alice inserts [ jobs after the arrival of a Willie’s job}

for s > 0,1 > 0. We have

P(Fo) = q+qQ0)=1-qQ(0) (125)
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P(Fs) = qQ(s), s>1 (126)
P(Go) = q+4qQ(0)=1-4qQ(0) (127)
G) = qQ(), 121 (128)

Let T— be the time at which a W-BP ends. Time T is the time at which Alice inserts one job with
probability ¢ and 0 job with probability g is the system if empty at T'—. Let us determine P(&;) for s > 0.
We have

P(£o) = P(& | Go)(1 — qQ(0)) +q Y P(E| G)Q(D). (129)

>1

Recall that p = is the probability that no Willie’s job arrives during the service time of a Alice’s job.

Throughout, we Wlll use that
k
P <U,\ > Z”) = pF (130)
r=1

when 71, 7o, ... are iid exponential rvs with rate pe. Given Gy, there is no interference if Alice does not
submit a job when an idle period starts (prob. ¢) or if Alice submits one job (prob. ¢) and that during
the service time of this Alice’s job there is no arrival of a Willie job (prob. p) and Alice does not submit
another job when the system becomes idle again (prob. §), etc. This gives (same argument/result as in

(59)) )
P(& | Go) = 7+ qap + 4(qp)” + q(qp)® Z = qp- (131)
For [l > 1,
+1
P& |G) = qP (UA > Zn) + qqP (UA > Zn)
r=1 r=1
+2
+3¢*P (U,\ > ZTT> +
r=1
oo I+ . o) '
= gy P (UA > Zn) ¢ =a') (ap)
=0 r=1 =0
L—gqp
In summary,
Wy (132)
P& | G) = -, > 0.
(&o|G1) -
Therefore, from (129)-(132),
q
P(&) = 1-— )+
(&o) - qQ(0) +¢ ;p Q(l)
= 1-— + qGo(p) — qQ(0
1_qp( 9Q(0) + ¢G¢(p) — 4Q(0))
q _
= — (7 +q59q(p)) - 133
L (a+ a90(r) (133)
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Consider now P(&;|G;) for s > 1. We will investigate separately the case s = 1 and s > 2. For s = 1,

[ > 1, we have

P(&1|Gr)

For s =1 and [ = 0, then

We then obtain

P(&)

141
<er < U, < ZTT> + ¢P (er < Uy < er

I+1 +2

+¢°P <Zn < U, < Zn> +
r=1 r=1

)

I+i—1 I+
Zq]P’(Z TT<U)\<ZTT>
>0

I+i 4+i—1
Z:q’]P> (ZT7’>UA> Zq”P’(Z Tr>U)\>
>0 >0

l+z —l+z 1

;q ; ¢

Py (ap) =9 ()’

i>0 i20
pp' !
I
L o

P(&r[Go) = 1=P(&o[Go) = 77 -

= P(&1]Go)P(Go) + Y _P(E1|G)P(G)

>1

B B pp !

- 1—qp1 qQ(0 ; _QQ
@ = g(@Q)(») _Q(0)>
T 1-gp <1 @O+ p ) sy

Assume now that s > 2. There can be two interferences or more only if Willie interferes with jobs in the
system at time T'—. Therefore,

and, for [ > s,

P(gs | gl)

We then obtain

P(£[G)=0 if0<i<s

l—s+1

<Z T < Uy < Z Tr>
l—s+1 l—s
P (UA < Tr> —P (U,\ < Z”)
r=1 r=1

_ﬁlferl _ (1 _

1

(135)

= P(&|G)P(

1>s
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Under Hy, the cdf of Y, Willie job reconstructed service time, is given by

P(Y < x)
= PY<z|J=r;+PY <zx|J#1)7,y
= P(Y <z|J=1,E)PE)ms+ Y PY <x|J=1E)PE)r;
s>1

+P(Y <z | J #1,F)P(Fo)Ts+ Y P(Y <x|J # 1, F)P(Fo)7))

s>1

= P(o <) (P(E)ms +P(Fo)ws) + Y P (G +Y < x) (P(Es)my + P(Fs)7s)
s>1 r=1
= Gi(x) (P(&)ms + P(Fo)7s) + D _(G1x he)(x) (P(E)my + P(Fo)7s) .

s>1

From (125), (126), (133), (134), and (135) we find

P(&y)my +P(Fo)Ty = 1 _qqﬁ((j + qGo(p))ms + (1 — qQ(0))7;
P(gl)ﬂJ—l-P(fl)ﬁJ — 1qup ( _ Q( ) QQ()pC?(O)) T
+qQ(1)7;

P(E)ms +P(F)ms = qprs Y QP +qQ(s)7s, Vs >2.

1>s

Hence, for x > 0,

Py <) = Gila) (L@ abo@)ms + (1~ aQO)T, ) + a(Ga b))

+q ) (Grxhs)(x (WJZQ P+ Q(s)7 ) (136)

§>2 1>s

Dividing both sides of (136) by gi(x) gives (70).

H Proof of Lemma 6.3

For any mapping h(q), we denote by h'(q) its 1st derivative and by h”(q) its 2nd derivative at ¢ when they
do exist.

Define

Flo) =E [V X)] = [ Vo) Var @ W(ava) de (137)

Notice that, by Cauchy-Schwarz inequality,

0< 7o) < ([ (o) v ([ sowia.ajas) -

since g1(x)W (g, x) is the density of a nonnegative rv, which implies that [° g1(z)W (¢, z)dz = 1.
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Define f(gq,z) = \/A1(q) + A2(q)®1(z) + ¢P2(z), so that (cf. (137))

F(q) :/0 pie " f(g, x)dz.

For later use, note that

df (;1(; z) _ Ag)+ A’;(fq()qfl,); ():v) + ®y() (138)
Pflgr) Al +ALQPi(x)  (AL(g) + A)(q)P1(x) + Da(x))? (139)
de> 2f(q,x) 4f(q,x)3 '

Assume that there exist 0 < ¢ < min {1, 1p;pB1} (recall that the queue is stable when p; + gp2 B < 1 — see

Lemma 6.1) and three non-negative mappings h;, i = 0,1, 2, satisfying fooo e MTh(z)dr < o0, 1 =0,1,2,
such that

1. for all z > 0, ¢ — f(q,x) is continuous in [0, q1);
2. for all ¢ € [0,q1), = — f(q,z) is continuous in [0, c0);
3. for all (q,2) € [0, 1) x [0,50), |(g,2)| < ho(e);

4. forallz >0, g — Ej‘flx) is continuous ¢|0, ¢1);
5. for all ¢ € [0,q1), ¢ — df(q’ ) is continuous in [0, 00);

< hi(z);

6. for all (¢,z) € [0,q1) x [0,00), ‘%ﬁ@)

7. forallz >0, ¢ — % is continuous in [0, ¢1);

8. forall ¢ € [0,q1), ¢ — & J;(% 2) ig continuous in [0, 00);

G ACED)
dq?

9. for all (¢,z) € [0,q1) x [0,00),

< ho(x).
Then, by the Dominated Convergence Theorem, (1)-(9) will ensure that F'(q) is twice differentiable in [0, g1 ).
When g1 (x) = pre” ',
g1 #hs(x) M%)‘ /x 15 (@ — ) e =) gy
0

g1(z) (s —1)!

- oD / pau eIy, (140)
~5 ),

which, for each s > 1, is continuous in [0, c0). We may then apply the Beppo Levi Monotone Convergence
Theorem to ®o(z) (as both sums in $o(x) have non-negative terms) to get that the mapping x — Po(z)
is continuous on [0, 00), and so is the mapping x — ®1(x).

On the other hand, it is easily from the definitions of A;(g) and Ay(q) that

x — {A1(q), A1(q), AT(q), Aa(q), Ay(q), A (q)}
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are all continuous mappings in [0, 1]. This shows (1) and (2); this will also show (4), (5), (7) and (8) if we
can show that there exists ga € (0,¢q1) such that f(z,q) # 0 for all ¢ € [0,¢2), z > 0. From the definition
of f(q,z), we see that

flg,2) = Ai(q) = 4 (7+ q9q(D)) 7, (141)

for all ¢ € [0,1], x > 0. It is easily seen that the mapping ¢ — ((¢) = §(q+ ¢Gq(p)) 7y is strictly
decreasing in [0,1] with ¢(0) = 1 and ¢(1) = 0. Pick 6 € (0,1). The above implies that there exists
¢2 € (0,q1) ) such that (§+ ¢Gg(p))m; > 6 for all ¢ € [0, g2], which in turn implies that

flg,z) > 6 >0, (142)
for all ¢ € [0, g2], = > 0. This establishes the validity of (4), (5), (7) and (8).
We are left with proving (3), (6), and (9). For ¢ € [0,41), x > 0, we have
flg,z) < 1+m+mPi(z) + Po(x) == ki(x) (143)
df (q,x 1
V@) o Loy nudi (@) + Ba(0) = ko) (144)
dq 20
d’>f(q, 1 1
d(qg) %(775 + n6P1(7)) + e (03 + na®1(2) + Pa(2))” := k(a), (145)
where
m= sup [Ai(g)], m2:= sup [Ai(g)]
q€[0,q1) q€[0,q1)
n3 = sup |[AY(q)|, ma:= sup [Ag(q)l
q€[0,q1) q€[0,q1)
15 = sup [Aj(q)], me:= sup [Aj(q)l-
q€[0,q1) q€[0,q1)
The constants 7;, ¢ = 1,...,6 are all finite as the mappings

q— {A1(q), A1(q), AT(q), Aa(q), Ay(q), A (q)}

are all continuous in [0, ¢;) from the very definition of A;(q) and Aa(q) in (71)-(72).

By Beppo Levi Monotone Convergence Theorem (which applies here as all terms in the sums in (74) are

non-negative as already noticed) we get
/ g91(z)P2(x)dz = Z Z Q) / g1 * hs(z)dx
0 0

§>2 1>s

= > > Q' <o,

§>2 [>s

where the finiteness of > o> 5 Q()p'=* is shown in Lemma I.1 in Appendix I. This shows that
Jo~ hi(z)dx < oo, i = 1,2, where hi(z) and hg(z) are defined in (143)-(144), and proves the validity
of (3) and (6).

It is shown in Lemma 1.3 in Appendix I that when p; < 2us

/ LT (11 (2) + Ba(2))? d < oo,
0

which implies together with the finiteness of [ g1(2)®;(x)dx, i = 1,2, that [;* p1e **hg(x)dx, where
hs(z) is defined in (145). This proves (9) when p; < 2us.
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We have therefore shown that there exists ¢; € (0,qo) such F(q) is twice differentiable in [0, ¢q;) when

i1 < 2po. Application of Leibniz’s differentiation rule gives

FO) = 1
PO = 5 /0 j1e 17 (o By (x) + B (x)) da
F’(0) = _i /0°° pre M (o + By (z) + Po())” da

+(p— Go) (pm - ,u16”1x<191(x)dx>

- _i /OOO pie” T (o + By (x) + Do(x))? da
where
a = —(p+Gop)rs— Q(0)7,
5 1+QQ(J§)_Q(O)'
D

(146)

(147)

(148)

(149)

Note that (147) holds since [ pe "1 ®(z)de = pry [;° g1 * hs(x)dx = pr; from the definition of ®;(xz)

in (73), and since g1 * hg is a pdf on [0, 00).

It is shown in Lemma 1.2 in Appendix I that F'(0) = 0. Hence, by Taylor’s Theorem,
F(q) = 1+ coq” + o(¢?),

with ¢ 1= %F"(O) < oo when uy < 29, which completes the proof.

I Appendix

Lemma I.1.

Y Q- = LoP%e®) _ Ge®)1+5) ZQ(0)

p D
Proof.

X = Y ewp =) ep T - e

$>2 I>s s>0 [>s 1>1 1>0

s>0 [>s
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1-pGo(P)  Go)(1+p) —Q(0)
p p '

Lemma I.2.
where F'(0) is given in (146).
Proof. The definitions of ®;(x) and ®o(z) in (73)-(74) yield

/ 91(2)®1(z)dx = pﬂj/ g1 * hi(z)dx = pmj,
0 0

with g1(x) = pre "% and
/ e Mrdq(x)dx
0

- pm/o D grxhe(x) > QUP tdr + ﬁJ/O > g1 % he(2)Q(z)dw

§>2 1>s s>1
Y (/ o+ hs(x)da:> S QU + 7 Z/ g1 % hs(2)Q(s)dz
§>2 0 >s s>1 0
=prs Y > QWP +7,(1-Q0)),
s>2 1>s

(151)

(152)

(153)

since [ g1 * hs(x)dz = 1 and > s>0 @(s) = 1, where the interchange of the integrals and sums in (152) is
justified by the Beppo Levi’s Monotone Convergence Theorem. Thus, by using (146), the definition of «

and [ in (148)-(149), (151), (153), and Lemma I.1, we obtain

2F'(0) = —(p+ Go(p))ms — Q(0)7s + <1 + ch(ﬁ)p—Q(())) .

_ 9e@)(1 +p) — Q0)
p

+m7(1 — pGo (D)) pry+7s(1—Q(0))

_ pT pI _ _ pm B 1+9p
= Q(0) <7TJ - ? + ?J —7TJ> + G (p) <7TJ + ?J —pTy — ﬁppm]> =0.

Lemma 1.3. Assume that the support of Qp is finite. Then,
oo
/ pre 7 (na®@y (z) + Bo(x))? da < o0
0

if 1 < 2p2.

Proof. Without any loss of generaly, assume that the support of @p is in {0,1,...,S} with S < 1. From

(73)-(74) we obtain

(m®1(z) + @2(x))* < max(nj, 1)(@1(x) + Pa(z))?

S_ S 2
< max(r, 1) (Z B 57 QU e Y LD )+ mgl*hl(w))



S 2
< max(i1 (zgl*h [(SHZQ(DP’SD
s=1

l=s
gl*h
< max(n?, 1)(S +1)2 Z
s=1
« hi(z) g1 % hj(x
= max(nf,1)(S +1) Zzgl B 191(;5), (154)
i=1 j=1

by using the identity (33, a;)* = 3, >_jaiaj. With gi(z) = p;e™7 for ¢ = 1,2 it is easily seen that

91;1?2537) - % /iil)! /xts—le—(ug—ul)tdt
% . if gy = po
= i () - et (155)
X Yo (o= m yiFT (i i) if p1 # po.

A glance at (154) and (155) shows that the r.h.s. of (154) is a finite sum of terms of the form z*,
e~ (m2—mrgk and e—2(2—r)r gk Now, since integrals

o i k!
/ pe M xtdy = —
0 Hy

and - .
— k M1
e FTe (p2—pr)z k.. —
/ e
are finite, and the integral
o0 |
_ _ _ ;ulk-
ppe M%e 2p2—p)T 1k ] —
/0 (202 — pa)k+1
is finite for p; < 2u9, the lemma is proved. |
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