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Abstract. Asset Management (AM) is promising for value creation from assets 

in the long term. A major concern to this end relates with the capabilities to 

achieve effective AM decision-making at every organisational level, i.e. opera-

tional, tactical, and strategical. Therefore, the goal of this research, grounded on 

a systematic literature review, is to identify which are the main sources of uncer-

tainty that may influence the achievement of AM system related objectives and, 

as such, should be taken into consideration in a risk-informed decision-making 

process. Taking the manufacturing sector as a reference, the risk sources ad-

dressed by the extant literature are identified and mapped against a reference 

classification scheme. As a result, the research offers a comprehensive frame-

work where risk sources, affecting the AM decision-making process, are system-

atically mapped. Information management is found to be the main risk source 

when making asset-related decisions. 

Keywords: Risk management, Asset risk management, Risk sources, Asset 

Management, Manufacturing. 

1 Introduction 

Asset Management (AM) as discipline and business process is recently at the centre of 

the scientific and industrial debate. In fact, AM has been climbing top management’s 

priority list, having a special concern in physical assets [1], i.e. those assets that exist 

independently from any contract, as opposed to financial assets [2]. 

During its development, the AM system view promoted a holistic approach, leading to 

more attention to strategic, risk, safety and environment, as well as human factors [2–

4]. Four founding principles are also remarked – i.e., life cycle, system, risk, and asset-

centric orientation – as levers to set an AM system within an industrial organisation [5]. 

While remarking the holistic approach, value creation has recently emerged as another 

essential concept to the purpose of AM. Indeed, AM embraces different kinds of actors 

that together aim at realising value by managing assets through coordination and in 
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alignment with the organisational strategy [6]; accordingly, “effective control and gov-

ernance of assets … is essential to realize value … to achieve the desired balance of 

cost, risk and performance” [6]. In order to achieve such a balanced cost, risk and per-

formance, the focus on value in asset-related decisions is remarked by the most recent 

discussion on value-based AM [7–9]. 

 Different application fields/sectors advocated the adoption of AM and, specifically, 

of an AM system. The establishment of AM as a business process was initially evident 

in the mid-90s in the oil and gas sector; later on, infrastructure and distributed network 

systems have progressively aimed to introduce AM in their core processes; manufac-

turing is, nowadays, still lagging behind the achievements in the other sectors, espe-

cially discrete manufacturing. 

Notwithstanding the application sector, and the relative AM maturity within it, a 

common understanding is that a proper and efficient AM requires to set up an effective 

decision-making process, capable of supporting asset-related decisions through all the 

lifecycle phases of an asset [10]. In this perspective, risk management plays an im-

portant role in improving the decision-making process within AM [11]. Risk manage-

ment has, in fact, a huge impact on the correct setup of a well-performing decision-

making process [12]. However, within the AM field, asset-related decisions and deci-

sion-making are not particularly supported by practical guidelines [3,4] in accordance 

with risk management. For this reason, the present work focuses on the relationships 

between the decision-making process within AM and the related risks. More specifi-

cally, the aim is the identification of possible risk sources affecting the decision-making 

process within AM, while particular attention is put on manufacturing companies, con-

sidering how the general concepts and principles of AM are currently implemented in 

this business context. 

From a research perspective, this work fosters the importance of risk management, 

with the aim of enhancing its role in AM decision-making; from a practical perspective, 

the paper gives hints to asset managers about what risk sources should be considered 

for implementing a risk-informed decision-making process. 

The paper is so structured: Section 2 describes the reference framework for AM risk 

sources, proposed as a background, and built by integrating the risk-orientation princi-

ple to the lifecycle-orientation; Section 3 deals with the systematic literature review 

methodology, and it describes how the framework is fulfilled based on the literature 

findings; Section 4 proposes the results of the literature review, then Section 5 states 

some conclusions and work limitations for future improvements. 

2 Framework for Asset Management risk sources 

This work assumes a reference framework for the analysis of the most impactful risk 

sources for the AM decision-making process. The framework is composed of two di-

mensions: asset-related decisions and operational risk sources (see Fig. 1). 

The first dimension includes the asset-related decisions mapped against each lifecy-

cle phase, see the bottom part of the scheme in Fig 1. This dimension adopts an asset 
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user perspective, so it does no include decisions as pricing, or maintenance service pro-

vision offering. The currently included decisions are related to evaluation of alterna-

tives and suppliers, maintenance strategy definition, and budgeting for the BoL phase 

of the asset. The MoL phase is related to the operation of the asset, thus including op-

erations and maintenance management decisions, and reconfiguration decisions to 

adapt the asset to everchanging production conditions. At the end of the asset lifecycle 

(EoL), the main decision is related to the selection of decommissioning strategies. For 

more insights into the asset-related decisions model, refer to [13]. 

The second dimension considers the operational risk model adopted to classify the 

risk sources and the respective risk categories, having as major concern the physical 

assets and their management process. The operational risk model adopted for the anal-

ysis is the one proposed by [14]: the risk model considers as a basic concept the defini-

tion of a risk source as “any entity or circumstance with the potential to generate un-

certain conditions”; it is used as a reference to map risk sources found out from the 

systematic literature review. 

Correspondingly, at the top of Fig. 1, the scheme of the operational risk model, as 

adopted in this research, is presented. Therein, the AM process is heading towards the 

AM objectives; however, the achievement of such objectives is affected by different 

risk sources that impact on the AM process. In particular, the impact of the different 

risk sources is identified as the variation in reaching the AM objectives. 

 

 

Fig. 1. Framework for Asset Management risk sources. 

Four different risk source categories are identified, which represent different types 
of risk sources, both internal and external to the company: 

• Core risk sources belong to the internal risk category and are associated with 

the core processes of the company, which is a process that directly contributes 

to the value creation according to the company’s objectives. In the context of 

the present study, the AM process is the core process of interest. 
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• No-core risk sources belong to the internal risk sources and are associated with 

the no-core processes of the company. A no-core process is a process that is 

considered ancillary with respect to the core process and supports it in value 

creation. For example, spare parts management is an ancillary process, rele-

vant to support the AM process towards the generation of value from physical 

assets. 

• Supply chain risk sources belong to external risk sources with respect to the 

AM decision-making process and are associated with the organisation in a 

broader view with respect to the core and no-core risk sources, which are in-

ternal. These risks stem from the interaction with suppliers. This may occur 

with the Original Equipment Manufacturers (OEMs) providing new assets, the 

OEMs/service providers supporting maintenance services, and the MRO 

(Maintenance Repair Operations) material suppliers. 

• Environment risk sources belong to external risk sources and are associated 

with the environment surrounding the company and influencing the core pro-

cess as well. Environment does not mean only natural events, but all the set of 

geographical, political, social, and cultural factors that could influence, as con-

textual factors, the core process. For example, new legal requirements or the 

lack of skilled workforce may influence the AM process. 
 

The focus of this research work is on the second dimension of the framework (i.e. 

operational risk sources, the top part of the scheme of Fig. 1). A systematic literature 

review is applied to analyse scientific literature dealing with risk and AM in 

manufacturing, as described in Section 3. Then, Section 4 presents the mapping of risk 

sources against risk source categories. 

3 Literature review methodology 

A systematic literature review is carried out to explore risk within AM in manufac-
turing industries; in particular, the literature search is performed to look for the risk 
sources affecting the decision-making process. 

The literature review is pursued looking at works present in databases as Web of 
Science (WoS), Scopus and Google Scholar. In particular, it is done considering the 
following features: 

• adopting a comprehensive search in title, abstract and keywords; 

• keywords used are Asset Management AND Risk AND Manufacturing; 

• English documents are the only ones considered. 

The literature search finds out 985 documents (16 in WoS, 189 in Scopus, and 780 
in Google Scholar). After applying the elimination of all non-English written documents 
and filtering according to title and abstract, the final list is composed of 27 works. The 
bottleneck criterion is the one related to the screening phase because, even though man-
ufacturing is introduced in the keywords, most of the documents, especially in Google 
Scholar, deal with risk and/or assets in the financial sector. Then, the final list of 27 
documents is further screened through full paper readings to understand if each paper 
analyses some risk sources in the manufacturing sector.  
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Considering the above findings, it has to be noticed that the main limiting criterion 
of the literature review adopted so far is the confinement within the manufacturing sec-
tor: most of the documents treat risk within AM in infrastructure and distributed net-
works. Thus, even though the systematic literature review methodology is adopted to 
look in depth at the scientific documentation, the results are not completely satisfactory, 
since the number of papers after the last screening phase is small. To overcome this 
problem, additional literature is introduced to better feed the proposed framework: it 
comes from the background of AM in the scientific community, and it also considers the 
ISO 5500x body of standards, which gives some hints about risk in AM. 

Thus, the risk sources found out in the scientific documents are classified according 
to the risk source categories therein discussed (Section 4). More specifically, the risk 
sources are derived by the analysis of the literature: the eligible papers clearly state the 
authors are addressing specific risks, even though usually they do not refer to specific 
decisions. As a consequence, with this information it is possible to complete one dimen-
sion of the framework, the one dealing with risk sources (top part of Fig. 1), mapping 
them against risk source categories, defined while going through the literature analysis. 

4 Risk sources against risk source categories 

The framework of risk sources versus risk sources categories is fed as a result of the 
step of full paper reading using the 27 works selected from the systematic literature re-
view. The analysis of the articles allows either to understand which kinds of risk sources 
are highlighted in the scientific literature, either to associate them with the relative risk 
source categories. The analysis is firstly done considering the eligible papers; then, this 
set is enlarged thanks to additional literature (highlight by an * in Table 1) that has 
grounded the basics of AM, such as the ISO 5500x body of standards. For the sake of 
transparency, if the risk source is not derived from the eligible documents, a * is put next 
to the risk source; instead, if the risk source is identified in both eligible and not eligible 
documents, a (*) is used. Thus, Table 1 proposes the results of this analysis. 

The analysis of the risk identified in literature allows to classify them according to 
the framework proposed in Fig.1 (column of Table 1), and to group them into risk 
sources (rows of Table 1), which could be: 

• Equipment: risk source related to machines, components or systems that could 

fail or, somehow, affect the possibility to achieve the desired AM objectives; 

• Information management: risk source associated with the way information is 

gathered and managed; 

• Human factor: risk source connected with leadership, culture, motivation, be-

haviour and competence within the organisation; 

• Organisational architecture: risk source related to the organisational structure; 

• Supplier: risk source associated with the suppliers of the organisation that 

could, in some way, affect reaching AM objectives. 

The main finding of this analysis is the importance of considering information man-

agement as the most impactful risk source on the AM process. However, the second 

place is taken by the human factor, underlining the need for knowing and understanding 

AM principles to correctly manage systems of assets in the long-term perspective. 
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Table 1. Classification of risk sources against risk source categories 

 Core risk sources 
No-core risk 

sources 

Supply chain 

risk sources 

Environment 

risk sources 

Equipment 

[15] [15,16]   

Security 
Security 

Failure 
  

Information 

management 

[17][6,26-28]* [17,18,20][7,27,28]* [20,21] [22,23] 

Information track-

ing (*) 

Information availa-

bility* 

Data collection* 

Data management* 

Information tracking 

(*) 

Data tracking (*) 

Data security 

Data collection* 

Data management* 

Data security 

Information se-

curity 

Information 

security 

Data security 

External hacking 

Human factor 

[16,24][6,29]* [19,24][29]*   

AM knowledge 

lacking (*) 

Leadership* 

Motivation* 

Culture* 

AM knowledge 

lacking 

Maintenance 

knowledge lacking 

  

Organisational 

architecture 

[25][7]*    

Framework 

guideline stating 

AM objectives 

misalignment* 

Responsibility allo-

cation* 

   

Supplier 

[6]*  [28]*  

Responsibility allo-

cation* 
 

Maintenance ac-

tivities outsourc-

ing* 

 

 

5 Conclusions 

The present study focused on the analysis of risk sources to be taken into account 

within the decision-making processes supporting the implementation of AM in the 

manufacturing sector. The aim is to promote a risk-informed decision-making process 

tackling the lifecycle perspective of an asset, thus being aligned to the AM principles 

of risk- and lifecycle-orientation [5]. The main findings of the work are expected to 

bring a contribution both to researchers and to practitioners. 

From a scientific perspective, the work fosters the importance of risk management 

in asset-related decisions. The main finding of the analysis is that information manage-

ment covers a primary role as the most critical risk source in asset-related decisions. 

Furthermore, the culture of AM, identified by the knowledge ecosystem, seems to play 

an important role as a risk source, since the knowledge and capabilities not merely re-

lated to the technical aspects of AM, but also to the managerial ones, could promote 

and make effective and successful the decisions. 
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From a practical standpoint, the proposed framework (Table 1) will enhance the pos-

sibility of asset managers to correctly reflect on the decision drivers and the associated 

risks. This will allow them to take preventive actions in this regard.  

Clearly, the present work is a starting point to bring forward new research work. In 

particular, the proposed classification should be completed, with the aim to map the 

risk sources against asset-related decisions in the lifecycle, as defined in the reference 

framework (Fig .1). This additional analysis could make the proposed framework more 

valuable for both academia and industry since it creates a direct relationship between 

each risk source and each asset-related decision. In so doing, a more risk-informed AM 

decision-making process could be established, and the asset user will be aware of pos-

sible misbehaviour of this process. 

Moreover, the research developed in this work and its results are limited to the needs 

and peculiarities of the AM in manufacturing. Another limitation of the review regards 

the explicit exclusion of maintenance as the scope of the literature review, even if it 

could be used as an exploratory field to enlarge the collection of research works that 

address the risk orientation as a precursor of AM [29]. These limitations may stimulate 

a wider scope of the systematic literature review in future works. 

References 

1.  Frolov V, Ma L, Sun Y, Bandara W. Identifying Core Functions of Asset Management. 

Defin Concepts Scope Eng Asset Manag Eng Asset Manag Rev. 2010 vol. 1, pag: 19–30. 

2.  Amadi-Echendu JE, Willett R, Brown K, Hope T, Lee J, Mathew J, et al. What is engi-

neering asset management? vol. 1, Engineering Asset Management Review. 2010. p. 3–16. 

3.  Schuman CA, and Brent AC. “Asset life cycle management: towards improving physical 

asset performance in the process industry.” Int J Oper Prod Mng. 2005, vol. 25(6), pag. 

566–579. 

4.  Mitchell JS, Amadi-Echendu JE, and Hickman JE. “Physical asset management hand-

book.” Clarion technical publishers Houston, TX, USA; 2007;  

5.  Roda I, and Macchi M. “A framework to embed Asset Management in production compa-

nies.” To be published in J Risk Reliab. August 2018. 

6.  ISO 55000:2014(E). “Asset management — Overview, principles and terminology.” 2014. 

7.  El-Akruti KO, Dwight R, and Zhang T. “The strategic role of Engineering Asset Manage-

ment.” Int J Prod Econ. 2013, vol. 146(1), pag. 227–239. 

8.  Hastings NAJ. “Physical Asset Management.” London: Springer London; 2010;  

9.  Roda I, Parlikad AK, Macchi M, and Garetti M. “A Framework for Implementing Value-

Based Approach in Asset Management.” Proceedings of the 10th World Congress on En-

gineering Asset Management (WCEAM 2015). Springer, Cham; 2016; p. 487–95. 

10.  Ouertani MZ, Parlikad AK, and Mcfarlane D. “Towards an approach to select an asset 

information management strategy.”  Int J Comput Sci Appl 2008.vol. 5(3):25–44. 

11.  ISO 55000:2014(E). “Asset management — Overview, principles and terminology.” 

 2014. 

12.  Lu J, Jain LC, Zhang G. Risk Management in Decision Making. in Handbook on Decision 

Making 2012. Vol. 2, pag. 3–7. 

13.  Roda I, Garetti M. TCO Evaluation in Physical Asset Management: Benefits and Limita-

tions for Industrial Adoption. IFIP Adv Inf Commun Technol. 2014; vol. 440(3), pag. 216–

223. 



8 

14.  Silvestri A, Cagno E, Trucco P. On the anatomy of operational risk. In: 2009 IEEE Inter-

national Conference on Industrial Engineering and Engineering Management; 2009 pag. 

2174–2185. 

15.  Sánchez LE, Ruiz C, Fernández-Medina E, Piattini M. Managing the asset risk of SMEs. 

ARES 2010 - 5th Int Conf Availability, Reliab Secur. 2010, vol. 60, pag. 422–429. 

16.  Cheng J, Chen H, Chang Y. Research on Key Risk Index System of Asset Management in 

Power Grid Enterprise. In: Green Materials and Environmental Engineering. 2017 

17.  Van Wyk F. A framework for incorporating business risks in physical asset replacement 

decisions in capital-intensive industries. Stellenbosch University; 2016 [last assessed: 2018 

July 25]. 

18.  Von Petersdorff HA. Identifying and quantifying maintenance improvement opportunities 

in physcial asset management. Stellenbosch University; 2013 [last assessed: 2018 July 25]. 

19.  Mehairjan RPY. Asset, Risk and Maintenance Management. In: Risk-Based Maintenance 

for Electricity Network Organizations. Cham: Springer International Publishing; 2017. 

pag. 9–30. 

20.  Hutchins MJ, Bhinge R, Micali MK, Robinson SL, Sutherland JW, Dornfeld D. Frame-

work for Identifying Cybersecurity Risks in Manufacturing. Procedia Manuf. 2015, vol. 1, 

pag. 47–63. 

21.  Sohrabi Safa N, Maple C, Watson T. An information security risk management model for 

smart industries. 2017; vol. 6, pag. 257–262. 

22.  Wang Y, Anokhin O, Anderl R. Concept and Use Case driven Approach for Mapping IT 

Security Requirements on System Assets and Processes in Industrie 4.0. Procedia CIRP. 

2017; vol. 63, pag. 207–212. 

23.  Moore DA. Security Risk Assessment Methodology for the petroleum and petrochemical 

industries. J Loss Prev Process Ind. 2013; vol. 26(6), pag. 1685–1689. 

24.  Lee KK, Shan RMY, Leung HCH, Li JWH. Competency Enhancement Model of Physical 

Infrastructure and Asset Management in Compliance with PAS-55 for Hong Kong Auto-

motive Manufacturing Engineers. In: Engineering Asset Management-Systems, Profes-

sional Practices and Certification. Springer, Cham; 2015, pag. 729–737. 

25.  Whitt RE. Improve asset risk and process safety. In: NPRA Annual Meeting Technical 

Papers. 2009. pag. 737–49. 

26.  Tranfield D, Denyer D, Burr M. A framework for the strategic management of long‐term 

assets (SMoLTA). Manag Decis. 2004; vol. 42(2), pag. 277–291.  

27.  Kans M, Ingwald A. Common database for cost-effective improvement of maintenance 

performance. Int J Prod Econ. 2008; vol. 113(2), pag. 734–747. 

28.  The Asset Management Benchmark Report: Moving Towards Zero Downtime. Aberdeen 

Group. 2006.  

29.  ISO 55001:2014(E). Asset management — Management systems – Requirements. 2014; 

30.   El-Akruti KO, Dwight R. A framework for the engineering asset management system. J 

Qual Maint Eng. 2013; vol. 19(4), pag. 398–412.   


