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ABSTRACT

We model the competition over several blockchains char-
acterizing multiple cryptocurrencies as a non-cooperative
game. Then, we specialize our results to two instances of the
general game, showing properties of the Nash equilibrium.
In particular, leveraging results about congestion games, we
establish the existence of pure Nash equilibria and provide
efficient algorithms for finding such equilibria.

1. INTRODUCTION

The blockchain is a distributed synchronized secure database
containing validated blocks of transactions. A block is val-
idated by special nodes called miners and the validation of
each new block is done via the solution of a computationally
difficult problem, which is called the proof-of-work puzzle.
The miners compete against each other and the first to solve
the problem announces it, the block is then verified by the
majority of miners in this network, trying to reach consen-
sus. After the propagated block reaches the consensus, it is
successfully added to the distributed database. The miner
who found the solution receives a reward either in the form
of cryptocurrencies or in the form of a transaction reward.

Because of the huge energy requirement necessary to be
the first to solve the puzzle, blockchain mining is typically
executed in specialized hardware. In [25] an Edge computing
Service Provider (ESP) is introduced to support proof-of-
work puzzle offloading by using its edge computing nodes. In
[24] a game is formulated between the miners in the presence
of a single ESP and then a Stackelberg game is used to
compute the pricing that maximizes the revenue of the ESP.

Our work addresses the following two questions:

1) given a single blockchain, how should rational users
contribute to the mining process, possibly counting on third-
party ESPs or mining pools to offload infrastructure costs?

2) given multiple blockchains, e.g., in a multi-cryptocurrency
ecosystem, how should rational users distribute their mone-
tary and/or computational budget towards mining?
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In this note, we focus on the competition between miners
while addressing the two questions above. We model the
competition over several ESPs and over several blockchains
characterizing multiple cryptocurrencies as a non-cooperative
game. Then, we specialize our results to two instances of the
general game, showing properties of the Nash equilibrium.

In the first game, there is a single blockchain (e.g., cryp-
tocurrency) and any of the M ESPs (or mining pools) can be
used by the miners to solve the puzzle. In the second game,
we consider K opportunities, each of which corresponding to
another blockchain. At each time slot of duration T (which
corresponds to a new puzzle to be solved) each of the min-
ers decides which of K puzzles to solve. We formulate both
games and establish conditions for the existence of a pure
Nash equilibrium for the association problem between min-
ers and ESPs, providing an efficient algorithm for solving it.
We summarize our contributions as follows:

Congestion game for mining competition: we model
the competition among users searching for a solution to the
mining puzzle as a game (Section . In essence, as the
number of users willing to mine increases, the chances that
a given user is the first to succeed in solving the mining
puzzle and wins a reward decreases (i.e., the system becomes
congested). In particular, we assume that users can count
on third-parties to offload infrastructure costs, and can mine
multiple cryptocurrencies. Under the assumption that such
third-parties are roughly indistinguishable, we further show
that when there is one single cryptocurrency of interest the
congestion game admits a simple equilibrium accounting for
users that must decide whether to mine or otherwise not
join the system (Section [3)).

Analysis of multi-cryptocurrency ecosystem: we
analyze the congestion game involving multiple cryptocur-
rencies. In that case, miners compete against those that
decide to mine the same cryptocurrency (Section . We
show that the proposed game admits a potential, and dis-
cuss a number of extensions, such as accounting for dynamic
puzzle complexity and mining pools (Sections [8f and @)

This paper extends our conference version of the paper
whhich appeared in [2].



2. BLOCKCHAIN COMPETITION GAME

We consider a population of M ESPs and a set of K
blockchains. We assume that in ESP m, the amount of
service Ry, m,; requested by miner ¢ to solve puzzle k is ex-
ponentially distributed with expectation 1/pk m. Ri,m,: are
independent RVs. Thus, if there are ¢y ,,, miners associated
to ESP m mining currency k, the time it takes for the fastest
of them to solve the puzzle corresponding to currency k is ex-
ponentially distributed with expectation 1/(3°, . tik,mfe,m)-

Miners, mining servers and puzzles. We denote by
N :={1,2,..., N} the set of miners. There is a finite pop-
ulation of miners, and if a miner changes his strategy this
will cause a change in the utilities of other miners. Let
K :={1,2,..., K} be the set of puzzles, each of which asso-
ciated with a different cryptocurrency that the miners are
trying to solve. We assume that each cryptocurrency cor-
responds to exactly one puzzle. Let M := {1,2,..., M}
denote the ESPs, also referred to as mining servers, that
miners can rely on. Notation is summarized in Table

Strategies. Set S; C K x M denotes the set of ordered
pairs (puzzle, ESP), corresponding to ESPs that miner ¢ can
rely on to solve puzzles of a given type. The set S; can differ
across miners due to political or economic restrictions. For
instance, certain countries do not allow investment in certain
cryptocurrencies. Alternatively, the set of available ISPs
for two different miners may not be the same. A strategy
for miner ¢ is denoted by s; € S;, corresponding to the
puzzle (cryptocurrency) which the miner intends to solve
using a given infrastructure. A strategy vector s := (s;)ienr
produces a load vector £ := (€x,m )k m-

Rewards, costs and utilities. Let 1 be the load of
miners across all ESPs towards cryptocurrency k. Then,

Nk ‘= Z ék,m’uk,m’- (1)

m’/eM

Recall that for a given load vector ¢, the time to solve the
puzzle of the k™ cryptocurrency is exponentially distributed
with expectation 1/n;. Let g be the probability that puzzle
k is solved by time T,

qx = 1 — exp(=Tng). (2)

Let pr,m denote the probability that a miner using ESP m
is the first to solve puzzle k. Then, prm = qrli,mlik,m/Mk-
Throughout this paper, 0/0 = 0. In the expression of pi,m,
for instance, if nr = 0 and £, = 0, then P, = 0/0 = 0.

The probability that a given miner using ESP m is the
first to solve puzzle k is

Pk,m = 1zk,m>oqwk,m/ﬁk7 (3)

where 1. equals 1 if condition ¢ holds and 0 otherwise.

Let Uk,m(€) denote the utility to a miner who tries to
find the solution of the current puzzle associated to cryp-
tocurrency k, using ESP m. The utility is the weighted sum
between the probability to solve first the puzzle and the cost
associated with it. We denote by 7k, the cost of mining
blockchain k at ESP m. Thus,

_ | P — Yem i Pram > Yem,
Ukm(£) = { 0 otherwise. (4)

User ¢ utility is U,-(s,-, S_;) = Z(k,M)ESi Lo, =(k,m)Uk,m (£),
where s_; := (s1,82,...,8i-1,8i+1,-..,8N) is the vector of
strategies of all miners except miner i. Given the ingredients

Table 1: Table of notation

variable description

Lim number of users mining blockchain k at ESP m

pr,m(£)  probability that user is first to mine a block
Ug,m(£) utility of user mining blockchain k at ESP m
Yi,m mining cost associated to blockchain k at ESP m

above, the blockchain competition game is characterized by
C = (N,K x M, (S)ien's (Uk,m) k,myecxrm)- In Sections
and [5| we analyze two special instances of this game.

2.1 Congestion games and potentials

Next, we briefly introduce some basic background on con-
gestion games, crowding games and potentials. Such back-
ground is instrumental in the analysis of the blockchain com-
petition game that follows.

Congestion games [15] are equivalent to routing over an
arbitrary graph, when all routed objects have the same size,
and are non splittable. The cost of using an edge is the same
for all players. Crowding games |13| are congestion games
with more restricted topology (parallel links) but more gen-
eral costs (user dependent).

In our setup, the routed object is the mining power. In the
simplest setup, wherein we have one single cryptocurrency,
the vertices of the graph are users and ESPs (with a virtual
ESP corresponding to the option of not mining). The cost
incurred by a user who decides to mine through a given ESP
is the cost of an edge between the user and the ESP.

A congestion game without player specific payoff func-
tions is guaranteed to admit a standard potential and a pure
equilibrium [15]. A game that does not admit a standard
potential may still admit an ordinal potential. A game with
an ordinal potential can have any finite subset of actions
available to a player, still admitting a pure equilibrium.

Milchtaich [13] proves the existence of a pure Nash equi-
librium given user dependent costs in crowding games. In
this paper, we are interested in user dependent strategy sets.
Nonetheless, one can show an equivalence between user de-
pendent costs and user dependent strategy sets, and hence-
forth we use interchangeably the two notions.

3. ESP ASSOCIATION GAME

In this section, we introduce the ESP association game
and analyze some properties of its equilibria.

Next, we consider the special case where we have only one
cryptocurrency, which we denote by *. Given vector ¢, where
£, ,m denotes the number of miners associated to ESP m, the
time T™) when the fastest solves the puzzle is exponentially
distributed with expectation of E(T")) = 1/, where 7, :=
> e bem! th,mr - Note that if £, . = 0 for all m then
ne =0 and E(T™W) = co. In Section We discuss heuristic
strategies adopted by existing cryptocurrencies to prevent
the time to solve a puzzle to grow unboundedly.

The probability that a given miner associated with ESP
m wins is given by , Peym = Lo, 1 >0qxfhs,m/Nx Where g,
is given by (2).

In what follows, we analyze the ESP game proposed above.
We assume that a miner has always the option of not asso-
ciating to any ESP and in that case its utility is zero.

THEOREM 1  (EXISTENCE). A pure Nash equilibrium ez-
ists. We denote it by s* := (8} )ien-



Proor. First, consider the case where for all i and j, S; =
S; and s; does not depend on i. Then, the ESP association
game is a congestion game, in the sense of |19|, and the
theorem follows. Otherwise, the game is a crowding game,
in the sense of [13]|. As shown in [13], as the game has player-
specific payoffs it may not admit a standard potential [15],
but it still admits pure Nash equilibria. [

Let /., be the number of miners that decide to associate
to an ESP,

M
L = Z Z Lor=(,m)- (5)

m=1ieN

Then, N — /¢, is the number of users that decide not to mine.
When all p4,m are equal we denote them by u.. Then,
equation reduces to

P (b)) = Lo, >0(1 — exp(=T b)) /- (6)

where p, is the probability that a user that decides to con-
nect to an ESP is the first to solve the puzzle. Let ~.,m be
a fixed cost for associating with ESP m.

In the following theorem, we assume that p.,m and v«,m
are the same for all m (therefore ps,m = px and ve,m = Vs
for all m). Let the utility for a miner associating to ESP m

be given by ().

THEOREM 2 (NO PLAYER-SPECIFIC STRATEGIES). If for
alli and j, S; = S; and s; does not depend on i, the Nash
equilibrium is given by the solution of the following optimiza-
tion problem,

£y

argmin,P(s) = Zp*(l) — Va (7)
=1

subject to: L, <N, (4,>0. (8)

FEquation is the game potential function. The op-
timization problem |D is equivalent to a bin-packing
problem with concave costs.

ProoF. This is a congestion game in the sense of Rosen-
thal |19] and therefore has a potential. Indeed, in this game
each player can decide to associate or not with an ESP. Thus
all associations to the M ESPs can be aggregated to a single
route that represents the choice of mining and the option of
not associating represents the second route. [

THEOREM 3  (PLAYER-SPECIFIC STRATEGIES). If s; de-
pends on the identity of user i, the game may not admit a
standard potential, but still admits pure Nash equilibria.

ProoOF. The game is a crowding game, and the result
follows from [13}14]. O

4. LEARNING ISSUES

In this section we did not include the exponential term
in the definition of g, assuming that it is negligible (i.e.
much smaller than 1).

Consider any better response learning scheme or in par-
ticular the best response learning scheme. Note that for a
player to update its response it only requires to know the
actual load on all EPSs. Note that for a player to compute
its response, it needs only to know the overall load generated
by all the miners over each ESPs.

Since the utility is concave we may expect the potential to
converge to a global optimum. However the concave function
is defined only on integers whicih is not a convex compcact
set. Some modificatioons of the definition of concaavity and
convex sets are needed in order to guarantee that any lo-
cal maximumm of the function is a global maximum. The
modifications are called M-concavity and M convex set, re-
spectively, see [10] and references therein. it is shown there
that indeed for a game which is equivalent to the ESP asso-
ciated game the potentialis an M convave function defined
over an M convex set. The complexity for solving the game
is further establish there.

S. CRYPTOCURRANCY ASSOCIATION GAME

In this section, we introduce the multiple cryptocurrencies
game and derive structural properties of the associated set
of equilibria.

Here we assume that there are K cryptocurrencies. To
simplify presentation, we consider a single ESP, and drop
subscript m from all variables.

For a given load vector ¢, the time it takes till the fastest
puzzle to be solved is exponentially distributed with expec-
tation 1/(uxfr). Thus, the probability that a miner is the
first to solve the puzzle is

pr(l) = (1 — exp(=Tpxly))/Er 9)

Note that pr = 0 if £, = 0 (recall that we assume 0/0 = 0
throughout this paper). The utility of a tagged miner to
mine a cryptocurrency k when there are ¢, miners associated
with the same cryptocurrency (including the tagged miner)
is given by , where

Uk(bx) = px — i, if pr — % > 0. (10)

We add to it the constraint that a miner does not par-
ticipate in solving the puzzle if its utility is negative. In
that case the equilibrium is characterized by the condition
Suln <N, £ >0, for k =1,...,K. This game is re-
ferred to as an elastic game. If the equilibrium vector ¢*
saturates the constraint (3, ¢ = N, ¢, > 0,k =1,...,K)
then for each k for which £ > 0, and each k', Uy (¢}, — 1) >
Up (€ + 1).

Similar theorems as those presented in the previous sec-
tion establishing the existence of pure Nash equilibria and
characterizing the equilibria still hold under the blockchain
association game. The statements of the theorems and the
proofs are similar to those in the previous section, and are
omitted for conciseness. Recall that in Theorem [2] for all ¢
and j, §; = S; and s; does not depend on i. Then, in this
case the number of miners associated to each cryptocurrency
li = > ien Lsr=k is now the solution of the following opti-
mization problem,

Ly
argmin ®(s) = Z Zpk ) — v (11)
kek =1
subject to: Z ly <N, {4 >0. (12)
kek

Theorem [2| holds replacing @- by the equations above.

6. PARALLEL COMPUTATIONS

The models studied so far assumed that a puzzle to be
solved by a miner is sent entirely to a single ESP both in



the context of competition over ESPs as well as for the com-
petition over the cryptocurrency. In this section we consider
a resource allocaation game in which each miner can decide
how to split its budget among several cryptocurrencies. The
same miner may invest its budget in solving in parallel var-
ious puzzles, one corresponding to each cryptoo-currency.
The load on an ESP need not be an integer number any-
more.

Assume that there are K cryptocurrencues and M miners.
The total available budget of miner m is ¥"™. This amount
is split among the various currencies so that the kth receives
x}'. We have for the constraints z], > 0 for all k and m. we
then consider either the elastic problem in which miner m
has the constraint

K
D i<y
k=1

or the non-elastic problem where this constraint holds with
equality.

The probability that miner m is the first to solve the puz-
zle in cryptocurrency k is

'
e
> j=1 y,
Thus its total expected gain is 25:1 pr' R and the total

cost for for miner m is Zli(:l 'y where Ry and -~y are
constants that depend on the cryptocurrency. The utility
for player m is thus

K m
m m m
v “Z(Rz>
i=1

In this expression we did not include the exponential term
in the definition of g, assuming that it is negligible (i.e.
much smaller than 1).

P =

THEOREM 4. (i) For any strictly positive values of Ry
and positive values of yi, k = 1,..., K, the above resource
allocation game over crypto-currencies has a unique Nash
equilibrium.

(i) U™ s concave in z™.

See |17].
COMPLETE PROOF

7. NORMALIZED EQUILIBRIUM

The games we have seen so far involved orthogonal con-
straints. By that we mean that the actions that a miner
can use do not depend on the actions of other miners. We
next introduce capacity constraints to express bounds on the
total computing effort corresponding to each of the crypto-
currencies. Formally, for some constants Vi, ..., Vk we intro-
duce the capacity constraint on crypto-currency k:

M ]
dal <V (13)
j=1

Capacity constraints may repersent physical bounds on re-

sources, such as bounded power, or resources that are bounded

by regulation. For example, legislation may impose bounds
on the power consumption as the computations of the puz-
zles may be very greedy in power. With the additional ca-
pacity constraints, the Nash equilibrium is no more unique

and there may in fact be an infinite number of equilibria.
We call this the game with capacity constraints.

Let y be an equilibrium in the above game and let y;_,
denote the action vectors of all miners other than m. By
KKT Theorem, since for each m, U™ is concave in ™, there
is a Lagrange multiplier vector A} (y(—m, k = 1, ..., K such
that y™ maximizes the Lagrangian

L™(@™) = U™ (@, ym) = D A (Yi-ml) (Vk - Zﬂﬁi)

and each term in the products satisfies

M
A (Yr-m)) <Vk - Zfri) =0
j=1

(complementarity property). We call the game with the
Lagrangians L™ replacing the utilities U™ the relaxed game.

The Lagrange multipliers can be interpreted as shadow
prices: if a price is set on miner m such that when other
players are at equilibrium, the miner pays ' Ay’ (y[—m)) for
its use of currency k, then y is an equillibrium in the game
with capacity constraints. Yet this pricing is not scalable
since for the same use of the resources it may vary from user
to user and it further depends on the the chosen equilibrium.
For billing purposes one would prefer A" not to depend on
y nor on m, but to be a constant.

Does there exist a constant Lagrange multiplier vector
{Ar} independent of strategies of the payers and of the iden-
dity m of the player, along with an associated equilibrium y
for the corresponding relaxed game? If the answer is positive
then y is called a normalized equilibrium |18].

Our goal is to establish the existence and uniquenesss of
the normalized equilibrium.

Fix an arbitrary constant vector n with strictly positive
entries 1, Theorem [ implies that the corresponding re-
source allocation game has a unique equilibrium y (we re-
placed ~ with 7). It follows that y is also an equilibrium of
the Lagangian game since the utilities U™ deffer from the
Lagrangian by terms that do not depend on the actions of
player m. This implies the uniqueness.

The existence follows from strict diagonal concavity [18]
which can be shown to hold for the case of 2 players

*PERHAPS MORE CHECK

For the general ancase of an arbitrary number of players,
this follows from a property that generalizes diagonal strict
concavity see [1]

CHECK

8. DISCUSSION

Positive and negative externalities. In the models
proposed in this paper, we assumed that users who con-
tribute to the system by mining cryptocurrencies generate
negative externalities towards their mining peers. Indeed,
the competition among miners is a very fundamental aspect
of the mining process [3|. Nonetheless, by incorporating
more miners, the blockchain becomes more robust [5]. Such
robustness, in turn, may translate into an increase in the
real value of the cryptocurrency under consideration [20,
16]. Therefore, by increasing the pool of miners, each miner
is also contributing with positive externalities towards the
system, and we leave such aspect as subject for future work.



Mining pools. Mining pools play a key role in todays’
public blockchain systems [4]E| The competition analyzed
in this paper applies to mining pools under two scenarios.
First, from the perspective of the mining pool, it can use
cloud resources for mining purposes. Therefore, the mining
pools assume the role of players as considered in this work.
Alternatively, the players are the end users, who contract
mining pool services. Then, mining pools assume the role
of ESPs. In the first case, we consider competition among
mining pools, at the macro level, and in the latter case, we
consider the micro-competition among end-users.

Multi-cryptocurrency ecosystem. In the cryptocur-
rency ecosystem, large mining pools typically decide, dy-
namically, which blockchain to mine Such decisions are made
based on different thresholds related to the value of the cryp-
tocurrencies and the costs for mining (mining complexity).
The churn of computational power across blockchains is a
well-known source of price volatility, and different mecha-
nisms have been developed to counteract migrations of min-
ers across platforms [22]. One of those mechanisms is re-
ferred to as emergency difficulty adjustment (EDA), which
reduces the difficulty of the puzzle when there are not many
miners in the system, preventing the blockchain from dying.

Puzzle complexity. In this work, we assume that the
time to mine the next block is monotonically decreasing with
respect to the number of miners. In Bitcoin, puzzle diffi-
culty (complexity) is dynamically adjusted so that the time
to mine a block varies between certain pre-established time
bounds. Bitcoin target block generation rate is of 10 min-
utes.

In theory, due to the dynamic adjustment of puzzle com-
plexity, Bitcoin throughput (number of blocks generated
per time unit) does not depend on the number of miners.
Nonetheless, in practice the throughput does vary over time
and an increase in the number of miners can decrease the
time between generation of blocks 12} |23]. In [7], the au-
thors argue in favor of adjusting the frequency at which
blocks are generated as a function of the congestion in the
network. Our models can be extended to account for fixed
and dynamic block generation rates, and we leave a further
investigation of that subject for future work.

9. RELATED WORK

There is a vast literature investigating game theoretical
aspects of blockchain systems [9, 21} |7]. Nonetheless, the
literature on congestion games applied to such systems is
scarce. In particular, to the best of our knowledge, there is
no prior work investigating the competition at the network
edge among miners as a congestion game, and its connection
to multi-cryptocurrency markets.

Congestion games have been applied in the field of net-
working to account for security aspects |11], link conges-
tion [8] and pricing of infrastructures and users [6]. In |7],
the authors study Bitcoin as a congestion game, where the
congestion occurs due to an increase in the number of trans-
action requests from users. In particular, the authors ab-
stract away from several aspects of the competition between
miners. In this paper, in contrast, we focus on the competi-
tion between miners.

Spiegelman et al. [21] adopted the framework of conges-
tion games to model competition between miners of multi-

!For instance, https://miningpoolhub.com/.

ples cryptocurrencies who try to maximize utilities by choos-
ing which puzzle (cryptocurrency) to mine [21]. The au-
thors prove that there is no standard potential function
for the game they propose, but that an ordinal potential
always exists, implying that best response converges to a
pure Nash equilibrium. Our work captures different aspects
of the problem, and is complementary to [21]. An impor-
tant similarity between the two works consists of establish-
ing conditions under which pure Nash equilibria exist even
when the game does not admit a standard potential func-
tion. The major differences between our work and |21] are:
1) in the modeling of the probability to succeed in solving a
puzzle (see Section ; 2) in the ESP decision, which is out
of the scope of |21]; 3) in the action space (mining power),
which is continuous in [21], precluding the use of crowding
game results, and discrete in this paper, allowing us to rely
on [13]| to prove existence of pure Nash equilibria. We re-
fer the reader to |21} [22] for additional references on the
multi-cryptocurrency ecosystem and its security challenges.

10. CONCLUSION

We modeled the competition over several ESPs and over
several blockchains characterizing multiple cryptocurrencies
as a non-cooperative game. Then, we specialized our game
to two cases: the ESP connection game and the cryptocur-
rency selection game. For each game, we showed properties
of the Nash equilibrium. In particular, leveraging results
about congestion games, we establish the existence of pure
Nash equilibria and characterize such equilibria through prob-
lems that admit efficient algorithmic solutions.
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