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algorithms?
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Standards and S-boxes
[ Je]

S-Boxes
Definition (S(ubstitution)-box)

An S-box S : 5 — IFJ is a small non-linear function operating on a small
block size (typically n € {4, 8}) which can be specified via its lookup table.

B AES S-Box

M Inverse (other)

B Exponential
Math (other)
SPN

M Misty

M Feistel

M Lai-Massey
Pseudo-random

M Hill climbing

M Unknown
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Specifying the AES S-box

oo paeman The Rijndael Block Cipher  AES Proposal

Mincent men

72 The Bytesub Sbox https://csrc.nist.gov/csrc/media/projects/

The dosgn rra o the S box ao Inspred b ifeental and near crypianalyss on o one cryptographic-standards-and-guidelines/documents/
e ‘:Vg,:hmy_ " en e ot aes-development/rijndael-ammended.pdf

2. Minimisation of the largest non-tivial corelation betwoen linear combinations of
input bits and finear combination of oulput bis;

3. Minimisation of the largest nor-trval value in the EXOR table
4. Complexiy o ts algebraic expression in GF(2");
5. Simpicty of descrption.

n the For
invertble S boxes operating on bylos, the maximum inputloutpu cortlation can be made a5
low 25 2" and the masimum value n the EXOR tabl can bo as low s 4 coresponding 1o a
iference propagation probabily of 2

10 take from the candidate Ny34] the S-bos defned by the
mapping x= x” In GF(2),
8y definion, the selected mapping has a very simple algebralc expression. Ths enables
algebraic: manipulaions that can be used 1o mount atlacks such as interpolation attacks
1aKn7]. Therelore, the mapping is mafied by composing  wih an additonal invertile
afine ransiomaton. Tis aflne ransformatin does not affect he properlies wilh respect ot

box

it

have chosen an affine mapping that has a very simple descrition per se, but a
complicated algebralc expression i combined wih the “verse’ mapping. It can be seen as
modlar polynomial muliplication followed by an addtion

BO= 07+ 80 404l 4+ Dmed 1

e
has been chosen fram the sat of polynomials coprime 1o the modulus as the one wih the
simplest description. The constant has been chosen i such a way that that the S-box has no
fixed points (S-box(a) = a) and no ‘opposie fixed points’ (S-box(a) = 1 ).

Note: other S-boxes can be found that satify the criteria above. In the case of suspicion of a

ot oplimise the diferential and linear cryptanalysis propertis (cerla 2 and 3). Even an S-
ox that s “average” In this respect s lkely o provido enough resistance against diforential
and linear cryplanalysis

ot vesion 2, D 030577 Page e
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On the S-box of RFC 6986 and 7801 The Core Issue: the

@0

Kuznyechik/Streebog

Streebog (RFC 6986)
Type Hash function
Publication 2012 (RFCin Aug. 2013)
Kuznyechik (RFC 7801)
Type Block cipher
Publication 2015 (RFCin Mar. 2016)
Common ground

m Both are standards in Russia.

They were designed by the TC26 (supervised by the FSB).

m Their RFCs come from the independent stream (£ CFRG)

m Both use the same 8-bit S-Box, .
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On the S-box of RFC 6986 and 7801
(o] J

Timeline
July 2012 GOST standardization of Streebog GOST
Aug. 2013 RFC for Streebog (RFC 6986) IETF
June 2015 GOST standardization of Kuznyechik GOST

Mar. 2016 RFC for Kuznyechik (RFC 7801) IETF
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Sep. 2019 Kuznyechik at 1SO: decision must be taken! ISO
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The Core Issue: the S-Box Generation Process

@00

The Russian S-box

' = (252, 238, 221, 17, 207, 110, 49, 22, 251, 196, 250, 218, 35, 197, 4, 77, 233
119, 240, 219, 147, 46, 153, 186, 23, 54, 241. 187, 20, 205, 95, 193, 249, 24, 101,
90, 226, 92, 239, 33, 129, 28, 60, 66, 139, 1, 142, 79, 5, 132, 2, 174, 227, 106, 143
160, 6, 11, 237, 152, 127, 212, 211, 31, 235, 52, 44, 81, 234, 200, 72, 171, 242, 42
104, 162, 253, 58, 206, 204, 181, 112, 14, 86, 8, 12, 118, 18, 191, 114, 19, 71, 156
183, 93, 135, 21, 161, 150, 41, 16, 123, 154, 199, 243, 145, 120, 111, 157, 158, 178
177, 50, 117, 25, 61, 255, 53, 138, 126, 109, 84, 198, 128, 195, 189, 13, 87, 223
245, 36, 169, 62, 168, 67, 201, 215, 121, 214, 246, 124, 34, 185, 3, 224, 15, 236
222, 122, 148, 176, 188, 220, 232, 40, 80, 78, 51, 10, 74, 167, 151, 96, 115, 30, 0
98, 68, 26, 184, 56, 130, 100, 159, 38, 65, 173, 69, 70, 146, 39, 94, 85, 47, 140, 163
165, 125, 105, 213, 149, 59, 7, 88, 179, 64, 134, 172, 29, 247, 48, 55, 107, 228, 136
217, 231, 137, 225, 27, 131, 73, 76, 63, 248, 254, 141, 83, 170, 144, 202, 216, 133
97, 32, 113, 103, 164, 45, 43, 9, 91, 203, 155, 37, 208, 190, 229, 108, 82, 89, 166
116, 210, 230, 244, 180, 192, 209, 102, 175, 194, 57, 75, 99, 182).

Screen capture of the specification of Kuznyechik (2015).
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The Core Issue: the S-Box Generation Process

How Was it Generated?

According to the designers (April 2018)

questioned is the S-box 7. This S-box was chosen from Streebog hash-function
and it was synthesized in 2007. Note that through many years of cryptanalysis
no weakness of this S-box was found. The S-box 7 was obtained by pseudo-

random search and the following properties were taken into account.

[.]

No secret structure was enforced during construction of the S-box. At the

same time, it is obvious that for any transformation a lot of representations

are possible (see, for example, a lot of AES S-box representations).

® Source:https://cdn.virgilsecurity.com/assets/docs/memo-on-kuznyechik-s-box.pdf

m  Seealso the discussion summary: https://cdn.virgilsecurity.com/assets/docs/
meeting-report-for-the-discussion-on-kuznyechik-and-streebog.pdf
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same time, it is obvious that for any transformation a lot of representations

are possible (see, for example, a lot of AES S-box representations).

® Source:https://cdn.virgilsecurity.com/assets/docs/memo-on-kuznyechik-s-box.pdf

m  Seealso the discussion summary: https://cdn.virgilsecurity.com/assets/docs/
meeting-report-for-the-discussion-on-kuznyechik-and-streebog.pdf

What | proved (IACR ToSC 2019)

Fas — Fas

0 — r(0),

(@Y = k(27 —)), for1<j<2m —1,

QTN k(2" — ) @ ((LZM‘H)SU), for0 <i,0 <j<2m—1.

s
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Such a Structure is Beyond Unlikely
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The probability that a random S-box is that simple
is completely negligible (< 2719%9),
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p(x){unsigned charxk="@ rFTDVbpPB

No secret structure was enforced during construction of the S-box. At the
vdtfR@E\xacp?\xe2>4\xab\xe9{z\xe3q

same time, it is obvious that for any transformation a lot of representations  V§, 5\xa7\xe8",a=2,1=0,b=17;while(x8&
X X (l++,3a™x))a=2xa"a/128%29;return 1
are possible (see, for example, a lot of AES S-box representations). #b?k[12b]~k[b+1/b]"b:k[1/b]~188;}

m This claim and this fact cannot be reconciled.
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misleading information for the external analysis of their design.
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good reason to complicate it further with wrong data!
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are possible (see, for example, a lot of AES S-box representations). #b?k[12b]~k[b+1/b]"b:k[1/b]~188;}

m This claim and this fact cannot be reconciled.

® In my opinion, the designers of these algorithms have provided
misleading information for the external analysis of their design.

m Security analysis is hard enough with proper information: there is no
good reason to complicate it further with wrong data!

= These algorithms cannot be trusted and

| believe they should be deprecated.

Thank you!
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Why it is Worrying

Russian S-box

___________________

A 4
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Backdoored S-box (https://ia.cr/2016/493)

| A(15) & v > K(15) & W
| N14) @ v > K(14) D W
| NOEX > K(0) & W
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