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Abstract. Smart grid and cloud computing architectures have been perfectly suiting each other
naturally. As a result, over the years cloud computing architectures have dominated the imple -
mentations of smart grid applications to address computing needs. However, due to continuing
additions of heterogeneous (sensing and actuating) devices, emergence of Internet of Things
(IoT), and massive amount of data collected across the grids for analytics, have contributed to
the complexity of smart grids, making cloud computing architectures  no longer suitable to pro-
vide smart grid services effectively. Edge and Fog computing approaches have relieved the
cloud computing architectures of problems related to network congestion, latency and locality
by shift of control, intelligence and trust to the edge of the network. In this paper, a systematic
literature review is used to explore the research trend of the actual implementations of edge and
fog computing for smart grid applications. A total of 70 papers were reviewed from the popular
digital repositories. The study has revealed that, there is significant increase in the number of
smart grid applications that have exploited the use edge and fog computing approaches. The
study also shows that, considerable number of the smart grid applications are related to energy
optimizations and intelligent coordination of smart grid resources. There are also challenges
and issues that hinder smooth adoption of edge and fog computing for smart grid applications,
which include security, interoperability and programming models.

Keywords: Smart Grid, Applications, Edge Computing, Edge Computing.

1 Introduction
Electric power systems are the most important infrastructures to drive the industrial
economy of any state. These infrastructures are linked to many aspects human devel-
opment and well-being. As the demands for more energy keep on increasing, so is the
need of technologies for effective and intelligent management of power grids. Smart
grid is a type of cyber-physical system (CPS) that enables the electric power grid to
co-exist with information and communication technologies (ICT). As defined in  [1]
and [2], smart grid:
“uses sensing, embedded processing and digital communications to enable the elec-
tricity grid to be observable (able to be measured and visualised), controllable (able
to be manipulated and optimised), automated (able to adapt and self-heal), fully inte-
grated (fully interoperable with existing systems and with the capacity to incorporate
a diverse set of energy sources)”.
This modernized infrastructure is considered as intelligent, secure, reliable, economic
and friendly to environment. However, smart grid infrastructures are still very com-
plex due to sheer number of different (heterogeneous) devices (sensors, smart meters,
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and actuators), huge geographical size and the use computationally intensive models
for control, analysis, optimization and simulation [3].  Over the years, cloud comput-
ing infrastructures have been the dominant solutions to handle heavy computational
tasks related to smart grid applications [4]. Cloud computing offers its services on-de-
mand, which enables data, gathered across the grid to be processed in an efficient
manner. Therefore, the architectures of smart grids and cloud computing are suiting
each other perfectly as natural partners [5].

As the number of devices in smart grid continues to grow as well as the rise of In-
ternet of Things (IoT), cloud computing can no longer satisfy all the computing re-
quirements needed by smart grid applications. Cloud computing is susceptible to high
latency and network congestions, and it is insensitive to locations or source of data
and mobility. Therefore, some delay-sensitive applications are seriously affected and
their outcome can escalate to wrong grid states. To enable de-centralized computing,
as opposed to cloud computing, some computations need to be performed close to the
source (edges) of the data to minimize data movement and unnecessary computations
at the cloud [6]. Moreover, latency-sensitive and geo-based applications can benefit
from this approach. Edge computing compliments the cloud computing by extending
the services to the edges of the network, and hence improving quality of services and
experience.

In edge computing, there is a transfer of a control from a central system to the ex-
treme nodes. Moreover, some intelligence, trust and data are retained at the network
peripherals [7]. There are variants of edge computing approaches including fog com-
puting, dew computing and mobile edge computing. Some researchers do treat these
approaches  as  different  by  arguing  that  edge  computing  approaches  mean  edge
routers, base stations, and home gateway, while fog computing is inclusive of cloud,
core, metro, edge, clients, and things [8]. Others postulate that, with edge computing
control resides on the device itself (sensor or actuator), while in fog computing con-
trol is down to the level of local area network [9]. A number of researchers still agree
that edge computing and fog computing can be used interchangeably as related field
[7].  However,  many studies in smart  grid have addressed their research using fog
computing.  Despite  the  differences  of  these  concepts  in  terms  of  implementation,
there is a common consensus on modality of their operations, that, peripheral nodes
are expected to respond to computing demands.

Several reviews and surveys have been published to address edge and fog comput-
ing concepts. These studies [10–13] have to a greater extent discussed about advan-
tages,  architectures,  applications  and  research  issues.  To  the  best  of  the  authors’
knowledge, there is yet to be found any publication that systematically review litera-
tures on edge and fog computing implementations for smart grid applications. Studies
by [6] and  [14] provide promises on the suitability of these computing platforms to
smart grid applications. This paper uses systematic literature review to investigate re-
search trend in the adoption of edge computing approaches for smart grid applications
from existing literatures. This review provides a comprehensive picture of the status
of smart grid applications implementations using edge computing platforms. The re-
view aims at summarizing and obtaining the comprehension of edge and fog comput-
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ing with respect to its usage, applications and challenges in smart grid by answering
the following three research questions:

1. What are the current edge and computing requirements and usage for smart
grid (electric power systems) applications?

2. Which smart grid applications currently are benefiting from edge computing
implementation?

3. What are the potential challenges with edge computing for smart grid appli-
cations?

2 Methodology
After reviewing the literature on edge and fog computing, it was found that there are
significant number of studies that have conducted literature review on this field. Most
of these studies offer overview of edge and fog computing in terms of principles, ar-
chitectures and applications. Therefore, the author chose to conduct a systematic liter-
ature review in an effort to attain an outline of the edge and fog computing for smart
grid applications focusing on real and practical implementations. This review is con-
ducted using the reference manual adapted from [15].
2.1 Data Search Strategy

In the context of this study, the types of publications considered were journal arti-
cles, books, book chapters, conference papers and book reviews. Studies relevant to
edge and fog computing for smart grid applications were searched using a combina-
tion of agreed-upon keywords. The publications were searched based on popular digi-
tal repositories which include Google scholar, ScienceDirect, EBSCO, Education Re-
sources Information Center (ERIC), Taylor & Francis, IngentaConnect, Emerald, In-
stitute of Electrical and Electronics Engineers (IEEE) Xplore Digital Library, Com-
puter Society Digital Library (CSDL), Association for Computing Machinery (ACM)
Digital Library, Springer Link and Wiley Online Library. 

The list of keywords used to define the search string are: edge, fog, mobile, com-
puting, architecture, smart grid, electric power system, application, challenge, integra-
tion, orchestration, coordination and issue. To generate the final search term, the two
Boolean operators AND and OR were employed to connect the keywords together. A
quotation mark is also used for exact text. As a result, the ultimate search strings are: 

"Edge computing" AND (("smart grid" OR electric "power system*" OR “smartgrid”)
AND (application* OR service*) AND (integration OR orchestration OR coordina-
tion OR interoperability OR integration) AND (challenge* OR issue*))
"Fog computing" AND (("smart grid" OR electric "power system*" OR “smartgrid”)
AND (application* OR service*) AND (integration OR orchestration OR coordina-
tion OR interoperability OR integration) AND (challenge* OR issue*))

This  research  query  was  used  retrieve  publications  from  IEEE,  ScienceDirect,
Springer and Arxiv. ACM library does not support a query with Booleans, therefore
its search queries were:  +("edge computing")+("smart grid" "challenge" "applica-
tion") and +("fog computing")+("smart grid" "challenge" "application")

In choosing the publications, the search strings were applied in each of the selected
databases in the advanced search option. Irrelevant papers were omitted after filtering
the results. Then, inclusion and exclusion criteria were considered to narrow down the
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results by studying abstracts of the papers. To confirm their inclusion, the remaining
papers were read in full-text. 

Table 1. A set of inclusion and exclusion criteria
Inclusion Criteria Exclusion Criteria

1. Papers  that  explicitly  discuss  edge  and  fog
computing and their varieties in smart grid ap-
plications. 

2. Papers that  mention and analyze an architec-
tures for the edge and fog computing in smart
grid applications.

3. Papers that detail how edge and fog computing
are  advantageous  to  an  application  or  a  do-
main, in this case smart grid applications 

4. Papers that are focused on presenting present
challenges with edge and fog computing and
smart grid application integration.

5. Papers that are discussing edge and fog with
Internet of Things (IoT) in smart grid applica-
tions

6. Papers that are accessible and retrievable. 
7. Papers that are from 2015 since edge ( and fog)

computing is a relatively new paradigm.

1. Papers that do not have edge and fog
computing  for  smart  grid  applica-
tions as a primary study. 

8. Papers  that  are  mainly  discussing
cloud  computing  or  Internet  of
Things (IoT) issues. 

9. Papers that are inaccessible

2.2  Study selection procedure
After publications retrieval, unrelated papers were removed by applying a set of in-

clusion and exclusion criteria as shown in Table 1.

2.3 Data extraction and Analysis 
Papers information were recorded in an Excel form  that was created as instructed in
the guideline by [15]. The information was used to separate primary studies and align
the papers according to research questions. The collected information includes papers'
titles, source, and accessibility. The other fields were used for filtering, that is, if ti -
tles, abstracts and full-texts meet criteria. A note filter was also included to store com-
ment of why the paper has been retained or removed. The papers that met the speci -
fied criteria as Yes were then recorded to a new sheet for addressing the research
questions. 

The search process was conducted between September and October 2018, with
initial total of 830 of articles published between 2004 and 2019. However, in this pa-
per, the search considered only papers published from 2015 to 2019 for analysis. This
is due to maturity of these computing technologies started in the early 2015. Articles
that were opinion articles, conceptual articles, or technical notes were not considered.
Other articles were removed as a result of titles, keywords and abstracts analysis. The
paper filtering process is shown in Table 1.

Table 1. Publications filtering process
Digital 
Repository

Initial 
Results before  
filtering

Title and Key-
word 
selected

Abstracts 
selected

Full Text 
Selected
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ACM 308 144 36 6
IEEE 94 62 41 28
Science Direct 181 51 36 10
Springer 188 65 22 15
Wiley Online 44 26 5 4
Arxiv 15 7 7 7
Results 830 355 147 70

3 Analysis and discussion 
3.1 Analysis
Out of the 70 publications chosen for full-text reading, 62 papers were considered as
primary studies.  They were then mapped into three aforementioned research ques-
tions. Table 1 shows the results of the final literature review.

Table 1. Mapping of research questions to publications
Research Question Publications
1 [6, 16–52]
2 [19, 24, 26, 30, 34, 36, 38, 46, 48, 53–64]
3 [13, 21, 23, 27, 35, 41, 42, 55, 65–69]

As shown in Table 1, edge and fog computing technologies have been increasingly
attracting the attention of power system researchers and practitioners. There is signifi-
cant increase of publications year  after  starting from 2015. However,  it  should be
noted that, 2019 articles that were considered are those that were scheduled to be pub-
lished in 2019 when this study was conducted. 

Table 1. Publications trend between 2015 and 2019 
Digital 
Repositories

Year

2015 2016 2017 2018 2019

ACM,  IEEE,  Science  Direct,
Springer, Wiley Online, Arxiv

11 49 148 262 52

3.2 Discussion
Research question one. 
Various researchers [3, 14, 16, 21, 70] have proposed features of edge computing that
fit to the requirements of smart grid applications implementation. The following are
the features: Support for real-time, that is, reducing latency and responsive time [38,
47–51], Support for Scalability [68], Decentralization [6, 16–18, 51, 52, 68], Consis-
tency  [19],  Heterogeneity  [20–22] ,  Intelligent  coordination  [23–27] ,  Optimal
design / Resource utilization [28–36], Privacy and Security [16, 17, 37, 39–42], Data
Mining and Storage [43–45], Virtualization [46], Energy Efficiency [51, 71].

With regard  to  supporting real-time applications,  Islam and Hashem  [38] sug-
gested a hierarchical infrastructure for big data management for customer’s real-tine
services. Zhang et al. [47] demonstrated application of power internet of thing by tak-
ing advantage of reducing dependence on the cloud center.
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In the context of scalability, Bakken et al. [68] proposed an architecture that con-
sisted of three layers in terms of ICT platform services, power services, and power ap-
plications to reduce stress in power grids. They then reviewed algorithms for enhanc-
ing edge services in power grid.

As  far  as  decentralization  is  concerned,  Yan  and  Su  [52] introduced  an  im-
plantable data storage-and-processing solution for reducing the workload in central-
ized-based information processing architectures. In their work, researchers Eisele et
al.  [18] presented a component-based decentralized software platform for resiliency
by allowing applications to discover each other. 

Intelligent coordination of resources and applications is one of the features of edge
computing that has been greatly exploited by researchers to develop smart grid appli-
cations. A research work by Wang et al. [27] devised a software based scheme to co-
ordinate tasks for scheduling and collaboration. Moreover , Al-jarood et al. [25], put
forward a service-oriented middleware to facilitate effective integration and utiliza-
tion of computing resources.

Many studies for smart grid applications have well delved in optimal design and
resource  utilization. Zahoor et  al.  [28] modelled cloud-fog a hierarchical  structure
with algorithms for resource management. Another work by Fatima et al. [32] provide
a resource  allocation model  to optimize resources  in  residential  buildings.  Similar
works can also be found in [34, 72].

Edge and fog computing approaches provide a platform for local computing that
can address geo-restriction regulations,  local  security  and privacy effectively com-
pared to cloud computing. Han and Xiao  [40] demonstrated the possibility of over-
coming big data security challenges in smart grid by proposing a Map-Reduce style
algorithm to detect non-technical fraud loss. In their work, Lyu et al. [42] used Gauss-
ian mechanism to preserve privacy during smart meter data aggregation.    

Data mining and storage in edge and fog computing help to reduce the burden of
accessing large data sets from the central repository. Qureshi et al.  [43] designed a
strategy  based  in  Map-Reduce to  store  in-place,  partition-based  and multi-homing
block replica data blocks to edge nodes. Jaradat et al. [45] discussed techniques used
for management of big data in smart grids.

Virtualization technologies are vital in both cloud and fog computing approaches
by providing abstract platforms for multiple operating systems and applications to be
able to run on the same hardware at the same time. A research work by Meloni et al.
[46] proposed and validated a Cloud-IoT-based architectural solution for processing
measurement data by exploiting virtualization technologies.
When it comes to energy management in edge and fog computing, Aujla and Kumar
[71] proposed an energy management scheme for sustainability of cloud data centers
in the edge cloud environment using Software Defined Network (SDN). Similarly, a
study by Minh et al. [51] proposed a novel service placement mechanism for balanc-
ing energy consumption of computing entities.
Research question two. 
From the literature, varieties of smart grid applications are improved by edge and fog
computing. The applications are: Advance metering  [52, 63, 73], Electricity market
analysis ( [26]), Dynamic analysis and control / state estimation [46], Load and reac-
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tive power balance  [30, 53, 54, 64], Power system protection / Monitoring  [19, 54,
55], Distributed generation / automation (  [36, 58, 59]), Data Management  [38, 59],
Energy Management [24, 34, 48, 60–63].
Research question three. 

What are the potential challenges and research issues with the adoption edge com-
puting for smart grid applications?

From the literatures, there still exist a number of potential challenges in the use of
edge computing for smart  grid applications.  The following are the identified chal-
lenges and research issues that need the attention of the scholars and stakeholders.

Programming model [27, 68]:  The heterogeneity of devices and platforms in edge
computing causes difficulties for programmers to develop applications that are cross-
cutting. In addition, research effort is needed on how to manage many applications
and movement of edge servers, cloud and nodes.  

Formal Specification  [16]: In complex system and software engineering, formal
systems are used to model the interactivity of different components. In smart grid ap-
plications, a lot of effort has been on the practical aspects, therefore, attention is lack-
ing on formalism [74, 75]. 

Security  [21, 41, 55, 65]: Despite the promise of edge computing approaches to
minimize security issues, there are still some challenges. As data are processed at the
edge of the network, attackers could exploit the weak security systems of edge de-
vices. Attackers could also temper with smart gateways. Yu et al. [13] and Abbas et
al.  [12] have expanded the dimensions of seriousness of security issues in edge and
mobile computing. Research is needed to balance real-time requirements and delay
due security processing at edge nodes and gateways.

Integration and interoperability [14, 25, 66]: Edge and fog computing systems are
mostly heterogeneous. There are always challenges in management of applications
running in different platforms. Computational offloading could be difficult to orches-
trate due to heterogeneous processor architectures [12]. Research direction on this as-
pect efficient computational offloading model for real time scenario [67]. 

Data  aggregation  [35,  42,  65]:  In  smart  grid,  data  aggregation  is  an  important
process in power analytics for prediction power consumption, network planning and
power pricing. The major challenge in data aggregation is privacy and security of
measurements.  Since aggregation can be done regional-wise,  employed techniques
can also be an issue due to data integration and consistency. Research is needed on
speedy aggregation techniques and workload distribution among nodes.

Edge  devices  placement  planning  [67]:  Placement  of  edge  nodes  and  devices
should carefully planned to meet computational needs. This is to ensure consistency
of connectivity as well as load balancing. Since presence or absence of edge device
may influence resource management schemes, research is needed on the policy to en-
sure efficient distributed workload system.

4 Conclusion
This paper presents a literature review on edge and fog computing and their adop-

tion in smart grid applications. Out of 830 papers, 70 met the specified criteria, and
were critically reviewed. From the study, it could be revealed that, currently smart
grid applications are being developed to exploit edge-computing technologies. Com-
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pared to previous studies that concentrated on the concepts and principles of edge and
fog computing generally, this study have shown an increase in the adoption of edge
and fog computing approaches in real,  practical  and field implementation of smart
grid applications year after year. However, despite the promises and opportunities of
edge computing presented in this paper, there are still some clear challenges related to
security, interoperability and common platform of programming models. Moreover,
most of the reviewed articles are from developed countries in Europe, American and
Asia, which suggest how far they are in smart grid implementations. Future research
directions, therefore, need to address the state of smart grid implementations in devel-
oping world  [76]. Researches should go deeper into determining the cost-effective-
ness of computing technologies, accessibility, data management as well as security
and privacy as decisions to smart grid move are made. A study could also be widened
to include other academic databases to ascertain the practicability of edge computing
in smart grid.
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