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Preface

This volume contains the proceedings of the 13th IFIP Summer School on Privacy and
Identity Management — “Fairness, Accountability and Transparency in the Age of Big
Data”—which took place during August 20-24, 2018, in Vienna, Austria.

The 2018 IFIP Summer School was a joint effort among IFIP Working Groups 9.2,
9.6/11.7, 11.6, Special Interest Group 9.2.2 in co-operation with the International
Association for Cryptologic Research (IACR) and several European and national
projects: the EU H2020 projects CREDENTIAL, PRISMACLOUD, LIGHTest,
SECREDAS, VIRT-EU and the German Privacy Forum (Forum Privatheit). It was
hosted and also supported by the Austrian Institute of Technology (AIT).

This IFIP Summer School brought together more than 50 junior and senior
researchers and practitioners from different parts of the world from many disciplines,
including many young entrants to the field. They came to share their ideas, build up a
collegial relationship with others, gain experience in giving presentations, and have the
opportunity to publish a paper through these proceedings.

One of the goals of the IFIP Summer School is to encourage the publication of
thorough research papers by students and emerging scholars. To this end, it had a
three-phase review process for submitted papers. In the first phase, authors were invited
to submit short abstracts of their work. Abstracts within the scope of the call were
selected for presentation at the school and the authors were encouraged to submit full
papers of their work. All papers appeared in the unreviewed online pre-proceedings on
the school’s website. After the school, the authors received two to three reviews by
members of the Program Committee and were given time to revise and resubmit their
papers for inclusion in these proceedings. In total, the school received 27 short paper
submissions. Out of these submissions, ten were finally accepted, including the papers
by Sascha van Schendel on “Risk Profiling by Law Enforcement Agencies in the Big
Data Era: Is There a Need for Transparency?” and Yefim Shulman and Joachim Meyer
on “Is Privacy Controllable?,” which were judged to be the summer school’s best
student papers.

In addition to the submitted papers, this volume also includes reviewed papers
summarizing the results of workshops and tutorials that were held at the summer school
as well as papers contributed by several of the invited speakers.

We are grateful to all contributors of the summer school and especially to the
Program Committee for reviewing the abstracts and papers, and advising the authors on
their revisions. Our thanks too to all supporting projects, and especially to the AIT for
their support of the activities of the school.

February 2019 Eleni Kosta
Daniel Slamanig

Jo Pierson

Simone Fischer-Hiibner

Stephan Krenn



Program Chairs

Eleni Kosta
Jo Pierson
Daniel Slamanig

General Chairs

Simone Fischer-Hiibner
Stephan Krenn

Program Committee

Felix Bieker

Michael Birnhack
Jan Camenisch
José M. Del Alamo
David Derler
Gerard Draper Gil

Zekeriya Erkin

Hannes Federrath
Simone Fischer-Hiibner
Pedro Freitas

Lothar Fritsch

Carlisle George
Thomas Gross

Antti Hakkala

Marit Hansen

Marko Holbl

Stefan Katzenbeisser
Stephan Krenn
Alessandro Mantelero
Leonardo Martucci
Joachim Meyer

E. Moyakine

Steven J. Murdoch
Igor Nai Fovino

Organization

TILT-Tilburg University, The Netherlands
Vrije Universiteit Brussel imec-SMIT, Belgium
AIT Austrian Institute of Technology, Austria

Karlstad University, Sweden
AIT Austrian Institute of Technology, Austria

Unabhéngiges Landeszentrum fiir Datenschutz
Schleswig-Holstein, Germany

Tel Aviv University, Israel

Dfinity, Switzerland

Universidad Politécnica de Madrid, Spain

Dfinity, Switzerland

European Commission, Joint Research Centre (JRC),
Italy

Delft University of Technology, The Netherlands

University of Hamburg, Germany

Karlstad University, Sweden

Law School of University of Minho, Portugal

Karlstad University, Sweden

Middlesex University, UK

University of Newcastle upon Tyne, UK

University of Turku, Finland

Unabhéngiges Landeszentrum fiir Datenschutz
Schleswig-Holstein, Germany

University of Maribor, Slovenia

TU Darmstadt, Germany

AIT Austrian Institute of Technology, Austria

Politecnico di Torino, Italy

Karlstad University, Sweden

Tel Aviv University, Israel

University of Groningen, The Netherlands

University College London, UK

European Commission, Joint Research Centre (JRC),
Italy



viii Organization
Ricardo Neisse

Sebastian Pape
Norberto Patrignani
Robin Pierce
Tobias Pulls
Charles Raab

Kai Rannenberg
Arnold Roosendaal
Ignacio Sanchez

Viola Schiaffonati
Jetzabel Serna-Olvera
Christoph Striecks
Tjerk Timan
Rosamunde van Brakel
Frederik Zuiderveen
Borgesius
Harald Zwingelberg

Rose-Mharie Ahlfeldt
Melek Onen

Additional Reviewer

Rasmus Dahlberg

European Commission, Joint Research Centre (JRC),
Italy

Goethe University Frankfurt, Germany

Politecnico of Torino, Italy

TILT-Tilburg Law School, The Netherlands

Karlstad University, Sweden

The University of Edinburgh, UK

Goethe University Frankfurt, Germany

Privacy Company, The Netherlands

European Commission, Joint Research Centre (JRC),
Italy

Politecnico di Milano, Italy

Goethe University Frankfurt, Germany

AIT Austrian Institute of Technology, Austria

TNO, The Netherlands

Vrije Universiteit Brussel, Belgium

University of Amsterdam, Institute for Information
Law, The Netherlands

Unabhéngiges Landeszentrum fiir Datenschutz
Schleswig-Holstein, Germany

University of Skovde, Sweden

EURECOM, France



Contents

Keynotes and Invited Papers

A Causal Bayesian Networks Viewpoint on Fairness. .. ... ............ 3
Silvia Chiappa and William S. Isaac

Sharing Is Caring, a Boundary Object Approach to Mapping
and Discussing Personal Data Processing. .. ....................... 21
Rob Heyman

Workshop and Tutorial Papers

Who You Gonna Call When There’s Something Wrong in Your
Processing? Risk Assessment and Data Breach Notifications in Practice. . . . . 35
Susan Gonscherowski and Felix Bieker

Design and Security Assessment of Usable Multi-factor Authentication

and Single Sign-On Solutions for Mobile Applications: A Workshop

Experience Report. . . .. ... 51
Roberto Carbone, Silvio Ranise, and Giada Sciarretta

Towards Empowering the Human for Privacy Online . ................ 67
Kovila P. L. Coopamootoo

Trust and Distrust: On Sense and Nonsense in Big Data .. ............. 81
Stefan Rass, Andreas Schorn, and Florian Skopik

GDPR Transparency Requirements and Data Privacy Vocabularies . . . ... .. 95
Eva Schlehahn and Rigo Wenning

Wider Research Applications of Dynamic Consent . . . ................ 114
Arianna Schuler Scott, Michael Goldsmith, and Harriet Teare
Selected Papers

Glycos: The Basis for a Peer-to-Peer, Private Online Social Network. . . . . .. 123
Ruben De Smet, Ann Dooms, An Braeken, and Jo Pierson

GDPR and the Concept of Risk: The Role of Risk, the Scope of Risk
and the Technology Involved . . .. ... ... ... ... ... ... ... ... . ... 137
Katerina Demetzou



X Contents

Privacy Patterns for Pseudonymity ... .......... .. .. .. .. .. ... .... 155
Alexander Gabel and Ina Schiering

Implementing GDPR in the Charity Sector: A Case Study . ............. 173
Jane Henriksen-Bulmer, Shamal Faily, and Sheridan Jeary

Me and My Robot - Sharing Information with a New Friend . . . . ... ... .. 189
Tanja Heuer, Ina Schiering, and Reinhard Gerndt

chownloT: Enhancing IoT Privacy by Automated Handling

of Ownership Change . . .. ... ... ... .. . i 205
Md Sakib Nizam Khan, Samuel Marchal, Sonja Buchegger,
and N. Asokan

Yefim Shulman and Joachim Meyer

Assessing Theories for Research on Personal Data Transparency. . .. ... ... 239
Anette Siebenkds and Dirk Stelzer

Data Protection by Design for Cross-Border Electronic Identification:
Niko Tsakalakis, Sophie Stalla-Bourdillon, and Kieron O’ Hara

Risk Profiling by Law Enforcement Agencies in the Big Data Fra:
Is There a Need for Transparency? . ... ........ .0, 275
Sascha van Schendel

Author Index . . .. ... .. ... . . .. e 291



	Preface
	Organization
	Contents



