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Abstract

Network neutrality is being discussed worldwide, with different countries applying
different policies, some imposing it, others acting against regulation or even repealing
it as recently in the USA. The goal of this paper is to model and analyze the interac-
tions of users, content providers, and Internet service providers located in countries
with different rules. We aim at investigating what are the winners and losers depend-
ing on the country with respect to a fully neutral Internet.

1 Introduction

The network neutrality debate has been raging for close to two decades and is still
a very sensitive issue worldwide. Basically, network neutrality is “the principle that
traffic should be treated equally, without discrimination, restriction or interference,
independent of the sender, receiver, type, content, device, service or application”.
This type of definition was introduced by the FCC, the regulator in the US in 2005,
and by the European Union in 2014, among others. It is part of the principles
for an open Internet according to which resources available on the Internet should
be easily accessible to all entities. The debate has been highlighted in 2005 with Ed
Whitacre, CEO of the Internet service provider (ISP) AT&T, complaining that distant
content providers (CPs) were using his network without financially participating to
its infrastructure maintenance and upgrade, while at the same time the proportion
of telecommunications economy coming from advertisement and going to CPs was
increasing. The threat to differentiate traffic or even block some services raised a
lot of protests. Since, numerous attempts to discriminate traffic have been observed,
such as ISP Madison River Communications fined in 2005 for preventing its clients
from using VoIP in competition with its own “voice” offer, Comcast blocking in 2007
BitTorrent (P2P) traffic, or the recent exclusion of some traffic from data caps in



wireless subscription offers (the so-called zero rating). For more on Net neutrality
and its history, the reader is advised to look at [4, 6, 5, 9, 10| and references therein.

An important issue barely addressed in the literature is that while neutrality
principles are imposed in many countries, it is not the case everywhere. As of March
2019, we can define two, and even three sets':

e Countries having passed laws to protect neutrality; it includes all European
Union, Canada, most of South America, Japan, India, etc. Remark though
that rules are more or less strict depending on the country; for example some
authorize sponsored data (that is, the possibility for content providers to pay
for their traffic and exclude it from the users data cap) while other don’t.

e Countries against neutrality as recently the USA, or other big countries such
as Russia, China, etc. Claimed reasons are not always the same: economic
efficiency in the USA, control of content/traffic by deep packet inspection in
China, or congestion control in Russia.

e Countries still in the process of deciding, such as Australia or Uruguay.

As a consequence, in a global Internet, some ISPs are allowed to differentiate ser-
vice for their users but also of traffic of CPs originated or going through their country.
This difference of rules could end up with differentiated services for users located in
a foreign and neutral country, even if neutrality is imposed and applied there. This
issue is particularly exacerbated by the recent decision, in 2017, of the authorities in
the USA to repeal neutrality. The USA being the origin or intermediate of an im-
portant part of worldwide traffic, it seems to us that studying the relations between
countries applying different neutrality policies is becoming particularly important.

Our goal is therefore to investigate what it implies on all actors to have both
neutral and non-neutral countries. To start, we will limit ourselves in this paper to
two interacting countries. The actors we consider in each country are CPs, potentially
deciding between classes of service for their traffic, ISPs deciding connection prices
for given qualities of service (QoS) offered to CPs, and users with demand level
depending on the QoS they experience. The interactions between countries come
from users requesting traffic to CPs in their own and also in foreign countries, and
from traffic having to go through ISPs in the two countries, potentially applying
different neutrality policies. Non-cooperative game theory [3, 8| is used to analyse
the interactions of selfish actors. The question we would like to answer is: Is there a
“winner" with such a heterogeneous situation? We wish to compare the output with
the situation of a fully neutral Internet.

The literature on modeling and analysis of network neutrality through game theory
has been extensive (see among others [1, 2, 6, 7| and references therein), trying to
answer various questions, but to our knowledge no work has been dealing with the
impact of interactions between countries applying different rules. Again, given the
current tendency of countries to in different political directions, this is becoming an
issue of primary interest.

!See https://en.wikipedia.org/wiki/Net_neutrality_by_country for an exhaustive list or
https://www.reddit.com/r/MapPorn/comments/7k9wus/status_of_net_neutrality_around_the_
wor1d2060x1400/ for an instructive map



The results provided in this paper highlight how the specifics of net neutrality reg-
ulation relaxation can affect all actors, including those in the region where neutrality
remains enforced. Our numerical results show in particular that if the non-neutral
ISP still has to offer the same quality as the neutral ISP (in addition to an improved
quality), then all actors are likely to benefit from the relaxation, while only the non-
neutral ISP would benefit if it is given more freedom (even its hosted CPs would
prefer the all-neutral situation).

The remainder of the paper is organized as follows. Section 2 introduces our
two-zones, several-CP model with the available strategies and utility functions for
all actors. We then investigate in Section 3 the case when the non-neutral ISP can
only offer a high-quality service in addition to the basic one (the one in the neutral
zone). In Section 4 we analyze numerically, on the same instance, what happens when
the regulator imposes a given ratio between the low-quality and high-quality services
offered by the non-neutral ISP, while the neutral ISP fixed its quality to maximize its
revenue. We provide conclusions and suggest directions for future work in Section 5.

2 Model

The topology we study in this paper is described in Figure 1. We consider two
geographic areas, with a single ISP and several CPs in each one; the set of CPs in the
neutral (resp., non-neutral) area is denoted by Ly (resp., Lp. We assume a peering

Non-neutral area Neutral area

peering

Figure 1: Topology

relationship between the two ISPs. We will consider that net neutrality is enforced
in one area, while neutrality constraints will be relaxed in the other one. The neutral
area may correspond to the European Union and the non-neutral one to the United
States, after net neutrality regulations have been repealed.

Let gy be the performance level offered by the neutral ISP, and assume that
the non-neutral ISP can offer two different quality levels, namely ¢; and ¢y (with
qr. > qm). We assume qn,qr,qm € [0,1]. Without loss of generality, the higher the
value of ¢, the better the performance. The per-unit-of-volume prices (paid by CPs
to their host ISP) are py (in the neutral area), and py and pgy for performance levels
qr, and g, respectively, in the non-neutral area.



Prices will be assumed fixed, imposed by the regulator(s) or decided through
competition: we only focus on quality levels as decision variables for ISPs.

CPs also have a per-unit-of-volume gain (from advertisement) a, for CP ¢. Each
CP has a volume demand coming from its own area, plus another one coming from
the other area, both depending on the offered performance ¢ (defined just after).
Let D](q) be the demand of content of CP j from customers in area i. We will for
example later consider the standard linear expressions Df (q) = Bg + ag q. Users in
area ¢ and looking at CP j located in that same area just need to use the local ISP.
Thus ¢ = ¢;, the performance at ISP i chosen (if a choice is available) by that CP.
On the other hand, when accessing the CP j from the other area, traffic goes through
both ISPs, and overall performance is assumed to be the product of the two ISP
qualities ¢ = qn - qp, so that a null quality at a network leads to a null quality along
the path, and a perfect quality at a node (that is g = 1 or ¢gp = 1) reduces the
overall quality to the quality of the other node along the path.

The utility of CP £ in the non-neutral area is the difference between its advertising
revenue and payments to its ISP, both of which are proportional to its total demand:

¢ in non-neutral area =

US = (a0 — pr,) (D]e)(qk,g) + Dl&(QkZQN)) ,

where ky € {L, H} is the performance level chosen by the CP.
Similarly, the utility of a CP £ in the neutral area is given by

¢ in neutral area =
US = (ag — pn) D& (an) + (ar — (ox + pr, — p1)) Db (axar,),

with decision k, € {L, H} representing the quality that the CP has selected for its
flows reaching the non-neutral zone. Note that we assume that if the CP selects the
high quality, it then has to pay an extra py — pr, per demand unit to the non-neutral
ISP.

The revenues of ISPs are made of the gain from the volume of data flowing through
it, minus the cost for maintaining a network with the given performance level. We
therefore get, for the ISP in the neutral area,

U =pn Z (Dl&(QN) + D%(QNng)) - N,
leln

and for the ISP in the non-neutral area we obtain

Uy =Y (pr, —pr)Db(anar,) + Y pr, (D%(le) + Dﬁ(QkﬂN)) — /b,
(eLx teLp

where fy and fp are the cost functions. We assume that the cost borne by an ISP is
made of the demand level at the quality times the (unit) cost ¢;(¢;) (i € {N, H, L})



to provide this level:

o= DD (D&lan) + Dhlavak,)) + Y Dx(aran) | en(an)
@GEN ZE,CD

fo = > (Dblar)+DX(azan)) Y. Dhlanar) | enlar)
eLp:ky=L beLy:ky=L

+ > (Dblau)+ Dilaman)) Y. Dhlgnau) | ceolan).
leLp:ky=H LeLN:ky=L

Remark that total demand through a network is composed of the total demand of
subscribers to this network, but also of the demand of users of the other network to
CPs in this local network.

Cost functions ¢y and cp are increasing convex, with value 0 at 0 and 400 at 1.
The typical example we will use is ex(q) = ep(q) = a%ﬂq with some conversion rate
.

Each actor takes its own decision, but not at the same time scale. We end up
with a Stackelberg game, where:

1. ISPs play a game on performance levels, the one in the neutral area choosing
gn, the one in the differentiated area choosing g7, and qp (prices being fixed, as
described previously);

2. The CPs decide the class of service in the differentiated zone;
3. Demand is computed depending on those strategies.

The game is played by backward induction.
We will compare the outputs for two scenarios:

1. The case with neutrality imposed in both areas;

2. The case with a differentiated area.

3 A first scenario: opening to non-neutrality in
a zone from an all-neutral situation

In this section, we investigate some possible outcomes when, from a situation where
both zones are neutral and provide the same quality gy, the possibility of creating
fast-lanes is opened in one zone while the minimum quality should remain gn. This
could for example correspond to the situation in the United States, where previous
neutrality recommendations have been repealed.

With our previous notations, this corresponds to gy being fixed, and the new
decision variable being qp.

The other parameters are also assumed fixed, with values given in Table 1. The
sets of CPs are £n = {1, 2N, 3~} and £p = {1p,2p, 3p}. We consider linear demand
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Table 1: Main parameters of the model.

functions for CPs, given in Table 2. In particular, we are considering pairs of CPs,
i.e., CPs that have the same demand functions in both regions and only differ by
being attached to the neutral or the non-neutral ISP. This will help analyze whether
a given CP prefers being hosted by a neutral or a non-neutral ISP. We also consider
three kinds of CPs, with one kind (CPs 1y and 1p) equally of interest in both areas,
and each of the two other types mainly of interest for users in one area: CPs 2y and
2p rather target users in the non-neutral area, while CPs 3§ and 3p produce content
that interests mostly users in the neutral area.

CP index CP location CP adv. Demand functionin Demand function in
rev. a neutral region non-neutral region
In Neutral ISP 1 0.141.0q 0.141q
2N Neutral ISP 1 0.05+0.5¢ 0.2+2q
3N Neutral ISP 1 0.1+1.0q 0.036+0.36¢
1p Non-Neutral ISP 1 0.1+1.0q 0.141q
2D Non-Neutral ISP 1 0.05+0.5¢ 0.242¢q
3p Non-Neutral ISP 1 0.1+1.0q 0.036+0.36¢

Table 2: CP demand functions

We display in Figure 2 the utilities of all CPs when gy varies, with gy = g, fixed.
We first remark that, as expected, when g = qn each CP is better off being hosted

9| ||—CP 1n
—CP 2y
IR l--=-cP 15
% ---CP 2p
51 .- ||--CP3p
% __,_——"'——— ---------- CPs with neutral ISP
ol i o mmmm===EEEE BE R CPs with non-neutral ISP

Figure 2: CP utilities versus ¢y, for q, = gy = 0.5. The situation when ¢y = 0.5
corresponds to the all-neutral case. The marks highlight the values after which a CP
selects gy rather than qr.

in the region where most of its demand lies:



e being equally attractive in both regions, CPs 1y and 1p get the same utility,
suggesting that a “virtual CP1” considering where to locate its service would be
indifferent;

e similarly, a “virtual CP2” (resp., CP3) asking the same question would compare
the utility of our CPs 2y and 2p (resp., CPs 3x and 3p) and prefer to be in the
situation of CP 2p (resp., 3n). This was to be expected, since CPs will seek to
minimize the multiplicative impact of qualities on the demand from the alien
area.

As qpr increases, for our parameter values each CP opts for the improved quality
after a certain point (indicated in the figure). Note that the values for this point
conform to the intuition: a CP will switch sooner to high-quality if the impact on its
demand is larger, i.e., if its target market is in the non-neutral zone and if the CP is
itself hosted in the non-neutral zone. For the same reason, the improved quality qg
favors more the CPs located in the non-neutral area than their neutral-area-located
counterparts, due to the multiplicative term in the demand from the area remote to
the CP. When ¢y becomes high, all CPs — including the one mostly targeting users
in the neutral area, our “virtual CP3” — prefer being hosted in the non-neutral area
than the neutral one.

The net revenues (utilities) of both ISPs are also plotted in Figure 3, illustrating
how the non-neutral ISP could choose its high-quality level qf. We notice some

------- ISPy, gn = 0.5
—ISPD, aqN = 0.5

- - ISPy, gy = 0.65
----ISPD, aqN = 0.65

ISP net revenue

0.5 0.6 0.7 0.8 0.9 1

Figure 3: ISP revenues versus qg when g, = qy.

discontinuities, corresponding to CPs switching from low-quality ¢r to high-quality
qy. Those switches first have no noticeable impact on the neutral ISP, but then a
positive impact since demand increases with qg; however we do not consider here
what would happen if CPs decide to switch regions (as we pointed out above, the
non-neutral ISP becomes more attractive to CPs as ¢y increases).

Finally, in Figures 4 to 6 we vary the common value of gy and qr,, and consider
that the non-neutral ISP selects the quality g maximizing its net revenue: that best-
response quality qp is plotted in Figure 4, while Figures 5 and 6 show the utilities
of the actors. As could be expected, when the “low-quality” levels gy = qr, is high

7
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Figure 4: Best-response qg(qy) when g, = gy (no value is shown when offering a high-
quality service is not beneficial, i.e., when the non-neutral ISP prefers offering only qy).

enough, a high-quality level does not make a significant enough difference, and is
therefore not implemented by the non-neutral ISP. With our parameter values, this
happens when gn exceeds 0.71. Note also that before that point, the optimal ¢y, is
not monotone in qpy: it first slowly decreases for low values of ¢y, but for gx high
enough there seems to be a need to maintain gy a certain level above qy to keep
attracting CPs, i.e., justifying the price difference, as illustrated in Figure 3 when
qN = 0.65.

The impact on each individual CP is shown in Figure 5: when the neutral (basic)

—CP 1y
—CP 2y
—CP 3x
----CP 1p
---CP 2p
- - CP 3p

Net Revenues

| |
0 02 04 06 0.8 1
qN = 4L

Figure 5: CP utilities (revenues) versus qy = ¢, with best-response gy from the non-
neutral ISP.

quality is low, all CPs prefer being hosted by the non-neutral ISP since they can
benefit from its high-quality level and the corresponding demands. However, when
that basic quality increases, the gain from the high-level quality gz is less significant,
and after some threshold (around 0.35 for our example) the CP mainly targeting

8



users in the neutral zone prefers to be hosted in that zone. The CP targeting the
non-neutral area always prefers being hosted by the non-neutral ISP, while the CP
equally demanded in both regions prefers the non-neutral one until the non-neutral
ISP non longer offers service differentiation.

We also display in Figure 6 the revenues of both ISPs, and the cumulative revenues
of the CPs in each zone. This allows to see what an advantage it is for an ISP to be

—— Neutral ISP

| | — Non-neutral ISP

—— CPs with neutral ISP
---- CPs with non-neutral ISP

Net Revenues

0 02 04 06 0.8 1
gN = 4L

Figure 6: ISP and cumulative CP utilities (revenues) versus gy = qr, with best-response
qH-

allowed to offer an improved service; we also see the two regimes (when it is beneficial
for the non-neutral ISP to offer gz > ¢y, and when it is not).

Finally, in Figures 7 and 8 we compare the all-neutral situation (when the same
quality gy is offered in both areas) to the partially neutral one studied here, where
a high-quality ¢y can be offered in the non-neutral region. We observe that for our
parameters, relaxing the neutrality constraint benefits to all actors, except (for a
small range of values of ¢y ) the neutral ISP. All CPs benefit from that relaxation, in
particular those hosted by the non-neutral ISP. Note however, again, that we did not
consider CP mobility in our model (CPs that would switch ISPs).

4 A second scenario: quality game between ISPs,
with a fixed ¢y /q; ratio in the non-neutral region

We now consider a different scenario, where both ISPs play a non-cooperative game
on their qualities—the neutral ISP chooses gy and the non-neutral ISP chooses ¢,
and gg—but a fixed ratio between gy and qr, is imposed to the non-neutral ISP, to
avoid excessive differences between basic and improved services. For the numerical
investigations, we consider the same CPs with their specificities (location and demand
functions) as in the previous scenario. They are given in Table 2

When the quality gy is fixed and the non-neutral ISP varies ¢ (and ¢z, to maintain
the quality ratio), the utilities of the CPs are plotted in Figure 9. We observe the
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Figure 7: CP utilities (revenues) differences when switching from an all-neutral situation
to one with a non-neutral ISP optimizing gy, versus gy = qr.
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Figure 8: ISP utilities (revenues) differences when switching from an all-neutral situation
to a non-neutral ISP optimizing qy, versus gy = qr.
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Figure 9: CP utilities versus qg, for gy = 0.5 and the ratio qy/qr fixed to 2. The marks
show after which value of gz the CPs prefer qy over qr.

same trend as with the previous scenario: the CPs hosted in the non-neutral region
prefer the “higher quality” qg over gz, sooner (i.e., for smaller values of ¢gr) than their
counterparts hosted in the neutral region. Also, CPs whose main demand lies in the
non-neutral region switch sooner to ¢qp. Another thing worth noting is that for all
CPs, the switching point is below the quality value ¢n in the neutral network: here
even if qp cannot be said to be high quality, CPs still choose it to avoid the worse
quality qr,.

The net revenues (utilities) of both ISPs are also plotted in Figure 10, illustrating
how the non-neutral ISP could choose its high-quality level qy. For our numerical

—— Neutral ISP
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Figure 10: ISP revenues versus gy, for gy = 0.5 and the ratio gy /q;, fixed to 2.
values, the non-neutral ISP should choose a high quality around 0.8, and therefore a
basic quality 0.4.

However, in this scenario we do not consider gy fixed but rather determined
through a non-cooperative game played between ISPs. To analyze that game, we
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plot the ISP best-responses (qm versus qy, since gy, is directly determined by ¢g) in
Figure 11, which exhibits continuous best-response that intersect at only one point,
a (stable) Nash equilibrium. Note that the best-response ¢z is above gy, and seems

1 B _QN(QH)
—qu(qn)

qH

0.5 |- I -

Figure 11: ISP best-responses when the ratio gy /qy, is fixed to 2.

to equal g when gy is large enough. Here at the equilibrium we have gy > qn.

We then vary in Figure 12 the regulated ratio qp/qr, and plot the equilibrium
values of the qualities. The resulting revenues of ISPs and CPs are displayed in
Figures 13 and 14. The figures highlight two regimes:

1 B NE
an
_____NE
qh
___ _NE
0.8 |- = qr,
8 f
£
E
S 06 -
0.4 B
| | | | |

|
1 1.2 1.4 1.6 1.8 2

ratio g /qr

Figure 12: Equilibrium qualities when the ratio gy /q; varies.

e when the ratio ¢z /qy, is low, the non-neutral ISP cannot set a significantly higher
quality qp to justify the price difference, and all CPs prefer the basic quality
qr,- The results therefore do not depend on the specific value of the regulated
ratio, provided it is low enough. Note that the equilibrium quality ¢, the one
all CPs choose, is slightly below the quality of the neutral ISP, even though

12
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Figure 13: ISP net revenues at equilibrium when the ratio gy /q; varies.
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Figure 14: CP net revenues at equilibrium when the ratio qg/q; varies.
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their price is the same. That regime is actually equivalent to the all-neutral
equilibrium (when the ratio is 1, i.e., no differentiation is allowed); we have the
same qualities (except g, that is not chosen by any CP) and the same utilities
for stakeholders. Therefore, such a limited relaxation of neutrality constraints
has no impact.

e When the regulated ratio ¢z /qr, is large enough, the price difference is justified
by the quality difference, hence all CPs select that high-quality. Again, as a
result the equilibrium qualities do not depend on the regulated ratio in that
regime. Note that in this regime, the chosen quality in the non-neutral zone
qp is strictly above the one in the neutral zone. It is also worth noting that
both ISPs—even the neutral one—prefer this regime over the all-neutral situation,
while it is the opposite for CPs: all of them were better off in the all-neutral
setting than in this relaxed scenario, the most affected being the CPs hosted in
the non-neutral zone.

Between those two regimes, there is a small range of values for the regulated ratio,
where some CPs would select ¢y and others qp. The impacts on the actors in that
limited range are less clear.

5 Conclusions

Changing the net neutrality rules in a part of the Internet may affect actors in other
parts; in this paper we have focused on a simple scenario with two domains having
different regulations, and have investigated the resulting decisions from ISPs (in terms
of offered qualities) and the consequences on content providers.

The specifics of the new rules can lead to very different outcomes. With the same
parameter values, our numerical analysis has for example shown that, when a non-
neutral ISP can offer two qualities qg and ¢, and a neutral ISP only one quality
4n:

e if we impose q;, = qu, i.e., non-neutrality is only allowed to offer improved
service, then all stakeholders—in particular the non-neutral ISP and its hosted
CPs, but also the other ones to a lesser extent—would prefer a relaxation of
neutrality rules;

e if a given ratio qg/qr is imposed, then either nothing is changed with respect
to the neutral situation, or all CPs are worse off.

Those results suggest that regulatory decisions about relaxing net neutrality rules
should be made with great care, taking into account the whole ecosystem that is
affected.

The setting described in this paper opens several perspectives for future work. A
first direction would be to develop the analytical study of the model proposed here
rather than investigate numerical examples. Also, one can imagine other versions of
regulation to constrain the non-neutral ISP in other ways, with the objective to favor
user welfare, CP innovation, or fairness among users or among CPs.
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