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1 Introduction he evolution of the snternet nd its relted seurity prolems reted fertile ground for puliEkey ryptogE rphy @ugAF st is proly one of tody9s most spred solution to seure ommunitionsF hree of the min tehnologies used for seurity purposesD nmely vD qD nd rD ll ontin elliptiEurve ryptogrphyF e mjor dvntge of ug ompred to seretEkey ryptogrphy @ugA is tht tody9s requirements re ll hievle y ugD nmely integrityD ondentilityD uthentitionD identitionD nd nonErepuditionF gurrent ug ses its strength on mthemtil prolems from numer theoryD suh s the integer ftorE iztion nd disrete logrithm prolemsF sn the pstD these two prolems were onsidered hrd enough for ryptogrphi purposeF xowdysD the seurity of ryptosystems sed on numer theory is rther unertinF his ft is minly due to the disovery of polynomil time quntum lgorithms for solving the forementioned prolems hoWRF iven though rel quntum omputer le to ftor lrge numers does not yet existD the ryptogrphi ommunity hs lredy strted to get redy for this eventF yne of the institutes tht prepres nd elortes stndrds for seurity solutions is the xtionl snstitute of tndrds nd ehnology @xsAF st lunhed vst progrm on postEquntum ryptogrphy @gA stnE drdiztionF he purpose of this proess is to soliitD evluteD nd stndrdize one or more quntumEresistnt puliEkey ryptogrphi lgorithmsF por thtD they will orgnize n interntionl onfereneFolloted with grypto PHIVF et this momentD the sumission phse is nished nd the list of ndidtes is puliF emong the possile solutionsD odeEsed ryptogrphy hs n importnt numer of ndidtesF oughly spekingD QGV proposls re odeEsed protoolsF wiliee introdued in IWUV the rst odeEsed ryptosystem wiUVF he sheme is not sed on numer theory primitives ut rther diult prolems oming from oding theoryF sts seurity relies on two prolemsX the hrdness of the yndrome heoding rolem fwvUVD nd the diulty to distinguish etween inry qopp ode nd rndom liner ode pqy + IQF hen ompred to other ugD wiliee9s sheme disposes of I vrious dvntgesX the omplexity of enryption nd deryption lgorithms re equivlent to those of symmetri shemesD iFeF re very eient yHWF elsoD the est ttks for solving the syndrome deoding prolem re exponentil in the ode lengthD iFeF wiliee sheme presents high potentil gITF Our contribution sn this rtileD we mke stteEofEtheErt of odeEsed ryptogrphyD essentilly for enryption nd signture shemesF e provide the min ides for theoretil nd physil ryptnlysisF xote tht in the litertureD other surveys existsD suh s enIUD fhuIU or the wellEknown ook of ellikn t lF ftIPF rereD we hoose to present this topi under tody9s requirements nd proess initited y the xsD nd y tht we oer dierent point of view on the evolution of odeEsed ugF Organization of the paper e strt y giving neessry kground informtion in ryptogrphy nd oding theory @etion PAF sn the sme setionD we detil some fmous fmilies of odes with ig impt in ryptogrphyF purtherD we desrie puliEkey enryption shemes in etion Q nd signture shemes in eE tion RF etion S presents some xs proposls for stndrdiztion nd etion T exhiits the min ryptnlysis tehniques for odeEsed ugF 2 Preliminaries 2.1 Cryptography Denition 1 (Encryption scheme) An encryption scheme is a function mapping a plaintext to a cryptogram, also called ciphertext, using a key. If this key is the same to encrypt and decrypt, i.e. shared between sender and receiver, then we call it a symmetric scheme as well as a secret-key cryptosystem. If a key pair is used, i.e. the receiver's public-key to encrypt and the receiver's private-key to decrypt, then we call it an asymmetric scheme as well as a public-key cryptosystem (PKC).

ugs re quite ineient to send long messgesF he usul trik is to use uiwEhiw hyrid enryption prdigmF st llows to omine the dvntge of ug y voiding the key distriution prolem of symmetri sheme with the dvntge of lrge messge spe nd lower ost for ommunitions of symmetri shemeF Denition 2 (KEM-DEM) A key encapsulation mechanism (KEM) is an asymmetric scheme, more precisely a probabilistic algorithm producing a random symmetric key encrypted (encapsulated) by this scheme. That key is then decrypted (decapsulated) and can be used with a symmetric scheme. Each scheme has its own security condition in order to get an IND-CCA secure encryption scheme. A data encapsulation mechanism (DEM) is a symmetric scheme, more precisely a deterministic algorithm to encrypt a message of arbitrary length using the key given by a KEM (after decapsulation). To summarize, the initial message is encrypted/decrypted by the DEM.

Denition 3 (Signature scheme) A signature scheme is a function that allows to authenticate the sender, ensure the message integrity and the non-repudiation from the sender. A key pair is needed for a digital signature. The sender uses his private-key to sign a message then transmits the message and the signature. The receiver uses the sender's public-key to verify the signature.

Denition 4 (Key exchange) A key exchange (or key establishment) is a protocol dening the key agreement followed by its transport. Such a protocol is designed to share a secret between two (or more) parties.

Coding theory

rere we will give only rief summry of the tools needed to understnd how oding theory is used to provide eient solutions for ugF por detils we ddress the reder to wellEknown ooks wVTD otHTD rHQF sn the following we denote y F q the nite eld with q elements nd w k;n @F q A the set of k ¢ n mtries with entries in F q F he Hamming weight of given vetor x P F n q D denoted jxjD is the numer of nonEzero oordintes of xF Denition 5 (Linear codes) A liner ode C of length n and dimension k is a k-dimensional linear subspace of F n q : P e generator matrix of C is ny k ¢ n mtrix G P w k;n @F q A with rows tht generte C F he dul C c of C is the @n kAEdimensionl liner suspe dened y C c a n z P F n q X Vc P C ; n i=1 c i z i a H o : e prityEhek mtrix of C is genertor of C c : enother fundmentl notion is the minimum distne of liner ode C F st is dened s the minimum over the set of ll possile weights jcj ; over ll odewords c P C : he minimum distne of C is strongly relted to the error detetion pility nd error orretion pity of C F ypillyD ode with lrge minimum distne hs ig error orretion pityF sn generlD rndom liner ode hs minimum distne smller thn or equl to the wellEknown qilertErshmov oundD whih is liner in the ode length wVTF e lso know @ nonEonstrutive proofA tht there exist inry liner odes tht meet the qilertErshmov oundF reneD possile method to generte ode with lrge minimum distneD ould e to rndomly pik liner ode nd then ompute the minimum distneF nfortuntelyD this turns out to e ostly solution euse omputing the minimum distne of liner ode is diult prolem rWUF ine the initil purpose of liner odes ws to detet nd orret errorsD to ny ode C we ssoite deoding lgorithmF uppose tht we send odeword c P C through noisy hnnelF he reeiver gets dierent vetorF vet9s denote the reeived vetor y x; nd hecode@x; C A the deoding lgorithmF his lgorithm omputes the most likely odeword c ? P C ; given x nd C F eny solution to the following prolem @yndrome heoding rolemA n e used to perform the forementioned tskF Denition 6 Syndrome Decoding Problem (SDP).

Instances: A matrix H P w n k;n @F q mA, a vector s P F n k q m and an integer ! > H.

Question: Is there a vector x P F n q m of weight !, s.t. Hx T a s? hen the prityEhek mtrix H hs no prtiulr strutureD iFeFD is rndomly hosenD h eomes diult fwvUVF oD hllenging reserh question is to nd fmilies of odes with suient lrge minimum distne nd n eient deoding lgorithmF 2.3 Dierent families of codes 2.3.1 Algebraic codes Denition 7 (Generalized Reed-Solomon (GRS) codes) Let a @ 1 ; : : : ; n A where the i are distinct elements of F q m, and let v a @v 1 ; : : : ; v n A where the v i are nonzero (but not necessarily distinct) elements of F q m. Then the GRS code, denoted by GRS k @; vA, consists of all vectors @v 1 f@ 1 A; v 2 f@ 2 A; : : : ; v n f@ n AA where f(z) ranges over all polynomials of degree < k with coecients from F q m. st is known tht GRS k @; vA is n; k; n k C IEode @see wVTAF Denition 8 (Alternant codes) The alternant code A @; yA consists of all codewords of GRS k0 @; vA which have components from F q , i.e. A @; yA is the restriction of GRS k0 @; vA to F q . Thus A @; yA consists of all vectors a over F q such that Ha T a H, where H is given by: :

H a H f f f
ith ny vetor a a @a 1 ; : : : ; a n A over F q we ssoite the rtionl funtion R a @zA a n i=1 a i z i :

Denition 9 (Goppa codes) The Goppa code @L; gA (or ) consists of all vectors a such that R a @zA H mod g@zA, or equivalently such that R a @zA a H in the polynomial ring F q mz=g@zA. If g(z) is irreducible then is called an irreducible Goppa code.

Q here re severl eient deoding tehniques for qD lternnt nd qopp odesD suh s the ferlekmpE wssey lgorithmD the ixtended iuliden lgorithm nd mny others @see wVTD otHTD iITAF hey re minly lgeri lgorithms nd exploit the polynomil struture of these odesF Denition 10 (Generalized Srivastava (GS) codes) In the parity-check matrix for the alternant code A @; yA, suppose r a st and let 1 ; : : : ; n , w 1 ; : : : ; w s be n C s distinct elements of F q m, z 1 ; : : : ; z n be nonzero elements of F q m. The GS code of order st, length n < q m s, dimension k > n mst and minimum distance d > st C I has a parity-check matrix given by

H a H f f f d H 1 H 2 . . . H s I g g g e
where

H i a H f f f f f f f d z 1 1 w i
z 2 2 w i : : : z n n w i z 1 @ 1 w i A 2 z 2 @ 2 w i A 2 : : : z n @ n w i A 2 . . . . . . : : :

. . . z 1 @ 1 w i A t z 2 @ 2 w i A t : : : z n @ n w i A t I g g g g g g g e for i a I; : : : ; s.

Probabilistic codes

Denition 11 (Low/Moderate Density Parity-Check (LDPC/MDPC) codes) A @n; r; !A-code is a linear code dened by a r ¢ n parity-check matrix (r < n) where each row has weight !. A vhg code is a @n; r; !A-code with ! a O @IA, when n 3 I [Gal63]. A whg code is a @n; r; !A-code with ! a O @ p nA, when n 3 I

[OB09].
heoding vhg nd whg odes n e done using proilisti lgorithm suh s the fitEplipping lgorithmD due to qllger qlTQF here re severl vrintsD from the lssil proposl to more involved ones qlTQD gITF Denition 12 (Low Rank Parity-Check (LRPC) codes) A LRPC code of rank d, length n and dimension k over F q m is a code with parity-check matrix a @n kA ¢ n matrix H@h ij A such that the vector subspace of F q m generated by its coecients h ij has dimension at most d. We call this dimension the weight of H (in rank metric). Denoting F the vector subspace of F q m generated by the coecients h ij of H, we denote by fF 1 ; F 2 ; : : : ; F d g one of its basis. In practice it means that for any I 6 i 6 n k, I 6 j 6 n, there exist h ijl P F q such that h ij a d l=1 h ijl F l .

2.3.3 Adding additional structure his method ws onsiderly employed y the sienti ommunity in order to derese the size of the puliE key in the wiliee ugF Denition 13 (Quasi-Cyclic (QC) codes) A @n; rA-linear code over F q is called a quasi-cyclic code of index l if n a ml and for every codeword c P C , there exists a number l such that the codeword obtained by l cyclic shifts is also a codeword in C . Denition 14 (Quasi-Dyadic (QD) codes) Let r a P k for some k P N. Given a ring (in our case the nite eld F q m) and a vector h a @h 0 ; : : : ; h n 1 A P n , the dyadic matrix ¡@hA P n¢n is the symmetric matrix with components ¡ ij a h i¨j , where ¨stands for bitwise exclusive-or on the binary representations of the indices. The sequence h is called its signature. Moreover, ¡@t; hA denotes the matrix ¡@hA truncated to its rst t rows. Finally, we call a matrix quasi-dyadic if it is a block matrix whose component blocks are t ¢ t dyadic submatrices. If n is a power of 2, then every P k ¢ P k dyadic matrix can be described recursively as:

M a A B B A

where each block is a P k 1 ¢ P k 1 dyadic matrix (and where any I ¢ I matrix is dyadic). R 3 Public-key encryption schemes

McEliece encryption scheme

he wiliee ug wiUV is omposed of three lgorithmsX key generation @KeyGenAD encryption @EncryptA nd decryption @DecryptAF he key genertion lgorithm tkes s input the integers n; m; k; t; q suh tht k < n nd t < n nd outputs the puliEkeyGprivteEkey pir @pk; skA: KeyGen@n; m; k; t; qA a @pk; skA IF ik genertor mtrix G of n; kEode C tht n orrets t errorsF PF ik rndom S P GL k @F q mA nd n ¢ n permuttion mtrix PF QF gompute G pub def a SGPF RF yutput pk a @G pub ; tA nd sk a @S; G;PA: he enryption of messge m P F k q m works s followingF Encrypt@m; pkA a z IF qenerte t rndom e P F n q m with jej tF PF eturn z a mG pub ¨eF sn order to derypt the iphertext z using skD one uses the following funtionX Decrypt@z; skA a m IF gompute z £ a zP 1 nd m £ a hecode@z £ ; HAF PF yutput m £ S 1 F e denote y hecode@:; :A n eient deoding lgorithm for C F xotie tht multiplying the error vetor y permuttion does not hnge the weight of the vetorF yne n esily verify the orretness of the sheme y heking Decrypt@Encrypt@m; pkA; skA a m:

3.2 Niederreiter encryption scheme yften lled the wiliee dulD xiederreiter proposed new ug xieVTD using prityEhek mtrix insted of genertor mtrix to enryptF he seurities of the wiliee nd xiederreiter shemes re losely reltedD proved to e equivlent in vhWRF sn the lssil xiederreiter shemeD the uthor proposed to employ the q odeF his hoie turned out to e very unwise sine the struture of q ode turned out to e muh esier to lek informtion thn tht of inry qopp odeF

Hybrid McEliece Encription Scheme (HyMES)

en ide to improve the wiliee ug ppered in rVWD dede fter the rst proposlX use the error to trnsfer more informtionF st seems tht this pper ws missed during severl yers y the ommunityF yne ittion ws mde y endrier in PHHP enHPD then nother one for the implementtion done y fhskr nd endrier in PHHV lled ryrid wiliee inryption heme @rywiA fHVF his improvement llows to inrese the informtion rte of the shemeF qopp odes were hosen s well s in the originl shemeF S

McBits and QcBits

e uiwGhiw vrint of the xiederreiter ugD lled wfitsD ws proposed y fernsteinD ghou nd hwe in fgIQF his proposition ws done in order to lose ny timing ttkF st is xiederreiter implementtion in fst nd onstntEtimeF he min steps re the sme s in the xiederreiter sheme ut dierent lgorithms re used for ritil prtsF he dditive fst pourier trnsform over nite elds llows to reover the roots of the soElled errorElotor polynomil nd its trnspose to ompute the syndromeF fernstein et lF lso proposed sorting networks to void he ttks on the permuttionF eently ghou pulished n improvement of the implementtionD lled wfits revisited ghoIUF re proposed to use fene s network for onstntEtime permuttion nd the sme tehniques s for deryption to generte the keys nd enrypt lso in onstntEtimeF he min dierene etween oth versions is tht wfits derypts mny iphertexts t the sme time wheres wfits revisited exploits internl prllelism to get etter performne for higher seurity levelF woreoverD oth wfits versions use inry qopp odesD nd nother vrint lled fits uses gEwhg odes ghoITF hey ll shre the ide of itEsliing opertions to hieve onstntEtime exeutionsF 3.5 Other variants yne of the diretions in odeEsed ryptogrphy ws to propose nd nlyze the seurity of the wiliee sheme using other types of odesF his proess strted with the q odes nd the xeiderreiter sheme xieVTD then ontinued with the eedEwuller odes nd the idelnikov sheme idWRD nd mny other odesF e qusiEomplete survey on the evolution of the wiliee sheme is proposed in fhuIU nd enIUF 4 Signature schemes 4.1 CFS scheme he gp gpHI signture sheme exploits the deoding pity of inry qopp odesF he sheme works s followsF st tkes the dt tht needs to e signed nd hsh it @denote the result xAD using ny stndrd hsh funtionF hen it serhes for n integer suh tht when ppended to x nd hshed into vetor sD s eomes vlid syndrome for odeword in C F xotie tht ode tht hs the pity to deode mny vetors from the mient spe is good ndidte for signture shemesF roweverD one expets tht suh ode hs n importnt struture nd thus might e vulnerle to ryptnlysisF nfortuntelyD for inry qopp odes the verge numer of trils is pproximtely t3D whih mkes the sheme not very eient for prtil purposesF 4.2 With other codes nkign is tully xs sumissionF he originl proposl ws mde in qIR using vg odes @see hef IPAF et the sme timeD lowEdensity genertor mtrix @vhqwA odes were proposed in signture sheme in ffg + IQD ut the proposl ws ttked in ITF p is reent signture sheme sed on the 4uju C v4 onstrution proposed in hIUF 5 Recent protocols e do not pretend to e exhustive here euse the xs stndrdiztion for postEquntum ryptogrphy hs just strtedF 5.1 Ouroboros st is key exhnge protool proposed y heneuvilleD qorit nd emor hqIUF he protool is inspired y two other shemesX elekhnovith proposl eleII nd the gEwhg ug wfIQF he min ide of this pproh is to derive system with seurity redution to the prolem of deoding rndom liner odesF he puli ode in this se is rndom one nd the seret key genertes n whg odeF st is lso one of the ndidtes to the xs stndrdiztion proessF 5.2 Loidreau's cryptosystem voidreu9s improvement for wiliee in rnk metri with qidulin odes voiIUF everl rnk metri shemes sed on qidulin odes were proposed ut unfortuntely they were ryptnlyzedD minly due to their struE ture @see fhuIU for detiled survey of the evolution of this shemeAF roweverD voidreu9s sheme propose dierent msking tehnique tht voids ll the struturl ttks on qidulin odesF T 5.3 BIKE fsui is uiwGhiw from frretoD queronD q uneysuD wisozkiD ersihettiD endrier nd illih eff + IUF st hs three vrints fsuiID fsuiP nd fsuiQD nd exploits the deoding lgorithms used for vhg nd whg odesF sf fsuiP hs lot of similrities with the gEwhg shemeD fsuiQ is highly inspired y yuroorosF his proposl is lso ndidte to xs stndrdiztionF 5.4 DAGS heq is uiwGhiw ndidte to the xs stndrdiztion from gyrelD ersihettiD queyeD x9diyeD ulmtiD hione nd foidje using hEq odes fff + IUF q odes re sulss of lternnt odesF st would e interesting to hek if ttks ginst lternnt odes n not e pplied on q odesF e known tht qopp odes re still resilient so q odes re mye lso resilient ginst existing ttksF 5.5 RLCE ndom viner godeEsed puliEkey inryption heme @vgiA from ng nIT is sed on the juxtE position of q ode with rndom liner odeF he ide of this ug is to use distortion mtrix tht not only mix the rndom olumns with the strutured onesD ut lso dds themF sn suh mnnerD previous ttks sed on the squre ode re no longer possileF vgi is lso one of the ndidtes to xs stndrdiztionF 6 Main threats 6.1 Distinguisher for the McEliece scheme he rst prolem tht n dversry hs to solve for the wiliee sheme is tht of nding the nture of the odeF st is lso known in the literture s the qopp gode histinguishing prolem gpHID enHPX given liner ode C D deide whether C is qopp ode or rndom odeF he prolem n e formulted for ny other fmily of odesD for exmple eedEwuller odesD olr odesD q odes etF purtherD we explin some eient solutions to solve this prolemF 6.1.1 The Square code technique he rst solution is to determine the dimension of the squre ode nd hek out whether it stises the ondition given in pqy + IQF he work ftor of this method is dominted y the omputtion of the squre of ode @n k 2 ¡ it opertionsD where k nd n re the prmeters of the odeAF Denition 15 Let x and y P F n 2 ; then the component-wise product of y and x is x ? y def a @x 1 y 1 ; : : : ; x n y n A P F n 2 :

Denition 16 (Star product code) For i P fI; Pg let C i be a n; k i ; d i binary linear code. Then the star product code of C 1 and C 2 is the binary linear code denoted C 1 ? C 2 dened as C 1 ? C 2 def a pn F2 fc 1 ? c 2 j c 1 P C 1 and c 2 P C 2 g : Proposition 17 Let C 1 be a n; k 1 ; d 1 binary linear code and C 2 be a n; k 2 ; d 2 binary linear code. Then we have d min @C 1 ? C 2 A minfd 1 ; d 2 g:

dim @C 1 ? C 2 A min & n; k 1 k 2 dim @C 1 C 2 A P ' :
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