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Abstract. This study discusses the legal issues pertaining to data portability
from the perspectives of both personal data protection and antitrustSews

legal challenges arise from the differences between antitrust law and alata pr
tection law, there is a nd€o define the legal position of data portability. My
analysis is based on a review of these three topics: Is the right to datdliportab
in the EU General Data Protection Regtitan (GDPR) effective? (2) Should
the right to data portability be legaltggulated? and (3) Can the right beureg
lated from an antitrust perspective?

What are indicated from the above discussions are: (1) the right to data por
ability in the GDPR is the first promising provision which has given riseto se
eral issues-in partiaular the scope of the data, IT costs imposed on SMEs, and
theoretical boundaries and enforcements based between data protection and a
titrust laws—that warrant futher examination; (2) if the controlieontroller
portability is called for, antitrust pespective broadly encompass the scope of
data is preferred than data protection regigia; (3) combining data protection
and antitrust perspectives into a single law would be difficult due to the-diffe
ences of them; (4) when it comes to establish datalgitity scheme from ant
trust perspective, data portability should be obliged depending on the kinds of
platform.
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1 Introduction

This article discusses legal issues on the right to data portability both frsonake
data protection and antitrust perspectives, and provides some policy recdatioes
for formulating the right to data portability.

The EU General Data Protection Regulation (GDPR) [1] introduced aigbira
data portability. Onef its intentions is addressing data monopolizatioiG#FA.” *
The European Commission (EU Commission) acknowledges the posbialetages
of the right from a competition perspective because-gfmtand smaller companies
will be able to access data rkats dominated by digital giants and attract mone co

1 GAFA is a buzzword meaning Google, Apple, Facebook, and Amazon.



sumers with privacyriendly solutions, increasing competitiveness in the economy
[2].

This right primarily empowers the control of personal data by a datactuipghile
simultaneously preventing vendtock-in. The Article 29 Data Protection Working
Party (WP29j states that the data portability right facilitates data subjects’ ability “to
move, copy or transmit personal data easily from one IT environment teeafi@nd
also fosters competition between controllers in the context of the DiditgleSVa-
ket strategy [3f

Conversely, large and strong online platforms have already been establystjed
ant U.S. internet companies, creating a need to question the frafrtimg right and
identifying legal challenges.

The data portability right has been managed on a country basis. Focadize
French Digital Republic Act (une Républigue numérique) enacted on October 7,
2016, introduced the right to data portability. The midata program ladrioh2011
and backed by the UK government facilitates consumers’ access to their pestanal d
in a portable, electronic format. The Obama Administration launchedes f My
Data initiatives in 2010. Comparing the right to data portability in the EU andseff
in other countries is helpful for devising policy recommendations asdriag an
objective discussion.

Legal challenges stem from the differences between the approach of arditrust |
and data protection law. The former aims for fair and free congretity prohibiting
private monopolization, unreasonable restraint of trade, and unfag prattices.
From this perspective, facilitating switching between IT providers mneagréferable.
The latter law aims at protecting personal data by granting thts ttig data subjects.
Data transactions are thus permitted only when the data subject’'s contaotdsted.
These differences lead to conflicts between enforcement agencies. Under certain co
ditions, a data protection authority may impose some restricéigainst personal data
transactions, but a regulatory agency in competition law may insist eana¢mdata
sharing among competitors. Thus, defining the legal positioning of databpity
becomes important.

2  The Right to Data Portability

2.1 General DataProtection Regulation

The Right to Data Portability. Article 20(1) of the GDPR defines the right to data
portability, granting the data subject the right to receive his/her medrdata provided

2 WP29 is composed of respective representatives of the supervisory autlesitylds
ignated by each EU country, the authority (ies) establishetthdoEU institutions and lob

ies, and the EU Commission

Digital Single Market is “one in which the free movement of goods, psrservices and
capital is ensured and where individuals and businesses can seamlessly aceresceed
online activitiesunder conditions of fair competition, and a high level of consumer and pe
sonal data protection, irrespective of their nationality or place of residedjce” [



to a controller, in a structured, commonly used, and magbkixable format, and the
right to transmit those data to another controller without hindramoee the current
controller [1]. Article 20(2) grants the data subject the right to have hig#rsonal
data transmitted directly from one controller to angtiéhere technically feasible.
This right is close to the right of access already protected in the Data Prof@ietion
rective in 1995 [4], but it expands the right of access to direct transmisstaeen
controllers.

WP29 published Guidelines on the Rigbt Data Portability (last revised and
adopted on April 05, 2017) [5]. It aims at clarifying the scope, conditions urtdeh w
the right applies, and the scope of “personal data provided by the datatSubj
directory of a data subject’'s contacts creadigda webmail service, titles of books
purchased online, or bank transactions to a service that manages badgetraples
of data included in the scope of the right. WP29 notes that “the rightagdeabi
ity is not limited to personal data that argeful and [is] relevant for similar services
provided by competitors of the data contrdiler

Although WP 29 indicates that the term “provided by the data subjecdt pe in-
terpreted broadly, “inferred data” and “derived data” such as treomet of an s
sessment of user health or a profile created for risk management ariafinagub-
tions (e.g., to assign a credit score or comply with-matney laundering rules) are
excluded from this scopeThe term “provided by” includes personal data related to
the data subject activity or results from the observation of an indigdohavior,
but does not include data resulting from subsequent analysis of thaido&hBe-
sonal data created by a personalization or recommendation process, by user categor
zaﬁo? or profiling are derived or inferred data, resulting in the exclusiom fthe
right”.

WP29 interprets “hindrance,” as it “can be characterized as any legal, technical or
financial obstacles placed by data controller in order to refrain or slow daess,
transmission or reuse by the data subject or by another data corfrél@rinstance,
fees for delivering data and excessive delay fall under “hindrnce”

WP29 considers that “technical feasibility” should be assessed ore-hycasse
basis. ASRecital 68 of the GDPR does not oblige creating processing systems that are
technically compatible, WP29 follows this by interpreting “portability atmgpro-
duce interoperable systems, not compatible systema/hile WP29 does not identify
the specific format, it strongly encourages cooperation between indizdtehslders
and trade associations to devise a common set of interoperable standardsatsd for
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WP29 recognizes that the right will enhance competition between datallawafr
but does noassure that the right will limit portable data to data necessary or useful
for switching services.

2.2  Efforts in Member Countries

French Digital Republic Act. The French Digital Republic Act (une République nu
mérique) enacted on October 7, introduces tlimitien of “digital platform” and the
right of data portability [6].Article 48 of the Act (Article 2242 of the Consumer
Protection Code) requires any online public communication service protade-
cover the following data for the cesumer for freeall the files stored online by the
consumer; all the data from using the consumer’s user account and onlinetdabeab
is retrieved in an open standard, and is easily reusable and exploitahieabtomia
ed processing system; and other types of data associated avitls¢hs online &
count that facilitate change of service piders. The last type of data takes into a
count the economic importance of the services concerned, the intensity of {e com
tition between the suppliers, the utility for the samer, the frequency, and the fira
cial stakes of the use of these services.

SelfData Initiatives. WP29 offers midata in the United Kingdom and Meslinfos
/SelfData by FING in France as examples of experimental applicationsapezu

The midata program waaunched in 2011 with the support of the Department for
Businesses, Innovation and Skills. According to the midata welsitedata file is a
record of up to 12 months of transaction history of the custsnparsonal current
accounts (PCA). On downloadj their midata file, the customer can submit it to
comparison providers, who analyze the data in the file and provide camstbinfa-
mation. This may help identify possible account switching options [1§ fMidata
Innovation Lab (miL) was set up to promote the midata program in 201 1lrethe af
the project originally covered education, transport, and healttC[8}ently, the m
data initiative focuses on banking data. GoCompare.com is the first dsamppio-
vider launched in March 2015 to offer cuskers current bank account switching,
whose efforts are expected to promote the midata program [9].

Meslinfos /SelfData project, launched in 2012, is a pilot project that txlieses,
and shares personal data by and for individuals, under their compigtel and is
designed to fulfil their needs and aspirations. In 2017, the projit¢ake actions to
make experiments into reality by providing a personal cloud with 3,000sestns
mitting data on these testers to each personal cloud of sevgaaizations including
insurance, energy, and telecom providers; and adding more datatdrg @s their
personal cloud to gain use value from their data [10].

5] p.4



2.3 Experiences in the United States

The United States.The Obama Administration launched a serieslp Data init-
atives in 2010 [11] that aim to provide all Americans easy and secure acdess to t
own personal data, such as Blue Button for health data, Green buttoectoiceltii-
ty data, and My Student Data for Federal student data. “Data pitytahithis sense
refers to enhancing “the ability to download the information that a senacessfor
or about an individual” [12]. However, unlike the GDPR, the term does taw al
direct switching of providers.

The Obama administration asked for comments from stakeholders onirssugs
ing benefits and drawbacks, the need for governmental regulatiomeattt data in
September 2016. The administration published comment summary imydaela
and stated that “portability should be incentivized tot mandated.” This means that
additional government regulation is not necessary, since the markdt st be
regulated in a manner that is inefficient, ineffective, and not suitable rteexto
specific data portability needs, as they would move @aex$o avoid overly burde
some regulations and new regulations would be premature for rapicijodig
industries [13]. U.S. data portability is underlined by clear andpgeaeat commun
cation, thereby building individuals’ trust.

3 Antitrust Laws and “E ssential Facilities” Doctrine

3.1 The United States

Sherman Act The right to data portability can be analyzed from the antitrust law per
spective, as undertakings that refuse to move data to another undemalimgnst
tute a “refusal of deal.” The U.Srdt discussed this issue. Before the enactment of
the Sherman Act in 1890, some court decisions had imposed “duty to dealblan pu
businesses such as a railway company or a shipping company [14].

Article 1 of the Sherman Act punishes any contract in restoditrade or com-
merce; and Article 2 punishes monopolization, attempt to monopolizeocasgiracy
to monopolize (15 U.S.C. 88 1, 2). Refusal of a deal by a langjee platform or
platforms may contradict these provisions; however, this ésnddunlawful in &-
ceptional circumstances. The U.S. Supreme Court, in the United StatelyateC
Co. (1919), held that “in the absence of any purpose to create or maintamopomo
ly, the act does not restrict the long recognized right ofetrad manufaiurer a-
gaged in an entirely private business, freely to exercise his own indeperstsst d
tion as to parties with whom he will deal” [15]. This ruling was folldviy the Tm-
ko decision in 2004. Contrary to the Aspen decision in 1985 that indicatadsal it
cooperate with rivals as a violation of Article 2 [16], the SupremariCin Trinko
held that “we have been very cautious in recognizing such exceptions, because of the
uncertain virtue of forced sharing and the difficulty of identifying aecheding
anticompetitive conduct by a single firm”, “the few existing exaepsi from the



proposition that there is no duty to aid competitfisOpposing this ruling, the &
partment of Justice and the Federal Trade Commission (FTC) jointlgdatbat “if
such a refusal involves a sacrifice of profits or businessathge that makes @c
nomic sense only because it eliminates or lessens competition, it isieraly and
potentially unlawful,” citing the Aspen decision [18]. Thus, “seliof deal” remains
controversial. If following the ruling in Trinko, a refusal of data portabititya single
dominant may not be deemed unlawful.

Refusal of data access has been disputed in some'tabediveUniverse v.
MySpace (2007), LiveUniverse alleged that MySpacegm®ad users from watching
vidiLife videos that they or other users previously had loaded onto Mhebpace
webpage, violating Article 2. The District Court dismissed the claims esmpany
generally has a right to deal, or refuse to deal, with whomeViges, asdefined in
the Trinko decision [20]. The District Court’s dismissal was affirmgdtie U.S.
Court of Appeals. In Facebook v. Power Ventures Inc., Facebook allegedieat P
accessed the Facebook website to extract all kinds of social netgamntacts of
users from its platform in violation of its terms of use, and wresebook attempted
to stop Power’s unauthorized access, Power circumvented Facebook’'sdaebhni
ers. The district court dismissed Power’s claim that Facebook maintaioeopoly
power by threatening potential new entrants to the social networkirignjad]. In
PeopleBrowsr v. Twitter, PeopleBrowsr asked Twitter to grant it (fulhdise) access
to Twitter data to be able to offer analytics services and was denigeédhisst. The
parties resolved the case, and PeopleBrowsr was given firehose acoags tie
end of 2013 [22] [23]. Vanberg and Unver comment that US antitrust law amoi+ pr
ples took a divergent path from mandatory access obligations, panticafter Trin-
ko decision [19]. They argue that “proving the 'indispensability'sse'etiality’ of the
requested input often poses the main difficulty for the plaintiffs ®ranme” [19,
para. 3.3.2].

Essential Facilities Doctrine.Information monopolization ises concerns about the
“Essential Facilities” doctrine, which was developed in the 1970s. Thwetiwal
background supporting the doctrine include the bottleneck theory facilitatédy
Neale [24], and the “public utility” facilitated by L.A. Sulkw [25]*

This principle derives from the Terminal R. Association ruling id2L§26], in
which nonmembers of the defendant’s joint company were refused accade/y r
terminal facilities. The ruling held that the building unified system ohitgals vb-
lated Articles 1 and 2 of the Sherman Act, said to be the first leading qassdyy
the essential facilities doctrine. The doctrine was reaffirmed in o#asidns [27].

12 [17] pp.408, 411

13 [19] para. 3.3.2

14 “I1]f a group of competitors, acting in concert, operate a common facilityifadk to na-
ral advantage, custom, or restrictions of scale, it is not feasible for edchaipetitors to
duplicate the facilitythe competitors who operate the facility must give access toxthe e
cluded competitors on reasonable, fiscriminatory terms,” L. A. Sullivan [25] § 48, at
131.



While this doctrine typically encompasses physical facilities, the Shefataapplies
to the refusal of access to electronitwerk systems [28].

The first court case explicitly acknowledged the “essential facilitiestrthe was
the Hetcht case [29]. The District of Columbia Circuit defined the doctyngting
Neale's articlestating that “where facilities cannot practicably be duplicated by
would-be competitors, those in possession of them must allow them to be shared on
fair terms. It is illegal restraint of trade to foreclose the scarce facflitifowever,
the Trinko deci®mn refused to apply the doctrine stating that it had never recognized
nor intended to recognize"it

3.2  The European Commission

Treaty on the Functioning of the European Union The EU has a history of ant
trust law that is less intensive than the U.S. AgtitO1 of the Treaty on the Fungtio
ing of the European Union (TFEU) [30] prohibits agreements, decjsants co-
cerned practices that may affect trade between Member States and preveni- compet
tions. Article 102 prohibits abuse by one or more undertakingsiominant position.
Articles 101 and 102 succeeded Articles 81-§&x and 82 (e:86) of EC Treaty
(Treaty of Rome) in 1957 with the conclusion of the Lisbon Treaty in 2009.

The dominant position was clarified in the Hoffmann case in 1979 [3&].Elro-
pean Court of Justice (ECJ) defined abuse is an objective concept relatiegate th
havior of an undertaking in a dominant position that influences marketwste in a
manner that weakens the degree of competition and hinders theemaace of the
degee of competition still existing in the market or the growthhat competition
[31, para 91]. The judgment in the European Court (fifth chanheanother case
interpreted an abuse as occurring when without any objective necessityjeatdu
ing holdng a dominant position on a particular market reserves to itself an ancillary
activity that could have been carried out by another undertaking as pertacfiv-
ties on a neighboring but separate market, which could potentialljnatavall con-
petitionfrom such undertaking. The refusal to enable data portability by a dominant
firm is seen as “a form of exclusionary abuse as it might drive itpetitors out of a
specific relevant market and increase market concentration”

Essential FacilitiesDoctrine in the EU. The EU has adopted the essential facilities
doctrine from the U.S. Sherman Act. If a monopolist refuses rtwige other firms

with access to something that is vitally important to competitive viability partici-

lar market,” it costitutes a violation of Article 1 and 2 of the Sherman.AcRe-
nowned scholar Dr. Temple Lang notes a fundamental view to establish -respon
sibility for refusal of access under the doctrine. He states the follo@hgompet

15 [24] p. 67

16 [17] pp.416411
17 132] para 27

18 [19] para 3.2
19 133] p.87



tion law does not require cqranies to give their competitors access to their assets,
networks, or intellectual property; (2) this is same under both Agtit and 102 of
the EC Treaty, under the “essential facilities” principle; (3) “this principlplies
only if the refusal t@ive access has serious anticompetitive effects, if accessiis esse
tial to enable competitors to compete, and if there is no legitimate busingfisgus
tion for the refusal®. He further elaborates by stating, “The principle appliey onl
where the facity cannot be duplicated at all by competitors, even if actirgetber,

for legal, economic or geographical or other physical reasons, and wheraiiz t@f
contract would eliminate competition in a downstream market forhwaéress to

the facility is necessary, and not merely advantageduss the U.S. Supreme Court
cautiously limits the scope of the doctrine, interpretations in the EUaglgear e-
strictive.

In Commercial Solvents, the ECJ first found the denial of deal owing weadfu
dominantposition according to Article 86 (currently 102). Commercial Solvents was
a monopolist manufacturer of chemical raw materials who refusagpysmaterial
to a regular customer and competitor on the downstream market, thesighyg all
competition onhe part of this customer. Other court cases have also developed this
doctrine through denial of access [36].

The European Commission expressly declared the criteria for an “es&msitigfl’
in B&I Line v. Sealink case (1992). The European Commissiah thelt “a dominant
undertaking which both owns or controls and itself uses an essentig},fae., a fa
cility or infrastructure without access to which competitors caprmtide services to
their customers, and which refuses its competitors acoetisat facility or grants
access to competitors only on terms less favorable than those whichsititgivown
services, thereby placing the competitors at a competitive disadvantagegeisfr
Article 86, if the other conditions of that article are met”

In the Magill case, three Irish broadcasting companies refused to share waekly li
ings of TV programs to the Magill TV Guide. The ECJ in 1995 held that thisalefu
prevented constitutes an abuse under Article 86 (current?*l08)milar to U.S.
courts, his decision implicates that intangible obstacles can impediment rneesen
to the market.

In IMS Health (2015), the ECJ presented restrictive conditions toestisat a e-
fusal to deal is treated as abuse: (1) the refusal relates to a product or thatvise
indispensable for carrying on a particular business; (2) the refusal éhergme
gence of a new product with a potential consumer demand; iBuitjustified and
aims to exclude any competition in a secondary métketinge Graefet al. noted
that similar to the U.S. antitrust law, dominant undertakings caideldreely with
whom they wish to deal under the abuse of the dominance regime of Euoopean

20 [34] S117118

21 [35] p.21

22 [37] para 41

23 [38] para 5354

24 [39] para 38

% This ruling is confirmed in Microsoft case [41], para. 332.



petition law. Only in exceptional circumstances can an obligation to comram-
posed based on the essential facilities docttine

The ECJ held in Microsoft (2007) that “nddicrosoft work group server operating
systems must be capable of interoperating with the Windows domaiteatate on
an equal footing with Windows work group server operating systems ifwhey to
be marketed viably on the mark&t” This was a specific case of Microsoft almost
holding a dominant position in the relevant market, and a consideegakedurden
had to be met particularly with regard to prayithe indispensability of the data to
which access is soudfit Regarding this, Lang strongly distinguishes the position of
Microsoft and Google on the account of the nature of the product or service; the e
sentiality of the product or service, the buradrswitching cost, and the existence of
network effects. He defines a “platform” as “a combination of hardware cftwlase
on the basis of which other companies (software vendors in the Micozs®, and
advertisers in the Google case) offer products and services to enchexssto con-
petition with one another.” He identified Windows as Microsoft's platf@nd the
Internet as that of Google. The contrasts between Microsoft's WindowGe@ogle’'s
Internet are: Microsoft charges users and Google offers free servicesareofimwe
opers must be available on Windows, while publishers can reach consurmeghtar
variety of services other than Google; switching cost is high in the caddemfsoft
and it is negligible in the case of Google; there were important network eiffiects
Microsoft case, while there do not seem to be any network effects for sedineh
ties”*’. His argument clearly denies Google’s dominant position and therafnsre;
that it is an essential facility.

3.3 Merger Cases Bridging Privacyand Anti Competition

Some merger cases take into account privacy affects. In re Gdogl#eClick
(2007), both the European Commission [42] and the FTC [43] referred to ¢atseff
on privacy. While the European Commission separated the merger deaditegal
obligations in the 1995 Data Protection Directive [4] etc., it permitted igteservice
providers to track all the online behavior of their users and stated that legeein
service providers could team up with advertisement companies to utithedata
within the confines of privacy rules, but that with customers’ conseay could use
such data, for instance, in exchange for lower ptfc@hough the FTC also approved
the merger, two members expressed privacy concerns raised owingptodietion
of highly sophisticated targeting data by combining both companies [8#]Ifdre
Microsoft-LinkedIn (2016), the European Commission acknowledged that date priv

26 140] p.382

27 [41] para 421

28 [41] pp.382-383

29 [35] pp. 79

% Google case seems to be related to the case th&utbpean Commission fined Google
€2.42 billion for abusing dominance as search engine by giving illegal advaotagent
comparison shopping service, on June 27th, 2017.

31 [42] para 271
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cy was an important parameter of competition in the SNS servideemHrstatedhat
privacy-related concerns could be considered in competition assessment “to the extent
that consumers see it as a significant factor of quality, and the memyitiescon-

pete with each other on this factor” [46]. A privacy concern would arisehf lntde-
takings’ user databases are integrated, as this could shut out Linkedhpstitors

from accessing Microsoft's API, which they need to access user data stothe
Microsoft cloud [46].

Facebook’s misleading practice caused the European Commiss2017 to fine it
€110 million for providing incorrect or misleading information during the @sn
sion’s investigation under the EU Merger Regulation [47]. Facebook madm-a co
mitment in 2014 that it would not establish reliable automated matching dyetwe
Facebook and WhatsApp users’ accounts [48]. However, in 2016, WhatsApp a
nounced updates to its terms of service and privacy policy, contradicéngatti
Facebook commitment.

The European Commission fined Google €2.42 billion for breaching EUuantitr
rules in 2017. Google was found to have abused its markeindonce as a search
engine by promoting its own comparison shopping service in its sessualist and
demoting those of competitors, thereby depriving consumers of genubinee abf
services. ie Commission held that search engine markets in all EEA countries had
been monopolized by Google, which had high market shares exceeding 9Q ercen
most countries since 2011. The more consumers use a search enginegthéramo
tive it becomes to advtisers, resulting in attracting even more consumers rand i
proving results. This creates high barriers for entering the mgt®etThe European
Commission also noted two preliminary findings in 2016 with respect to tdeofh
operating system and AdSsnthat Google haabused its dominant positiosd, 51].

4 Discussion

4.1 Issues for Discussion

The above discussion identifies the following issues: (1) Is the rightagpdatability
in the GDPR effective? (2) Should the right to data portability be legajlylated?;
(3) Can the right be regulated from an antitrust perspective?

4.2 Is the Right to Data Portability in the GDPR Effective?

While the right to data portability is already provided in the GDPR, the rightdtas
strongly influenced countries’ legislatismther than the EU member states. This right
is critically reviewed by Vanberg and UnverThey list six issues: (a) limitations on
data generated by the data controller; (b) privacy rights of third paitjetechnical
feasibility of data transfer; (djisproportionte costs and efforts; (e) trdas of data
may compromise valuable proprietary information and intellectual prividkyen-

32[19] para. 2.1
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forcement issues pertaining to the right to data portability; and (g) privatylata
security risks.

Authors argueegarding Issue (a) that an auction website such as eBay akews u
ers to only move their personal data and not their ratingsreputation to another
auction site, as the latter is provided by the service proVidesue (b) is illustrated
in a photograpton Facebook in which several people appear; one data subject cannot
import it to another social networking platform, as others appear iricheg}’. Cd-
laboration among market players is suggested to address(t3siegarding Issue
(d), many small and mediurssized companies (SMEs) do not have the resources to
be aware of the GDPR overall compliance, and write a corresponding software t
move data to another provider. Not only is data portability costly, but Blsosits on
SMEs will be significantlyincreased by the EU data protection refdnissue (g)
pertains to the burden imposed on SMEs. In Issue (e), authorsatduatcase imjge
ing a business model of an online digital service that helps users of oldthing
retailers. If such a servigerovider is required to move data including detailed pe
sonal data specific to its services, this will clearly have a stiflingtaffecompetition
and innovative solutions. To address Issue (f), authors question reb#heoretical
boundaries between the right and other laws, as well as enforcementsdidgdo
their analyses, the GDPR data portability is ineffective.

Swire and Lagos made a critical approach to the right to data portabiljityl e/
analyzed this right in the GDPR draft stage uralgitrust or competition law, data
protection, and privacy perspective, and pointed out several flawsoag bel

The right to data portability is far broader than competition law as the right-is co
siderably over broad and reduces consumer welfare. Delspitdfficulty of demon
strating exclusionary practices including refusal to apply, denial of atzessessen
tial facility, or a tying violation under European law, the right to dataapdity ig-
nores arguments about substantial efficiency. Thesrgifices between the right to
data portability and competition law are elaborated as follows: “[f]irst, the RD® [th
right to data portability] does not require a showing of market power anésppl
equally to monoglies and to small and medium enterpsisBecond, the RDP uses a
per se approach that does not compare the precompetitive efficiencies against the
harms to competition. Third, failure to write EIM [expemport module] software
does not fit under the tmitional categories of exclusionary ahuct prohibited by
current competition law®. Ensuring interoperability is considerably hard to achieve
even with Open Document Formats. The right to portability would impads&tantial
costs on suppliers of software and apps, which would then be passedansm-
ers’’. Competition law does not require the first service provider to WriteEtM, as
the exclusionary practices trigger sanctions only when there is aupsiied shov-

3 The authors referred to Inge Graef et al. [40].

34 This case is illustrated by Barbara Engels [55] as below referenced.
% This issue has been intensively discussed in Swire and Lagos [52].
% [52] pp. 356351

37 [52] pp. 354356
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ing in a specific market of harm to consumers, and the legal rule sktblhigh
thresholds for the application of the essential facilities docftine

The authors also raised legal challenges to the right to data portabilityhiequer
spectives of data protection and privacy. They argued that the rigbt igell estab
lished, no jurisdiction has experimented with anything resembling the aigthtthe
right appears to essentially be normal legislation and regulation radimepaint of the
constitutional process despite the human right or the fundamentakriginnent in
the EU®. In particular, the serious risk that the right would pose to secutist be
noted among their arguments. They assert that-tiome access to a site, such as by a
hacker, can turn into a lifetime’'s download of data from that site. Defin@RDP,
therefore, should be done with full awareness of risks to the riglatéosecurity®.

WP29 has partially responded to the above concerns. The guidelines @tivalc
lers to transmit the entire directory of incoming and outgoingaéds when switcimg
a webmail service, or to move both the account holder and the remittershétiion
when transmitting bank account information. Collaboration among mplkgers to
overcome technical feasibility of data transfer is agreed by WP29 guidalifit29
indicates some authentication such as a shared secret, a onetime passwad, or su
pending or freezing the transmission in addition to general risk mitigatieasures.
How-ever, these measures are already implied in Article 5(1)(f) of the GDPRedt do
not cndition specific security measures on transmitting ‘data

Contrary to the narrow interpretation of the scope of the data, the European C
mission expressed its concern over the overly broad interpretation ofidyprey-
ulators, because including observed data and raw data extend beyondsvbath
agreed upon in the legislative process. Observed data was one of the rrosiecon
sial aspects of the guidelines.

4.3  Should the Right to Data Portability be Legally Regulated?

Legally regulating the right toada portability gives rise to three options. The first is
to limit personal data by stipulating the right in an act to prgiecsonal data, the
second is to encompass a broad range of data by stipulating the rigltdntaranti
competition. The thirds to enact a new law incorporating both perspectives.

The GDPR preceded an antimpetition act. Although the right to data portability
in the GDPR has led to controversial issues, this new incorporati@ry promising,
as it significantly empowered the data subject. Other countries have erbuhg
untary efforts. The United States resorts to voluntary efforts, asstdaya that paf
ability should be incentivized but not mandated. The U.K. and Framee dso .-
gaged in sefflata approaches, some of which are backed by governmental agencies.
It should be noted that they aim to help consumers access and use data colletted abo
themby service providers, and not to directly switch data between undertakings.

% [52] pp. 366365
% [52] pp.365-373
40 152] p.373

41 15] pp. 11, 1819
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Vanberg and Unver emphasize the importance of controthetroller data transfer
and request clear guidelines from the WP29, such as “what is meant bgadghni
feasible, what is meant by data provided by the data subject himself/hasssHll as
clarifying the delimitations of the right to data portability” [19, para. 5}.&igument
is that controllercontroller portability cannobe obliged from data protectiquer-
spective,as such obligation excessively int@s the economic rights of datantrd-
lers and imposes unnecessary lelgarden on them. GDPR includétechnically
feasible” in controllercontroller portability to address the above concerns. Moreover,
the purpose oflata protection is to protect individual’s right, and not to fostem-co
pditive environment. If data portability is based on data protection, the seuctu
the right has to be established under the control of an indivithu addition to the
scope of dta being limited to personal data.

This article does not necessarily encourage legislative proposal goodethility,
but it considers legal obligations from antitrust perspective might beedeié can-
troller—controller portability should be achieva@oncerning the third pattern of teg
lation, the Digital Republic Act in France is a leading example. This act camén
nonpersonal data portability, as it takes into account the economic importanee of th
services concerned, and the right includekttad files stored online by the comsu
er.” The European Commission encourages introducing a general right tcodata p
bility for non-personal data, considering that the right “could be seen as a possible
means to enhance competition, stimulate datarsiarid avoid vendor logk”. *?

As some merger cases pertain to privacy concerns, there are possibilitielyof b
ing privacy and anttompetition, even as discrepancies exist between themn¥or i
stance, if a dominant online platformer seeking to combistomer data with anlot
er company contradicts its previous statements, it may be fined. Regaetisonal
data, enforcement policies by a competitive regulator and a data protectioritauth
must be considered. In principle, rejection of access to pérdateais not usually
deemed illegal as the basic concept of an act on protecting personal data restricts di
closure of personal data from a business entity to a third party. Andohdompany
will be liable to the violation of access refusal againstrditrast law only when there
is no issue from the personal data protection perspective, since individwalpo-
vided their consent to the disclosure. In other words, when a compédsyahdorit
nant power in a certain market, data collected through éssiactivities in the ma
ket play an indispensable role in businesses, and obtaining alterdativés techin
cally and economically difficult, then unreasonable rejection to data access tegues
others may violate an antitrust I&tv

However, Swire etlapoint out “important aspectd &CT industries suggest that a
rule that mandates interoperability will often reduce innovafibr&s MySpace e-
placed Friendster and later Facebook took the MySpace dominant pasitioassive
dynamic competition in theechnology space comes from Jos&btlumpeter’s “cra-

42 53] pp.46-49

43 This issue was discussed in the expert committee in the Fair Trade Camnuigapan
[54].

44 152] p. 358
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tive destruction®®. As a result, obligatory data portabilifyased on the anti

competitive perspective is not a simple solution.

4.4  Can the right be regulated from an antitrust perspective?

Considering antiust laws and discussions of the essential facilities doctrine, a “duty
to deal” cannot be easily granted to a competitor, as the principle of freedcadef
poses high legal barriers.

Barbara Engels analyzed the right to data portability from a cotmopepolicy
[55]. She argued that “it is recommendable or at least not harmful to dbompéd
make data portability obligatory when platforms offer complemergaryices. Fu
thermore, data portability can be recommendable when market players biéut
products and one player is dominant due to anticompetitive cofftiuest platforms
offering essentially the same products (substitutes), data pitytad desirable if
market dominance is abused, as portability reduces the risk of custmrkén.| By
contrast, data portability is harmful if there is no abusive anticompetitinducs,
since SMEs would be precluded from gaining returns on investments. &mfmts
through competition law are preferabileFor platforms offering complementaryrse
vices (e.g., a trading and a payment platform), data portablitigatory is recm-
mendable or not harmful when platforms offer complementary servicetheFur
when market players offer substitute products and one player is domirattt dnit
competitive onduct, data portability can be recommendable. Conversely, where there
is no anticompetitive conduct resulting in market dominance, data pitytabould
not be obligatory but rather enforced through competition law if negesdowever,
these conclusions need to be interpreted in a nuanced fashion on the timeframe and
the type of innovatioff.

Engels researched athmpetitive behaviors in online markets by mapping the
category of platform markets and economical aspects including networksedfact
nomics of scale, differentiation, congestion, switching camts, market conceratr
tion. In search engine markets, positive direct network effects argtmsitive ind-
rect network effects are high, and economics of scale are also high, the dedjfee of
ferentiation is low, congestion is low, and switching costs are mediinat should
be noted is that the market concentration is high, which increaseskha dem-
nance abuse. Therefore, search engines should focus on a data portabifitioregu
In the case of trading platforms and social network markets, data portabdlitiddte
obligatory only when they are particularly large and offer complemetasubst
tute products. The author remarks that contrary to thenéxregulation of the right to
data portability, expost enforcements based on competition law are also possible.

4 [52] p. 358

46 [55] pp. 9,13

47 55] pp. 7,10,13
48 [55] pp. 9-10
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According to her, the right to data portability should be interpreted in acdilnan-
ner as well as be dependent on the type of plafform

5 Conclusion

Data portability is aight crossing data protection and competitive perspectives. As
the right to data portability in the GDPR is explained based on the fundamental h
man rights, WP 29 does not clearly state the effects of the right onrigstempet

tion. As Engels pointed out, “Data portability could significantly stresigtinno\a-

tion by making data more availabldut it could also hamper innovation by making
data too available. A clear correlation is not detectable and thutdshiso not be
suggested by the GDPR”

According to the above analyses by Vanberg and Unver, and Swire and Lagos, the
current GDPR provision seems to be ineffective. If the right to databildytintends
to adjust to anttompetitive perspective, the obligations must not be equally applied
to large platformers and SMEs, rigid authentication methods have to reskphnd
intensive examinations on the in@perative format should be elaborated.

Engels proposes thdata portability should be interpreted in a tailored manner as
well as depend# on the type of platform. Though there is not an established-defin
tion on how “platformers” can be defined, Lang’s definition is infative as a ge
eral term.

This article does not necessarily criticize the obligatory right to datalplity, but
proactive efforts to overcome the above issues are imperative. In particular, $he pos
bility of controllercontroller portability should be pursued. In terms of personal data
protection, data portability must be analyzed on the basis of each indiitrraby
the scope of the discussion is inevitably narrowed. By contrast, cong@igrspe-
tive does not limit the range of data, and it can encompass the obligattroller
controller portability. When it comes to examining such a right to portalelrsur-
ing that data would not be gathered by large enterprises antyiog legal cond
tions on imposing sanctions should be considered essential.

In sum, what are indicated from the above discussions are: (1) thecaighatat
portability in the GDPR ishe first promising provision which has arisen a lot &f di
cussions issues, in particular the scope of the data, IT costs imposedesn &id
theoretical boundaries and enforcements based between data protectionteust anti
laws, need to be further exarad; (2) if the controllercontroller portability is called
for, antitrust perspective broadly encompass the scope of data is prefiamediata
protection regulation; (3) combining data protection and antitrust peirsgemto a
single law would be fficult due to the differences of them; (4) when it comes to
establish data portability scheme from antitrust perspective, datdiirtshould be
obliged depending on the kinds of platform.

To achieve effective data portability, controlleontroller tansfer is preferable,
and by following certain conditions, an antitrust regulatory schemebeaimpé-

4 |55] pp. 13-14
%0 [55] p. 13
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mented. While this right does not overcome the monopoly owned bgldj@ants, it
is expected to foster sound data flow using existing data platforms.

Acknowledgements | would like to thank Ms. Mika Nakashima for assisting me
with this study by providing useful information. This work wsagpported by JSPS
KAKENHI Grant Number 15K03237.
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