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The AES and the distinguisher of [GRR17] = The AES

The AES

NIST standard since 2001, SPN on 10 rounds, 128-bit blocks [DR02].
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The AES and the distinguisher of [GRR17] The distinguisher of Grassi, Rechberger and Rgnjom

What is a distinguisher 7
Let C, be a cipher with key k,

P
Ce, k & T2
ks — 2
or
random
permutation

Distinguisher

l P(m)
C/random

Distinguisher — attack (on more rounds).

Grassi, Rechberger and Rgnjom at Eurocrypt 2017 [GRR17]
— C = 5 AES rounds.
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The AES and the distinguisher of [GRR17]

Some definitions...

K = IF28
x 0 0
X1 0 0
x 0 0
X3 00
0 X0 0
0 X1 0
0 x O
0 X3 0

X0 X4
X1 Xs
X2 X
X3 X7
0
0
0 € Coy
0
Yo
7
eC
Vs {13}
y3

X8
X9
X10
X11

The distinguisher of Grassi, Rechberger and Rgnjom

X12

Wl e My(K)  x €K
X14

X15

Columns
Ci = vectg(e,i, e1,i, €,i, €3,7)

1 C[0,3] :
€= @ielci'
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The AES and the distinguisher of [GRR17] The distinguisher of Grassi, Rechberger and Rgnjom

x 0 0 O

0 x1 O Diagonals:
00 x o0 |P0 D; = SRY(C)
0 0 0 x3

x 0 0 0

0 0 X1 Anti-diagonals:
0 0 x o |STPo ID; = SR(C;)
0 x3 0 O

2. .
XXO il 3X2X g . f Mixed:
0 ! ° >l eMo  M;=MC(ITD))

X0 3:x1 2:-x0 X3
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D, S p, 2R, M 0, S 0 2R o, MG M,
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The AES and the distinguisher of [GRR17] The distinguisher of Grassi, Rechberger and Rgnjom

The AES is a key-alternating blockcipher

k master key

l

‘ key schedule ‘
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The AES and the distinguisher of [GRR17] The distinguisher of Grassi, Rechberger and Rgnjom

Subspace trails

Definition ([LTW18])
f
We have U= VifVac KN, 3be KV : F(U+a) C V +b.

f
Examples:
f
» {0} = {0}
f
7 » U= KN
— — 1 R
\\ » D; =
R
F » C) = M,
744> _—
\\
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The AES and the distinguisher of [GRR17] The distinguisher of Grassi, Rechberger and Rgnjom

R
Dy = Co
Va,Vx,
xx 0 0 O Xo + ag * * *
0 xx 0 O +a * X1+ a1 * *
0 0 X2 0 * * Xo 4+ an *
0 0 0 x3 * * * X3 + a3
Yo @ * Yo ok k%
i * 0 ﬁ) yi ok x %
Y2 % Yo x x  x
* 3 3 ko ok X
% % %
MC : *
MC(y)
¥ % %
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The AES and the distinguisher of [GRR17] The distinguisher of Grassi, Rechberger and Rgnjom

The distinguisher
Theorem ([GRR17])
Let a € M4(K), i € [0,3], J C[0,3]. We define

n=#{{p° p'} € PX(Di + a) | R*(p°) + R*(p") € M,}.
Then n=0 mod 8.

P

(5) 5 128
Distinguisher: AEST, k=T

comput or
pute n random
permutation
P(m)
n=0 mod 8
n#%0 mod 8
AES®)

random
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Proof for the distinguisher ~ Case of the AES

A key lemma

Lemma ([GRR17])
Let a € M4(K), I C [0,3], J C[0,3]. We define
n=#{{p",p'} € P(M +2) | R(p") + R(p") € D,}.

Then n=0 mod 8.

1
~ =

Lemma

R R o R R
Dr=C = M, - Dy = Cjp = My

2 2
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Proof

Proof for the distinguisher

In the original paper [GRR17]:
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Proof for the distinguisher ~ Case of the AES

Our contribution starts here

» Search for the underlying property ;
» write a better proof for it to come out;

» generalize 7
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Proof for the distinguisher ~ Case of the AES

Step 1: equivalence relation between pairs

In My,
2:x9 X1 z 3.z 20 N z 3-z3
X0 X1 3'22 2‘23 Yo 1 3'22 2-23
Xy 3-x1 2-z0 z3 ’ Vo 3w 2z Zz3
3-X0 2‘X1 Z2 zZ3 3-y0 2-y1 Z2 Z3
2'X0 yi Wo 3'W3 2')/0 X1 Wo 3'W3
X0 vi 3-wy 2-ws Yo x1 3w 2-wj
X0 3-y1 2‘W2 w3 ’ Yo 3~X1 2‘W2 w3
3-x 2-y1 wy w3 3-yv0 2-x1 wo w3
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Proof for the distinguisher Case of the AES

2:x9 X1 z 3-z3 20 N1 z 3-z3
X0 X1 3'22 2‘23 Yo 1 3'22 2-23
Xy 3-x1 2-z0 z3 ’ Vo 3w 2-z Zz3
3-X0 2‘X1 V) zZ3 3-y0 2-y1 Z2 Z3
2'X0 Y1 Wo 3'W3 2')/0 X1 Wo 3'W3
X0 vi 3-wy 2-ws Yo X1 3-wr 2-wj
X0 3-y1 2‘W2 w3 ’ Yo 3-X1 2‘W2 w3
3-x 2-y1 wy w3 3-yv0 2-x1 wo w3
Definition

Let {p° p'} a pair of states from M, + a. The information set K of the
pair {p°, p1}is {k € [0,3] | Ji €| : xik # Yik}-
It is K = {0,1} in the example.
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Proof for the distinguisher

2-X0 X1 Z2 3~Z3 2-y0

X0 x1 3-z 2-z3 Yo

X0 3-X1 2-22 Z3 ’ Yo
3:x9 2-x1 z3 3y
2-X N wr  3-ws 2y
X0 yi 3-w2 2-ws Yo
X 3'y1 2-w2 w3 ’ Y0
3:x0 2:y1 w w3 3%

Definition

Case of the AES

g1 z 3-z3
vi 3z 2-z3
i 2-z2 3
)41 22 Z3
X1 Wo 3- w3
x1 3w 2-wj
X1 2- Wo w3
X1 w2 w3

Let P = {p% p'}, @ =1{q% q'} € P>(M, + a). We have P ~ Q if:
» K is the information set of P = K is the information set of Q.
> Vke K,3be{0,1}: Vi€ l,q?, = pP, et a}\ = piyc”.

~ is an equivalence relation on P?(M; + a).
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Proof for the distinguisher ~ Case of the AES

Lemma
The function

f: PZ(M/+3) — M4K)
%Py — R(P°) +R(p")

is constant on the equivalence classes of ~.

Proposition
Let € be an equivalence class K. Then

¢ = oKIF1H8IIG-IKD= 0 mod 3.
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Proof for the distinguisher ~ Case of the AES

Lemma
If

n=#{{p% p*} € P2(M; +a) | R(p°) + R(p") € Dy},
then n=0 mod 8.

Proof.

n=#f1(D))
= > #(fY(Dy)Ne)
CEP2(M,+a) [~
= > lxgen,#C
CEP2(M,+a) [~
=0 modS$§
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Proof for the distinguisher ~ Case of the AES

What about the branch number ?

In [GRR17], the proof needs maximal branch number. But...

Proposition ([GRR16])
Let I,J C [0,3] and b be the differential branch number of MC. Then

i+ |J<b = DnM,;={0}

If {p°, pt} € P2(M; + a) has information set K,
p® + p! € Ck and then R(p°) + R(p') € M.

If |K| < b—|J], Mk N Dy = {0} and R(p°) + R(p') & D,.
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Proof for the distinguisher ~ Case of the AES

Lemma
If
n=#{{p° p'} € P2(M; +a) | R(p°) + R(p") € Dy},

then n=0 mod 8.

Proof.

n= >, lygen,#C
CEPA (M +a) [/~
4

= 1F(€)eDJ#¢
h=0  &|K(¢)|=h
4

- Z 1F(G)GDJ#€
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Proof for the distinguisher =~ Towards a more general lemma
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Proof for the distinguisher =~ Towards a more general lemma

Definition
Let V C KN be a K-subspace. We say V is compatible with S if it has a
basis g such that its matrix in basis f is of the form:

* PR *
0,0, : 0 0
0 )\k’g,,’ 0
* PR *
0 0 Ah—1,0,i
0 0 0
) )
80,i 8k,i 8h—1,i
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N W= =

=N W=

= = N W

Proof for the distinguisher =~ Towards a more general lemma

M, is compatible with Sags.

2:-x0 x1 00

X0 X1 00

o 3.5 0 0 S MoﬂCoJ.
3- X0 2- X1 0 0

Likewise, Mg M Co 1 is compatible with Sags.
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Proof for the distinguisher Example on another SPN: Midori
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Proof for the distinguisher Example on another SPN: Midori
Midori
Midori, presented at Asiacrypt 2015 [BBI*15].
Goal: low energy consumption.
> R:F3?® - F3%
» S-box: Fos — [Fos
> L

» ShuffleCell SC (more complex ShiftRows)
» MixColumns MC

011 1
101 1
Muc=11 1 0 1
1110

2 1 2
—_——~

Genaralized Lemma

/R R p R /R R ,
D/jC/jMI -—> DJjCJjMJ
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Conclusion

What now ?

» The generalization can be useful (the distinguisher can be easily
transposed)
but cannot give better results!

» Working on subspace trails [LTW18].

2 1 2

Genaralized Lemma

/R R , R /R R ,
D= =M, S D, == M,
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Conclusion
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Conclusion
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