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Differential Attack

If there are many x such that E κ (x) ⊕ E κ (x ⊕ a) = b, then the cipher is not secure. Motivation (1/3)

A malicious designer can easily hide a structure in an S-Box.

To keep an advantage in implementation (WB crypto)...

Motivation (1/3)

A malicious designer can easily hide a structure in an S-Box.

To keep an advantage in implementation (WB crypto)... ... or an advantage in cryptanalysis (backdoor). Summary

We can recover parts of the design process of an S-Box using some statistics.

1 The two tables (basics of Boolean functions for cryptography)

2 A satistical tool based on the two tables The Two Tables Let S : F n 2 → F n 2 be an S-Box.

Definition (DDT)

The

Difference Distribution Table of S is a matrix of size 2 n × 2 n such that DDT[a, b] = #{x ∈ F n 2 | S (x ⊕ a) ⊕ S(x) = b}.
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The Two Tables Statistical Analysis of the Two Tables Application to Skipjack

The Two Tables Let S : F n 2 → F n 2 be an S-Box.

Definition (DDT)

The

Difference Distribution Table of S is a matrix of size 2 n × 2 n such that DDT[a, b] = #{x ∈ F n 2 | S (x ⊕ a) ⊕ S(x) = b}.

Definition (LAT)

The Example [4,2,1,6,0,5,7,3] The DDT of S. Coefficient Distribution in the DDT If an n-bit S-Box is bijective, then its DDT coefficients behave like independent and identically distributed random variables following a Poisson distribution:

Linear Approximations Table of S is a matrix of size 2 n × 2 n such that LAT[a, b] = #{x ∈ F n 2 | x • a = S(x) • b} -2 n-
S =
        8 0 0 0 0 0 0 0 0 0 0 0 2 2 2 2 0 0 0 0 2 2 2 2 0 0 4 4 0 0 0 0 0 0 0 0 2 2 2 2 0 4 4 0 0 0 0 0 0 4 0 4 0 0 0 0 0 0 0 0 2 2 2 2         The LAT of S.         4 0 0 0 0 0 0 0 0 0 2 2 0 0 2 -2 0 2 2 0 0 2 -2 0 0 2 0 2 0 -2 0 2 0 2 0 -2 0 -2 0 -2 0 -2 2 0 0 -2 -2 0 0 0 -2 2 0 0 -2 -2 0 0 0 0 -4 0 0 0        
Pr [DDT[a, b] = 2z] = e -1/2 2 z z
.

Always even, ≥ 0 Typically between 0 and 16.

Lower is better. Coefficient Distribution in the LAT If an n-bit S-Box is bijective, then its LAT coefficients behave like independent and identically distributed random variables following this distribution:

Pr [LAT[a, b] = 2z] = ( 2 n-1 2 n-2+z ) ( 2 n 2 n-1
) .

The Two Tables Statistical Analysis of the Two Tables Application to Skipjack Coefficient Distribution in the LAT If an n-bit S-Box is bijective, then its LAT coefficients behave like independent and identically distributed random variables following this distribution:

Pr [LAT[a, b] = 2z] = ( 2 n-1 2 n-2+z ) ( 2 n 2 n-1
) .

Always even, signed.

Typically between -40 and 40.

Lower absolute value is better. Reverse-Engineering F For Skipjack's F, max(LAT) = 28 and #28 = 3. What Can We Deduce?

F has not been picked uniformly at random.

F has not been picked among a feasibly large set of random S-Boxes.

Its linear properties were optimized (though poorly). What Can We Deduce?

F has not been picked uniformly at random.

F has not been picked among a feasibly large set of random S-Boxes.

Its linear properties were optimized (though poorly).

The S-Box of Skipjack was built using a dedicated algorithm. 

Common ground

Both are standard symmetric primitives in Russia.

Both were designed by the FSB (TC26).

Both use the same 8 × 8 S-Box, π. The TU-Decomposition

Definition

The TU-decomposition is a decomposition algorithm working against S-Boxes with vector spaces of zeroes in their LAT. 

ω σ ϕ ⊙ ν 1 ν 0 I ⊙ α ⊙ Multiplication in F 2 4 α Linear permutation I Inversion in F 2 4 ν 0 , ν 1 , σ 4 × 4 permutations ϕ 4 × 4

Belarussian inspiration

The last standard of Belarus (BelT) uses an 8-bit S-box, somewhat similar to π... The Big APN Problem Definition (APN function)

ω ′ ⊗ -1 ⊞ q ′ log w,16
A function S :

F n 2 → F n 2 is Almost Perfect Non-linear (APN) if S(x ⊕ a) ⊕ S(x) = b
has 0 or 2 solutions for all a ̸ = 0 and for all b.

The Big APN Problem Definition (APN function)

A function S :

F n 2 → F n 2 is Almost Perfect Non-linear (APN) if S(x ⊕ a) ⊕ S(x) = b
has 0 or 2 solutions for all a ̸ = 0 and for all b.

Big APN Problem

Are there APN permutations operating on F n 2 where n is even?

Dillon et al.'s Permutation

Only One Known Solution!

For n = 6, Dillon et al. found an APN permutation.

Dillon et al.'s Permutation

Only One Known Solution!

For n = 6, Dillon et al. found an APN permutation.

Dillon et al.'s Permutation

Only One Known Solution!

For n = 6, Dillon et al. found an APN permutation.

Dillon et al.'s Permutation

Only One Known Solution!

For n = 6, Dillon et al. found an APN permutation.

It is possible to make a TU-decomposition!

On the Butterfly Structure

βx 3 x 1/3 ⊙ α ⊕ ⊕ βx 3 x 3 ⊙ α ⊕ ⊕ Definition (Open Butterfly H 3 α,β )
This permutation is an open butterfly.

On the Butterfly Structure

βx 3 x 1/3 ⊙ α ⊕ ⊕ βx 3 x 3 ⊙ α ⊕ ⊕ T U Definition (Open Butterfly H 3 α,β )
This permutation is an open butterfly.

Lemma

Dillon's permutation is affine-equivalent to H 3 w,1 , where Tr (w) = 0.

Closed Butterflies

⊙ α ⊕ x 3 βx 3 ⊕ ⊙ α ⊕ x 3 βx 3 ⊕ Definition (Closed butterfly V 3 α,β )
This quadratic function is a closed butterfly.

Closed Butterflies

⊙ α ⊕ x 3 βx 3 ⊕ ⊙ α ⊕ x 3 βx 3 ⊕ Definition (Closed butterfly V 3 α,β )
This quadratic function is a closed butterfly.

Lemma (Equivalence)

Open and closed butterflies with the same parameters are CCZ-equivalent.

Some Properties of Butterflies

Theorem (Properties of butterflies)

Let V 3 α,β and H 3 α,β be butterflies operating on 2n bits, n odd. Then: 

deg ( V 3 α,β ) = 2, if n = 3, Tr (α) = 0 and β + α 3 ∈ {α, 1/α}, then max(DDT) = 2, max(W) = 2 n+1 and deg ( H 3 α,β ) = n + 1 , if β = (1 + α) 3 , then max(DDT) = 2 n+1 , max(W) = 2 (3n+1

  s F, max(LAT) = 28 and #28 = 3. = 28, #28 ≤ N28] Pr [max(LAT) = 28 and #28 ≤ 3] ≈ 2 -55

T

  and U are mini-block ciphers ; µ and η are linear permutations. Decomposing the Mysterious S-Box Final Decomposition Number 1

  b c d e T f 0 f 1 2 3 4 5 6 7 8 9 a b c d e Decomposing the Mysterious S-Box Conclusion on Kuznyechik/Stribog π Decomposing the Mysterious S-Box Conclusion on Kuznyechik/Stribog π Decomposing the Mysterious S-Box Conclusion on Kuznyechik/Stribog π Decomposing the Mysterious S-Box
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1 + αβ + α 4 = (β + α + α 3 ) 2 .

CMEA uses an 8-bit (non-bijective) S-Box... With a TU-decomposition! What is its actual structure?

2 If you design a cipher, justify every step of your design.

2 If you design a cipher, justify every step of your design. 3

S-Box Design

be an S-Box.