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Abstract This paper presents a list decoding algorithm for the number field codes of
Guruswami [12]. The algorithm is an implementation of the unified framework for
list decoding of algebraic codes of Guruswami, Sahai and Sudan [14], specialised for
number field codes. The computational complexity of the algorithm is evaluated in
terms of the size of the inputs and field invariants.
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1 Introduction

Error-correcting codes derived from algebraic number fields were first considered by
Lenstra [28], and more recently by Guruswami [12]. These codes generalise the con-
struction of Chinese remainder codes (or simply, CRT codes), the number-theoretic
analogues of Reed-Solomon codes. Although the two are similar, Guruswami’s con-
struction, called number field codes (or NF-codes), is less general than the construc-
tion given by Lenstra. However, the generalisation of CRT codes to NF-codes pro-
vides a clearer analogue of the generalisation to algebraic geometry codes of Reed-
Solomon codes.

Currently, all known algorithms for decoding of codes derived from algebraic
number fields are limited to CRT codes. For CRT codes, decoding reduces to the
following problem: given n relatively prime integers p; < ... < p,, a vector
(r1,...,7y) € Z™ and an integer k < n, find all m € Z with0 < m < Hle p; such
that m = r; (mod p;) for ¢ values of i, 1 < i < n.Fort > (n+k)/2, if such a value
of m exists, then it is unique and can be found with Mandelbaum’s [30] decoding al-
gorithm. For smaller values of ¢, uniqueness is no longer guaranteed, and the problem
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is referred to as the list decoding problem for CRT codes. The first efficient algorithm
for list decoding of CRT codes was provided by Goldreich, Ron and Sudan [11].
Their algorithm runs in polynomial time and solves the problem whenever

2 logp, k+6
t> (14 2) . [ okn8Pn B0
k log p1 2

Subsequently, Boneh [3] provided a polynomial time algorithm that solves the prob-
lem whenever ¢t > /knlog p,,/logp;.

A problem common to these algorithms is the decline in their decoding perfor-
mance whenever p; < p,,. In particular, Mandelbaum’s algorithm may cease to run
in polynomial time for such parameters (see [11]). Roughly speaking, the problem
occurs since the amount of information provided by an integer’s residue modulo p;
is determined by the size of p;. This problem was overcome for unique and list de-
coding by Guruswami, Sahai and Sudan [14]. For unique decoding, they used the
algorithm of Goldreich, Ron and Sudan in a generalised minimum distance style al-
gorithm similar to Forney [9] to correct the natural bias in the contributions of the
residues. Consequently, they obtained the first polynomial time algorithm for unique
decoding. For list decoding, Guruswami et al. gave an efficient algorithm for solving
the more general problem of weighted list decoding of CRT codes. Given positive
weights 1, ..., Bn, the weighted list decoding problem for CRT codes asks to find
allm € Zwith0 < m < Hf;lpi such that >, 8; > t, where the sum is over all ¢
such thatm = r; (mod p;). The (uniform) list decoding problem for CRT codes then
corresponds to the case where 3; = 1, for 1 < < n. By carefully selecting weights
for their weighted list decoding algorithm, Guruswami et al. are able to solve the list
decoding problem for CRT codes whenever ¢t > +/k(n + ¢), for all € > 0, in time
polynomial in n, log p,, and 1/¢. This decoding performance essentially matches that
of the celebrated list decoding algorithms for Reed-Solomon and algebraic geometry
codes [42,15].

It is natural to ask whether decoding algorithms exist for codes constructed from
arbitrary number fields. The construction of NF-codes lies within the general frame-
work of “ideal-based” codes [14,43]. Thus, the construction lends itself to decod-
ing by an algorithm based on the framework for list decoding of algebraic error-
correcting described by Guruswami et al. [14, Appendix A]. This observation is used
in this paper to generalise the results of Guruswami et al. on list decoding of CRT
codes to number fields.

The paper is organised as follows. In Section 2, relevant background on NF-codes
is provided, and notation established. In Section 3, a generic coding bound is used to
establish a condition under which decoding of NF-codes is combinatorially feasi-
ble. Necessary algorithmic preliminaries are provided in Section 4. In Section 5 and
Section 6, an algorithm for decoding of NF-codes is proposed. The algorithm’s per-
formance is analysed in Section 7. In Section 8, parameter selection for the decoding
algorithm is considered, with attention given to the weighted and uniform list decod-
ing problems. Finally, conclusions given in Section 9 end the paper.

While this paper was in preparation, another paper [6] containing an algorithm
for solving polynomial equations over number fields came to the author’s attention.
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The algorithm presented there shares much in common with ours and leads to an al-
ternative approach to list decoding of NF-codes (see Remark 7.1). In this application,
both algorithms yield similar results.

2 Review of number field codes

Introduced by Guruswami [12], NF-codes serve as a natural generalisation of CRT
codes to number fields. In this section, their construction is briefly reviewed. For
further background and motivation behind the construction of NF-codes, the reader
is referred to Guruswami’s original description. First, some notation and generalities
on number fields are introduced.

Throughout, K denotes an (algebraic) number field of degree d and signature
(r1,72). The ring of algebraic integers in K is denoted by O and the discriminant
of K by Dg. The field embeddings of K in the field C are denoted by o1, ...,04
and assumed to be ordered such that o1, ..., o,, are the real embeddings of K. The
remaining 2ry = d — r; complex embeddings are assumed to be ordered such that
Ori+i = Op+rati» for 1 < @ < ro. For all z € K, the (field) norm of z, denoted
Nk (x), is defined as the product Nk (z) = Hle o;(x). For any nonzero ideal a C
Ok, the quotient Ok /a is finite. The norm of a nonzero integral ideal a C O,
denoted Na, is defined as Na = |Ok /a|. Forall z € Ok, the relationship | N (x)| =
() holds, where (x) denotes the principal ideal generated by x in Ok. Given a
nonzero integral ideal a C Oy, it follows that Dta divides Nk (z), for all z € a.
The reader is referred to the texts of Marcus [31] and Narkiewicz [34] for further
background on algebraic number theory.

Givenavector s = (81,. .., Sp,4+ry) € R™ x C"2, the s-shifted size of an element
z € K is defined to be

T1

ro
sizes(2) = > |oi(x) = 81| +2D_ |or, () = sp, 4l
=1

i=1

The 0-shifted size of an element 2 € K is simply denoted size(x). With this notion
of size, NF-codes are defined as follows:

Definition 2.1 (NF-codes) For pairwise comaximal nonzero ideals ay,...,a, C
Ok, a positive real number M and a vector s € R™ x C"2, the NF-code C = Cg
based on the number field K with parameters (n, a1, ..., a,; M, s) is defined as fol-
lows: the message set of C is M¢ = {m € Ok | sizes(m) < M} and a message
m € Mc is encoded as the vector (m+ay,...,m+a,) € Og/a; X...x Ok /a,.

It is assumed throughout, without loss of generality, that the ideals a4, ..., a, of an
NF-code are ordered so that 9ta; < Nas < ... < Na,,.

Let C = Ck be an NF-code with parameters (n,as, ..., a,; M,s). To each ideal
a;, 1 < i < n, an indicator function y; : O — {0,1} is assigned such that
Xxi(z) = 1if and only if € a;. Then the minimum (Hamming) distance of C,
denoted d(C), is defined to be the minimum of the sum ", (1 — x;(z — y)) over
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all pairs of distinct elements z,y € Mc. To obtain a lower bound on d(C), consider
distinct elements x, y € M. Then, on one hand,

n . 1
Hmaf”( Y < |Ng(z—y)| < d—dsme(:r — )4,
i=1

where the final inequality follows from the observation that | N (z)| < (size(z)/d)?
for all z € K, which is obtained by applying the inequality of arithmetic and geo-
metric means (AM—GM). On the other hand, it is readily verified that

size(x — y) < sizeg(x) + sizes(y) < 2M.

On combining the inequalities it follows that

[T e < 2m/a)". (2.1)
=1

Consequently, as = and y were arbitrary distinct elements of M., the lower bound
d(C) > n — k holds for any value of & < n such that (2M/d)? < Hle Na,.

The rate of an NF-code C = Cx with parameters (n,dy,...,a,; M,s) is de-
fined to be the quotient R(C) = log |[Mc|/ >, log Na; (see [39, Section I1]). Gu-
ruswami [12, Section E] notes that a standard argument from the geometry of num-
bers suggests that [Mc| ~ (27772 M%) /(d!\/|Dx]). However, this estimate can-
not be used in general, since the error term may dominate. Instead, Guruswami [12,
Proposition 19] uses an averaging argument due to Lenstra [28] to prove the existence
of a shift s € R™ x C" such that

2migr2 M4
x € Ok |sizeg(z) < M ‘2 —_ 2.2
For any such shift s, an NF-code C = Cx with parameters (n, a1, ..., a,; M;s) has

rate R(C) satisfying

2mim2 M) — log d! — log /| D]

log(
R(C) >
€)= nlog Na,,

The existence proof is nonconstructive, and it remains an open problem as to how to
find a vector s satisfying (2.2).

3 A combinatorial result on list decoding

For a list decoding algorithm to run in polynomial time, it is necessary that the algo-
rithm only returns polynomially many codewords. The classical Johnson bound [20,
21] provides an upper bound on the number of codewords in a binary code at Ham-
ming distance exactly e from an arbitrary word. This bound was later generalised
by Guruswami and Sudan [16] who derived a “Johnson-type” bound for the number
of codewords at distance at most e from an arbitrary word in a g-ary code. In addi-
tion, Guruswami and Sudan extended their result to provide bounds on the number of
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codewords with sufficiently large weighted agreement. The following combinatorial
result due to Guruswami [13, Theorem 7.10] provides an analogous bound, which
may be applied to polyalphabetic codes such as NF-codes:

Theorem 3.1 Let 3y, ..., X, be finite nonempty sets and X C Xy X ... x X, be
nonempty. Let vectors (o, ... ,ap) and (B1, ..., Bn) contain positive real entries.
Define d(X)q to be the minimum of Zm#y a; over all pairs of distinct vectors
(X1, sxn), (Y1, ., yn) € X. Then, for any vector (t1,...,tn) € X1 X ... X X

and ¢ > 0, there exist at most £ vectors (x1,...,Ty,) € X such that

> B> (gai—(l—D d(E)a)iz:fj

xi=t;

Theorem 3.1 is now used to derived a condition under which decoding of NF-
codes is combinatorially feasible. In Section 8, the condition is used to evaluate the
performance of the algorithm for decoding of NF-codes developed in Section 5.

Corollary 3.1 Let C be an NF-code based on a number field K with parameters
(n,a1,...,0a,; M,s) such that M > d/2, and B, ..., By, be positive real numbers.
Then given avector (r1+ay,...,rp+a,) € Og /a1 x---xOk /a, and any tolerance
parameter £ > 0, there are at most polynomially many (in 1/ and Y-, log Na;)
elements m € M such that

in(m—ri)ﬁi > | dlog(2M/d) <Z o + & max Bf) 3.1
=1 i=1

log Na; 1<i<n log® Na;

Proof Define

1 /53" logNa; -
/= - =l o 70 1 I i
3 (dlog(QM/d) > ; 0g Na

If ¢ < 1, then an application of the Cauchy-Schwarz inequality shows that the right
hand side of (3.1) is greater than 2?21 (3; and thus (3.1) is never satisfied. Therefore,
assume that £ > 1. Then it is sufficient to show that there exist at most £ elements
m € Mg such that (3.1) holds.

Define ¥; = Ok /a;, oy = logNa; and t; = r; + a;, for 1 < i < n. Then
applying Theorem 3.1 with X' = C implies that there exist at most ¢ elements m €
M such that

> xim =8 > (; log Ma; — (1 - 6) d<c>a> > e 02

where d(C)q is the minimum value of the sum Y .-, (1 — x;(z — y)) a; over all
pairs of distinct elements z,y € M. As the inequality (2.1) holds for any pair of
distinct elements x,y € Mg, it follows that

d(C)a > Y logNa; — dlog(2M/d).
i=1
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This lower bound and the assumption that ¢ > 1 imply that the right had side of (3.2)
is less than or equal to the right hand side of (3.1). Therefore, any element m € M.
that satisfies (3.1) must also satisfy (3.2). Hence, there are at most ¢ elements m &
M such that (3.1) holds. O

4 Algorithmic preliminaries

In this section, mathematical concepts and procedures which are used in the develop-
ment of the weighted list decoding algorithm are summarised. These include lattices
and reduced bases (Section 4.1), and methods for computing products of algebraic
integers and ideals in a number field (Section 4.2). First, some notation is introduced.

For a matrix or vector (a; ;) € C"*™, define norms ||(a; ;)[l, = (32, ; las ;|*)*/?
and |[(a; )|, = max;j|a;;|. For f € Clz], define | f]|,, for p = 2,00, to be the
respective vector norms of the corresponding (1 + deg f)-dimensional vector having
the coefficients of the polynomial as coordinates. Denote by |z] := |z + 1/2] the
integer nearest to z € R.

4.1 Generalities on lattices

A lattice is a pair (L, q), where L is a free Z-module of finite rank and q is a positive
definite quadratic form on L ® R. If g is clear from the context, then L is referred
to as a lattice. In the following, if (L, ¢) is a lattice, then b denotes the symmetric
bilinear form on L x L defined by b(x,y) = (¢(z + y) — q(z) — q(y)) /2. A lattice
is called integral if b(z,y) € Z, forall z,y € L.

There are two important numerical invariants associated with a lattice (L, q): its
rank and determinant. The rank (or dimension) of (L, q) is simply the rank of L as a
free Z-module. If (b;)1<;<n is an integral basis of L, then the determinant of (L, q) is
defined to be det(L, ) = (det Q)'/2, where Q = (b(b;, b;))1<i j<n is a symmetric
positive definite matrix called the Gram matrix of the basis. If (b})1<;<n is another
basis of L, then there exists a unimodular matrix (u; ;)i<ij<n € Z™*™ such that
b; = >_i_; ui;bj. The Gram matrix of (b})i<i<n is then UQU". It follows that
det(L, ¢) is independent of the choice of basis. If (b} )1<;<y, is the result of applying
Gram-Schmidt orthogonalisation to (b;)1<;<y, then det(L, q) = [T}, q(b7)'/2.

A sublattice of (L, q) is a lattice (M, ¢) such that M is a subgroup of L. If M is
a finite index subgroup of L, then the determinant of (M, g) is

det(M,q) = [L: M] - det(L,q).

A nonzero element y € L with ¢(y) approximating the minimum of ¢(x) over all
nonzero z € L, denoted A(L, ¢), may be found by computing an LLL-reduced basis:

Theorem 4.1 Let (b;)1<;<n be an LLL-reduced basis of a rank n lattice (L, q) and
(b7 )1<i<n be the associated orthogonalised Gram—Schmidt basis. Then

1. q(by) <2"71X\(L,q);
2. q(by) < 2=1/2det(L, q)?/™;
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3. q(b;) < 20Lq(b}), for 1 <i < n; and

4. pij = b(bi, b7)/b(b}, b7) satisfies |p; j| < 1/2, for1 < j <i<n.

Proofs of properties 1-3 of Theorem 4.1 are provided by Cohen [4, Theorem 2.6.2].
Property 4 of the theorem is required to be satisfied by the definition of an LLL-
reduced basis (see [4, Definition 2.6.1]). Given an integral basis (b;)1<i<n of arank n
subgroup L C Z™, the L2 algorithm [36,35] returns an LLL-reduced basis of the lat-
tice (L, ||. ||§) in O(n®(n+log B) log B) bit operations, where B = max <<y, ||bi |-

4.2 Multiplication in Ok

In this section, algorithms for multiplying elements and ideals in O are discussed.
What follows is described in greater detail by Belabas [2] and the reader is referred
there and to references [4,29] for further details on arithmetic in number fields. In this
section and the remainder of the paper, M(n) denotes a function such that O(M(n))
bit operations are sufficient to multiply two n-bit integers: M(n) = n? with classical
algorithms and M(n) = nlognloglog n with the Schonhage—Strassen algorithm. A
matrix is in Hermite normal form (HNF) if it satisfies the definition given by Co-
hen [4, Definition 2.4.2]. In particular, a nonsingular matrix A = (a; ;) € Z™*" is
in HNF if A is upper triangular; a; ; > 0,for 1 <4 < nj;and 0 < a; ; < a;, for
1 <4 < j < n. In the following, it is assumed that the HNF computation of a matrix
A € Z™*™ is performed with the algorithm of Storjohann [41, Chapter 6] in

O (mnr®log | All o +mnM (rlog | All.))

bit operations, where r is the rank of A and O is the “soft-O” notation, which ignores
polylogarithmic factors.

Let wq,...,wq be an integral basis of Ok. Then computing the coefficients of
the product zy, for x,y € O, with respect to wy,...,wy reduces by linearity
to computing the coefficients of each of the products w;w;. For 1 < 7,45,k < d,
define Mmijk € Z. such that wiw; = 22:1 My, 5 kWhk- Then (mi7j,k)1§i7j,k§d is
called the multiplication table of O with respect to the basis w1, ...,wq. Given
elements z = 22:1 Trwy and y = 22:1 yrwy such that the coefficients x5 and
Yy, are B-bit integers, the product xy is computed using the multiplication table
in O (d*M (B +logd + log ||(m; ;x)|..)) bit operations, where ||(m; ;x)
max <i jk<d |Mi gkl

In situations where it is necessary to compute several products involving an el-
ement z € QOg, it may be more efficient to compute the matrix M, represent-
ing multiplication by z: if x = Ezzl rrwy for integers x1,...,x4, then M, =
(Mk,j)lgk,jgd7 where Mk,j = Z?:l TiM 4 ks for 1 S k,] S d. Ify = ZZ:I YW
and zy = 22:1 zpwy, for integers yq, . .., yg and 21, . . ., 24, then the column vectors
vy = (y1,...,94) and z = (21,...,2q) satisfy z = M,y. Therefore, if the coeffi-
cients x and yj, are B-bit integers for 1 < k < d, then the matrix M, is computed in
O (d*M (B + logd + log || (m; ;,x)|| ) ) bit operations and the product zy (i.e., the
vector My) in O (d*M (B + logd + log ||(m; ;)| )) bit operations.
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There are two commonly used representations of an integral ideal a C Of. The
first, is by a matrix A = (a; ;) € Z%*< such that the elements Zf’zl a; jw; € Ok,
for 1 < j < n, form an integral basis for a. If A is in HNF, then A is unique and
called the HNF of a with respect to the basis wy,...,wq. The second representa-
tion, is by generators «, 5 € O such that a = («, ), which always exists [4,
Proposition 4.7.7] and is called a two-element representation. Given a two element
representation a = (a, ), the HNF of a is computed as the HNF of the matrix
(M,, | Mg) € 24?4, Using a matrix representation to compute a two-element rep-
resentation is more difficult, and is not considered here (instead, see [2, Section 6.3]).

If nonzero integral ideals a,a’ C Of are given by HNF matrices A, A’ € Z*4
respectively, then their product aa’ is computed as follows: let a,...,aq € Ok
(resp. o, ..., al, € Ok) be the integral basis described by A (resp. A’), then com-
pute the HNF of the d x d? matrix whose column vectors are the coordinate vectors
of the products av;a, for 1 <4, 5, < d. If || Al| , and [|A’[|  are B-bit integers, then
the d? products a;o; are computed in O (d°M (B + log d + log || (m 1)l . )) bit
operations and the HNF computation performs

O (d° (2B +log [[(mijn)ll.o) +d*M (d (2B + log || (mi)l...)))

bit operations. As the matrix A is in HNF, the product of its diagonal elements (i.e.,
the determinant of A) is equal to [Ok : a] = 9a (see [4, Proposition 4.7.4]). It fol-
lows that [|Al| ., < 9%a and, similarly, that ||A’|| < 9ta’. Hence, the HNF of the
product aa’ is computed in O(poly(d, log Na,log Na’, log ||(m; ;). )) bit opera-
tions.

5 Weighted list decoding of NF-codes

In this section, a weighted list decoding algorithm for NF-codes is developed. For

an NF-code C = Ck with parameters (n,ay,...,a,; M,s), weighted list decoding
reduces to the following problem: given a vector (11 + a1,...,7, +a,) € Ok /a; X
. X Ok /ay, called a received word, positive real weights 1, ..., [, and a real

number ¢ > 0, find all m € Mg such that >, x;(m — r;)B3; > t. List decoding
is captured by the special case in which the weights are equal. Currently, no method
is known for determining shift parameters s € R™ x C" such that (2.2) holds.
Consequently, attention is limited in this section to decoding with the shift s = 0.
The decoding algorithm’s development is based on implementing the unified
framework for list decoding of algebraic error-correcting codes of Guruswami, Sa-
hai and Sudan [14, Appendix A], specialised for NF-codes. A full description and
analysis of the framework for list decoding of algebraic error-correcting codes is pro-
vided by Guruswami [13, Section 7]. At a high level, the framework suggests the
following approach to decoding when given an NF-code C = Cx with parameters
(n,a1,...,0a,; M,0), weights 51, . .., 8, and areceived word (r1+aq,...,rp+ay,):

1. Define ideals 2, ..., 2, C Ok|z] as follows:
A = (& — 1) Ok[z] + 0;0k[x], forl <i<mn.

To each ideal 2l;, assign a positive integer parameter z;, for 1 < ¢ < n.
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2. Find a nonzero polynomial h € (;_, 27 of degree at most ¢ and with small
coefficients.
3. Find the roots of h over K, and return all roots m € M such that the sum
iy xi(m — r;)B; is sufficiently large.
The definition of the ideals 21, . . . , 2, and the Chinese remainder theorem imply that
any polynomial h € ()}, ;" satisfies h(m) € [[—, a}i(m_”)zi, for all m € Ok.
The requirement that i has “small coefficients” is used to guarantee that all m € M
for which [T, ‘ﬂc@“(m_”)zi is sufficiently large are not only modular roots of h but
are also roots of i over K. Thus, all such m € M, are found in the root finding step.
For K = Q, repeating arguments of Howgrave-Graham [19, Section 2] provides the
following sufficient condition for the modular root to additionally be an integer root:
if m € M¢ and a polynomial i € ()_; 2" of degree at most ¢ satisfy

[ ot "% > VO 1 ||h(zM), (5.1)

i=1

then h(m) = 0. Thus, in the special case where K = Q, the result of Howgrave-
Graham provides motivation for the following notion of a polynomial h € (), 2
with small coefficients: h has small coefficients whenever ||h(xM)||, is small. This
notion of size is used by Guruswami et al. in their weighted list decoding algorithm
for CRT codes, where a lattice-based approach is used to find a small polynomial. To
obtain a decoding algorithm for NF-codes based on fields other than Q, the result of
Howgrave-Graham and the lattice-based approach to finding a small polynomial are
generalised to arbitrary number fields.

The ring of integer Ok carries a natural lattice structure defined by the positive
definite quadratic form T5(z) := Trg, /r(2Z) on the R-algebra K := K ®q R,
where Trg, /g denotes the trace of Kg and = : Kg — KR is the involution induced
by complex conjugation. For x € K, the quadratic form is given explicitly by the sum
Tr(x) = Zle |oi(x)|?. Consequently, the determinant det(Of,To) = +/|Dx]|.
Define the norm associated with T5 by ||z|| = /7% (), for all x € Kg. For polyno-
mials in Ok [x], the following lemma provides a sufficient condition for a modular
root to also be a root over K, which, in addition, provides a notion of a polynomial
with “small coefficients” which is compatible with a lattice-based approach:

Lemma 5.1 Let K be a degree d number field, h = Zf:o h;xt € Oklz] be a
polynomial of degree at most £, a be a nonzero ideal of Ok and M be a positive real
number. Suppose that

1. h(m) € a, for some m € Ok with size(m) < M; and
2. (S0 Talha) M) Y <) VL

Then h(m) = 0 over K.

Proof Applying the AM—GM inequality yields

[Nk (h(m))]"* < =size (h(m)) <

Ul
Ul

¢
Z size (himi) .
i=0
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Furthermore, applying the Cauchy—Schwarz inequality shows that

size(himi) S \/Tg(hl) . Tz(mi) S \/Tz(hz) . Tg(m)i S \/TQ(hZ) . Size(m)i,

for 0 < ¢ < /. Thus,

4 2
|Nk (h(m))| < % <(€+ 1)- ZTg(hi)M%) < MNa.

=0

However, 9a divides N (h(m)), since h(m) € a. Therefore, if h(m) # 0, then
Na < |Ng (h(m))| < Na, which is absurd. Hence, h(m) = 0 over K. O

Lemma 5.1 provides a natural generalisation of condition (5.1): the lemma implies
that a polynomial i € ﬂ,?zl 27" of degree at most ¢ will have amongst its roots all
m € Mg such that

n d
()2 1
[T v o= > <d~\/e+1-||h||27M) 7 (5.2)

i=1

where |32, aiz’|], ,, == (3, Tg(ai)M2i)1/2, forall ), a;z* € K|z] and any posi-
tive real number M. Based on this observation, a polynomial h € O is said to have
small coefficients whenever ||h||, ,, is small. With this notion of size, there are three
main tasks that arise from the approach to decoding of NF-codes suggested by the
general framework: the first, is the selection of the parameters 21, . .., 2z, and ¢; the
second, is to find a nonzero polynomial 1 € (;_, A5 of degree at most £ such that
[|2ll5, 5/ is small; and the third, is to determine the roots of & in Mc. Selection of the
parameters z1, . .., z, and £ is considered in Section 8, with the parameters consid-
ered as free in the meantime. For the third task, one of several efficient algorithms for
factoring polynomials over number fields may be applied (see [26,25] and references
therein). However, a specialised algorithm is developed in Section 6, which is used to
establish the complexity of the decoding algorithm. For the second task, as suggested
above, a lattice-based approach is employed.

For nonnegative ¢ € Z, let O [x]y ~ 0?1 (resp. 2A¢) denote the free Z-module
of polynomials of degree at most ¢ in Ok [z] (resp. ();—; A"). Then Ok [z], to-
gether with the quadratic form ||||§ s forms a lattice. Thus, a polynomial h € 2,
with small coefficients is found by cémputing an LLL-reduced basis of the sublattice
(A, ||||§ ). However, the Gram matrix of the sublattice does not contain integral
entries in general. As more is known about the complexity of the LLL-algorithm for
integral lattices, an approach of Belabas [2, Section 4.2], which uses integral reduc-
tion to produce a (not necessarily LLL-reduced) basis containing a short vector, is
used in the decoding algorithm.

Let wy, ... ,wq be an integral basis of Ok and R!R be the Cholesky decomposi-
tion of the corresponding Gram matrix of the lattice (O, T3). Then

R = diag([lwyl, - - llwgll) - (1.0)1<; 5<a
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where p1; ; is defined as in Theorem 4.1, for 1 < j <1 < d; p;; :=1,for1 <i < d;
and p; ; :=0,forl <i<j<dIfzx= Z?Zl x;w; € Klx] is represented by the
column vector §(z) := (z1,...,24) € Q% then Th(z) = HRé(x)Hg Belabas [2,
Section 4.2] observes that for e € Z such that

°. min |w*
2 min, llws ] > 1/2, (5.3)

the matrix R, := |2°R] has maximal rank and | R.d(x) ||§ provides a “convenient”
integral approximation to 22¢7T%(z), which may be substituted for 7> whenever reduc-
tion is performed on a sublattice of (O, T5). If the integral basis is LLL-reduced,
then property 3 of Theorem 4.1 and the observation that A(Ok, T) = d imply that

p:= min [wf]| > min 207972 ||w,|| > 20-D/2/q, (5.4)
1<i<d ' " 1<i<d

so that e need only satisfy e > (d — 3 — log d)/2. This idea extended for use in the
decoding algorithm by defining the block diagonal matrix

Re g = diag (|2°R], [2°MR],..., [2°M*R]) € z4(F1)xdltH1),

for nonnegative ¢ € Z, nonnegative e € Z such that (5.3) holds, and real M > 1.
To each polynomial a = Zf:o a;x* € O]y, assign the column vector §,(a) €
731 which is viewed as having ¢ + 1 blocks, with the ith block equal to §(a;_1).
Then || Re,¢,110¢(a) H; provides an integral approximation of 22¢ ||aH;M, foralla €

Ok [z]¢, which is substituted for ||. ||§  in the decoding algorithm.

In order to perform lattice reduction, an initial basis of 2, is required. To address
this problem for CRT codes (i.e., for K = Q), Guruswami et al. begin by computing a
basis (provided by [14, Lemma 2]) for the free Z-module of polynomials of degree at
most ¢ in A7, for 1 < ¢ < n. Then a general method for computing the intersection
of two real full-rank lattices [14, Appendix B] is used to compute a basis of the
lattice d,(2l). Applying this approach to general number fields requires performing
operations on potentially large matrices: computing the intersection requires 2(n — 1)
inversions of d(£+ 1) x d(¢+ 1) upper triangular matrices and n — 1 Hermite normal
form computations of d(¢ + 1) x 2d(¢ + 1) matrices. The following lemma provides
an explicit basis of 2, and a means to circumvent operations on large matrices:

Lemma 5.2 With notation as above, let oj1,...,054 € Ok be an integral basis
of the ideal T];_, ainax{ziﬂ’o}, for 0 < j < L Suppose that r € Of satisfies

r—r; € a; for 1 < i < n. (Such an element exists by the Chinese remainder
theorem.) Then the polynomials

gy k(@) = aHOT e g (g — )it Emed - for 0 < j <61 <k < d,

where Zmax = Maxi<i<n %, form an integral basis of .
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Proof Each polynomial h € Ok [x], may be expressed in the form

(@) = ey () - (@ = 7)™+ > hy(w =), (5.5)
j=0

such that hg, ..., h _1€0Okgandh

? "YZmax

€ Ok]|z]. The coefficients ho, ..., h

Zmax » 'Y Zmax

are then uniquely determined. From the definition of r, it follows that
A= (z—r)+ (r—mr) Oglz] + 0,0k[x] = (x — r)Ok|[z] + 0,0k 2],

for 1 < i < n. Therefore, if h € Ok|z]s, when expressed in the form (5.5), has
coefficients satisfying h; € []}_, aznax{zi_j’o}, for 0 < j < Zmax, then h € 2,
since the ideals ay, ..., a, are pairwise comaximal. In particular, the polynomials
U, -, ugees1) € Ap. It is shown that the converse also holds. Then it is clear that
any polynomial i € 2(, may be expressed as a Z-linear combination of the poly-
nomials g, ..., ugy1). Linear independence of the polynomials follows from that
of the bases (o 1 )1<k<d, for 0 < j < £. Therefore, if the converse holds, then the
polynomials w1, . .., ug(,1) form an integral basis of 2.

To prove the converse, assume now that i € 2,. Then h may be expressed in the
form (5.5) and, since h € 25, may also be expressed in the form

Zmax —

1
M(@) = Ay (@) - (2 =)™ D7 Ni(2) - az(x =),
=0

where a; € arlnax{zl_j’o}, for 0 < j < zmax, and Xg, ..., A, € Ok[x]. Moreover,
since

J+1

max{z1—7,0} c amax{zl—j—l,O}
=0 )

(x—71)-aj(x—r) =a; (x—7) and o

for 0 < j < zmax, it is assumed that Ag, ..., A _1 € Ogk. However, uniqueness

9 “YZmax

of the coefficients hg,...,h then implies that h; = \ja; € arlnax{zl_j’o}, for

7 'Y Zmax

0 < 7 < Zmax- Repeating this argument for ¢ = 2, ..., n, shows that

n n
i '.,0 i -70 y
h; € ﬂ a;nax{z 30k H aflax{z I for0 < j < Zmax.
i=1 i1

Hence, the converse holds. O

Lemma 5.2 permits an integral basis for 2, to be computed with operations per-
formed on matrices which have dimensions dependent on d and not on ¢. The result-
ing CRT problem may be solved by means of the polynomial time extended Euclidean
algorithm for number fields of Cohen [5, Algorithm 1.3.2, Proposition 1.3.7], or the
improved variant of Belabas [2, Algorithm 5.4]. In particular, the CRT problem may
be solved by the method described by Belabas [2, Algorithm 6.10], which is used
with minor modifications in the decoding algorithm.

Based on the above discussion, the following algorithm is proposed for weighted
list decoding of NF-codes:
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Algorithm 5.1 (Weighted List Decoding of NF-codes)

INPUT: A code C based on a number field K with parameters (n, dy, ..., a,; M, 0)
such that M > 1 and the ideal qa; is provided by its HNF A; € 7% for1 < i < n;
a vector (r1,...,m,) € O% such that ||6(r;)|, < MNa;, for 1 < 4 < m; an LLL-
reduced basis wi, . . . ,wy of the lattice (O, T>) such that w; = 1, the corresponding
multiplication table (m;_; x)1<s.;,k<a and Cholesky factor R; a nonnegative integer e
that satisfies (5.3); and positive integers t, 21, ..., 2, and £.

OUTPUT: A set containing elements m € O such that size(m) < M + 27,

1. [Solve the CRT problem] Set r = 0. For j = 1,...,n, construct an element
r € Ok such thatr — r; € a;, for 1 <4 < j, by performing the following steps:
(a) Use the methods discussed in Section 4.2 to compute the HNF B; € 7.4%d of
the ideal b := [[,; ai.

(b) Use the extended gcd algorithm for number fields [2, Algorithm 5.4] to find
an element 8; € b; such that 1 — 3; € aj.

(c) Setr < r+r;B; (mod a) such that ||6(r)||, < a, where a is the positive
generator of ([T} a;) N Z. (Note that a is computed as the lem of the upper
left most entries of A1 and B, since w; = 1.)

2. Define zmax = maxi<i<n 2i- For j = min{zmax, £}, ..., 0, use the methods
discussed in Section 4.2 to compute the HNF V; € Z4xd of [ a®*{=770},
(Note that V,, = I4.)

3. [Compute an integral basis of 2] Let M, € Z?*¢ be the matrix representing
multiplication by r and a, be the upper left most entry of V. Compute the d(¢ +
1) x d(£+ 1) block matrix U := (U 4)1<s.t<e+1, With blocks U, ; € Z4*? such
that [|Us 4[| < TTi; Ma;*, defined as follows:

(=)™ (I YMI~™V; (mod a,) ifm < j,
Uni1511 =43V ifm =7,
0 ifm > j,

for0 <m < 4,0 < j < min{zmax, £}; and, if £ > zpax,

0 ifm < j — zmax Orm > j,
UWL+1,j+1 -

Um*jJeraerl,Zmaerl lfj — Zmax <m< j7
for0 <m </l zmax < j < L.

4. [Perform lattice reduction] Compute @) := R ¢ pU. Use the L? algorithm [36]
to find an LLL-reduced basis by, ..., by 1) of the lattice (4, ||H§) with basis
given by the column vectors of Q.

5. [Compute roots of h] Compute h := 5[1((R615,M)_1b1). If / is constant, then
return the empty set and stop. Otherwise, perform Sub-Algorithm 6.1.

6. [Remove spurious roots] Return the set of all m € Ok such that §(m) belongs
to the set R returned by Sub-Algorithm 6.1 and (5.2) holds.

Remarks 5.1
1. There is little loss of generality resulting from the input requirement on M: if
0 < M < d, then M¢ = {0} and decoding is a greatly simplified problem.
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2. A suitable input basis w1, . ..,wq (i.e., LLL-reduced, with w; = 1) is found with
the method described by Belabas [2, Section 4.3]. As noted by Belabas [1, Sec-
tion 4.2], the entries of R are obtained as by-products of the reduction used to
obtain the input basis. It is assumed above (and in the analysis of the decoding
algorithm) that the integral basis and R are provided with the precision required
by Algorithm 5.1 and Sub-Algorithm 6.1.

3. The computation of the ideal products in Step 1 and Step 2 may be greatly aided
by the knowledge of two-element representations for some or all of the ideals
ai,...,a, (see [4, Section 4.7.1] or [1, Section 5.3.2]).

4. For an NF-code C with parameters (n, a1, ..., a,; M,s) such that s # 0, decod-
ing may be performed as follows: use an algorithm for finding an approximate
closest vector in a lattice [17], applied to (O, T3), to find an element y € Ok
such that sizeg(y) is small; apply Algorithm 5.1 to the code C’ with parameters
(nyay,...,an; M + sizes(y), 0) and received word ((r; — y) + a1,..., (1, —
y) + a,,); for each output m’ of Algorithm 5.1, return m = m’ 4+ y if m € Me.

6 The root finding sub-algorithm

In this section, the sub-algorithm used in Step 5 of Algorithm 5.1 to determine the
roots of the polynomial % is described. As noted in Section 5, the computation of
the roots of h can be performed by applying existing algorithms for factoring over
number fields. However, the full factorisation of A is not required in the context of
Algorithm 5.1 and only those roots of h in M are of interest. By specialising exist-
ing algorithms, namely those based on the norm-based approach proposed by Kro-
necker [24] (see also [25,8] and references therein), this problem is addressed more
efficiently. Moreover, the specialised algorithm is designed to exploit the fact that h
belongs to the special subring O [z] of K[z] and that an integral basis of Ok is
known.

For a polynomial f € K[x], define My = (m; j)1<i j<a by fw; = S0, my jwi,
for 1 < j < d. The norm of f € K]Jz| is then defined to be the determinant
Nk (f) := det My. When f € O, this definition is consistent with the previous
definition from Section 4.2. For all f, g € K|[x], the definition of matrix multiplica-
tion implies that My, = M;M,. Consequently, the norm map is multiplicative. It
follows immediately that if a € K is a root of f € K|z], then Ng (x — a) divides
Nk (f) in Q[z]. If ¢4(x) € Q[z] denotes the minimal polynomial of a € K, then

NK(J: - a) = det(l’[d — Ma) = Qﬁa(m)[KQ(a)]

Therefore, the minimal polynomial of any root of f € KJz] is an irreducible factor
of Nk (f) in Q[x].

To determine the roots of the polynomial A in Step 5 of Algorithm 5.1, the norm
Ng(h) € Z[z] is factored into irreducible factors in Z[z], then the roots (in C) of
each monic irreducible factor of degree at most d are computed. Amongst the roots
are all roots of h in M. The norm Nk (h) can be computed using the modular
evaluation-interpolation approach of McClellan [32] (see also [18]). The following
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lemma provides an alternative method for computing the norm, which is used to
establish the polynomial bit complexity of the root finding sub-algorithm:

Lemma 6.1 Suppose that the polynomial h € O [x] from Step 5 of Algorithm 5.1 is
non-constant. Then N (h) is computed in O(poly(d,log|Dkl,¢,log |||y 5)) bit
operations. Furthermore, log || N (h)|| , is O(poly(d, log [ D/, £, 1og [|hl|5 5/))-
Proof Suppose that h = 22:0 hya® is non-constant, with hg, ..., hy € O and
hyx # 0. Then the matrix M; = 22:0 thxk, where det My, = Ng(hy) is
nonzero. Thus, Nk (h) and the determinant of the matrix M, ,;1 My}, have precisely
the same roots. It follows from a result of Gohberg, Lancaster and Rodman [10,
Theorem 1.1] that the roots of det(Mh_Ath), and thus Nk (h), are precisely the
eigenvalues of the matrix N (hy)~1C, where C is the d\ x d\ block matrix

0 1 0 - 0
0 0 1, 0
C = Ng(hy) - : : : - :
0 0 0 1,
—thMhU —M,;thl —M,;thQ —M,;thA_l

Let x¢(x) denote the characteristic polynomial of C'. Then the characteristic polyno-
mial of the matrix Nx (hy)"1C'is xc (N (ha)x)- N (hy) =%, Therefore, the roots
of Nx (h) coincide with the roots of the polynomial xo (Ng (hy)x) - N (hy)! =%,
However, the leading coefficient of the latter polynomial is equal to Nk (h) and

Nk (h)(x) = Nk (hy)xz? + terms of degree less than d\.

Hence, the two polynomials are in fact equal.

The matrix C has integer entries, thus its characteristic polynomial ¢ is com-
puted in O(poly(d, A,log ||C]||..)) bit operations (see [7] and references therein).
Applying the AM—GM inequality provides the bound

[Ngc(ha)| < d=2Ty(ha)? < d=2 |h]]g ;- (6.1)

The Cauchy-Schwarz inequality and the bound on the norm of the adjoint matrix
obtained by Richter [38] imply that
(6.2)

M08, o < ATl M [ < a2 M [ | M|

I >

for 0 < k < )\, where M;:fj = NK(hA)M,;1 is the adjoint matrix of M}, . Finally,
since wy, . . . ,wq is an LLL-reduced basis for (O, T3), Belabas [2, Proposition 5.1]
provides the following “pessimistic” bound on the entires of the multiplication table

(Mg k)1<i,j, k<d:

Img x| < 2344"D/4gA=2D/2 | Dy for1 <, 4,k < d. (6.3)
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Therefore, combining (6.1), (6.2) and (6.3) implies that the matrix C, its characteristic
polynomial y ¢ and Nk (h) are each computed in

0 (pots (a10g D .10 1o log s, (k). ) )

bit operations. The coefficients of N (h) satisfy

< . < . /2
Vil < N el < )] - o () K42

where the final inequality is obtained by applying a bound of Cohen [4, Proposi-
tion 2.2.10]. It follows that log || Nk (h)|| . is

0 (poty (. 1og Dl 10g 1], 106 g 16 ) )

Arguments due to Belabas [2, p. 28] are now used to establish the following claim:
18(a)l, < 20=D/2q4+1/2 g, foralla € Ok-. (6.4)
Given the claim, it follows that
16(hi)lae < 18(Ri)lly < 20-D/2041/2 By | < 20-D72a4172 )L, L (6.5)

for 0 < k£ < )\, thus completing the proof of the lemma.
An application of the Cauchy-Schwarz inequality shows that

|6(a)], < HR71||2 |Ré(a)|y, = HR*lH2 llal|, foralla € Ok. (6.6)

Write R = D + N, where D = diag(||w}]|,...,|lw}||) and NV is upper triangular
nilpotent. Setting Z = D~!N, it follows that

d—1
RY=(I;+2) ‘D! = <Z(1)“Zi> D™t

=0

A nonzero entry of Z is a Gram-Schmidt coefficient y; ;, such that j < ¢, of the
reduced basis wy, . . . ,wq. Therefore, property 4 of Theorem 4.1 implies that || Z|| <
1/2. Consequently,

dd71 ) dd71 ‘ ; dd+1
1B, <R <= D002 < - D d' 211 < gamrs 6
P =0 p =0 p

where p = minj<;<q [|w}||. Combining (6.6) and (6.7) with the lower bound (5.4)
then completes the proof of (6.4). O

The norm Nk (h) € Z[z] is factored into irreducible factors in Z[z] by the algo-
rithm of Lenstra, Lenstra and Lovdsz [27] in O(poly(deg Nk (h),log [|[ Nk (h)||..))
bit operations. The roots of the irreducible factors are computed, with guaranteed
error terms, by the polynomial time algorithm of Pan [37]:
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Theorem 6.1 Let ¢ € Z[x] be a degree d polynomial with roots o, . . ., aq € C and
t be a positive integer. Then O(poly(d,t,log ||¢||,)) bit operations are sufficient to
find numbers &, ..., aq € Q + iQ such that maxy<;<q |o; — a;| <27

If ¢ € Z[z] is a monic irreducible factor of Ng (h) such that deg¢ < d, and
a € Cis aroot of ¢, then there is no guarantee that a belongs to M, much less that
a is a root of h over K. If a € M¢ and ¢, € Z|x] is its minimal polynomial, then
H?Zl(x — 0i(a)) = ¢q(x)? d°8 % where the conjugates oy (a),...,oq(a) satisfy
loi(a)] < size(a), for 1 < ¢ < d. By expressing the coefficients of ¢, as symmetric
polynomials in its roots, it follows that

9all oo max {(deg.cﬁa) Mdeg%—jJ _

O<]<deg¢ ]

Moreover, if ¢, = H?igld’“ (x — 0y,(a)), then

deg ¢a
d
oi. < M.
deg ¢q Z o35 (@)

Jj=1

size(a) =

To determine if @ € C\ Z belongs to O, the algorithm of Just [22,23] is used to find
a nonzero vector (Y1, . . ., yd,q) € Z41 such that yywy + ... + yawa = qa, or show
that no such vector exists. If such a vector is found, then the linear independence
of the integral basis implies that a € Of if and only if (y1/q,...,v4/q) € Z°
Moreover, if a € Ok, then §(a) = (y1/q,--.,ya/q)- The algorithm of Just for
determining an integer relation, or proving that one does not exist, has complexity
summarised by the following theorem:

Theorem 6.2 Let algebraic numbers a, . ..,ca, € C be given by approximations
at, ..., 0y € Q+iQ such that maxi<;<p | — a;| < 274, for
nlQa,-..,n):Q
t = |log | 4n <f yl/n. [max M (a;)Y/1Q): @}) ,

where Y > 1 and M () is the Mahler measure of «;, for 1 < i < n. Then

@ (poly (n,logY, max log M(a), [Qar; ..., an) : Q}>)

bit operations are sufficient to either find a nonzero integer vectory = (y1,...,Yn)
such that ||y|l, < 2"/2Y and Y_}_| a;a; = 0, or prove that there is no nonzero
integer vector x = (21, ..., 2y) such that |x||, <Y and Y ;| x;0; = 0.

The Mahler measure of an algebraic number o € C, with minimal polynomial
Pa(r) = @ (x — 1) - (x — ay) over Z, is defined to be the product M () =
l| - T, max {1, |o;| }. Mignotte [33, Theorem 1] showed that the Mahler measure
of a satisfies M (a) < ||¢ql|,. Fora € K,

max {1 la el
g {1, ] Z|}<\f 1,

&M—‘

1/d
M(a )1/Q(a)Q (Hmax{l |oi )})
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where the first inequality is obtained by applying the AM—GM inequality.
Based on the above discussion, the following sub-algorithm is proposed for de-
termining the roots of h in Step 5 of Algorithm 5.1:

Sub-Algorithm 6.1 (Root finding step)

1. Use the method described in the proof of Lemma 6.1 to compute Ng (h).

2. Use the algorithm of Lenstra, Lenstra and Lovasz [27] to compute the set ¢ of
monic non-constant irreducible factors of Ng (h) in Z[z].

. Set R + {d(a) | (x — a) € P, size(a) < M and h(a) = 0 over K }.

4. For each polynomial ¢ € @ that satisfies 2 < deg ¢ < d and

Iél., < max KdeW)Mdew-fJ, ©.8)

T 0<j<deg¢ J

(O8]

perform the following steps:
(a) Set

d?(d+1)
T {log <4(d +1) (x/i LYV L max {X, o]l deg¢}) ﬂ ’

where

1/2 1
Y = (21_dd2d+1 (M + 2_t)2 + 1) and X =1+ —= max |lw;].
Vd 1<i<d
(b) Let ai,...,adeg¢ € C denote the roots of ¢. Use the algorithm of Pan [37]
to compute approximations a1, . . ., Gdeg ¢ € Q + 9Q such that

la; — a5 < min {277, (274D - deg )/}

max
1<j<deg ¢
(c) If the inequality

deg ¢
(d/deg¢) - Y |aj| < M 427+ (6.9)
j=1

is satisfied, then perform the following steps for k = 1,..., deg ¢:
i. Use the algorithm of Just [22] to search for a nonzero integer vector
y = (Y1, - - -, Ya, q) such that ||y||, < 2(@+1/2Y and E?Zl Yiw; = qag.
ii. If such a vector (y1,...,yq,q) € Z41 is found and (y1/q,...,ya/q)
has integral entries, then compute h(ar) € Og. If h(ar) = 0 over K,

thenset R <— RU{(v1/q,---,ya/q)}-
5. Return R.

Lemma 6.2 The set R returned by Sub-Algorithm 6.1 contains the vector §(m) for
all roots m € Me of h over K, plus finitely many vectors §(a) such thata € Ok isa
root of h (over K) and M < size(a) < M + 27t Moreover, the algorithm performs
O(poly(d, log |Dk|, €, log M, t,log ||kl 5/)) bit operations.
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Proof The minimal polynomial of any root of h in Ok is a monic irreducible factor
of Nk (h) in Z[z]. Therefore, if a € Z is a root of h over K, then it is clear from the
construction of R that §(a) € R if and only if size(a) < M. Moreover, ifa € Ox\Z
is a root of i over K, then the minimal polynomial of a belongs to the set ®.

Let ¢ € @ and aq, ..., adeg ¢ be the roots of ¢ in C. Fix an index k such that
1<k <deg¢.If ap € Mc, then the approximate roots a1, . . ., Gdeg ¢ Satisfy (6.9):

deg ¢ deg ¢

a;| < size(ay) la; —a; §M+2*(t+1).
deg¢z| J| Zl J J|

The converse may not hold. However, if a;, € Ok and (6.9) is satisfied, then

deg ¢
size(ay) < (M 42~ (t+1) ) Z F—aj| <M +27"

deg

Consequently, (6.4) implies that
||5(ak)||2 < 2(17d)/2dd+1/2 ||akH < 2(17d)/2dd+1/2 (M + 2715) )

Therefore, if the approximate roots ai, ..., adeg ¢ satisty (6.9), then a € O if
and only if there exists a nonzero vector x = (x1,...,74,—1) € Z%*! such that

[Ix][, <Y and Zle Tiw; = ag. As [Q(wy, ..., wqe,ar) : Q] < d?,

maXdM( )1/[Q(W'L) :Q) < X and M( )1/[Q(ak)(@] S ||¢H;/d35¢7
1<i<

it follows from Theorem 6.2 that the algorithm of Just either proves such a vec-
tor x does not exist, or finds a nonzero vector (y1,...,vya,q) € Z1 such that
2?21 yiw; = qag. In the latter case, ap € Ok if and only if (y1/q,...,y4/q) has
integral entries. Moreover, if a;, € Ok, then 6(ax) = (y1/¢, . - -, y4/q)- Therefore,
if the approximate roots @i, ..., Gdeg ¢ satisfy (6.9) and a; € Ok, then d(ay) is
added to R if h(ax) = 0 over K. Hence, if ar, € M¢ and h(a,) = 0 over K, then
d(ay) € R. Furthermore, if a;, € Ok and d(ay) € R, then ay, is a root of h over K,
and size(ay) < M + 2. The proof of the first assertion of the lemma is completed
by noting that the cardinality of R is bounded by deg N (h) < d¢.

The factorisation of Nk (h) is performed in O(poly(d, ¢,log [Nk (h)||,.)) bit
operations. Consequently, it follows from Lemma 6.1 that Step 1 and Step 2 per-
form O(poly(d,log |Dg|,¢,log ||k, »,)) bit operations. The inequalities (6.3), (6.4)
and (6.5) imply that the evaluation of h(a), for an element a € O such that
size(a) < M + 27, performs O(poly(d,log |Dxl|, ¢, log M, log ||hll, ) bit op-
erations, using the methods described in Section 4.2. As the number of linear fac-
tors of Nk (h) is bounded by deg N (h) < d¢, it follows that Step 3 performs
O(poly(d,log |Dg/, ¢,1og M,log ||kl ,,)) bit operations. Similarly, the number of
iterations of the outer loop in Step 4 is bounded by d¢/2. For each iteration, the condi-
tion (6.8) and Theorem 6.1 imply that O(poly(d, log | Dk |, ¢, log M, t,log |||, »/))
bit operations are performed in Step 4b. For each iteration of the outer loop, there are
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at most d iterations of the inner loop in Step 4c. As wy, . .., wy is a reduced basis for
(Ok,Ty), property 3 of Theorem 4.1 implies that

d _

a 2(2 1)/2 2d(d 1)/4 D
max o) < A= 2l vIDi]
1<i<d (mingeo,\{oy [l[)*~ =1/

since det(Ok, Ts) = Hle |lw? || (see [4, Proposition 2.5.4]). Using this inequality
to bound the constant X and applying Theorem 6.2, shows that Step 4(c)i performs
O(poly(d, log | Dk, £, log M,log ||h||, ,,)) bit operations for each iteration of the
inner loop. In Step 4(c)ii, O(d(d + log Y)?) bit operations are performed to deter-
mine if the vector (y1/q, - ..,ya/q) has integral entries. Thus, for each iteration of
the inner loop, Step 4(c)ii performs O(poly(d,log |Dk]|, ¢,log M,log| k|, »,)) bit
operations. Hence, Step 4 performs O(poly(d, log | Dk|, ¢,log M, t,log ||h||2 ) bit
operations. 7 O

7 Analysis of the decoding algorithm

In this section, the decoding performance and complexity of Algorithm 5.1 is eval-
uated. The following two lemmas are used to establish a bound on ||A]|, ,,, Which,
when combined with Lemma 5.1, determines the decoding performance of the algo-
rithm:

Lemma 7.1 Let h € Ok|x] be the polynomial found in Step 5 of Algorithm 5.1. Then

. d [dd+1) (., 1\ '
[llg 0r <27°- <1+ 3 % <2 p— 2> ) N[ Repnr0e(R)|l,

where p = min;<;<q ||w} -

Proof Write h = Zﬁ:o hjxj, where hg,...,hy € Og. Define matrices F; =
L26MJR} —2°MIR, for 0 < j < £. Then

L

2% ||hll3 0p = D 2% M |[RE(hy)ll; = ZH (l2°M7R] = B;) 8(hy);
=0 (7.1)

< z;‘) (1+ & L2EMJRT1H2)2 [|2¢M7 R) 8(h

J')||2’

where the inequality is obtained by applying the Cauchy—Schwarz inequality to each
term of the sum and [26M J RJ -1 exists, for 0 < j < £, as a result of the inequalities
M > 1and (5.3). The matrix E; |2°M/R| s upper triangular and || ;|| < 1/2,
for 0 < j < {. Thus,

1)
HE |2¢ M7 R] 1 g\/ (d+ H |2¢ M7 R] 1H . for0<j<{ (12)
o0
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For each value of 7,0 < j < £, if E; = (52]72)19,5(1’ then
|2°M'R| =2°M’R + E; = 2°"' M7 - diag (|} ,.. ., lwil) - (Ia + F})
where
Ht,s (Jt)
F: = 5 87 —1,.
i SRS VER P ‘
1<s,t<d

For 0 < j </, the inequalities M > 1 and (5.3) imply that

1 1 1 1
1—||F)|. >1—(=+——-- ] >=(1—- —— 0.
1E5lloe = (2+2€+2Mﬂp>_2( 2€+1p>>

(Is+ Fy) 7|, < (1= [|Fjll )" (see [40, Lemma 4.4.14]) and

1 1
< < ,
oo 28+1p(1—||Fj||00) - QEp—1/2

H L2€MJRT1H for0 < j </l (13)

Hence, combining inequalities (7.1), (7.2) and (7.3) shows that

= (1T (0= 3) ) (S llzarmsn)

where the second factor on the right-hand side is equal to || Re ¢, p10¢(h) O

-

Lemma 7.2 The lattice (A, ||. ||§)fr0m Step 4 of Algorithm 5.1 has rank d(¢+ 1) and

s . 1 d(£+1)
det(4, ||.]12) H‘ﬁa <2GM2|DK|2d (1 + 2e+1p)> . (14

Proof The rank of (4, ||. ||§) is equal to the rank of the matrix () and its determinant
det(4, ||.||2) = det(Q*Q)/2. The inequalities M > 1 and (5.3) imply that the matrix
LQeMjRW has maximal rank, for 0 < j < £. Thus, R, ¢ »s has maximal rank and

d

¢ d ¢
det Re o pr = H H [2°M7 ||w?|l] < H H (28Mﬂ' [lw; || + ;)

j=01i=1 j=0i=1 (7.5)

. N 1 d(e+1)
< (2M 8Dl (14 g :

The matrix U = (Us+)1<s,t<¢+1 18 block upper triangular, with U1 ;41 = V; for
0 < j < min{zmax, £}, and all remaining blocks along the leading diagonal (if any)
equal to the d x d identity matrix. By construction, the matrix V; is the HNF of the

ideal [T max{zl_j’o}, for 0 < j < min{zyax, £}. It follows that

zlz

n

OK H max{zZ ]O}‘| :ﬁma;naX{Zi_j70}7é0,

i=1 =1

|det V| =
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for 0 < j < min{zmax, £} (see [4, Section 4.7.1]). Hence, U has maximal rank and

min{zmax,¢} n min{z;,0} ‘ n (z,ﬁrl)
detU| =[] ldetVi|=]] J[ 97 <[ *’. (7.6
1

3=0 i=1  j=0 i=

Consequently, () = Rc ¢, p/U has maximal rank and

det(A, |.]13) = /det(Q'Q) = |det R, ¢.ar| - |det U . (7.7)
Combining (7.5), (7.6) and (7.7) then yields (7.4). O

The following theorem, the main algorithmic result of the paper, describes the
decoding performance and computational complexity of Algorithm 5.1:

Theorem 7.1 Algorithm 5.1 returns all m € M such that

1

241

ﬁfﬁa}i(m‘”)zi > (Q%A%’Q)M§\/€+ 1)d (ﬁ maz(zi;l)> . (18)
i=1 i=1

where

a—1 1 —1
245 | Dy |7 d [dd+1) 1 1
Alpe .- 2 D IIRI (g @ RET D) (ge, 2 1+—— ).
K d *3 2 =3 + 91,

Moreover, the algorithm performs

0 (poly (d, log | Dk |, Zmax, £, log M, Z log MNa;, e, t> >

=1

bit operations.

Proof Let o, € ], a;nax{zi =%} be the element such that d(aj i) is the kth
column vector of V}, for 0 < j < min{zmax, £}, 1 < k < d. Letu; € Og|[z] be the
polynomial such that d(u;) is the jth column vector of U, for 1 < j < d(¢ + 1).

Then there exist polynomials u7, ..., uj, ;) € O |x] such that deg ug; ., < j and

. ajp(xr—r) if j < zZmax,

Udjk(T) = ugjyp(2) - a2 + {sz(xwk)(x _ p)ma ifj‘ > Zoa,
for0 < j < /¢, 1<k <d. Byconstructionr —r; € a;,forl < i < n, and a,
is the positive generator of (I];_; a;*) N Z. It follows that 1, ..., ug(e1) € Ae (in
fact, the polynomials form an integral basis of 2(; as a consequence of Lemma 5.2).
Therefore, the polynomial &, which by construction is a Z-linear combination of the
polynomials ug, . .., ug(¢+1), also belongs to 2Ay.

From Lemma 7.2, it is known that (4, ||||§) is arank d(¢ + 1) lattice. Therefore,
property 2 of Theorem 4.1 implies that

d(e+1)—1
1

byl <2 det(A, ||.||?) 7@ .
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Combining this inequality with Lemma 7.1 and Lemma 7.2 implies that

de L n (zr*-l) W
hlly,ar < 2% d ARV (T e .
i=1
Therefore, given m € M such that (7.8) holds, (5.2) is satisfied and applying
Lemma 5.1 with a = [, aX*"" "% shows that h(m) = 0 over K. Hence, it

i=1%
follows from Lemma 6.2 that for all such m € Me, the vector §(m) is found by
Sub-Algorithm 6.1 and, thus, m is returned by Algorithm 5.1.

If computations from previous iterations are reused on each pass of the loop in
Step 1, then the matrices By, ..., B, are computed by performing O(n) multiplica-
tions of ideals, given by their HNF, with norms bounded by H:.L:l a;. For each iter-
ation, the extended ged computation in Step 1b performs O(poly(d, >, log Na;))
bit operations, with each 3; satisfying [|6(53;)||., < [Ii—, DMa;. By definition, the
generator a satisfies a < [, 9a;. Furthermore, ||8(r;)||,, < Na;, for 1 < i < n.
As aresult, for each iteration of the loop, the sum in Step 1c is computed by perform-
ing O(poly(d, >:" ; log Na;,log ||(m; k)| ,)) bit operations, using the methods
described in Section 4.2. Therefore, using (6.3) to bound the entries of the multi-
plication table shows that O(poly(d, log |Dg|,n, >, logMNa;)) bit operations are
performed in Step 1.

If computations from previous iterations are reused on each pass of the loop in
Step 2, then the matrices V0, - - ., Vinin{zpna.,¢) are computed by performing O(Zmax+
n) multiplications of ideals, given by their HNF, with norms bounded by [];"_, 9a;’.
Therefore, the bound (6.3) on the entries of the multiplication table implies that
Step 2 performs O(poly(d, log | Dk, n, Zmax, Y+ 1og Na;)) bit operations, using
the methods described in Section 4.2.

Computing the matrix U in Step 3 reduces to computing the blocks U, 41,41,
for 0 < m < j < min{zpmax, £}: all remaining blocks are either equal to one of these
blocks, equal to the d x d zero matrix, or equal to one of the matrices V;. The bound
(6.3) on the entries of the multiplication table implies that M, is computed modulo
a, < [T, 9ai" in O(poly(d,log | Dk, Zmax, i, log Na;)) bit operations. The
matrix V; is the HNF of the ideal [, a9 thus |V;[|, < [T, NaZ,
for 0 < j < min{zmax, £}. Therefore, by performing arithmetic modulo a, when
computing the blocks Uy,41,j4+1, for 0 < m < j < min{zyax, £}, Step 3 performs
O(poly(d,log |Dk |, Zmax, i, log Na;)) bit operations.

The matrix R satisfies

d " _1)2
Hi:l (2 < 2(d-1)7/2
-1 = 94(d-1)/2

1
Rl < 5 - max [lwi| <
1<i<d

2 (miny<ic wf[])*
where the final inequality follows from (5.4). Consequently, the matrix R, ¢ as is
computed in O(poly(d,log|Dg|,¢,1og M, e)) bit operations. The matrix R, ¢ ar is
block diagonal and U is block upper triangular, with each matrix having d x d
blocks. Therefore, O(d*(*M(log || Re, ¢, + log |U]|.)) bit operations are per-
formed when computing their product Q = R, ¢, U. The L? algorithm performs

O (d®(€+1)° (d( +1) +1og [ Qll ) 1og Q] )
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bit operations. As the matrix R. ¢ s is block diagonal, it follows that ||Q|_ <
d||Reemll o U]l o> where ||U|| o < 172, 9ai* and

1 2@-1?/2 1
| Re,emllog < 2°MOIR| + 5 < Sy 752°M /| Dic| + 3 (7.9)
Therefore, Step 4 performs O(poly(d,log |Dk/|, zmax, ¢, 1og M, > logNa;, €))
bit operations.

The matrix R, ¢ s is block diagonal, with upper triangular blocks on the diag-
onal. Therefore, using backward substitution to compute each coefficient of h, the
polynomial is computed in O(d*¢M(log || Ree,n]|, + log ||b1]|.,)) bit operations.
Sub-Algorithm 6.1 performs O(poly(d,log |Dk|., ¢,1og M, t,log |||, 5,)) bit oper-
ations (see Lemma 6.2). Therefore, Step 5 performs

@) <poly (d, log | Dk |, Zmax, £, log M, z:log‘ﬁai7 e,t))

i=1

bit operations.

For a € O such that §(a) € R, the value of y;(a —r;), 1 < i < n,is
determined by using backward substitution to successively compute the entries of the
vector A, '8(a — 7;) and check that they are integers. Lemma 6.2 and (6.4) imply
that [|6(a)|,, < 20=D/2q+1/2(M + 27%), for all §(a) € R. Moreover, the set R
contains at most d¢ vectors. Therefore, computing the left hand side of (5.2), for all
a € Ok such that §(a) € R, is performed in

0] (poly (d, N, Zmax, £, log M, Z log ‘ﬁai> >

i=1
bit operations. a

Remark 7.1 Given a monic polynomial f € O[], a nonzero ideal a C Ok, a
positive real number M and positive integers k£ and ¢ such that £ > kdeg f, the
polynomial time algorithm described by Cohn and Heninger [6] in the proof of their
Theorem 1.3, when applied with parameters f, I = a, \; = ... = Ay = M, k and
t =0+ 1— kdeg f, returns all m € Ok such that size(m) < M and

deg f

d
detn-1 ({41 1 k41 3
Nged ((f(m)), )" > (2 ;mmwm) (ona$9)

Given an NF-code C = Ck with parameters (n,ay,...,a,; M,0), positive inte-
ger weights 21, ..., 2, and a received word (r; + ay,...,7, + a,), weighted list
decoding is performed with their algorithm by additionally setting a = [, a;,
k = maxi<i<n 2; and f = x —r, where r € O satisfiesr —r; € a;,for1 <i < n.
For list decoding, where the weights z1, .. ., 2, are equal, this approach performs al-
most identically to Algorithm 5.1, with both methods providing a generalisation of
the list decoding algorithm for CRT codes of Boneh [3].
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8 Parameter selection

Theorem 7.8 shows that Algorithm 5.1 returns all elements of the message space
that satisfy a certain “weighted” condition. In this section, parameter selection for
Algorithm 5.1 is used to evaluate the algorithm’s performance for arbitrarily chosen
weights and for the uniform weighting associated with traditional list decoding. The
results of this section are straightforward generalisations of those obtained by Gu-
ruswami, Sahai and Sudan [14, Section 3.4] for decoding of CRT codes (see also
[13, Section 7.6.3]). Consequently, their proofs are abridged, with details left to the
reader.

Theorem 8.1 Let K be a degree d number field and C = Cx be an NF-code with

parameters (n,ay, ..., a,; M,0) such that M > 1. For positive reals 31, . . ., B, and
any tolerance parameter € > 0, there exists a choice of parameters zy, . .., zp, 0, €
such that Algorithm 5.1, when given any input vector (1, ...,1y,) € O%, performs

0] <poly (d, log | Dk, n,log M, Zlog‘ﬁai,t7 1/5))

=1

bit operations and returns all m € M¢ such that

2 52
— > —t . .
ZXZ ri)Bi > 4| dlog (2 M) ( o ‘ﬂaz +e s og? mai> 8.1

Proof The condition (8.1) is invariant under scaling of the parameters 1, ..., 3,.
Therefore, assume without loss of generality that maxi<;<»(8;/log Ma;) = 1. Let
A be an integer parameter to be determined later and set z; = [AQ;/logMNa;], for
1 <4 < n. Then AB;/logMNa; < z; < (ABi/logNa;) + 1, for 1 < i < n.

Therefore, Theorem 7.1 implies that Algorithm 5.1, for parameters z1, .. ., z,, finds
all m € Mg such that

1 d (p.e)
sz m—r;)B —A(dﬁlog(22M)+dlog(€+1))JerogAK

A n BQ
i 4+ logMa, ). (82
+2(€+1);<log‘ﬁal+ At e Ogm“> 8:2)

To complete the proof, the remaining parameters ¢, A and e are chosen such that this
inequality holds for all m € M, that satisfy condition (8.1).

Define Z; = log;a %BZ- + % log Na;, for 1 < i < n. Set
Z; 1
= le —1 and e—[(d3logd)—‘+1
dlog(2% M) 2

For this choice of / and e, the right hand side of (8.2) is bounded by

n

d S 7 d .
Zog [ Ay —=E=LT 1) 4 S1og AP 1 | dlog (25 M Zi,
24 8 < dlog(2% M) A 08K g ( ) Z

i=1
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and (5.4) implies that AY®) < 2(@+3)/4| D [1/24(4 4 1/d). Consequently, there
exists a positive constant Ay = poly(d, log |Dk|, >, logMa;, 1 /) such that, for
all A > Ay, ¢ is positive and the right hand side of (8.2) is less than or equal to

n 2
dlog (Q%M) (; logﬁ‘;’tai + 5) .

Therefore, set A = Ag. For this choice of A, the parameters 21, ..., z, and ¢ cho-
sen above are all O(poly(d, log | Dk /|, > i, log Na;, 1/¢)). Thus, the bit complexity
follows directly from Theorem 7.1. O

A bound on the performance of Algorithm 5.1 as a traditional (uniform) list
decoding algorithm is obtained directly from Theorem 8.1 by setting 3; = 1, for
1 <4 < n. A second and generally incomparable bound, is provided by the follow-
ing corollary to Theorem 8.1:

Corollary 8.1 Let K be a degree d number field and C = Ck be an NF-code with
parameters (n,ay, ..., 0,; M,0) such that M > 1. Suppose there exists an inte-
ger k < n such that Hle Na; > 24*/2 g4, Then, for any tolerance parameter
€ > 0, there exist parameters for Algorithm 5.1 such that, given any input vector
(r1,...,mn) € O%, the algorithm returns all m € M such that

in(m —ri) > Vk(n+1+e).
i=1

Ifo:l Na; = 2d2/2Md, the bound becomes Y . xi(m —r;) > /k(n +¢).

Proof By applying Theorem 8.1 with 3; = logMa;/log Nay, for1 < i < k, B; =1,
for k < i < n, and tolerance parameter ' = ¢ log DNay, it follows that there exists a
choice of parameters for Algorithm 5.1 with the property that, given any input vector
(r1,...,m) € O, the algorithm returns all m € Mg such that Y- | x;(m —7;) is
at least

. log (242 M) dlog (29/2M) ([ dlog (29/2M) I~ log Nay,
~ logMNay log Nay, log MNay, Z te)

If [TF_, Ma; = 2%°/2M9, then the lower bound of summation in this expression
may be increased from k to k£ + 1. In either case, the remainder of the proof follows
arguments of Guruswami et al. [14, Theorem 5]. O

9 Conclusion
A polynomial time algorithm (Algorithm 5.1) for solving the weighted list decoding

problem for number field codes was presented. The algorithm extends known results
for Chinese remainder codes to number fields and reduces the gap to analogous results
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for Reed-Solomon and algebraic geometry codes [42,15]. Comparing Theorem 8.1
with the combinatorial result Corollary 3.1 suggests that Algorithm 5.1 performs sub-
optimally for number fields other than Q. The difference between conditions (8.1)
and (3.1), which depends on the degree of the number field only, is a consequence
of the loss of structure that results from treating the O g -module 2, as a Z-module.
Progress toward an algorithm that attains the combinatorial bound may result from
considering the additional structure.

Acknowledgements The author would like to thank Dr Victor Scharaschkin for many helpful discussions
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