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Abstract

The entropy accumulation theorem [11] states that the smooth min-
entropy of an n-partite system A = (Ay,...,A,) is lower-bounded by the
sum of the von Neumann entropies of suitably chosen conditional states
up to corrections that are sublinear in n. This theorem is particularly
suited to proving the security of quantum cryptographic protocols, and in
particular so-called device-independent protocols for randomness expansion
and key distribution, where the devices can be built and preprogrammed
by a malicious supplier [2]. However, while the bounds provided by this
theorem are optimal in the first order, the second-order term is bounded
more crudely, in such a way that the bounds deteriorate significantly when
the theorem is applied directly to protocols where parameter estimation
is done by sampling a small fraction of the positions, as is done in most
QKD protocols. The objective of this paper is to improve this second-order
sublinear term and remedy this problem. On the way, we prove various
bounds on the divergence variance, which might be of independent interest.

1 Introduction

There are many protocols in quantum cryptography, such as quantum key distri-
bution, that work by generating randomness. Such protocols usually proceed as
follows: we perform a basic subprotocol n times (for example, sending a photon
in a random polarization from Alice to Bob), we then gather statistics about the
protocol run (for example, we compute the error rate from a randomly chosen
sample of the rounds), and we then conclude that the final state contains a cer-
tain amount of randomness, which can then be processed further. Mathematical
tools that can quantify the amount of randomness produced by quantum pro-
cesses therefore constitute the centerpiece of many security proofs in quantum
cryptography. The entropy accumulation theorem [11] provides such a powerful
tool that applies to a very general class of protocols, including device-independent
protocols.

Informally, the main result of [11] is the following. Suppose we have an n-
step quantum process like the one depicted in Figure 1, in which we start with
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Figure 1: Illustration of the type of process that the entropy accumulation theo-
rem applies to.

a bipartite state pr,r and the Ry share of the state undergoes an n step process
specified by the quantum channels M; to M,,. At step i of the process, two
quantum systems A; and B; are produced, from which one can extract a classical
random variable X;. The goal is then to bound the amount of randomness present
in A} given BT, conditioned on the string X7* being in a certain set (2. The X;’s
are meant to represent the data we do statistics on, for example X; might tell
us that there is an error at position ¢, and we want to condition on the observed
error rate being below some threshold. Stated informally, the statement proven
in [11] is then

HE(ATBUE XT € ), > 0 (1inf 7(0)) - Ve )

Here, the smooth min-entropy H; , represents the amount of extractable ran-
domness (see Definition 2.7), and the tradeoff function f(q) quantifies the worst-
case amount of entropy produced by one step of the process for an input state
that is consistent with observing the statistics g. One would then apply this the-
orem by replacing the M;’s by one step of the cryptographic protocol to obtain
the desired bound. This is done, for example, in [2, 1] for device-independent
randomness expansion and quantum key distribution.

While this method yields optimal bounds in the first order, the second-order
term which scales as y/n is bounded more crudely, and for some applications,
this term can become dominant very quickly. This is particularly the case in
applications which estimate the amount of entropy produced by testing a small
fraction of the positions, which includes a large number of protocols of interest.
The reason for this is that the value of ¢ in Equation (1) is proportional to
the gradient of f. Now, suppose that we have a protocol where we are testing
positions with probability O(1/n); in general this will make the gradient of f
proportional to n and therefore the second-order term will become Q(n3/2) and
overwhelm the first-order term. This is worse than we would expect: when we
perform the analysis using conventional tools such as Chernoff-Hoeffding bounds
in cases that are amenable to it, we obtain a much better scaling behavior, and
in particular we still expect a non-trivial bound when the testing rate is O(1/n).
As a further indication that the second-order term can be improved, we also



note that in [2, Appendix B|, they resort to applying the entropy accumulation
theorem to blocks rather than single rounds in order to obtain a good dependence
on the testing rate.

The goal of this paper is therefore to improve the second-order term in (1).
Analyzing second-order correction terms is already commonplace in information
theory ever since the 60s, with the work of Volker Strassen [23] who gave second-
order bounds for hypothesis testing and channel coding. This topic has also seen
a revival more recently [12, 22, 21]. Quantum versions of such bounds have been
proven as well since then; for example, Li [14] and Tomamichel and Hayashi [28]
have shown a second-order expansion for quantum hypothesis testing, and [28]
additionally gives second-order expansions for several other entropic quantities
of interest. Other more recent developments can also be found in [30, 29, 13, 4,
3,8, 9]

Most of these results go one step further than we will in this paper, in that they
pin down the O(y/n) term ezactly, usually by employing some form of the Berry-
Esseen theorem to a carefully designed classical random variable. Unfortunately,
this approach seems to fail here, and we must resort to slightly weaker bounds
that nevertheless give the right scaling behavior for protocols with infrequent
sampling, and that are largely good enough in practice.

Paper organization: In Section 2, we give the notation used and some pre-
liminary facts needed for the rest of the paper, including the Rényi entropy chain
rule that powers the original entropy accumulation result in Section 2.3. Section
3 then introduces the divergence variance which governs the form of the second-
order term, and discusses some of its properties. In Section 4, we present a new
bound for the Rényi entropy in terms of the von Neumann entropy, and then
apply it to the entropy accumulation theorem in Section 5, with specific bounds
for the case of protocols with infrequent sampling in Section 5.1. We then com-
pute finite-block-size bounds for the particular application of device-independent
randomness expansion in Section 6 and conclude with some open problems in
Section 7.

2 Preliminaries

2.1 Notation

In the table below, we summarize some of the notation used throughout the
paper:



Symbol Definition
A B,C,... Quantum systems, and their associated Hilbert spaces
L(A, B) Set of linear operators from A to B
L(A) L(AA)
XuB Operator in L(A® B)
XBea Operator in L(A, B)
D(A) Set of normalized density operators on A
D<(A4) Set of subnormalized density operators on A
Pos(A) Set of positive semidefinite operators on A
Xa2Yy X4 —Yy € Pos(A)
Ag (with j > i) | Given n systems Aq,..., Ay, this is a shorthand for A;,..., A;
Am Often used as shorthand for Aq,..., A,
log(x) Logarithm of  in base 2
Var(X) Variance of the random variable X
Cov(X,Y) Covariance of the random variables X and Y
D (pllo) Sandwiched Rényi divergence (Definition 2.3)
D! (pllo) Petz Rényi divergence (Definition 2.4)
Ho(AlB), | =Dalpasllida ® pp)
HL(A|B), | —infs, Da(pagllida ® op)
H(A[B), | —Dq(pagllida ® pp)
Duin(pllo) | Di(pllo)
Dmax(pHO') DOO(p”O-)
V() Various divergence variance measures; see Section 3

2.2 Entropic quantities

The central mathematical tools used in this paper are entropic quantities, i.e. vari-
ous ways of quantifying the amount of uncertainty present in classical or quantum
systems. In this section, we give definitions for the quantities that will play a
role in our results.

Definition 2.1 (Relative entropy). For any positive semidefinite operators p and
o, the relative entropy is defined as

{tr[p(logp ~logo)] if supp(p) € supp(o)

D(pllo) =
(rllo) otherwise

Definition 2.2 (von Neumann entropy). Let pap € D(AB) be a bipartite den-
sity operator. Then, the conditional von Neumann entropy is defined as

H(A|B), = —D(pasllida ® pp).

Our proofs heavily rely on two versions of the Rényi relative entropy: the one
first introduced by Petz [18], and the “sandwiched” version introduced in [32, 16].
We define both of these here:



Definition 2.3 (Sandwiched Rényi divergence). Let p be a subnormalized quan-
tum state, let ¢ be positive semidefinite, and let a € [%,oo] Then, the sand-
wiched Rényi divergence is defined as

o

Otl ’ (07
ﬁ log tr [(0‘2p0_2> } if « < 1 or supp(p) C supp(o)

Deo(pllo) = loginf{\: p < Ao} if o = 0o 2)
D(pllo) ifa=1
00 otherwise,

where o/ := O‘T_l Note D4, is also referred to as Dpax and D1 as Doin.
2

Definition 2.4 (Petz Rényi divergence). Let p be a subnormalized quantum
state, let o be positive semidefinite, and let o € [0,2]. Then, the Petz Rényi
divergence is defined as

ﬁ log tr [po‘al_a] if 0 < a < 1 or supp(p) C supp(o)
— log tr[IT J] ifa=0
Dy(pllo) = e 3)
D(p||o) ifa=1
o0 otherwise,
where Ilg,,(,) 18 the projector on the support of p.

These relative entropies can be used to define a conditional entropy:

Definition 2.5 (Sandwiched Rényi conditional entropy). For any density oper-
ator pap and for o € [%, o0) the sandwiched a-Rényi entropy of A conditioned
on B is defined as

Hu(A|B), = —Du(paslida ® pp).

Note that we also refer to Ho(A|B), as Hmin(A|B)p|p.

It turns out that there are multiple ways of defining conditional entropies
from relative entropies. Another variant that will be needed in this work is the
following;:

Definition 2.6. For any density operator pap and for a € (0,1) U (1,00), we
define

HJ(A|B), = — inf Da(papllida @ o5)

where the infimum is over all subnormalized density operators on B. Note that we
also refer to Hgo(A]B)p as Huin(A|B),, called the min-entropy, and to HI (A|B),
2

as Hyax(A|B),, called the max-entropy.

Finally, in the case of the min-entropy, we will also need the following smooth
versions:



Definition 2.7. For any density operator psp and for € € [0, 1] the e-smooth
min- and max-entropies of A conditioned on B are

min

H: i, (A|B), = sup Huin(A|B);
F
HIé;laX(A|B)p = i%meaX(A|B)ﬁa

respectively, where p is any subnormalized density operator that is e-close to p
in terms of the purified distance [27, 24].

2.3 Chain rule for Rényi entropies

In [11], the central piece of the proof was a chain rule for Rényi entropies. As our
proof largely follows the same steps, we reproduce the most relevant statement
here for the reader’s convenience. For the proofs, we refer the reader to [11].

Corollary 2.8 (Corollary 3.4 in [11]). Let pORAIB1 be a density operator on R ®
A1 ® By and M = My,B,«r be a TPCP map. Assuming that pa,B,A,B, =
M(pORAlBI) satisfies the Markov condition Ay <> Bi < Bs, we have for a €

[3,00)

igf Ha(A2|BQAlB1)M(w) < HOC(AlAg’BlBg)M(pO) — Ha(AlyBl)pO < sup Ha(AQ‘BzAlBl)M(w)

where the supremum and infimum range over density operators wra,p, on R ®
Ay ® B1. Moreover, if p(l)%AlB1 is pure then we can optimise over pure states

WRA B -

3 The quantum divergence variance and its properties

The second-order term in our main result will be governed by a quantity called
the quantum divergence variance, defined as follows:

Definition 3.1 (Quantum divergence variance). Let p, o be positive semidefinite
operators such that D(p||o) is finite (i.e. supp(p) C supp(c)). Then, the quantum
divergence variance V (p||o) is defined as:

V(pllo) := tr [p(log p — log o — idD(p]0))?]

= tr [p(log p —log 7)°] — D(p|lo).
This was already defined in [28, 14] under the names “quantum information
variance” and “quantum relative variance” respectively; we instead choose a dif-

ferent name to clearly mark its relation to the divergence and to avoid confusion
with the other variances that we are about to define.

Definition 3.2. Let psp be a bipartite quantum state. Then, the quantum
conditional entropy variance V(A|B), is given by:

V(A|B), :=V(pagllida ® pB).
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Figure 2: Plot of v(q) = V(X), where X is a Bernoulli RV with Pr[X = 0] = q.
It peaks at around v(0.083) ~ 0.9142.

Of course, the system in the conditioning can be omitted in the unconditional
case. Likewise, the quantum mutual information variance is given by:

V(A; B), == V(paBllpa ® pB)-

These various quantities have a number of elementary properties that we
prove here. First, to get a sense of what the divergence variance looks like in a
simple case, we plot the divergence variance of a single bit X with Pr[X = 0]
in Figure 2. We also note that the divergence variance does not satisfy the data
processing inequality, even in the classical case; in other words, it is not true
in general that V(p|lo) = V(E(p)||E(o)) for a quantum channel €. To see this,
consider the following counterexample: let p = |0)(0|, 0 = id, and let £ be
a binary symmetric channel in the computational basis with error rate 0.083.
Then, we can see from the plot in Figure 2 that V(E(p)[|E(o)) > V(pllo). It is
also easy to see that the opposite inequality is also false in general.

Now, we show that the divergence variance obeys the following basic bounds:

Lemma 3.3 (General bounds). For any positive semidefinite operators p, o, with
supp(p) € supp(c), and any v € (0,1),

1 / !
V(pllo) < = log? (2—VD(9HU)+VD1+V(pH0) + ovD(pllo)—vDi_, (pllo) 4 1) . @)

Proof. First, without loss of generality, we restrict the space to the support of
0. We then proceed in a way similar to [25, Lemma 8]. We introduce X =



27PCl)p @ (61T, ) = (y/p @ id)|y) with |7) = 3, ]i) ® |i). We then have

Vpllo) = ln£2<<p| In? X|¢p). Observe that we have for v € (0,1) and any t > 0

1
In?t = —21112 t¥
14
1 1\)?
()
1

where in the first inequality, we used the fact that In(z)? < In(z + 1)? for any
x > 0 and in the second inequality the fact that x + % > 1. As a result, we have
that
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(Hsupp(p)@)ld) In? X(Hsupp(p)®ld) < ﬁ(ﬂsupp(p)@)ld) <ln (X + X7 + 1d)> (Hsupp(p)®ld)

and therefore

1 , id V)
(ol Xlo) < 3 el (1 (X7 + 5 +4) ) 1o

We now use the fact that the function s + In?(s) is concave on the interval
[e, +00) and that |¢) is in the span of the eigenvectors of X” + 44 + id with
eigenvalues in [3,00)) to get

1 Y id
(oIn* X ) < ;IHQ ((cplX o) + (ol o) + 1) :
But observe that
(p| XV |) = 2—vD(pIIU)tr(p1+vg—V) — 9—vD(pllo)+vDi,(pllo)

and .
(o] AL |y = 9+D0lO) gy pl=v vy = g vDlelle)=vDi L (ello)
Xl/

O]

This leads to the following bounds for the conditional entropy variance and
the mutual information variance:

Corollary 3.4. For any density operator pap, we have

V(A|B), <log?(2d% + 1)

V(A;B), < 4log?(2ds +1) .
Proof. For the upper bound on V(A|B), = V(pag|lida ® pp) we use (4) with v
approaching 1:

V(A‘B)p < % 10g2 (2—VD(pAB||idA®pB)+VD'1+V(pABHidA®pB) + 2VD(,0AB||idA®,DB)_VD/1,V(PAB||idA®pB) + 1)

_ 1 log? (2V(H(A|B)P_Hi+u(A‘B)p) + ov(=H(AIB),+H;_,(AlB),) | 1)

2

1
< 3 log? (2d% +1).



Taking the limit v — 1, we get the desired result.
For the bound on V(4; B) = V(pag||pa® ps), we use (4) with v =  to have
an upper bound of the form

V(A;B), < 410g2 (2;D(PAB”pA®PB)+éDIS (paBllpa®pB) n 2%D(pABHPA®PB)*%D/% (pasllpa®ps) N 1)

D% (paBllpA®pB)

1
< 4log? (22 +dA+1> .

To conclude, it suffices to show that D3 (pag|pa ® pp) < 2logda. To do this,
2
let papc be a purification of p. We then have that:

Ds(pasllpa ® pp) < Dz(pascllpa ® pso)

3 1
= 2logtr [pigc(pA ® ch)‘Z}

3 3
< 2log \/ tr {pchpAl} tr {ijchg]

= log [tr [papcpy'] tr [paBcrpe]]

< log da + log dim supp(ppc)
<

O

Next, we show that the divergence variance is additive, in the following sense:

Lemma 3.5 (Additivity of the divergence variance). Let p, T be density operators
and o,w be positive semidefinite operators. Then,

Vip@rlo@w)=V(pllo)+ V(pllw).
Proof. We have that

Vip@T|o®w)
— tr [(p ® 1) (log(p ® ) — log(o @ w) — idD(p||o) — idD(an))?]
= tr {(p ®@7)(logp®id+id®log T —logo ® id — id ® logw — idD(p||o) — idD(THw))Q]
— tr [(p ® 1) (log p®id — logo ® id — idD(p||a))2}
+tr [(p ®@7)(id®logT —id ® logw — idD(THw))Q}

+tr[(p®@7)(logp®id —logo ®id — idD(p||o)) (id ® log 7 — id ® log w — idD(7||w))]
+tr{(p®7)(id®log T —id ® logw — idD(7||w)) (log p ® id — log o ® id — idD(p||o))]
=V(pllo) + V(rw)
+ 2tr [p(log p — log o — idD(pl|o))] tr [T(log T — logw — idD(7||w))]
= V(pllo) + V(rw).



We also show that a conditional entropy variance with a classical variable X
in the conditioning admits a decomposition in terms of the possible values of X:

Lemma 3.6. Let papx be a tripartite state with X classical. Then,
V(A|IBX), =) p.V(AB,X =)+ Var(W)
€T
where W is a random variable that takes value H(A|B,X = x) with probability

Pr. In particular,
V(A|BX), pr (A|B,X = z).

Proof. We have that
V(A|BX), = tr [pABX (log papx — ida ® log pBXﬂ — H(A|BX)?
. . . 2
= prtr [pAB|X:x (log PAB|X=¢ tidlogpy —ida ® log pp|x—, — idlog Pz) ]

— H(A|BX)?

. 2
= Zpactr {pAB|X::Jc (log pap|x =0 — ida ® l0g pp|x—s) ]
x

2
- <prH(A|B7X = .75))

2
_pr (A|B,X =z)+ H(A|B,X = z)? (pr (A|B, X—:c))

—pr (A|B, X =x) — (pr A|BX—:C> +sz (A|B, X = x)?

- pr (A|B,X = z) — (EW)? + E[W?]
=Y " pV(AIB, X =) + Var(W).

O

We will also need the following decomposition of the conditional entropy
variance for Markov chains:

Lemma 3.7. Let papcpx be a quantum state with X classical satisfying the
Markov chain AC <» X <> BD; i.e. I(AC; BD|X) = 0. Then,

V(AB|CDX) = V(A|CX) + V(B|DX) + 2 Cov(Wy, Wa),

where W1 and Wy are random variables that take value H(A|C, X = z) and
H(B|D,X = x) according to the value of X, respectively. In particular, this
shows that for a trivial B system, V(A|CDX) = V(A|CX).

10



Proof. We perform the computation as follows:

V(AB|CDX)
= pr (AB|CD, X = z) + Var(W; + Wa)

= pr (A|C, X = z) + V(B|D, X = z)) + Var(W;) + Var(Ws) + 2 Cov(W;, Wa)
= V(A\CX) + V(B|DX) + 2 Cov(Wy, W),

where the first equality follows from Lemma 3.6, and the second equality from
Lemma 3.5. ]

Finally, the following more specialized lemmas will be needed in the proof of
our main result:

Lemma 3.8. Let p,cppx be a quantum state with X classical that can be written
as

> peladiolx @ o @ 75

T

with T(x) = ldD for all xz. Then,

V(ADX|CD) < V(AX|C) + V(D|XD) + 2\/V(AX\C)V(D]XD).

Proof. First, note that the chain rule together with the Markov condition gives
H(ADX|C) = H(AX|C) + H(D|XD). We can then proceed as follows:

V(ADX|CD) = ptr {p(j{% RSN (logpxp(Ag ®idpp

2
+idac ®log 7 —idypp ®log pe + idycpp log dp + idH ADX\CDH
—metr[p/,g@g (x)(logpwp(Aé@)ldDD idADD®logpc+1dH(AX|0)H

@) 5 r@) (log 7@ @ id e +id g5 log dr + idH (DX D))’

—I—prtr Pac O Tppllo8Thp @1dac +1dycpp 108 A + 1 (D| )
P tr|p@) @ @) (1 @) 2idyn —idypp @1 idH(AX|C
+ ZPITPA(J@TDD 0g pzppc ®idpp —idgpp ®log po +idH(AX|C)

(10% Thyp ®idac +idappplogdp + idH (D[XD))}
= V(AX|C) + V(D|X D) + 2 - crossterm,

where we used in the second equality the fact that (log Da pfg ®idpp —id4pp ®

log pc + idH(AX|C)) and (1ogrg}) ® idac + idyppp log dp + idH(D|XD))

11



commute. To get the last equality, we observe that

2
prtr [pfél(zy ® Té%(logpzpi‘% ®idpp —idypp ® log pc + idH(AX]C)) }

=3 pote [pg;g ( log pep't, — ida @ log pe: + idH(AX|0))2}

— V(AX|C),

and

€T x x . . . T 2
prtr[p(Aé ®Té%<log7‘é% ®idac +id4opp logdp +1dH(D|XD)> }

_tr[ZPa:\x x\® <log (Zp |z) x|® ) —idp ® log (ZPH%)@\@TS))

2
+idXDDH(D|XD)> ]
= V(D|DX),

We are now going to bound the cross term by applying the Cauchy-Schwarz

inequality. Using the cyclicity of the trace for (pi‘g)l/ 2 we have

crossterm = tr[ (Z VDzlx) (x| ® (PAo)1/2<10gp$p% —ids ® log pc + idH(AX\C)) ® (Tg%)l/2>

(Zm\x Mzl @ (o) @ <g%ﬂ/?(logfgfg,+idDDIong+idH<D|XD>))]

< \Ju(¥Yhu(z2),

where ¥ = Y2, y/pala) (] @ (pi2)/2 (log paplyl — ida @ log po +idH(AX|C) ) @
(rp)!/? and Z = 5, /oele) (] @ (62) /2 @ () /2 (log 3 +idpp logd +
idH(D|XD)). We conclude by observing that tr(YYT) = V(AX|C) and tr(ZZ1) =
V(D|XD). 0
Lemma 3.9. For a any state papc, we have
V(AC|B), =V(A|B),+ V(C|BA),
+ tr (papc(log pap —log pp + H(A|B))(log papc — log pap + H(C|BA)))
+ tr (papc(log papc — log pap + H(C|BA))(log pap — log pp + H(A|B))) .
(5)

Proof. Direct calculation O

Lemma 3.10. Let pxap be of the form pxap = Y cx |7){(T|x ® papa with
tr(pABzpAB) = 0 when x # z'. Then we have

V(AX|B)/) = V(A|B)p . (6)

12



Proof. Using Lemma 3.9, it suffices to show only the first term of (5) remains.
In fact, we have H(X|BA) =0 and

V(X|BA), = tr (pxap(log px B — 1og paB)®)

2
= Z tr | |z)(z|x ® paB.« (Z |2} (2| x ®1og pap —idx @ Zlog PAB,x’)
xT x/

x/

= Ztr (|x><x!x ® PAB,z (Z(‘x'}@c"x —idx)? ® log? pAB,w’))

J:/

T
=Y tr (|2){elx (l2)(z]x —idx)* @ papalog® pas.a)

= Ox.

In addition, the other terms are also zero:

tr (pxap(log pas —log pp + H(A|B))(log pxap — log paB))

= Ztr<(\x><x| ® pape)(idx ® (log pap —log pp +idapH (A|B)))(|z)(z| @ log paB.a

T
—idx ® ) _log pAB,x/)>

x/

= tr | papo(logpap —logpp +idapH(A|B))( D log pap.)
T z'#x
-0,

using the orthogonality of pap, and pap ./, and

tr [pxaB(log pxap — log pap)(log pap — log pp + H(A|B))]
= tr[(|e)(z] ® papa)(|2)(z] ® pap.e — idx @ pap)(log pas —log pp + idx apH(A|B))]

T

= tr[(|e)(z]| ® papa)(|2)(z] ® pap.e — idx @ papz)(log pas —log pp +idx apH(A|B))]
=0,

where we have used the fact that pap .pap = ,0124 B, Dy the orthogonality condi-
tions. ]

4 Continuity bounds for Rényi divergences

A critical step in the proof is an explicit continuity bound for D, when « ap-
proaches 1. One such bound is given [26, Section 4.2.2]. However, this bound
does not give explicit values for the remainder term. The following lemma com-
putes an explicit remainder term for the case of classical probability distributions.
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As in |26, Section 4.4.2|, we will then apply this lemma to Nussbaum-Szkotla dis-
tributions to get a similar result for the Petz divergence D!, between quantum
states.

Lemma 4.1. Let p be a density operator and o be a not necessarily normalized
positive semidefinite operator. Let aw > 1 and p € (0,1). Then, we have that
(a—1)In2

2 v(pHU) + (CY - 1)2Kp,0'7

D (pllo) < D(pllo) +
where

1 l)/ D !
Kp’g_ﬁ 31 22 In (2 Dotu D —i—e).

Proof. As mentioned above, we start by proving the statement for classical proba-
bility distributions. Let P be a probability distribution and @ be a not necessarily

normalized distribution. Define the random variable X with distribution P, and
let Z = 2-PIQ) g ; Note that for any v > 0, we have

E[Z7] = 9—7D(PIIQ) ZP(w)lﬂQ(x)*” (7)
— 9=(D(P|Q)=D1~(PIQ)) (8)

Now, letting v = a — 1, we have

Da(P|Q) = -1 n(E[2"]) + D(P|Q). (9)
Applying Taylor’s inequality to the function v — E[Z”] we have
v? v3
E[Z"] <1+ vE[ln Z] + —E[In® Z] + — sup E[Z71n®Z]. (10)
2 6 0<y<y
Using the fact that E[ln Z] = 0 and
2
E[ln? Z] = Z P(x < (f”i — D(P||Q)In 2> (11)
Qx
= (111 2)*V(P|Q), (12)
together with the inequality In(1 + z) < x, we get
vin2 v? .
Do (P||Q) < D(P|Q) + V(P|Q) + sup E[Z7In® Z]. (13)
6In2 0<y<y

We now need to bound the remainder term. We want to use the concavity of In®,
but it is only concave on [e?,00). Hence, we start by using the fact that In?
nondecreasing and Z7 > 0 to get

E[Z27 n® 2] = :SIE[Z” m3(Z)] (14)
< :SIE[ZV In3(Z* + €?)] (15)

Y3 (ZF + 2
e,

14



for any p € (0,1]. Then we use the concavity of the function t — In3(t + €2) on
[0,00) and get

1 E[Z’Y(Z#+€2)]
Y 113 - Y1113
E[Z71In° Z] < MgE[Z |In < E[Z] (17)
Kt
Wl Zaty 19
+v)(D P D(P
_ L0 (Pl@-D(PQ) 3 ( 2P P PIODIIO)
w 971(D11-(PIQ)—D(P[Q))
(19)
< %2 (D14~ (PQ)=D(PIIQ)) 13 (2 14+7) (D144~ (P Q)— (p||Q))+€2> 7
W
(20)

where we used the fact that D1, (P||Q) — D(P||@Q) > 0. As this last expression
is nondecreasing in vy, we get that

sup E[Z71n3 2] < —2v(Priv(PIQ)-D(PIQ)) 13 (2(M+V)(D1+u+u(PIIQ)—D(PIIQ)) n 62) '
0<y<y Mg
(21)

This proves that

a—1)n2
DNy Pl + (- 1PKRg  (22)

with Kpg = Wllnzg(a—l)(l)a(PIIQ)—D(PHQ)) In3 (2(04+M—1)(Daw(PHQ)—D(PHQ)) + 62).
Now in order to get the general statement, we use the fact that the Petz

divergence between states p and o is equal to the a-divergence of Nussbaum-
Szkota distributions [17], i.e., for all « > 0

Di,(pllo) = Da(PP1|QWT) |

Da(P|Q) < D(P|Q) +

for some distributions P*?l and Q»°) that only depend on p and o and not on
a, and PPl and QP9 have the same normalization as p and o, respectively.
Note that by taking the limit ov — 1, we also get D(p|lo) = D(PP)||Ql»7)). In
addition, by taking the derivative at a = 1, we get that V(p|jo) = V(P||Q) |26,
Proposition 4.9]. Applying inequality (22) to PPl and Q¥ we get the desired
result. O

Applying Lemma 4.1 to p = pap, 0 =ida ® pp and pu = 2 — « together with
the fact that D, (p|lo) < DL (p|lo), we get

Corollary 4.2. Let pap be a density operator. Then we have for any o € (1,2),

Ho(AIB), > H(A|B), - =2y (a1), — (0 - 12K
where K = Wl)g’m . 9(a=D)(=H, (A[B),+H(A|B),) |3 <2*HQ(A\B)p+H(A\B)p + e2>.
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5 Entropy accumulation with improved second order

We start by recalling the framework for the entropy accumulation theorem [11].
For i € {1,...,n}, let M; be a TPCP map from R;_; to X;A;B;R;, where A;
is finite-dimensional and where X; represents a classical value from an alphabet
X that is determined by A; and B; together. More precisely, we require that,
M; = T; o M), where M. is an arbitrary TPCP map from R;_; to A;B;R; and
T; is a TPCP map from A;B; to X;A;B; of the form

Ti(Wa;B,) = Z (ILa,y @ Up, 2 )Wa, B, (4, y @ 11p,..) ® |t(y, 2))(t(y, 2)|x;
yeEY,2€Z
(23)

where {II4, ,} and {Ilp, .} are families of mutually orthogonal projectors on A;
and B;, and where t : Y x Z — X’ is a deterministic function.

The entropy accumulation theorem stated below will hold for states of the
form

payBpxpE = (My o0 My @ I) (py ) (24)

where pORO g € D(Ry® E) is a density operator on Ry and an arbitrary system E.
In addition, we require that the Markov conditions

A7« BI'E B, (25)

be satisfied for all i € {1,...,n}; i.e. [(AT B;|BI'E), = 0.
Let PP be the set of probability distributions on the alphabet X of X, and let
R be a system isomorphic to R;_1. For any q € P we define the set of states

Yi(q) = {VX,-AiBiRZ-R =(M; ®Ig)(wr, ,r): w€D(Ri_1 ®R)and vx, = q} ,
(26)

where vx,; denotes the probability distribution over X with the probabilities given
by (z|vx,|z). In other words, ¥;(¢) is the set of distributions on X’ that can be
produced at the output of the channel M;.

Definition 5.1. A real function f on P is called a min-tradeoff function (or
simply tradeoff function for short) for M; if it satisfies

f(q) < min H(A;|B;R), .
veXi(q)

Note that if 3;(q) = 0, then f(¢q) can be chosen arbitrarily. Our result will
depend on some simple properties of the tradeoff function, namely the maximum
and minimum of f, the minimum of f over valid distributions, and the maximum
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variance of f:

Max(f) = max £(q)

q€eP
Min(f) := aneilgf(Q)
Ming(f) := q:g}g‘#@f(‘”

Var(f)

2
max q(z)f(6,)? — <Z Q(ﬂf)f((sx)> .

¢:%i(q)#0 e Japp

We write freq(X7") for the distribution on X defined by freq(X7)(x) = Hie{l"”’z}:xizx}l :
We also recall that in this context, an event €2 is defined by a subset of X™ and
we write p[QQ] = Zx’feﬂ tr(papppeay) for the probability of the event 2 and

1
PXTATBIEIQ = P Z |27 ) (27| ® pap By By
e

for the state conditioned on €.

Theorem 5.2. Let My, ..., M, and parprxpE be such that (24) and the Markov
conditions (25) hold, let h € R, let f be an affine min-tradeoff function for
My, .... My, and let ¢ € (0,1). Then, for any event Q C X™ that implies
F(frea(X1)) > h,

HE o (AVBYE) gy > nh — ov/it — ¢ (21)
holds for
c=Vv2In2 (log(?di +1)+ 2+ Var(f)) V1= 2log(ep[Q)])
g 35(1 — 2log(ep[€])) 92 10g d+Max( ) ~Mins (f) 1,3 (2210gdA+Max(f)—Ming(f) N €2>

<1og(2d124 +1)+ 2+ Var(f))2

where d4 is the mazimum dimension of the systems A;.

While the above give reasonable bounds in the general case, in order to obtain
better finite n bounds in a particular case of interest, we advise the user to instead
use the following bound for an « € (1,2) that is either chosen carefully for the
problem at hand or computed numerically:

(¢ —1)In2_,
Ve — 1
2 a—1% e2p[Q]?

HEyo(A7|BIE) > nh =
with

V = /Var(f) +2 +log(2d%4 + 1) (29)
1

— = . 9la=1)(2logda+(Max(f)—Mins(f)) 1,3 2log d 4+ (Max(f)—Mins(f)) 2
Ko = 5@ —apme2 2 In (2 +6> '
(30)
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Note that in general the optimal choice of a will depend on n; in Theorem 5.2 we
have chosen « so that  — 1 scales as ©(1/4/n), but other choices are possible.
In the case where the systems A; are classical, we can replace 2logda by logda
n (30). This bound holds under the exact same conditions as Theorem 5.2 and
for any o € (1,2), and this is the bound we use to obtain the numerical results
presented in the application presented in Section 6. The choice of a made to get
Theorem 5.2 is not the optimal one, but it was chosen to have a relatively simple
expression showing the dependence on the main parameters without optimizing
the constants.

The proof structure is the same as in [11|. The only difference is when using
the continuity of D,, we use the more precise estimate in Lemma 4.1, and we
use the various properties of the entropy variance proven in Section 3 to bound
the second-order term.

Proposition 5.3. Let My,..., M, and papprxrp be such that (24) and the
Markov conditions (25) hold, let h € R, and let f be an affine min-tradeoff
function f for M, ..., M,. Then, for any event Q which implies f(freq(X7")) >
h,

nlon (¢ —1)In2 a 1
HY(AY|BYE) gy > nh — anQ ———log o n(a—1)2K, (31)
holds for o satisfying o € (1,2), and V = \/Var(f) + 2 +1log(2d4 + 1), where d4

is the mazimum dimension of the systems A; (md Ka 18 deﬁned in (30).

Proof. The first step of the proof is to construct a state that will allow us to lower-
bound Hl(AﬁB?E)pm using a chain rule similar to the one in Corollary 2.8,
while ensuring that the tradeoff function is taken into account. For every i, let
D; : X; — X;D;, be a TPCP map defined as

Dl(W—Xz) = Z <x|WX1|x> ' |x><x|X1 ® T(x)Di ’
zeX

where 7(z) is such that H(D;); () = Max(f) — f(d) (here ¢, stands for the dis-
tribution with all the weight on element x). This is possible because Max(f) —
f(9z) € [0,Max(f) — Min(f)] and we choose the dimension of the systems D;
to be equal to dp = DMaX(f)_Mi”(fﬂ. More precisely, we fix 7(z) to be a mix-

ture between a uniform distribution on {1,..., [2M&(/)=/(%) |} and a uniform
distribution on {1,..., [2Max(H)=F(@=)]},
Now, let

pi=(Duo---oDi)(p) .

As in [11], the system D can be thought of as an entropy price that encodes
the tradeoff function and it is taken into account by the following fact which is
exactly analogous to the corresponding claim in [11]:

HY(AV|BYE)yq > HL(ATDY|BYE) 5, — nMax(f) +nh . (32)
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The next step is to relate the entropies on the conditional state pjg to those
on the unconditional state. To do this, we use Lemma A.1 applied to p =
plpja + (P — pIpj), together with the fact that H} > H,, and obtain

n n n n n o
H(AY|BYE),, > Ho(A'DY|BYE); — —log —nMax(f) +nh . (33)

1
pl€]
To show the desired inequality (31), it now suffices to prove that H, (A} DY} |BT'E);
is lower bounded by (roughly) nMax(f).
In order to lower bound H, (AT D}|BYE)p, we are now going to use the chain

rule for Rényi entropies in Corollary 2.8 n times on the state p, with the following
substitutions at step i:

o A — AT'DY!
e B = BI'E
o Ay — A;D;
e By — B;.
As a result,
H,(AYDY|BYE);
> Z inf Ho(AiDi|BiR)(D;0M;)(w)

. WR;_1R
(a—1)In2 9
2 Z w};nfRH(A D ‘B R)(D oM, )( ) — fV(A’LDJB’LRl)('DZOM,)(w) - (Oé - 1) K 5
i—1

%

(34)
where we have invoked Corollary 4.2 in the second inequality. Here,

1
K=__ —  .ole=D)(=m+mo) |3 (9=m2Fm0 4 £2)
6(2—«a)?ln2 n* ( +¢)

with 1 = H[,(AiDi|BiR;)(p,om;)(w), M0 = H(AiDi|BiR;)(p,om,)(w) and 12 =
Hy(AiDi| BiR;) (D0 M) (w)-
For any such state wg, ,r, we have

H(A;Dj| BiR)(p;om;)(w) = H(AiXiDi| BiR)(p,oM;) (w)
= H (A Xi|BiR) p, (w0 )+H(D‘|X‘)DOM )(w)
= H(Ai|BiR) a0 + Z
= H(A;|BiR) iy () + Z )(Max(f) — £(8.))
= H(Ai|BiR) pmy(w) + I\/Iax(f) - f(q) ,

where ¢ = M;(w)x, denotes the distribution of X; on X obtained from the state
M;(w). The third equality comes from the fact that X; is determined by A;B;.
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The last equality holds because f is affine. Using the fact that f is a min-tradeoff
function, we get that H(A;|B;R),(w) = f(q) and therefore:

Max(f) < H(A;Di| BiR)(p,om;)(w) < logda, +Max(f) — f(q) -

The lower bound allows us to lower bound the first term in Eq. (34). The upper
bound will allow us to bound the last term in Eq. (34). In fact, as the systems
D, are classical, we have 11,12 > —logda, by Lemma A .2 (and in the case where
A; are classical, we have 11,72 > 0) and thus

1
6(2—«)3n2
_ 1

T 6(2—a)3In2

K< . 9la=1)(log ds+log da+Max(f)—f(a)) 1,3 <2logdA+1ogdA+Max(f)—f(q) n €2>

. 9(a=1)(2log d4+Max(f)—Minx(f)) 1,3 (2210gdA+Max(f)—Ming(f) +62) ,

as by definition ¥;(q) is not empty (it contains M;(w)).
We now analyze the second term of Eq. (34). Using Lemma 3.10 and then
Lemma 3.8 we have

V(AiDi‘BiRi)(DioMi)(w) = V(AiXiDi’BiRi)(DiOMi)(W) (35)
2

< (\/V(Ai|BiRi)(DioMi)(w) + \/V(Di|Xi)(’DioMi)(w)) ;

(36)

where for the last equality, we used again Lemma 3.10 and Lemma 3.7.
We bound the first term by the dimension of A using Corollary 3.4.

V(4| BiR:) (DoMi)(w) < log?(2d% +1).

For the second term, using the notation ¢ = M;(w)x,, we have using Lemma 3.6

V(Dil Xi) Doy (w) = Z q(x)V(D;)7(z) + Var(W) ,
zeX

where W takes the value H(D;) () = Max(f) — f(d.) with probability g(z). We
have

Var(W) = q(z)(Max(f) — £(6:))* — (Z q(x)(Max(f) — f(dr)))

TEX T

2
< osup Y q(a)f(0.)? - (Z Q(ﬂﬂ)f(éx))

wa=Mi()x, o3 ;
< Var(f) .

To bound V (D;) () recall that 7(z) is a mixture between the uniform distribution
on{1,...,[2Max(£)=f(%) |} and the uniform distribution on {1,..., [2Mx(/)=F(%=)]}
Note that if 2Ma*(/)=/(%2) is an integer, 7(z) is uniformly distributed and thus
V(Dj)7(z) = 0. Assuming oMax(f)=F(%) is not an integer, let |2Max(N)=f(02) | = k.
Then 7(z) is a distribution on {1,...,k+ 1} and we have for some p and p’ < p,
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(jlT(z)|7) =pforall j € {1,... k} and (k+ 1|7(z)|k + 1) = p’. The normaliza-
tion condition is kp + p’ = 1 and thus, p’ = 1 — kp. We can now observe that
the entropy variance V(D;),(y) is simply Var(—logp + Z) = Var(Z), where Z is
a random variable that is equal to 0 with probability 1 — p’ and to log p — log p’
with probability p’. This variance can then be computed as

Var(Z) = E[Z%] — E[Z]?

2
= p'(logp — logp')? — p'"(logp — log p')?

2 ( P
=p'(1—p)log <p,>'

Now, we use the fact that log? z < 2z and continue:

Var(Z) < 2p/(1 —p')gl <2
p

As a result,
V(D2|Xz)(DloMz)(w) <2+ Var(f) :

Putting everything together, Eq. (33) becomes
T An| PN (Oé — 1) In2 2 2
HY(AT|BYE) gy > nh — ns "= (log(QdA Y V2 1 Var(f))

—n(a—1)2K, — e log

a—1 °p[Q] "
O

Theorem 5.2 is then obtained from Proposition 5.3 by choosing « appropri-

ately.

Proof of Theorem 5.2. We start by lower-bounding the smooth min-entropy by
a Rényi entropy: for a € (1,2] (see e.g., [26, Proposition 6.5]), we have

n|pn n|pn log(2/¢?)
HE i (AT B E)pm > Hg(Al | By E)pm o a—1 (37)
Then Proposition 5.3 yields for a € (1,1 + 51)
n|pn (Oé - 1) In2 « 1

(38)

(a—1)In2_, 1 2 9

= nh — — 1 — -1)°K ,
nh—n 5 14 o8 PP n(a—1)

where for the first inequality, K, is as in (30) and in the second inequality, we
used the fact that a <1+ ﬁ and defined

K — 192 . 92logda+(Max(f)—Minx(f)) 1,3 (22logdA+(Max(f)fMing(f)) I €2> '
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To make the terms in o — 1 and match we choose

2
1+ V218 o= (39)
o= .
vnln2V
. 81n2log e [Q]
Assuming that n > ——+"=~ to have a <1+ 21 5, We obtain

210g —=25—
HE; (A7|BYE), >nh—\/ﬁV\/(21n2)log 2 TSR )

p[2]%e? V2In2

81n2log a2
Note that if n < vi then
ViV (2In2)1 2Ly
n n2)log —=— > —nV~-.
=R

As we may assume h < logd, (otherwise the event €2 will have zero probability)
and using the definition of V', we have that

1 1
n (h - 2V2> <nlogdy — 5(\/5 +log(2d% +1))*n

—nlogda

which implies that (27) is true in a trivial way. O

5.1 EAT channels with infrequent sampling

This section can be seen as a user guide to apply the entropy accumulation result
presented here in the very common setting where the “testing” is only done in a
few rounds that are sampled at random. From the entropy accumulation point of
view, the reason for testing is to restrict the optimization involved in the tradeoff
function to states wg, ,r satisfying the output statistics (26), e.g., winning the
CHSH game with a certain probability. However, testing can be costly in terms
of randomness or rate and for this reason, the probability of testing, denoted
~ is often chosen to be small. We start by defining “channels with infrequent
sampling”’, which formalizes the concept of a protocol in which we test only a few
positions:

Definition 5.4 (Channel with infrequent sampling). A channel with testing
probability v € [0,1] is an EAT channel M, g, |, x,4,B,r, Such that X = X’ U
{L} and that can be expressed as

Mi7Ri—1_>XiAiBiRi( ) VMgels%tl 1—X;A;B;R; ( ) (1 FY)MZ R? 1—A;B;iR; < )®’J-><J-’Xw

where M'®* never outputs the symbol L on X;.
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The following lemma gives a general way of constructing a tradeoff function
f for the map M; using a sort of “crossover” tradeoff function g for the map M;
but using the statistics from Mt only. More precisely, the function g is defined
by restricting the input of the map M; to be ones that are consistent with the
output statistics given by the map M!*!. The lemma also gives general bounds
on the relevant properties of f as a function of v and simple properties of g.

Lemma 5.5. Let M; = Mp, | x,4,B;R; be a channel with testing probability v
as defined above. Assume that the affine function g : P(X') — R satisfies for any
q € P(X")

9ld) < wenggjflléaR){H(Ai|BiR)(M¢®IR)(wRi71R) (M @ I)(wrir)) x, = d'}-
(41)

Then, the affine function f :P(X) — R defined by

1
f(62) = Max(g) + ;(9(595) — Max(g)) Vxe '
f(61) = Max(g)
is a min-tradeoff function for M;. Moreover,

Max(f) = Max(g)

Min(f) = <1 - 1) Max(g) + lI\/Iin(g)

i Y
Minx(f) = Min(g)
Var(f) < = (Max(g) — Min(g))*.

v

Proof. The value for Min(f) and Max(f) follow directly from the definition.

To prove that f is a tradeoff function for M;, we first determine 3;(q) (see
Definition 5.1). If ¢ is not of the form ¢(z) = v¢'(z) when z € X’ and ¢(L) =
(1 —~) for some ¢’ € P(X’), then we know that ;(q) = (). So it suffices to focus
on distributions ¢ that have this form. Then we have

F) = 3 ate) (Max(a) +  a10.) ~ Max(a))) + (1 = ) Max(o)

reX’
= Max(g) + Y _ ¢'(z)(9(5:) — Max(g))
zeX’
=9(d) -

Using the condition (41), we get
fa)=9d)s pin (Al BB s Ta)wor, ) (M ® Zp)(wr,_1r)) y, = 7'}
< min H(A|BiR),

veYi(q)
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where for the last inequality, we used the fact that for a v € ¥;(g), there exists
an wg,_, g such that (M; ®Zg)(wr,_,r) = v and ((M'*' @ Ip)(wg,_ 1R)) =dq.
Thus, f is a min-tradeoff function.

Now for Ming(f), we have

Ming(f) = qzzrﬁiqr)lﬂf(Q)

> mi !
Sl 9(q)
= Min(g) .

Finally, for the variance, we have for ¢ such that ¥;(q) # 0,

2
> al) <f<5m> - q(sc)f(éx))

rxeX rxEX
2
=Y e (Max )+ Ha0:) ~ Max(a)) ~ () )+ (1= 2)(Max(a)  ale')?
xeX’ v
fZ ((Max(g) — 9(6,)) — v(Max(g) — g(¢')))* + (1 —7)(Max(g) — 9(¢))? .

xeX’

We can expand the first term and get

*Z ((Max(g) — 9(82)) — v(Max(g) — g(¢')))?

xeX’

= 7 ((Max(g) — g(82))* — 2v(Max(g) — g(6))(Max(g) — g(¢')) + 7v*(Max(g) —

reX’

_Zq

reX’/
(Max(g) — Min(g))* — (2 —7)(Max(g) — g(¢))*.

As a result,

—9(62))* = 2(Max(g) — 9(¢))* +~(Max(g) — 9(¢))”

2=

Var(f) < = (Max(g) — Min(g))?.

«2\*—‘

O

Applying Theorem 5.2 for a map with infrequent sampling, we get a lower
bound on the min-entropy of the following form:

n
Hﬁun/nh—cl\/;—c%

where ¢; and c¢g are constants only depend on ¢, p[Q?],d4 and the properties of
g but not on n or the testing probability v. Note that such a bound will be
non-trivial as soon as v > £ for some constant ¢ (which corresponds to testing a
constant number of rounds). This is to be contrasted with the original entropy

Vn

accumulation theorem [11] that instead gives a bound of the form nh —c1 = —c;

and hence will give a trivial bound when v = o (ﬁ)
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6 Sample application: Device-independent randomness
expansion

We now apply our result to one of the main problems to which the original EAT
was applied, namely randomness expansion [5, 6, 19, 31, 15, 2|. This was done
using the original EAT in [2], and, to simplify matters, the protocol we will
consider here will be essentially the same. The basic task is the following: we
are given a pair of devices from a malicious manufacturer; these devices might
have been preprogrammed arbitrarily by the manufacturer, but once we have
them, they cannot communicate back to the manufacturer. Our goal is to use
those devices to generate a uniformly random string, independent from any other
data in the universe, and in particular independent from the quantum data the
manufacturer might have kept about our devices. It turns out to be impossible to
do this without having a little bit of randomness to begin with, but it is possible
to expand a small random string into a much longer one.

We give a security proof for the DI-RE protocol based on the CHSH game
described in the box below. Recall that the CHSH game works as follows: a ref-
eree chooses uniformly random bits X and Y as inputs for the two devices, and
the two devices must respond with A, B € {0, 1} respectively without communi-
cating with each other after the questions have been received. The devices win
the game if A XOR B = XY and lose otherwise. The best winning probability for
devices using a classical strategy is 3/4, while the optimal quantum strategy wins
with probability cos?(7/8) ~ 0.85. In [2, Equation (12)] (based on [20, Section
2.3]), they give a bound on the amount of randomness produced by the devices
assuming that they are using a strategy that allows them to win with probability
at least w; this bound is given by:

11
H(AB|TE,X =2,Y =) > ¢*(w) ::1—h<2+2 16w(w—1)+3> (42)

for any inputs z,y € {0, 1}. This bound is zero at w = 3/4, one at w = cos?(7/8),
and becomes nontrivial as soon as w > 3/4. The devices are initialized in an
arbitrary state by the manufacturer, and at every round of the protocol, we play
the game with the devices. To ensure that only a small amount of randomness is
consumed by the process of generating the inputs, we randomly choose a small
number of test positions (by generating a bit T equal to 1 for test rounds and 0
otherwise), and generate X and Y uniformly at random only for those positions.
For the other rounds (that we call the “data” rounds), we always fix the inputs
to X = 0and Y = 0. In the parameter estimation step of the protocol, the
number of test rounds for which A XOR B = XY is computed. For mathematical
convenience, we will choose the positions of the test rounds in an iid manner;
i.e. each individual round will have a probability + of being a test round.

We model the behavior of the devices as follows. We let o/ be the initial
state of the device, M is the system that represents the internal memory of the
devices, and F is some reference system that may be in the possession of the
manufacturer. Now, let M; : M — MT;X,;Y;A;B; be the TPCP map that is
applied by the devices in round i. We assume that each of these is of the form
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CHSH-based DI-RE protocol

Protocol arguments

n € N : number of rounds
v € (0,1) : probability that a given position is part of the test set
e€[0,1] : minimum fraction of games won that is tolerated
r€ Ry : generation rate

1. Distribution: For i € {1,...,n}:
(a) Generate a random bit 7; such that Pr[T; = 1] = .
(b) If T; = 0, set X; = 0,Y; = 0, otherwise, generate X; and Y;
uniformly over {0, 1}.
(c) Obtain outputs A; and B; from the two devices.
2. Parameter estimation: Count the number of indices [ in the test set for
which A4; XO0R B; # X;Y;. If [ > (1 — e)yn, then the protocol is aborted.

3. Randomness extraction: Apply some fixed randomness extractor F' :
{0,1}F x /™ x %™ — {0,1}"™ to a uniform k-bit seed and the string
(AT, BY); output the result as the final string.

Figure 3: Description of the CHSH-based DI-RE protocol.

depicted in Figure 4, with the position subscript ¢ added to the appropriate
systems. The state at the end of step 2 of the protocol is thus:

puTpxpypArBrE = (My oo My) (omE) ,
and we have computed
l:= |{’L : Tz =5 1>Ai X0R Bz 75 Xzy;}‘ .

Furthermore, we define ) as the event that we do not abort after step 2; or, in
other words, it is the event that [ < (1—e)yn. To apply the entropy accumulation
theorem to this setting, we need a min-tradeoff function for the M;’s. Since
Theorem 5.2 demands an affine tradeoff function, the natural choice is to pick
the tangent to g*(w) in (42) at a suitably chosen point. We must also ensure
that the tradeoff function is defined appropriately for all possible distributions
we might observe.!

We are now going to use entropy accumulation to prove Theorem 6.1 below,
which gives a bound on the randomness generation rate r, i.e., the ratio of uniform

'For instance, we might observe a winning rate strictly above cos®(7/8) on the testing
rounds: if the true winning probability of the devices is very close to optimal, then statistical
fluctuations might push us slightly over the edge.
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Figure 4: Circuit diagram of M : M — MTXY AB. For every round of the
protocol, a circuit of this form is applied, where A and B are arbitrary TPCP
maps with classical output systems A and B, respectively, C and D are arbitrary
TPCP maps, T is a bit equal to 1 with probability v, and X and Y are generated
uniformly at random whenever T' = 0, and are fixed to 0,0 otherwise.

bits that can be generated per round of CHSH. To get a feeling for the sort of
entropy production rates that can be expected of this protocol, we have plotted
the final rate obtained (i.e. the lower bound on 1 HZ. (ATBY|ETTXTY)) as a
function of the block size n when we fix the threshold e to 0.8, and when we vary
the sampling probability . The result is in Figure 5. We note that the bounds
in the figure are not obtained using the bound stated in Theorem 5.2 directly
but rather we used (28) with an « optimized numerically for each point on the

curve.

Theorem 6.1. For any device fulfilling the above conditions and for any € €
(0,1), testing probability v € (0,1) and % <e< COS2(%), after step 2 of the
CHSH-based DI-RE protocol, it is the case that either:

1. The min-entropy of piq satisfies:

Heyin (AT BY | ETY XTYT) 5 > ng*(c) — \/f ¢,

R 2
where ¢ = v/21n2 <log33 + \/2 + % <Cﬁlgw (e)) > 1 —4log(e) and ¢ is a
. dg*
constant only depending on e and G=(e), or
2. The protocol aborts with probability at least 1 — €.

First note that applying a Chernoff bound, it is simple to see that provided e <
cos?(m/8), there exist devices that abort the protocol with probability 2-2(7),
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In addition, provided one is in the first case, one can obtain a secure random
string of length roughly ng*(e) by choosing the extractor F' to be some quantum-
proof randomness extractor, such as those presented in [10]. The protocol uses
approximately (h(7y)+ 27v)n random bits, to decide about the testing rounds and
to choose the inputs of the players on those rounds and O(log®n) random bits
for the seed of the randomness extractor. By taking v = @(10%) for instance we
have used a polylogarithmic (in n) number of random bits and generated a linear
number of bits n, thus achieving exponential randomness expansion. We refer
the reader to |7, 15| for further discussions on the way to generate the random
bits needed and on the rates of expansion that can be achieved.

Proof. We apply Theorem 5.2 on p with the substitutions 4; — A;B;, B; —
T;X;Y;, and X; — C;, where

L ifT=0
Ci=4q1 ifT;=1and A; XOR B; = X;Y;
0 if T; =1 and A; XOR B; # X;Y;.

Note that X; is a deterministic function of the classical registers A; and B; and
the Markov conditions are clearly satisfied.

Note that the maps M; correspond to infrequent sampling maps with testing
probability . As such, to compute a tradeoff function, we use the approach
proposed in Lemma 5.5. We start by determining a function g : P({0,1}) —
R satisfying the property (41). Note that a distribution ¢ € P({0,1}) can be
uniquely specified by ¢(1) € [0,1]. For this reason, we will interpret g as a
function ¢ : [0,1] — R. Note that the map M!*" is of the form in Figure 4
except that T is fixed to 1 and thus X and Y are chosen uniformly at random,
whereas Midata corresponds to T being fixed to 0. The inequality (42) mentioned
above shows that ¢g* satisfies the property (41) required by Lemma 5.5. However,
g* is not an affine function. Nonetheless, g* is convex so any tangent provides
a lower bound. We consider the function obtained by taking the tangent at the
point py: for p € [0,1]

dg*
dw

I, (P) = 9" (pp) + (P — b) ——(Pb) - (43)

To get the bound stated in the theorem, we simply take p, = e but depending on
v and n, choosing p, < e can lead to better bounds. Note that Max(g,,) = gp, (1)
and Min(gp,) = ¢p,(0). Applying Lemma 5.5, we get a min-tradeoff function

f defined by f(50) = gpb(l) + %(gpb(o) - gpb(l))vf(61) = f(dJ_) = gpb(l) and

satisfies Miny(f) > ¢p,(0) and Var(f) < %(gpb(l) — gp, (0))2.
As previously mentioned ) is defined to be the event of not aborting, i.e.
using the notation of the EAT we have

Q={27€{0,1, L}": {i:z; =0} < (1 —e)yn}.
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Figure 5: Plot of the final entropy rate achieved as a function of the block size n
for several values of the sampling probability v, when fixing the winning threshold
e to 0.8. In decreasing order, we have v = 1, v = 0.1, v = 0.01, v = 0.001,
v = 0.0001, and the last point is v = 3 x 107°. Here, we fixed ¢ = 107° and
assumed that p[Q] > 107°. The dashed line corresponds to the first-order rate of
roughly 0.3461, i.e. when n — oo.

Observe that we have for z7 € Q,

[(freq(zy)) = freq(z7)(0)f (60) + freq(zy) (1) f(61) + freq(zy) (L) f(dL)

n 1 n
= freq(27)(0) <9pb(1) =59 (1) = 9p, (0))> + (1 = freq(z7)(0))gp, (1)
2 gp, (1) + (1 — €)(gp, (0) — gp, (1))
= gp(€) -
Note that if Pr[Q] < e, then we are in case 2 of the theorem, so we will assume
that p[Q)] = Pr[Q] > e. Applying Theorem 5.2, we get

Hiyin(AYBYIETP XY, > gy, () — \/f ¢,

. 2
where ¢ = v2In2 <log 33 + \/2 + % (%(m)) > 1 —4log(e) and ¢ is a con-

stant only depending on ¢ and %(pb). O

7 Conclusion and open problems

The new version of the entropy accumulation theorem presented here can now
be applied directly to protocols with infrequent sampling (or to other situations
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where the entropy variance is significantly different from the local dimension)
without paying too heavy a price. In particular, in the infrequent sampling case,
the scaling in the sampling frequency -~ roughly matches what we would expect
in the classical i.i.d. case from Chernoff-type bounds.

While this is largely good enough in practice, there are still open questions
remaining. First: can we find a version of the theorem with an optimal second-
order term? Ideally, we could hope for a second-order term that matches what we
see in the i.i.d. case, which would look like vVnV®~1(£?) (e.g., in [28]), where ®
is the cumulative distribution function of a Gaussian distribution, and V' would
be an appropriate entropy variance term. Here we fall short of this in two ways:
first, our V' quantity is the result of applying some inequalities in the proof (see
Equation (36)) that are not always tight; this may however be unavoidable if one
wants to have a clean expression in terms of Var(f). The second issue is that
the dependence in € does not match the ®~1(g) or ®71(?) that is usually seen
in second-order expansions, but is instead similar to what is done in the fully
quantum AEP of [25] and in the original EAT. This also seems very difficult to
overcome in our situation, since these terms usually arise from an application
of the Berry-Esseen theorem, which quantifies how much a sum of iid random
variables diverges from a normal distribution, and therefore depends very strongly
on the iid assumption which we do not have here.

We could also scale back our goals a bit and try to improve the last term,
namely the ¢ in Equation (27). As it stands, this term arises from a sequence
of ad-hoc inequalities that could very well be improved. It would be particularly
interesting to understand which parameters this term should “really” depend on:
for example, the expression we give here depends on p[f2] and &, but this may
well be an artifact of our choice of « in the proof. We thus leave these questions
as open problems.

A Various lemmas

Lemma A.1 (Lemma B.5 in [11]). Let pap be a quantum state of the form
P =D PePAB|w, Where {p.} is a probability distribution over X. Then, for any
x € X and any a € (1,00),

« 1
HﬂmBh—a_lbg<)<H&mBMz- (44)

T

and for a € (0,1),

« 1
HMMB»—Q_lng))>H&MBmm- (45)
xr

Lemma A.2. Let papx = Y, P2paB(x) ® |z){z|x be a quantum state with X
classical. Then, for any a € (0,1) U (1,2], we have

H!(AX|B) > —logda.
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Proof. First, let us define the extension papxx’ = >, PzpaB(x) @ |zz)(zx|Xx X7,
and observe that by data processing, H) (AX|B) > H,(AX|BX'). Thus,

PABXX PEx = ZPxPAB(SU)a,OB(:C)I_a @ |zx) (x| x x7
x

and therefore

H'(AX|B) > H,(AX|BX)

= L og Y peat-eamx=),

l—«o
1
1l -«

lOg pr2(a_1) logda
T

> —logday.
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