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Abstract

In this paper, we analyze different mathematical formulations for general Stackelberg
games (GSGs) and Stackelberg security games (SSGs). We consider GSGs in which a
single leader commits to a utility maximizing strategy knowing that one of p possible
followers optimizes its own utility taking this leader strategy into account. SSGs are
a type of GSG that arise in security applications where the strategies of the leader
consist in protecting subsets of targets and the strategies of the p followers consist
in attacking a single target. We compare existing mixed integer linear programming
(MILP) formulations for GSGs, sorting them according to the tightness of their linear
programming (LP) relaxations. We show that SSG formulations are projections of GSG
formulations and exploit this link to derive a new SSG MILP formulation that i) has the
tightest LP relaxation known among SSG MILP formulations and ii) its LP relaxation
coincides with the convex hull of feasible solutions in the case of a single follower. We
present computational experiments empirically comparing the difficulty of solving the
formulations in the general and security settings. The new SSG MILP formulation is

computationally efficient, in particular as the problem size increases.

Keywords: Integer programming, discrete optimization, game theory, bilevel opti-

mization.

1 Introduction

Stackelberg games model situations where players strive to optimize their individual ob-
jectives in a single sequential encounter. These models assume a player, referred to as the
leader, can commit to a strategy that optimizes its utility function and then players that

respond to the leader’s decision, referred to as followers, take this decision into account



when deciding how to optimize their own utility functions. Stackelberg games were intro-
duced to model market competition [von Stackelberg, 2011] and have been used in diverse
applications since, such as traffic equilibrium [Krichene et al., 2014], network toll setting
[Labbé et al., 1998], and security [Brown et al., 2006, Jain et al., 2010].

In this work we consider normal form Stackelberg games with finite sets of actions
for the leader and followers. We refer to these as general Stackeblerg games (GSG). The
utility functions of GSGs are described by matrices, where each combination of actions
for the leader and follower gives a reward value for each participant. Selecting a single
action corresponds to a pure strategy, while a mixed strategy corresponds to a probability
distribution over the set of actions for the player. Therefore, for GSGs the utility functions
are bilinear functions of the players’ mixed strategies.

Stackelberg games can be expressed as bilevel optimization problems, where the top level
represents the leader’s decision problem and includes the followers’ responses as the optimal
solution to the second level problem [Colson et al., 2007]. Mixed integer formulations of
GSGs have been introduced thanks to the bilinear objective functions and the linearization
of the second level optimality conditions with the use of integer variables [Bard, 1998]. The
manner in which the bilinear objectives and second level problem optimality conditions
are linearized give rise to the different mixed integer linear programming (MILP) formula-
tions considered in this work. For instance, using big M constraints to linearize both the
leader objective and the second level optimality conditions give rise to the (D2) formulation
[Kiekintveld et al., 2009]. The (DOBSS) formulation considers a single big M constraint
but introduces new variables representing the product of the leader and follower strategies,
[Paruchuri et al., 2008]. Finally, (MIP-p-G) is a formulation without big M constraints
[Yin and Tambe, 2012]. Which of these MILP formulations of the bilevel stackelberg game
problem is more convenient for computational efficiency is an underlying question of this
work. When the leader in a GSG faces a single follower the problem can be solved in
polynomial time, see [Conitzer and Sandholm, 2006]. The same reference shows that if
there are multiple followers then the problem is NP-hard. A solution for the multiple fol-
lowers problem can be obtained by using the algorithm for the single follower instance on
a Harsanyi transformation of the problem, [Harsanyi and Selten, 1972], which combines
the multiple adversaries into a single adversary with exponentially many actions. Solution
methods based on mixed integer formulations of the multiple follower problem have been
presented, for example, by [Jain et al., 2011] and [Yang et al., 2013].

Recent work has applied Stackelberg games in security settings where a leader has a

limited budget to protect a set of targets while a follower aims to attack a single target. In



this domain, the payoff matrices are structured with only two payoff values for every partic-
ipant depending on whether or not the defender strategy protects the target attacked. We
refer to problems that have this structure as Stackelberg security games (SSGs), which are
introduced in detail in Section 2. Some SSG applications have included assigning Federal
Air Marshals to transatlantic flights [Jain et al., 2010], determining randomized port and
waterways patrols for the U.S. Coast Guard [Shieh et al., 2012], preventing fare evasion
in public transport systems [Yin et al., 2012], and protecting endangered wildlife [Yang
et al., 2014]. The SSG models considered are closely related to the Interdiction games lit-
erature, [McMasters and Mustin, 1970], specially when there is a fortification step. Such
fortification-interdiction problems are multi-level optimization problems where a defender
decides a limited fortification of a network, so that an interdictor (attacker) blocks a num-
ber of edges in the network and an operator tries to maximize flow or minimize a path
over the network. If the optimal operation response can be subsumed in the interdictor’s
decision problem, then the problem has the structure of a Stackelberg security game. There
are many variants and extensions of such fortification-interdiction games that allow multi-
ple/sequential interdictions and problem specific formulations and algorithms, see reviews
in [Smith and Lim, 2008, Snyder et al., 2016, Fischetti et al., 2018]. However, to the best
of our knowledge there is no polyhedral study of different mixed integer optimization for-
mulations that arise due to the bilevel nature of the interaction between the defender and
the attacker.

In this paper we focus on the polyhedral analysis of different mixed integer formulations
for GSGs and SSGs. In particular we provide the following four key contributions. First,
we provide an exhaustive comparative study of existing MILP formulations for Stackelberg
games. Starting from the natural bilevel representation of Stackelberg games, we use well-
known integer programming techniques such as Fourier-Motzkin elimination [Dantzig and
Eaves, 1973] and Reformulation Linearization Technique [Sherali and Adams, 1994] to derive
known MILP formulations. Our study leads to a ranking of these MILP formulations in
terms of the strength of their linear programming (LP) relaxations. Second, we explicit
a formal link through projections of variables between the polyhedra of the LP relaxation
of the GSGs formulations and those of SSGs. This allows to extend our study of GSG
formulations to the security setting, leading to a comparison of SSG MILP formulations.
Third, we derive (SDOBSS,,, ) and (MIP-p-S,,), two new SSG MILP formulations. We
show that (MIP-p-S,,) is the MILP formulation with the tightest linear relaxation among
SSG formulations. We further show that if we restrict (MIP-p-S, ) to a single attacker type,

its LP relaxation provides a complete linear description of the convex hull of its feasible



solutions. Fourth, we provide computational experiments that compare solution times of
the MILP formulations in both settings. Our experiments show that the formulations with
the tightest LP relaxations have faster solution times as the problem size increases. In
particular (MIP-p-S,,) scales better than competing formulations, being able to tackle
larger-sized instances.

The remainder of this paper is organized as follows. In Section 2, we define general
and security Stackelberg games. In Section 3, we derive GSG formulations from the lit-
erature. We provide theoretical results comparing the formulations presented. In Section
4, we describe and analyze computational experiments for the formulations in Section 3.
In Section 5, we present SSG formulations using projections, in the appropriate space of
variables, of the formulations in Section 3, and derive (SDOBSS,, ) and (MIP-p-S, ), new
MILP formulations for SSGs. We then extend our theoretical comparisons of the general
formulations to the security formulations. In Section 6, we describe and analyze the compu-
tational experiments for the security formulations. We conclude with some closing remarks

in Section 7.

2 Notation and definition of the problem

In this section, we provide a formal definition of the two types of problems we study.

2.1 General Stackelberg games—GSGs

Let K be the set of p followers. We denote by I the set of leader pure strategies and by
J the set of follower pure strategies. The leader has a known probability of facing follower
k € K, denoted by 7% € [0,1]. We denote the n-dimensional simplex by S* = {a € [0, 1]" :
Y i an = 1}. A mixed strategy for the leader consists in a vector = € SHI such that for
i € I, x; is the probability with which the leader plays pure strategy i. Analogously, a
mixed strategy for a follower k € K is a vector ¢* € Sl such that, qf is the probability
with which follower k replies with pure strategy j € J. The rewards or payoffs for the leader
and each follower, resulting from their choice of strategy, are encoded in a different matrix
for each follower. These payoff matrices are denoted by (R¥,C*), where RF € RIIXI/I ig
the leader’s reward matrix when facing follower k € K and C* e RIUIXII is the reward
matrix for follower k. The expected reward of the leader and follower k, respectively, can

be expressed as follows:

> > > Rbig), (1)

iel jeJ keK

Z Z ijxiqf, Vk € K. (2)

il jeJ



For all k € K, we define the function B* : SHI — SI/I as the function that, given the
leader’s mixed strategy x, returns a best response ¢* for each follower k. The solution
concept used in these games is the Strong Stackelberg Equilibrium (SSE), introduced in
[Leitman, 1978] and defined below.

Definition 1. A profile of mized strategies (x,{B*(x)}rer) form an SSE if:

1. The leader always plays a payoff-mazximizing strategy:

2T RFBF (2) > /T RFBF (2) va' e SVl vk e K.

2. Each follower always plays a best-response, B¥(x) € F*(z), where Yk € K,
F¥(x) = arg H;%x{a:Tquk ¢F esPiy
is the set of best responses for each follower.
3. Each follower breaks ties optimally in favor of the leader:

T RFB*(x) > 2T RF¢F Vq* € FF(x).

An SSE assumes that the follower breaks ties in favor of the leader by choosing, when
indifferent between different follower strategies, the strategy that maximizes the payoff of
the leader. An SSE is in practice always achievable as the leader can always induce one
by selecting a sub-optimal mixed strategy arbitrarily close to the equilibrium, causing the

follower to prefer the desired strategy [von Stackelberg, 2011].

Proposition 1. For any leader strategy x and any k € K, there is a best response to the

k-th follower’s problem that is given by a vector ¢* € {0, 1}! such that ZjeJ q}“ =1.

Proof. Assume that B*(z) = ¢* ¢ {0,1}/l. We show that any canonical vector e/* such
that q_;-“ > 0, is also a best response vector, i.e., e/¥ € Fk(l‘) and 2T R¥el* > 2T RkgF for all
¢® € F¥(z). Since ¢* = ZjeJ (j;?ejk, with /% € SI/I, and 2T Ckelk < 2TCkGF for all j € J,
we have that 27 Ckgh = died qf(:cTCkejk) <>es qf(:cTqu’k) = 27C*g*. This implies
that for any cjé? > 0 we have 27 CFelk = xTCkgF, giving e/* € F¥(x). A similar argument
shows that for any j such that qf’ > 0 we have 27 RFe/* = 2T RFG*; Hence, e/ is a best

response vector. |

This result shows that we can restrict the follower’s best response only to pure strategies
without influencing the SSE solution concept, as done in [Paruchuri et al., 2008].
In mathematical optimization, Stackelberg games are formulated as bilevel programming

(BP) problems [Bracken and McGill, 1973]. In BP the optimization problems have two



levels where the top level problem considers some variables that are the optimal solution to
another, second level, optimization problem. Important BP surveys are those by [Kolstad,
1985, Savard, 1989, Anandalingam and Friesz, 1992, Labbé and Violin, 2016]. In our setting,
the first level problem corresponds to the leader’s decision problem and the nested problem
corresponds to the follower’s decision problem. The following model, (BIL-p-G;4), is a

bilevel program for the general Stackelberg game problem:

(BIL-p-Gog) Maxy, 3.3 > 7" Rbmigh (3)

i€l jeJ keK
s.t. z e sl (4)
¢" € argmax, . Z Z ijxir;? Vke K, (5)
icl jeJ
ri e {0,1} VieJVke K, (6)
k=1 VEe K. (7)
jed

The objective function maximizes the leader’s expected reward. Condition (4) charac-
terizes the mixed strategies considered by the leader. The second level problem defined by
(5)-(7) indicates that the follower maximizes its own payoff by giving a best response with a
pure strategy to the leader’s mixed strategy. Recall that such a pure strategy always exists
as shown in Proposition 1. If there are multiple optimal strategies for the follower, the main

level problem selects the one that benefits the objective of the leader.

2.2 Stackelberg security games—SSGs

In a Stackelberg security game (SSG) the defender allocates security resources to protect a
subset of targets. Let J be the set of n targets that could be attacked and assume there

are security resources to protect up to m < n of these targets. The set I of defender pure

n
7

strategies is composed by all ", ( ) subsets of at most m targets of J that the defender
can protect simultaneously. With a slight abuse of notation, we refer to ¢ € I in this context
as both the index running through the set of defender pure strategies I and as ¢ C J the
corresponding subset of J with at most m targets that are protected by security resources.
Similar to GSGs, the elements j € J constitute the pure strategies of each attacker, which
for SSG represents the single target attacked by the follower. In SSGs, payoffs for the
players only depend on whether the target attacked is protected or not. This means that
many of the strategies have identical payoffs. The authors in [Kiekintveld et al., 2009] use

this fact to construct a compact representation of the payoffs.

We denote by D* the utility of the defender when facing an attacker k € K and by A*



the utility of attacker k. Associated with each target and each player there are two payoffs

depending on whether or not the target is protected, see Table 1. [Kiekintveld et al., 2009]

Protected Unprotected
Defender  DF(j|p) D¥(j|u)
Attacker  A¥(j|p) AR (5u)

Table 1: Payoff structure in an SSG when target j is attacked by an attacker k

take advantage of the aforementioned compact representation to define a protection vector
c whose components, c;, represent the frequency with which target j is protected. The
components of the vector ¢ satisfy

= Y @ Vjel (8)

icl:jei

i.e., the frequency with which target j is protected is expressed as the sum of all probabilities
of the strategies that protect that target. Variables qf indicate whether an attacker k strikes
a target j.
The defender’s and attacker k’s expected rewards, are, respectively:

> > aH{e D (ilp) + (1 = ¢) DM (jlu)}, (9)

jeJ keK

Y4 A Glp) + (1) A (jlu)}, Yk e K. (10)
jed

As with GSGs, such a game can be modeled by means of bilevel programming.

(BIL-p-Sz.c.q)

Max Y3 wi{e DGlp) + (1 - ¢) D (jilu)}

jeJ keK

st (4),(8),

¢* € arg max, Zr}“(chk(j\p) + (1 — ¢;) AR (j|u) Vk € K,
jedJ
ri €{0,1} Vj e J Yk € K,
ZT? -1 vk € K.
jeJ

The objective function maximizes the defender’s expected reward. Constraints (4) and
(8) characterize the exponentially many mixed strategies considered by the defender and
relate them to the frequencies with which targets are protected. The remaining constraints

constitute the second level optimization problem which ensures that the attacker maximizes



its profit by attacking a single target that is the best response to the defender’s selected
strategy. Notice that a more compact formulation—one involving a polynomial number
of variables and constraints—can be obtained if projecting out the exponentially many x
variables does not lead to exponentially many constraints. This would give a polynomial
size formulation involving only the ¢ and the ¢ variables. Given an optimal solution to
this compact formulation—an optimal protection vector ¢ and an optimal attack vector g—a
probability vector x, solution to this game in extensive form, can be obtained by solving the
system of linear inequalities defined by conditions (4) and (8). As this system involves n+1
equalities, there exists a solution in which the number of variables x; with a positive value
is not larger than n+ 1, i.e., the output size of an SSG, under extensive form, is polynomial

in the input size. See Section 5 for more details.

3 General Stackelberg games—GSGs

In Section 3.1, we present equivalent MILP formulations for the p follower GSG. In Section

3.2 we compare the polyhedra of the LP relaxations for the different formulations.

3.1 General Stackelberg games: single level formulations

[Paruchuri et al., 2008] tackle the problem of solving the bilevel formulation presented
earlier, (BIL-p-G, 4) by using a MILP reformulation. They replace the second level nested

optimization problem, described by (5)-(7), by the following set of constraints:

d =1 Vk € K, (11)
jedJ
¢¢ €{0,1} Vj e J,Vk € K, (12)
0< ("= Cha)<(1-¢qf)-M Vje JVk € K, (13)
i€l
where s¥ € R for all k € K and M is an arbitrarily large positive constant. The two

inequalities in constraints (13) ensure that q;-“ = 1 only for a pure strategy that maxi-
mizes the follower’s payoff. The problem defined by (3)-(4) and (11)-(13) is referred to as
(QUAD, ). It is possible to eliminate the nonlinearity in the objective function of (BIL-
p-Ggz,q) by adding additional variables that represent the product between x and g. To be

more precise, use ij = xiqf foralli eI, j € J and k € K. This gives rise to formulation



(DOBSS,,.,s) introduced in [Paruchuri et al., 2008]:

(DOBSS,.) Max Y > > x"Ri2f;

i€l jeJ keK
s.t. (11), (12),
S oah=> 4 Viel,Vke K,  (14)
jed jeJ
2 =q; VjeJVke K,  (15)
i€l
2l >0 VieI,VjeJVkekK, (16)
k k _k
0<s"— Z Z Ciizij
iel j'eJ
<(1-g¢) M Vje JVkeK, (17)
s € RIKI,

Alternatively the quadratic term in the objective of (BIL-p-G; 4) can be addressed by adding
| K| new variables and introducing a second family of constraints involving a big M constant.
This gives rise to formulation (D2, 45 r) below (a DOBSS variant with 2 big M constraints
that has appeared in [Kiekintveld et al., 2009]):

(D2445.) Max > kgt (18)
keK
s.t. (4), (11) — (13),
Py R+ (1-¢f)- M Vj e JVkeEK, (19)
iel
s, f € RIEI Vk e K.

Additionally, we project the real variables s* in constraints (13) and (17) out by using

Fourier-Motzkin elimination [Dantzig and Eaves, 1973]. This gives rise to constraints:

Z(O;; —Chi <(1—qf) - M Vj, 0 e JVk € K, (20)
el
SN CE-Clafy <1 —qf)- M VjleVkeK. (21)
i€l j'ed

Replacing (13) by (20) in (D2, 45 ¢) and (17) by (21) in (DOBSS, ; s) yields (D2, 4 ) and
(DOBSS,,.). We analyze the behavior of these last two new formulations compared to
that of (D2, 4 ¢) and (DOBSS, . ;) to see if removing variables s at the expense of adding
constraints is worthwile.

Another equivalent MILP formulation for the p-follower GSG can be obtained by replacing
constraints (17) with the following set of constraints:

N (Ch -kl >0 vitedvkek. (22)
el



These constraints are derived by multiplying constraints (20) by qéf;, reorganizing and re-
placing the nonlinear terms :z;,-qé-C by zzkj This leads to (MIP-p-G, ,):
(MIP-p-Gg,.) Max YN 7RSS
icl jeJ keK

s.t. (11), (12), (14) — (16), (22).

The linear relaxation of (MIP-p-G, ) appears in [Yin and Tambe, 2012]. The MILP for-
mulation is a p-follower extension to the single follower formulation (MIP-1-G, .), due to
[Conitzer and Korzhyk, 2011]. Formal proofs that the formulations seen thus far are equiva-
lent MILP formulations, i.e., that they are valid for the p-follower GSG, appear in [Paruchuri
et al., 2008] for (DOBSS, . s) and [Paruchuri et al., 2008] and [Kiekintveld et al., 2009]
for (D2, 4.,r). These proofs show that each of them is equivalent to (QUAD, ). The
equivalence of (DOBSS. ;) and (D2, , ) is obtained from the Fourier-Motzkin elimination
procedure [Dantzig and Eaves, 1973]. The equivalence proof for (MIP-p-G, ) is analogous
to the proof used to show the equivalence for (DOBSS, ; ;) and is omitted here.

[Paruchuri et al., 2008] state that the big M constants used are arbitrarily large. To be
as computationally competitive as possible, we provide the tightest value for each big M

constant in the formulations discussed thus far.

Proposition 2. The tightest values for the positive constants M are:
1. In (19), M = max;er{maxsc; RY, — Rfj} Vje JVke K.
2. In (138) and (17), M = max;c;{maxsc; C — C'lk]} Vje JVk e K.

3. In (20) and (21), M = maxic{C}; — CE},Vj,l € JVk € K.

3.2 Comparison of the formulations

Given a formulation F, we denote by F its linear (continuous) relaxation and by P(F) the
polyhedral feasible region of F. Further, let Q = {(z,2) € R® x R™ : Az + Bz < d}.
Then the projection of @) into the z-space, denoted Proj,@, is the polyhedron given by
Proj,Q = {x € R": 3z € R™ for which (z,z) € Q}, see [Pochet and Wolsey, 2006].

First, we introduce an additional formulation which we denote by (DOBSS, . s ¢). This
formulation is equivalent to (DOBBS, . ), in the sense that the values of their LP relaxations
coincide. In this formulation, we introduce variables f* for all k € K to rewrite the objective
function so that it matches the objective function of (D2,,, ¢). We also add variables x;

for all i € I by rewriting (14) as 3, ; zfj = x; for all ¢ € I and all k € K. Using this last

10



condition, we can simplify (17) to (13). The formulation (DOBSS, 4. s ) is as follows.

DOBSS, s ) Max ok fk
7q7 b 7f
keK
s.t. (11) — (13), (15), (16),
=33 Rzl Vk € K, (23)
iel jeJ
> af=u Vie I,Vk € K, (24)
jeJ
s € R

Further, note that from the Fourier Motzkin elimination procedure we have that
IP(D2x7Q7f) - Projxaq7f,P(D2x7qysaf> and’
P(DOBSS,.z) = Proj, . P(DOBSS, . 5).

Proposition 3. Proj, s fP(DOBSS, . s.¢) € P(D2y4s.¢). Further, there exist instances

for which the inclusion is strict.

Proof. Note that all the constraints of P(D2,,,f) can be found in the description of
P(DOBSS,. ;.- 5.1) except for constraints (4) and (19). Constraints (4) are implied by con-
straints (11), (15), (16) and (24).

Further, the projection of P(DOBSS, . ) on the (z,q,s, f)-space can be obtained by
applying Farkas’ Lemma [Farkas, 1902]. Constraints (15), (16), (23) and (24) are the only

ones involving variables zfj and are separable by k € K. For a fixed k € K the projection

is given by:
AP ={(w,q, ) s af" + 7 B+ Y vdf 2 0V(a,7,8) :
iel Jj€J
aRl 4+ Bi+7; >0Vie V)€ J} (25)

For a fixed j € J, define o = —1, 3; = Rfj forallie I, v;=0and vy = maxieI(sz - Rfj)

for all ¢ € J with ¢ # j. This definition of the parameters satisfies ozRfj + Bi +v; = 0 for

all i € I, j € J. Substituting these parameters in the generic constraints of A* yields

frF< ZRZ% + Z ma]X(Rf’g - Rfj)qf Vj e JVk € K. (26)
iel tegist; '€

Constraints (26) imply constraints (19) for the tight value of M provided in Proposition 2

since for all j € J and k € K,

g max(RfE—Rfj)qf < max {mafog — Rfj} g qéf = max {mafog — Rfj} (1—q§€).
el el LeJ ) el Led
LeJl#y LeJl#£y

11



This proves the inclusion. To show that the inclusion may be strict, consider the following

example where |I| = |J| = 3 and |K| = 1. Let the payoff matrix for the game be

and consider the point defined by z = (1,0,0), ¢ = (3, 3, 3)", s = 10 and f = 2/3. Such
a point is feasible for (D2, 4, ¢) but violates constraints (26) for j = 2 and is therefore

infeasible for Proj, 45 fP(DOBSS, ;. 5.f)- [ ]
Next, we compare the polyhedra P(MIP-p-G, ,) and Proj, .P(DOBSS, . ).

Theorem 1. P(MIP—p—GW)Q P(DOBSS, .)=Proj,.P(DOBSS, . s). Further, there exist

instances for which the inclusion is strict.

Proof. The description of P(DOBSS, .) differs from that of P(W%}q’z) by only one set
of constraints: (21) must hold instead of (22). Hence, the remainder of the proof consists
in showing that (21) are implied by (11), (14)-(16), (22) and the nonnegativity of the ¢
variables. The LHS of (21) can be rewritten as:

MN(CE=CRYE+> " Y (Ch-Chl <> Y (CF = Cl)aly, using (22),

iel icl j'eJ:j'#0 iel j'ed:j/#L

< r?ealx{cfj —-ck Z ZZZ" <M Z qf,, given Proposition 2 and (15)
J'eT:j#0 i€l JEJ g #L

= M(1 - g), by (11).

To show that the inclusion may be strict consider the p-follower GSG between a leader and

a fixed follower k € K where the payoff bimatrix is:
(RF,C*) =

The point with coordinates x = (1/2,1/2)¢, ¢* = (1/2,1/2)" and

1/4 1/4
1/4 1/4

has an objective value of 1/4 and is feasible in P(DOBSS, .). However it is not a feasible

point in P(MIP-p-G,, ,) as it doesn’t verify constraints (22) when j =2 and £ = 1. [ |

From an interpretation point of view, (MIP-p-Gy ) can be seen as the result of applying

Reformulation Linearization Technique (RLT) [Sherali and Adams, 1994] to (DOBSS,..).

12



Indeed, by multiplying both sides of constraints (20) by variable qf and noticing that
qf(l — qf) = 0 since ¢ is binary, one obtains ), I(ij — Ci]})xiqf < 0 which, once linearized
by introducing variables 2%, yields (22).

For a given formulation F, we denote its optimal value by v(F) and the optimal value

of its LP relaxation by v(F). Since (D2;4, ) and (DOBSS, ) and (DOBSS,.) and
(MIP-p-G,,») have the same objective function, the following corollary holds.

Corollary 1. v(MIP-p-G, ) <v(DOBSS, ) = v(DOBSS; q,s.f) < v(D24.s,f)-

Finally, when (MIP-p-G) is restricted to a single follower type, [Conitzer and Korzhyk,
2011] showed that the integrality costraints are redundant, i.e., the remaining constraints

in (MIP-1-G) provide a complete linear description of the convex hull of feasible solutions.

4 Computational experiments for GSGs

Here, we present computational experiments for the formulations in Section 3. The machine
used for these experiments is an Intel Core i7-4930K CPU, 3.40GHz, equipped with 64 GB
of RAM, 6 cores, 12 threads and running the Ubuntu operating system release 12.10 (kernel
Linux 3.5.0-41-generic). The experiments were coded in the programming language Python
and GUROBI version 6.5.1 was the optimization solver used with a 3 hour solution time
limit.

The instances solved in the computational experiments are randomly generated. We con-
sider two different ways of randomly generating the payoff matrices for the leader and the
different follower types. First, we consider matrices where all the elements are randomly
generated between 0 and 10 and second, we consider matrices where 90% of the values are
between 0 and 10 but we allow for 10% of the data to deviate between 0 and 100. In the
first case we say that there is no variability in the payoff matrices, in the sense that all the
data is uniformly distributed, whereas in the second case, we refer to the payoff matrices as
matrices with variability.

A general Stackelberg game instance is defined by three parameters: |I|, the number of
leader pure strategies, |J|, the number of follower pure strategies and |K|, the number of
follower types. For the purpose of these experiments, we have considered instances where
|I| € {10,20,30}, |J| € {10,20,30} and |K| € {2,4,6}. For each instance size, 5 instances
are generated without variability in the payoff matrices and 5 are generated with variability.
In total, we consider 135 instances without variability and 135 instances with variability.
Performance profiles summarize our results, with respect to the following 4 measures: to-

tal running time employed to solve the integer problem, running time employed to solve
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the linear relaxation of the integer problem, total number of nodes explored in the branch
and bound (B&B) tree and percentage optimality gap at the root node. The percentage
optimality gap at the root node is calculated by comparing the optimal values of the for-
v(F)—v(F)
Cou(F)

mulation and of its LP relaxation: -100. A performance profile graph plots the

total percentage of problems solved for each value of these measures.

We study the behavior of (D2, 45 ¢), (D25 4.¢), (DOBSS, . s), (DOBSS, ;) and (MIP-p-G, ).
Figures 1 and 2 compare the performance profiles when the payoff matrices are generated
without variability and with variability, respectively.

We observe that the instances where variability is introduced in the payoff matrices

e el
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Time to solve the integer problem (s.) -+ = =D2; 5. f Time to solve the LP relaxation (s.)
---------- D24.q,f
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Number of nodes in the B&B tree % optimality gap at the root node

Figure 1: GSGs: |I] € {10,20,30}, |J| € {10,20,30}, |K| € {2,4, 6}—without variability.

solve faster than those where no variability is considered. When there is no variability,
(DOBSS,,.,s) and (MIP-p-G, ) are the two most competitive formulations. (D2, 4, f) can
also be solved efficiently for the mid-range instances but slows down for the more difficult
instances. Introducing variability in the payoff matrices, however, leads to a dominance of
(MIP-p-Gy ») with (DOBSS, ; s) coming in a close second and (D2, 4 s) becoming noncom-
petitive for these instances. Regarding the time spent solving the linear relaxation of the
problems, formulation (MIP-p-Gy .) is the hardest to solve due to the fact that is has the
most variables and constraints, O(|K||J|?). On the other hand, (D2, 45 f), with O(|K]|J|)
variables and constraints, is the fastest. With respect to the number of nodes and gap
percentage, our theoretical findings are corroborated: (MIP-p-Gg .) is the tightest formu-

lation and therefore uses the fewest nodes. This is even more the case when variability is
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Figure 2: GSGs: |I| € {10,20,30}, |J] € {10,20, 30}, |K| € {2,4, 6}—with variability.

introduced.

Table 2 summarizes the mean percentage optimality gap at the root node obtained across
the instances solved. Finally, note that the formulations obtained through Fourier-Motzkin,
(D24,4,7) and (DOBSS,;), explore slightly less nodes in the B&B tree than their counter-
parts, (D2, 45.¢) and (DOBSS, . s), but because of the increase in the number of constraints,
the time to solve each linear relaxation increases. This increases the overall solution time

of the Fourier-Motzkin formulations.

(D24,4.5.5) | (DOBSSq,.s) | (MIP-p-Gg, )
Mean % opt. gap (no variability) 117.68 23.01 9.94
Mean % opt. gap (with variability) 103.44 40.74 5.17
Total mean % opt. gap 110.56 31.88 7.56

Table 2: Mean percentage optimality gap at the root node recorded for GSG formulations.

5 Stackelberg security games-SSGs

In this section, we derive three SSG formulations: (ERASER., f), due to [Kiekintveld
et al., 2009], and (SDOBSS, , s) and (MIP-p-S, ). We derive these formulations by explor-
ing the inherent link between the general setting, considered up to now and the security
setting, defined in Section 2.2. In this setting, the defender pure strategies ¢ € I correspond

to the different ways in which up to m targets can be protected simultaneously. With a
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slight abuse of notation, ¢ € I refers both to the index running through the set of pure
strategies I and to the subset of at most m targets protected by pure strategy ¢ € I. Recall
that the payoff matrices of SSGs satisfy:
D¥(jlp) ifj € Ak(jlp) if j €
k k
Rg=q 27 Ci=N o e, (28)
D¥(jlu) if j ¢ i A¥(jlu) if 5 ¢ i
The payoff for the leader that commits to a pure strategy ¢ € I and a follower of type
k € K responds by selecting strategy j € J is either a reward if pure strategy ¢ € I protects
attacked target j € J, or, a penalty if strategy ¢ does not protect target j. The same

argument explains the link between payoffs for the attackers.

5.1 Stackelberg security games: single level formulations

The first formulation we derive is based on (D2, 4, ¢). Consider (D2, 45 r), an extended
description of (D2, 45 ) where we introduce the ¢ variables through constraints (8) (see

Section 2.2). We further use relations (27) and (28) to adapt the payoff structure:

(DQC,z,q,s,f)
Max Z " fr
keK

s.t. (4),(8),(11), (12),
0<s" = A*(jlp)e; — AF(jlu)(1—¢j) < (1 —¢qf)- M VjeJVke K, (29)
f* < D*(lp)ej + DF(jlu)(1 = ¢j) + (1 — ) - M VjieJVke K, (30)

s, f e RE,

This extended formulation is equivalent to (D2, ), because, even though they are
defined in different spaces of variables, the value of their LP relaxations coincide.
The formulation above has a large number of non-negative variables since in the security
setting, the set I of all defender pure strategies is exponential in the number of targets as it
contains all subsets of at most m targets of J that the defender can protect simultaneously.
In order to avoid having exponentially many non-negative variables in our formulation, we
project out variables x;, i € I, from the formulation. Note that only constraints (4) and

(8) involve said variables.
Proposition 4. Consider the following two sets:
A = Proj, {(x,c) e R x RV (4), (8)}
B = cGR“”:chgm, c;je0,1]VjeJ
Jje€J
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Then, A = B.

Proof. Observe first that using Farkas’ Lemma [Farkas, 1902]:

A={ceRV: Zajcj +ao741 2 0Va e R+
JE€J

Z aj+ a1 =20Viel:[if <mand o >0,

jeJ:jei

Thus A C B. Indeed, the following 2|.J| 4+ 1 vectors in RI/I+1:

. A P - ' ' . B
Vi€ J, el e RIVIF .e;—l, ei—OVkGJ.k‘#jandefJ'H—O,

Vied, fleRVFL: f= 1, f,g':owgeJ:k:;éjandfl{,Hl:1and
g€R|J|+1:gj:—1Vj€Jandg‘J|+1:m,

satisfy ZjGJ:jGi aj +az41 > 0 and o 741 > 0. Additionally, when we substitute the
above vectors into the generic constraints defining A, they yield all the constraints defining
B.

To show that A = B, it remains to show that any other inequality

ZO&jCj + a1 20 (31)
jed
such that « satisfies
Z aj+ a1 >0 Viel: il <mand a4 >0, (32)

jeJ:jei
is dominated by some nonnegative linear combination of the constraints defining B.
First, note that we can restrict our attention to constraints such that a; <0 for all j € J.
If there exists j € J such that a: > 0, since a must satisfy (32) and [i '\ Y < Ji| < m, it
follows that & with &; = 0 and a; = o for all j € J'\ {7} also satisfies (32) and since ¢ > 0,

we have that

E ajci + a1 < E a;cj + Qg4
jedJ JjeJ

Therefore, the constraint defined by « is dominated by the constraint defined by a. We

thus distinguish two cases of a satisfying (32):
Case 1. [{j:a; <0} =k <m, and

Case 2. [{j:a; <0} =k>m.

17



In Case 1, by considering a linear combination of inequalities ¢; < 1 for 1 < j < k with

respective weights —a; > 0, we obtain that:

k k
0< ) ajej— Y o <Y aej+ap,
j=1 j=1

jeJ
since a;j = 0 for all j > k and « satisfies (32) for i = {1,...,k}.
For Case 2, assume w.lLo.g that a1 < as < ... < o < 0 and o;j = 0 for all j > k.
Then, build a linear combination of inequality Zje 7 ¢ < m with weight —a;,, > 0 and
inequalities ¢; < 1 for 1 < j < m with respective weights o, —a; > 0. The valid inequality
thus obtained is:

m m m
OSZajcj+ g ozmcj—ZajS g ajc; — g o, since aj > oy, for all j > m
j=1 j>m j=1 jeJ j=1

< E Qi Cj + Q) g| 415
jeJ

since « satisfies (32) for i = {1,...,m}. [ |
Proposition 4 leads to the following formulation based on (D2, 44 ¢):

(ERASER. 45 ¢)
Max Z ok fk

keK

s.t. (11), (12), (29), (30),

ch Sma

Jje€J
0< Cj <1 Vj c J,
s, f € RE,
The above formulation involves a polynomial number of variables and constraints and was

presented in [Kiekintveld et al., 2009]. The next result is also an immediate consequence of

Proposition 4.
Corollary 2. Projegs fP(D24,q.s,f) = P(ERASER. 4 5).

We now derive new SSG formulations based on (DOBSS,, . s) and (MIP-p-G,, ;). We first

present extended descriptions of both formulations by considering yé?j variables satisfying:

vh= > 5 VilelVkeK. (33)
S RIS
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We use (27) and (28) to adapt the payoffs to the security setting leading to:

(DOBSS,..4.5)
Max Y ) {#*(DF(jlp)yk; + DF(ilu)(df — v5))} (34)
jeJ keK
s.t. (11), (12), (14) — (16), (33),
0<s"—A%(ilp) > ok
j'ed
ARGl (1= yh) <1 -df)- M VjeJVke K,  (35)
jled
s e RIKI, (36)

(MIP-p-Gyzpy) Max > #¥(D*(ilp)yf; + DF(lu)(df — vfy))
jeJ keK

st (11), (12), (14) — (16), (33),

A¥(Clp)yg; — A’“(é\u)(qj —y5) >0 Vi, L€ J,Vk € K.
(37)

Further, consider the following constraints:

JjeJ jeJ

and let us define the following polyhedra C' and D:
C = {(gs 2,9 5) € [0,1)FIV] x [0, 1) KII1 o [0, 1)KIE . I
(11), (15), (16), (33), (35), (36), (38) }
D = {(g, z,y) € [0, ]Il x [0, KI5 [0, 11K - (11), (15), (16), (33), (37), (38)}
Lemma 1. C 2 P(DOBSS, . ys) and D 2 P(MIP-p-G, , )

Proof. Consider constraints (14) and sum over all i € I such that ¢ €

SN => >z Ve VkeK. (39)

Zfeelz jeJ ZKGEIz jedJ
Applying (33) to (39) yields (38) and the result follows. [ |

We now project the z variables from the larger polyhedra C and D. Said variables only

appear in constraints (15), (16) and (33).
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Lemma 2. Consider the following two sets;

x = Projg, { (¢, z,y) € RIEWEHKIIINIEL: (15) (16), (33) }

Y =A(gy) e RIWEHEIL S 2yl <mgj vj € T,k € K,
led

0 <uyj; <qf VjleVkeK}
Then, X = ).

Proof. Note that constraints (15), (16) and (33) can be treated independently for each
k € K and each j € J. First consider the case where qf = 0 for j € J and ke K.
Constraints (15) then imply that for all ¢ € I, z{’i = 0 and constraints (33) force yfﬁ =0 for
all £ € J and the result holds. For all j € J, k € K such that qJ # 0, consider z; = z; / q;

and ¢ = ygj /q" q; and apply Propostion 4. The result follows. |

Consider Projq,,sC and Proj,,D as the feasible regions of the linear relaxations of
two MILP formulations—(SDOBSS,, s) and (MIP-p-S, ,)-where we maximize the objective
function (34) under the additional requirement that the ¢ variables be binary. Hence, we

present (SDOBSS,,, ), a security formulation based on (DOBSS, . ),

(SDOBSS,.,.)

Max Y Y 7*(D*(jlp)ys; + D (ilu)(qf — o))
jeJ keK

s.t. (11), (12), (35), (38)
> i <mah Vi€ JVkeK, (40
Led
0<y;; <q} Vjle JVke K,  (41)
s € R

And we also present (MIP-p-S, ), a security formulation based on (MIP-p-G,.. ),

(MIP-p-S,,) Max > A DFGIp)yE; + DFilu)(dF — uk)
jeJ keK
St. (11), (12), (37), (38), (40), (41)

The following corollaries are an immediate consequence of Lemmas 1 and 2.
Corollary 3. Projq, sP(DOBSS, .,.s) € P(SDOBSS, ).

Corollary 4. Proj,,P(MIP-p-G, ) € P(MIP-p-S,,).
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In addition, note that if we restrict (MIP-p-G, . ,) to a single type of follower, constraints

(14) disappear and one thus obtains the following corollary.
Corollary 5. Proj,,P(MIP-1-Gy . ,) =P (MIP-1-S, )
The above corollary immediately leads to the following theorem.

Theorem 2. (MIP-1-5,,) is a linear description of the convex hull of feasible solutions for

the Stackelberg security game with a single type of attacker.

Proof. The result follows from Corollary 5 and from [Conitzer and Korzhyk, 2011] showing
that (MIP-1-G, ;) is a linear description for general games. [ |

As in general games, we use Fourier-Motzkin elimination on constraints (29) and (35) to
project out the s variables from formulations (ERASER.,, ) and (SDOBSS,, s) respec-

tively. This leads to the following two families of inequalities:

(A" (jlp) = A" (jlu)) st (A" (Llu)— A (¢lp) ) e+ AR (jlu) = AP (¢lu) < (1—gf)-M Vj,€ € J,Vk € K,

(42)
(A*(ilp) — A*(ilu) >y + (AF(lu) — A*(@p) > vl +
heJ heJ
ARGlu) — AF(Cu) < (1 —qf)- M Vj,Le JVkeK, (43)

Replacing constraints (29) by (42) in (ERASER, s ¢) and (35) by (43) in (SDOBSS,,.s)
leads to (ERASER, 4 ) and (SDOBSS, ).
In the same spirit as Proposition 2, we present the following proposition, establishing

the tightest values for the big M constants in the formulations seen so far:
Proposition 5. The tightest values for the positive constants M are:
1. In (30), M = maxyc 7{D*(¢|p), D*(¢|u)} — min{D*(j|p), D¥(jlu)}, Vj € J,k € K.
2. In (29), (35), M = maxc ;{A*(¢|p), A*(L|u)} —min{ A*(j|p), A*(j|u)}, Vj € J,k € K.

3. In (42), (43), M = max{A*(j|p), A*(jlu)} — min{A*(¢|p), A¥(L|u)}, Vj L€ JkeK.

5.2 Comparison of the formulations

First, we introduce an additional formulation which we denote by (SDOBSS., s ¢). This
formulation is equivalent to (SDOBSS,, s), in the sense that the value of their LP relax-
ations coincide. In this formulation, we introduce variables f* for all k € K to rewrite the
objective function so that it matches the objective function of (ERASER. s ). We also

add variables ¢, for all £ € J and rewrite constraints (38) as >_ ;¢ Jyéfj =cyforalll e J
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and all £ € K. Using this last condition we can simplify (35) to (29). The formulation
(SDOBSS,q,4,s,f) is as follows.

(SDOBSS. gy f) Max Y 7 f*
keK

st (11),(12), (29), (40), (41),

= {5;(D*(jlp) - D*(jlu)+

Jj€J
i DF (j|u)} Vke K (44)
>yl =c Vle JVke K, (45)
jeJ
s € RIEI.

Note that
P(ERASER.q,f) = ProjqP(ERASER. ) and

P(SDOBSS, ) = Proj,,P(SDOBSS, ;).

Proposition 6. Projcq P(SDOBSS, ¢ys.5) © P(ERASER. s ). Further, there exist

instances for which the inclusion is strict.

Proof. The projection of P(SDOBSS.,,.s,f) onto the (c,q,s, f)-space is obtained by ap-
plying Farkas’ Lemma. Constraints (40)-(41) and (44)-(45) are the only ones involving
variables yé“j and are separable by k € K. For a fixed k € K, the projection is given by:

AF = {(c,q, f) : ZDk (J|w) q] —l—ZﬁgCg—l—mZ’y]qJ +225[qu >0

jeJ led jedJ jeJ ted

\V/(OZ,B,’}/,(S) :7’5207 Bf+7]+6€,j ZOV&] € J‘g#‘]a and
a(D*(jlc) — D*(jlu)) + B +j + 6, > 0 Vj € J} (46)

Consider, for each k € K, the following set B*:

B ={(c,q, f) e <Y df, VeedJ, — (47)
jeJ
c >0, Ve € J, (48)
dce<m) g (49)
led jeJ
¥ < ¢;(D*(jlp) — D¥(jlw))+
> @ D*(llp) + ¢f DF(jlu) vied,  (50)

LeJ:b#]
quO Vje JVk e K.}
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Let us see that A¥ C B* for all k € K. First note that if we set o = 0, the following

definitions of the parameters /3,y and § comply with the conditions in (46):
B=e",v={0};cs, 6 = {0} es, Vh € J,

/8 = _6877 = {0}j€J75£ = {1}j€J7 ve € J7
B = {_1}£eJ=V = {]‘}jGJa(S = {O}é,jGL
B ={0}cs,y ={0}jes, 61 ={€'}, Vj e J.

Substituting these valid parameters in the generic constraints in A* produces all of the
constraints in B* except (50). Further, for a fixed j € J, consider a = —1, f; = 0 and
Ye = L (D*(f|p) — D*(¢|u)) for all £ € J such that ¢ # j, B; = D*(j|p) — D¥(j|u) and ~; = 0.
Finally, set dy; = 0 for all ¢, j € J. This definition of parameters is valid as it satisfies the
conditions in (46). Substituting in the generic constraints in A* yields (50).

It remains to show that for all £ € K, constraints (50) imply (30) for the tight value of

M shown in Proposition 5. The implication holds because

Z qF D¥(¢|p) < maX{Dk (¢Ip)} Z ¢ =0- qj )maX{Dk(ﬂp)} Vje JVk e K.
LeJ:t#] L€ J:b#£]

Hence, Proje.q,s,fP(SDOBSS. 4 4.s.f) € P(ERASER, 4, ). To show that the inclusion may
be strict, consider the following example where m = 1, |J| = 3 and |K| = 1. Let the reward
and penalty matrices for the defender and attacker be D(:|p) = [1,0,0], D(-|u) = [0,0,0],
A(-lp) = [0,0,0] and A(:|u) = [0,0,0]. Consider the point defined by ¢ = (%,%,%)t, c=
(1,0,0)%, s = 10 and f = 2/3. Such a point is feasible for (ERASER. s f) but violates

constraints (50) when j = 2 and is therefore infeasible for Projc q 1 sP(SDOBSS 4, s¢). W

Based on Theorem 1 we can present the following theorem comparing the polyhedra

P(Wp—sq,y) and Projq,yP(WSS(w,s):
Theorem 3. P(Wp—é’%y) C P(SDOBSS,,) = Proj,yP(SDOBSS, ,.5)-

Proof. The inclusion is a consequence of Theorem 1, the relations between the payoffs
described in (27) and (28) and the relation between the z and y variables described in (33).

To show that the inclusion may be strict, consider the following game. We set m = 2,
|J| = 2 and |K| = 1. The reward and penalty payoff matrices for both the defender and
the attacker are given by D(:|p) = [1,0], D(:|u) = [0,0], A(:|p) = [0,0] and A(-|u) = [0, 1].

Additionally, the point with coordinates

1/4 1/4
1/4 1/4

= (1/2,1/2), ¢ = (1/2,1/2) and y* =
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has an objective value of 1/4 and is a valid feasible solution of P(SDOBSS,,). However,

it is not feasible in P(MIP-p-S, ) as it does not verify constraints (37) when j = 1 and
(=2 [ |

Observe that (MIP-p-S, ) can be obtained by applying RLT [Sherali and Adams, 1994]
to (SDOBSS,,). Multiplying both sides of constraints (42) by variable qé“ and noticing
that qéf (1— qé?) = 0, since qéf is binary, one obtains constraints that once linearized, by
introducing variables yfj, yield (37).

Since (ERASER, s ¢) and (f-SDOBSS, 4, ¢) and (SDOBSS,,) and (MIP-p-S,,) have

the same objective function, the following corollary holds.

Corollary 6. v(MIP-p-S,,) < v(SDOBSS,; ) = v(SDOBSS, qs5) < v(ERASER. 4 f)-

6 Computational experiments for SSGs

Our security experiments are run on randomly generated instances. For each instance, four
payoff matrices have to be generated that satisfy D*(:|p) > D¥(-|u) and A*(-|u) > A*(-|p).
We consider two ways of generating these matrices. First, we generate matrices where the
values for the penalty matrices (DF(-|u) and A*(-|p)) are randomly generated between 0
and 5 and all values for the reward matrices (D*(-|p) and A*(-|u)) are randomly generated
between 5 and 10. We refer to these as matrices with no variability. Second, we consider
an alternative where 90% of the values for the penalty matrices are randomly generated
between 0 and 5 (between 5 and 10 for the reward matrices) and 10% of the values for the
penalty matrices are randomly generated between 0 and 50 (between 50 and 100 for the
reward matrices). We refer to these as matrices with variability. We use a solution limit of
3 hours.

A Stackelberg security game instance is defined by |J|, the number of targets, |K| the
number of attacker types and m, the number of security resources available to the defender.
Recall from the computational experiments for GSGs that using payoff matrices with vari-
ability, amounts to endowing the game with more structure, thus making it somewhat easier
to solve. We have encountered the same phenomenon in SSGs. For games whose payoff
matrices have variability, we have considered J = {30, 40, 50, 60,70}, K = {6,8,10,12} and
we have allowed m to be either 25%, 50% or 75% of the number of targets. For games
whose payoff matrices don’t have variability we have had to be less ambitious in order
to solve all instances to optimality within the stipulated time limit and have considered
J = {10, 20, 30,40,50}, K = {2,4,6,8} while still considering m to be either 25%, 50% or

75% of the number of targets. In either case, for each instance size, we generate 5 random
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instances as described above. In total, we consider 300 randomly generated instances.

We study the behavior of (ERASER. s ), (SDOBSS,, ) and (MIP-p-S, ). For the
sake of clarity, we no longer consider the Fourier-Motzkin formulations (ERASER. , ¢) and
(SDOBSS,,y). Performance-wise, (ERASER, s ) and (SDOBSS,, s) compare to their
Fourier-Motzkin formulations in a similar way to how (D2, ) and (DOBSS, . ) com-
pared to theirs in Section 4 (results not shown). We plot performance profile graphs in

Figures 3 and 4. Note that for the experiments with variability, (ERASER. s ¢) is the

% of problems solved
% of problems solved
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Figure 3: SSGs: K = {6,8,10,12}, J = {30, 40, 50, 60, 70}-with variability

fastest formulation for most of the instances. However, we see that for the more difficult
instances, its solution time increases significantly, eventually surpassing the solution time
of (MIP-p-Sg,). This indicates that for these instances (ERASER, 4, ) ceases to be com-
petitive and (MIP-p-S, ) is the formulation that solves the fastest. As for the instances
whose payoff matrices have no variability, and are thus harder to solve, we observe that
(ERASER, s r) outperforms the running time of the other two formulations for 80% of the
instances. However, for the most difficult instances, (MIP-p-S, ) is faster than the other two
formulations. For the last 5% of the instances, (ERASER 4, ¢) is the worst formulation. In
terms of size of the formulations, (ERASER. 4 s r) is the formulation with the least number
of constraints and variables: O(|J||K|). Observe that (MIP-p-S, ) and (SDOBSS, ) have
O(|J|*|K|) constraints and variables. Thus, these formulations have larger LP relaxations
and thus take longer time to solve than (ERASER,,, ¢) does. However, Figures 3 and
4 confirm our theoretical findings: (MIP-p-S,,) has the tightest LP relaxation and this
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Figure 4: SSGs: K = {2,4,6,8},J = {10, 20, 30, 40, 50 }—without variability

translates into a clear dominance with respect to node usage in the B&B tree.

Based on our results, we observe a trend that indicates that for difficult instances, par-
ticularly in the case of payoff matrices with no variability, one could expect (ERASER, 4 f)
and (SDOBSS, ,.s) to perform very poorly compared to (MIP-p-S, ). To analyze this, we
consider instances where the payoff matrices have no variability and where K = {6, 8,10, 12},
J ={30,40,50,60,70} and m is 25%, 50% and 75% of the targets. We generate 5 random
instances for each size. In addition, for practical reasons, we consider a time limit of 30
minutes. The computational results for these instances are shown in Figure 5. Note that
(MIP-p-S,,y) is able to solve 95% of the 300 instances within the stipulated time limit, out-
performing (SDOBSS, , ;) and (ERASER. s r), which are only able to solve 56% and 45%
of the instances, respectively, within the same time frame. For the 45% of instances which
can be solved by the three formulations, we observe that (MIP-p-S, ) offers a much tighter
percentage optimality gap than the other two formulations. Because of this, the node us-
age in the B&B tree is significantly smaller in (MIP-p-S,,) compared to (ERASER. . ¢)
and (SDOBSS,, ). Table 3 records the mean percentage optimality gap at the root node
across all the instances for the three formulations under study. Observe that (Wp—sqy)
is significantly tighter than the LP relaxations of the other formulations. We may thus
conclude that for the payoff matrices without variability, (MIP-p-S, ) is the fastest formu-
lation for the most difficult instances. On the other hand, (ERASER. 4 ) is the fastest

formulation when we endow the security game with further structure by allowing matrices
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(ERASER, 4.5, f) (SDOBSSy,y,s) (MIP-p-Sq,y)
Mean % opt. gap (no variability) 241.26 38.87 3.09
Mean % opt. gap (with variability) 168.37 18.66 0.35
Total mean % opt. gap 204.82 28.76 1.72

Table 3: Mean percentage optimality gap at the root node recorded for SSG formulations.

to experience variability. Even then, (ERASER, 4, ) looses ground to (MIP-p-S,,). This
is due to the fact that (MIP-p-S, ) has the tightest LP relaxation. The quality of the upper
bound obtained from (MIP-p-S ) translates into a smaller B&B tree and this translates

into reaching optimality of the integer problem faster in many cases.

7 Conclusions and future work

In this paper, we consider Stackelberg games in two different settings. We first analyze the
general Stackelberg setting, which models a hierarchical competitive game between different
agents, and the specific Stackelberg security setting, where an agent must secure subsets of
targets from attackers.

In the general setting, we have studied known MILP formulations and have ordered
them with respect to the strength of their linear relaxations. We have presented a formal
theoretical link between GSG formulations and SSG formulations involving the projection of

variables. Exploiting this link has allowed us to i) derive two new SSG MILP formulations
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(SDOBSS,y.s) and (MIP-p-S,,); and ii) extend our study of GSG formulations to SSG
formulations, leading to a ranking of the security formulations with respect to the strength
of their linear relaxations, where (MIP-p-S) has been shown to be the strongest SSG for-
mulation. Further, we have shown its single type of attacker restriction, (MIP-1-S, ), to
be an ideal formulation.

Our computational studies have shown that (MIP-p-G, ;) and (MIP-p-S, ), the tightest
formulations in each setting, are highly competitive with respect to solving time. Further, in
the case of (MIP-p-S), we have seen it scales significantly better than competing formulations
when tackling instances with no variability in their payoff structure. Formulation (MIP-p-S)
represents a significant theoretical and practical improvement over previously existing SSG
formulations.

However, the obvious bottleneck, at this time, is solving the tighter but larger LP
relaxations for (MIP-p-G ) and (MIP-p-S, ). The main challenge is to provide an efficient
way of solving these tight formulations. It is our contention that this can be done by
exploiting the inherent problem structure in the Stackelberg paradigm to develop either
decomposition or cutting plane approaches.

While this paper focuses on the polyhedral analysis of general normal form Stackel-
berg games and Stacekberg security games, the work of developing efficient algorithms by
conducting similar polyhedral analysis of the bilevel interaction could be carried out for
Stackelberg games in specific security applications. In particular, extensions to problems
that consider multiple attacks by followers, dynamic settings, imperfect information, or

non-rational response would be interesting lines of future research.
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