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Abstract

The associated codes of almost perfect nonlinear (APN) functions
have been widely studied. In this paper, we consider more generally
the codes associated with functions that have differential uniformity
at least 4. We emphasize, for such a function F, the role of codewords
of weight 3 and 4, and of some cosets of its associated code C'r. We
give some properties on codes associated with differential uniformity
exactly 4. We obtain lower bounds and upper bounds for the numbers
of codewords of weight less than 5 of the codes Cr. We show that the
nonlinearity of F' decreases when these numbers increase. We obtain
a precise expression to compute these numbers, when F' is a plateaued
or a differentially two-valued function. As an application, we propose
a method to construct differentially 4-uniform functions, with a large
number of 2-to-1 derivatives, from APN functions.

Keywords: Vectorial function, power function, derivative, Boolean function,
linear code, coset of code, plateaued function, bent functions, differential
uniformity, differentially two-valued function, Walsh spectrum.

1 Introduction

Differential cryptanalysis is a statistical attack for breaking iterated block
ciphers which was proposed in 1991 by Biham and Shamir [2]. The efficiency
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of such attack is quantified by the so-called differential uniformity of the
substitution box (S-box). An S-box is currently represented by a vectorial
function from Fon to Fon, where Fon is the finite field of order 2™. The
differential uniformity of such a function F', denoted 0(F'), is equal to the
largest number §(a, b) of solutions = of the equations

To have a good resistance to the differential attack, the numbers 6(a, b) must
be globally low. The best value for 6(F) is 2, when every (E,;) has 0 or 2
solutions. In this case, F' is said to be an Almost Perfect Nonlinear (APN)
function.

Further, the associated code Cr of F was defined and its basic proper-
ties were explained in [8]. The main purpose was to describe the algebraic
structure of C'r when F' is an APN function or, equivalently, when Cr has
minimum distance 5. It was notably proved that for odd n some APN func-
tions, called Almost Bent (AB) functions, lead to completely regular codes
(see [8, Corollary 2]).

This paper can be considered as an extension of [8], since we are interested
by the full corpus of codes C'r, mainly when §(F') > 4. When F' is not APN,
the minimum distance of CF is 3 or 4 making the codewords of weight 3 and
4 of CF highly significant for our study. Our main purpose is to describe the
set of such codewords and to establish some relations with the value of §(F)
or with special properties of F.

The paper is organized as follows. The next section gives some necessary
definitions on the cryptographic properties of functions over Fon and basic
properties of their related codes. In Section 3, we describe the links between
the differential uniformity of F', the codewords of weight 3 and 4 of C'r and
the cosets of C'r of minimum weight 1 and 2. In Section 4, we present specific
properties of codes Cr associated to differentially 4-uniform functions. We
further study the size of the set W3 (resp. Wy) of codewords of weight 3 (resp.
of weight 4). In Section 5.2, we obtain lower bounds and upper bounds for
the numbers of codewords of weight less than 5 of the codes Cr. We later
show that the nonlinearity of F' decreases when these numbers increase. We
obtain a precise expression to compute these numbers when F' is a plateaued
or a differentially two-valued function. Sections 6 and 7 can be seen as
practical extensions. First, we are focusing on the set of 2-to-1 derivatives
of any function over Fy., providing a new method to construct differentially



4-uniform functions, which have a large number of 2-to-1 derivatives. In
Section 7, we give a precise expression of the size of sets W3 and W; for
differentially two-valued functions and for plateaued functions.

2 Preliminaries

In this paper, some aspects of coding theory are required. A basic framework
is given in Section 2.2 later. For further details, the reader can refer to [14] or
to the first chapter of [17], for instance. Amongst the notations introduced
in this section, some are reserved throughout this paper:

— | E| is the size of any set F and E* = E'\ {0};

- N=2"—1;

— @ is a primitive element of the finite field Fan.

2.1 Notation, definitions

Any function from Fan to Fon is called a vectorial function over Fon. Let F'
be such a function and a € F,. Then, the function

D, F : Fon +— Fon, ©— F(x+a)+F(x)

is called the difference function of F' with respect to a, or the derivative of F'
in direction a. Define the numbers

d(a,b)=|{x € Fon | D F(x)=b}|, b € Fan. (1)
The differential uniformity of F is defined as

S(F) —angaéFQH d(a,b). (2)
Then, F is said to be a differentially 6(F')-uniform function. Clearly, 0(F) is
an even integer. When §(F') = 2, F'is said to be an almost perfect nonlinear,
abbreviated APN, function.
The differential spectrum of F is the multiset consisting of integers d(a, b)
with their multiplicities. For simplicity, we will use the sequence of values

wi=|{(a,b) € Fi x Fan | 6(a,b)=7}|.



Then it is easy to check that

S5(F)  8(F)
D wi=Y ixw=2"(2"-1). (3)
=0 =2

Very particular functions will appear in this paper, which could be seen as a
generalization of APN functions.

Definition 1 A function F over Fon is said to be differentially two-valued,
if 6(a,b) takes two values only, that is §(a,b) € {0,5(F)} for any pair (a,b) €
F;n X an.

It is known that a differentially two-valued function F' satisfies §(F') = 2°
for some integer s > 0. A basic study of these functions can be found in |3,
Section 5]. Little is known about the corpus of non APN such functions. We
prove in this paper that some properties of differentially two-valued func-
tions hold for quadratic functions. These results reinforce [3, Conjecture 1],
claiming that such monomial functions are strongly connected with the one
which are quadratic. However, note that APN functions and the inverse of
differentially two-valued permutations are differentially two-valued, too. Not
all differentially two-valued functions are quadratic.

The set of Boolean functions of n variables is currently denoted by B,,.
Such functions, from Faon to Fy, will be denoted by lower case letters. Define,
for any f € B,, and a € F3,,

F(f)=>_ )™ and @4(x)=Tr(ax),

xGFQn

where T'r is the absolute trace over Fon. The set of Walsh coefficients of
feB,is
Wr={F(f+¢a.) | a € Fan}.

The nonlinearity of f, say nl(f), is related to the Walsh spectrum as follows:

nl(f):2”_1—# where L(f) = max Av(F(f+¢a)), (4)

(IGFQn

where Av(u) is the absolute value of any u € Z. The function f is said to
be bent when n is even and Wy contains two values only, namely +27/2 It



is said to be plateaued when either it is bent, or W, contains three values,
namely

{0, :|:2(”+5)/2}, where 1 < s < n — 2 with s 4+ n even.

The value 2"+%)/2 is the amplitude of f. Plateaued functions were introduced
by Zhang and Zheng in [20], where the reader can find a proof of Theorem 1
below. The sum-of-square indicator of a Boolean function f € B, is

v(f)=> FDuf)=2" " Ff+¢a). (5)

a€lFon a€lFon

Theorem 1 [20] Any f € B, satisfies v(f) < 2"L*(f), where L(f) is de-
fined by (4). Equality occurs if and only if f is plateaued, that is, for some
mteger 1 < s <n— 2,

L(f)=2"+92  and  v(f)=2%""s. (6)

For a function F' over Fon, the nonzero linear combinations of its coordi-
nates are called the components of F'. They are the functions of B, defined
as follows:

Julw) :=Tr(pF(x)), ¥ i € Fan.

The nonlinearity of the vectorial function F' is then

NL(F):2"_1—@ where L(F') = max L(f,). (7)
2 HEFS,
A plateaued vectorial function is a vectorial function whose components are
plateaued Boolean functions. It is said that F' is plateaued with single am-
plitude when all components have the same amplitude. For recent progress
on plateaued functions, see [7]. See [15], and the references herein, for a
generalization to any characteristic.

2.2 The related codes

In this paper, we consider binary linear codes which are subspaces of FY,
where N = 2" — 1. Such a code C'is a so called [N, k, d] code, i.e., of length
N, dimension k and minimum weight d. Any codeword in the ambiant space
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FY is a vector ¢ = (cg,...,cn_1), ¢i € Fo. The (Hamming) weight of ¢ is
the number of nonzero ¢;, denoted wt(c). The weight enumerator of C' is the
sequence (Ag, ..., Ay), where )\; is the number of codewords of C' of weight i.
Viewing 3, as the sequence

a codeword c¢ can be expressed by its locators. These are the elements of
the support of ¢, the a’ such that ¢; # 0. Setting ¢ = (co,...,cn_1) and
w = wt(c), the codeword ¢ can be expressed as follows:

X.=(a", ..., a™) where ¢; #0 & i€ {i,..., iu}.

For simplicity, we will often say X. € C' as well as ¢ € C. Generally, we will
use capital letters for a vector expressed by its locators: X = (21, ..., z,),
x; € Fon, where wt(X) = w. Thus, for two such vectors X, and X, X.+ X
is the vector ¢+ ¢ expressed by its locators and X.N X is the vector whose
locators are locators of both X, and X, .

The dual C* of C is the subspace generated by the so called parity check
matriz of C. Let H be such a matrix. Then C* is defined as follows:

c € C if and only if Hc'=0.

The link between linear codes and APN functions was introduced in [8].

Definition 2 Let C be a binary linear code of length N. Denote by (ng, ..., N )
the weight enumerator of its dual C+, with

n = |{c € CHwt(c) =i} and Q={j: n; #0, 1<j < N}L
The set ) is said to be the characteristic set of C'.

Theorem 2 [8, Theorem 5] Let F' be any function from Fan to Fon such that
F(0) =0, and let Cp be the [N = 2" — 1,k ,d] code defined by the parity
check matrix
1 « a? o alNt
HF( F(1) F(a) F(a?) ... F(a™) ) : (®)
where each entry is viewed as a binary vector. Then:
(i) The code Cp is such that 3 < d <5;
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(ii) F is APN if and only if d =5;
(iii) F' is almost bent (AB) if and only if the characteristic set of Cr is as

follows:
Q:{anl, 2n71 + 2(n,1)/2}.

Let ¢ = (co, ..., ¢y_1) be a binary vector. By the definition of Hp, ¢
belongs to Cr if and only if it satisfies

N-1 N-
Zcio/:() and ZciF(a")zo. 9)
i=0 i=0

Remark 1 AB functions exist only for odd n. Any AB function is APN.
The dimension k of Cr satisfies k > 2™ — 2n — 1, with equality if and only if
F has no linear component. This holds when F is APN [8, Corollary 1].

3 Codewords of weight 3 or 4

In this paper, we mainly treat the codes Cr, with minimum distance d, such
that 3 < d < 4, i.e., the functions F' satisfying §(F") > 4. In this section,
we emphasize that the differential uniformity of F' is fully related with the
codewords of weight 3 and 4 of C'r. We later explain the link between these
codewords and the cosets of C'r of minimum weight 1 and 2. We first give
definitions and notations which will be used throughout this paper.

3.1 Basic description

Definition 3 Let F' be any function over Fon such that F'(0) = 0. For any
(a,b) € F3. X Fan, we define

Top={(z,2+a) € Fon x Fon | D, F(z)=0}, (10)

where by convention (x,x + a) is a codeword of length N, whose weight is 1
if v € {0,a} and is 2 otherwise, expressed by its locators.

To be clear, if x = o' for some i and z +a = o', j # 4, then (af,a’)
corresponds to the binary codeword

(co,c1,...,cn—1) where ¢, # 0 if and only if ¢ € {37, j}.
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When x € {0, a}, this codeword has only one locator (a), i.e., it corresponds
to a binary codeword of weight 1 in the ambiant space FY.
Note that T, is empty for any b which is not in the image set of D,F.
In particular, if ' is APN, then any 7, ; has size 0 or 1. More generally, the
size of Ty is
d(a,b)
5 (11)
Every pair (z,y) € F;. x Fj., with © # y, can be written as (z,z + a)
for a = x + y, and the corresponding codeword is in only one 7y ;, where
b= F(z)+ F(z +a). When 2 = 0, we have (a) € Tj r). Obviously, two
vectors in 7T, ; do not intersect, by definition. Now, we define a mapping S
from the set {1y, (a,b) € F5. x Fan} to the set of subsets of Cp:

Ra,b=

@ if Ra,b < {O, 1}

S(Tap) :{ {(X+Y | X, Y €T,p, X #Y} otherwise (12)

We denote by S(F') the union of all S(T4,;).

Lemma 1 Assume that §(F) > 4. Let W3 and Wy be, respectively, the set
of codewords of weight 3 and 4 of Cr. Then W3 U W, = S(F).

Proof.  Recall that F' is a function over Fon such that F(0) = 0. First,
S(T,p) is included in W5 U W, for all (a,b). This is because, by definition,
any codeword of S(7,;) has locators of the form (x,x +a,y,y + a), for some
x and y satisfying x # y # y + a and

F(x)+F(z+a)=b=F(y)+F(y+a).

According to (9), such a codeword is a codeword of Cr of weight 3 or 4.
Conversely, let X = (z,t,y,2) be a codeword of W3 U Wy, where we admit
that £ = 0 when this codeword has weight 3. Set a =z +t and v = z + .
From (9) again, we get a = u and then

X =(x,x+a,y,y+a) € S(Ty) forb=F(x)+ F(t) = F(y) + F(2),
completing the proof. o
Lemma 2 Assume that 6(F) > 4. Let X € W3 U Wy with

X:(ZE,ZL‘—FCL,y,y—{—CL), y;«éx;&xjta (13)
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Then X € S(T,, ;) for exactly three distinct (a;,b;), that is:
(a;, b)), i=1,2,3 with ay=a, as=x+y, a3=x+y+a,
and b =0y = D, F(z) = D, F(y),
bo=D,, F(v)=Dy, F(x+a), by=D,, F(x)=Dy, F(x+a).
Moreover, if F' is a permutation then by # by # bs.

Proof. Let X € W5 U Wy, which is in a set S(T, ), and satisfies (13), with

b= D,F(x) = D,F(y). Now, the three pairs of locators of X are each in

one and only one set S(7, »,), providing three times the same codeword.
Setting y = x + as so that y + a =  + ay + a, we have

(z,9), (v+a,y+a) € Toyp, with Dy, F(x)= D, F(v+a)=b,
and, with a3 =as +a=y+ 2+ a,
(x,y+a), (x+a,y) € Toyp, With Dy, F(x)=D,,F(x+a)= bs.

Clearly, the a; are distinct, since y # = # x+a, and every pair of locators of X
is well placed. We have above F'(z)+ F(x+a2) = by and F(z)+ F(z+a) = b.
Assuming that b = by, we get F'(y) = F(x + a), which is impossible if F' is a
permutation. The cases b = b3 and by = b3 are similar, completing the proof.
o

3.2 The cosets of Cp

Let C be any binary linear [N, k,d|-code, where N = 2" — 1. There are
2N=F _ 1 distinct proper cosets of C. Such a coset is simply: U = X + C
with X ¢ C. A codeword of minimum weight of U is called a leader of U.
Every coset is uniquely determined by its so-called syndrome. For the code
Cr, the syndrome of X + Cr, where X has locators (x1,...,x,), is the pair
(u,v) where

¢ ¢
u:in and v:ZF(azi), (14)
i=1 i=1

according to the definition of codewords of Cr (see (9)).



Several properties of the code Cr are developed in [8, Section 3.2], when
F is any APN function over Fon. It is notably proved that when F'is an
AB function (see Theorem 2), the code Cr is completely reqular, i.e., for any
coset of CF its weight distribution is uniquely determined by its minimum
weight. When F' is not APN, the code Cr contains codewords of weight 3,
or/and 4. Then the structure of C'r and the weight distributions of its cosets
become more complicated, even when §(F) = 4.

In the previous section, we proved that for any not APN function F,
every codeword in W3 U Wy is obtained by summing two distinct vectors of
a set T,;,. By definition, any non empty 7, characterizes the coset of Cp
with syndrome (a,b), by its codewords of weight 1 and 2. Such a coset, say
Cap, has only one leader when its weight equals 1. The number of codewords
of weight 2 in C,; equals K, —1 when b = F(a) and k,; otherwise. Since
2Kqp = 0(a,b), the differential uniformity of F' is fully determined by the
number of codewords of weight 2 in the cosets Cj ;. We summarize as follows.

Theorem 3 Assume that 6(F) > 4. The set W3 U Wy is fully determined
by the set of cosets of C'r of minimum weight 1 or 2, which are defined by
the syndromes:

(a,b), a € F5., b€ Im(D,F) (so that kap>0), (15)

where Im(D,F) is the image set of D,F. Moreover, such a coset Coyp has
the following properties:

(i) When b = F(a), the coset C,p contains k.p — 1 codewords of weight 2
and one codeword of weight 1.

(ii) When b # F(a), the coset Cyyp contains k., codewords of weight 2.

Finally, §(F) = 2 X max, p{kap}, where (a,b) is defined by (15).

We end this section with two properties concerning low differential uni-
formity. They are directly deduced from the previous results. The code Cr
is defined by Theorem 2 and its cosets C,; by Theorem 3.

Proposition 1 The function F' is APN if and only if every coset Coy, of Cr,
with syndrome (a,b) defined by (15), contains only one codeword with weight
in {1,2}, its leader. It means in other terms that any T, has size 0 or 1.
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Proposition 2 The function F satisfies 6(F) = 4 if and only if every coset
Cap of Cp, defined by (15), contains either only one codeword with weight in
{1,2}, or two codewords either both of weight 2, or one of weight 1 and the
other of weight 2.

4 The case §(F) =14

In this section, we study specific properties of the code Cr, when §(F') = 4.
The code Cr is defined by Theorem 2 and F' is a function over Fy. such that
F(0) = 0. Also Wj5 (resp. Wy) is the set of codewords of weight 3 (resp. of
weight 4) of Cp.

Lemma 3 Let X and Y be two distinct codewords of Cr, which belong to
W3 UWy. Then wt(X +Y) >3 and wt(X NY) < 2. Moreover, if X and Y
satisfy either wt(X NY) =2, or wt(X NY) =1 with wt(X) = wt(Y) = 3,
then 0(F) > 6.

Proof.  Since the vector X 4+ Y is in Cp, its weight is at least 3, from
Theorem 2, implying wt(X NY) < 2.

Assume that wt(XNY)=2. So, at least Y (for instance) has weight equal
to 4. Let X = (z,y,x1,22) and Y = (x,y,y1,y2) with z # y # 0. Then we
have, since X,Y € Cp,

r+y=x1+r9=1y1+y2=a and
F(z)+F(r+a)=F(z)+ F(r1+a)=F(y)+ F(y1+a). (16)

Hence 0(F) > 6. Next, assume X = (x,z1,29) and Y = (x,y1,y2). We get,
as above, © = x1 + T2 = y; + yo with

F(z) = F(x1) + F(ay + @) = F(y) + F(y + @),
completing the proof. o

In the case where 6(F') = 4, we can study precisely the weight of X 4+ Y,
when X and Y belong to W3 U W,. This leads to a combinatorial property
of CF
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Theorem 4 Let F' : Fon +— Fon. The function F satisfies 6(F) = 4 if and
only if the code Cr, defined by Theorem 2, has codewords of weight 3 or 4
and, for any such two distinct codewords, the weight of their sum equals at
least 5. More precisely, in the case where 6(F) = 4, we have for any such

XY e W UWy:

(i) If X and Y are both of weight 3, then wt(X +Y) = 6.

(i) If wt(X) =3 and wt(Y') = 4, then wt(X +Y) € {5,7}.

(iii) If wt(X) = wt(Y) =4, then wt(X +Y) € {6,8}.

Proof. Recall that for any codewords X and Y, one has
wt(X+Y) =wt(X)+wt(Y)—2wt(XNY).

Assume that 6(F) = 4. Applying Lemma 3, we know that wt(X NY) <1
for any X and Y in W5 U Wy, where X # Y. In particular, wt(X NY) =0
when wt(X) = wt(Y') = 3. Therefore, in all cases wt(X +Y) > 5. The three
items are simply derived.

Now, suppose that any two distinct codewords of weight 3 or 4, say X
and Y, satisfy wt(X +Y) > 5. If 6(F) > 6, then there is a pair (a,b) and
x,1, 2 € Fon such that

D.F(x)=D,F(y)=D,F(z)=b, [{z,z+a,y,y+a,z z+a}|=6.

Thus the two codewords with locators (z,z+a,y,y+a) and (z,x+a, z, 2+a)
whose weights are 3 or 4, are such that their sum has locators (y, y+a, z, z2+a),
and thus has weight 3 or 4, a contradiction which completes the proof. o

To show that our results are relevant, we end this section by a first out-
come; others will be given later. When §(F') = 4, every non empty S(7,s)
contains only one codeword (see (12) and Proposition 2). Thus the size of
S(F'), which is the union of the S(7,;), is in this case

1
[S(F)[=3{(a,b) € Fan xFon | Kap=2}],

since every codeword is in exactly three S(7, ;) (Lemma 2).

12



Corollary 1 Let F be a not APN function. We denote by A3 (resp. A4)
the size of W5 (resp. Wy). Assume that Ay = 0. Then 6(F) = 4 and
A3 = |S(F)| < N/3. Also, if A3 = N/3 then n must be even. It is in
particular the case when F(x) = x? for some d, which is not a power of 2.
Consequently, it is impossible to have \y = 0, for such F, when n is odd.

Proof. Any codeword of weight 3 or 4 is obtained from a set 7y of size at
least 2, by means of the application S. Since Ay = 0, any such 7, ; cannot
contain two codewords of weight 2. Hence k., = 2 and T, , = {(a), (z,z+a)},
for some x. Moreover b = F'(a) so that:

1 *
[SU)I=5l{a € Fon | Kar@ =2},

Further, A3 equals the size of S(F'), which is less than or equal to N/3, since
codewords of weight 3 are disjoined. If A3 = (2" —1)/3, then n must be even.

When F(z) = z¢, it is well-known that the code CF is a so-called binary
cyclic code with two zeroes, o and a?, where « is a primitive root of Fan.
Thus the code Cr is invariant by shift, that is, for any vector X given by its
locators,

X=(z1,29,...,2¢) € Cp <= (az1,axs,...,ax¢) € Cp. (17)

Thus A3 = N/3 when n is even. When n is odd the codewords of weight 3
cannot be disjoined, a contradiction. o

Example 1 Let n = 2k for some k and consider the function F : x 5 7!
over Fon. It is well-known that F satisfies 6(F) = 4. Moreover, for any

a € F%,., the equation
1 1
—+
r x+a

1
:b7 b#_a
a
has 0 or 2 solutions (x and x + a). When b= 1/a, the solutions are
=0, z=a and the two roots of x> +ax+a*=0.

Thus the code Cg is such that A\3 = N/3 and \y = 0. We can describe the
set Wy let 1 be a root of 2> +x +1 = 0; then

Wa={(a',a'z1,a’(z1+1)), i=0,...,N—1}.

Note that every codeword appears three times, for three distinct i.

13



Problem 1 The main question arising from the previous example is: whether
there exist or not differentially 4-uniform monomial functions with Ay = 0,
other than the inverse function (up to equivalence)? Another question is
about the existence of codes Cr such that Ay =0 and 0 < A3 < N/3.

5 The size of W3 and W, via differential spec-
trum

In this section, our aim is to compute the size of the sets of codewords of
weight 3 and 4 of any code C, denoted W5 and W respectively. Recall that
A3 and A4 denote the size of W3 and Wy, respectively. In previous works, A3
and )\, were obtained essentially for some functions of type F(r) = 2%, with
respect to the differential spectrum (see [3, 12]).

5.1 The formulas

In this subsection, we propose some expressions of A3 and A4 for any function

I with respect to its differential spectrum. Recall that the binomial coeffi-

cient (Z) = #lv), equals 0 when v < v. By Lemma 1, we know that the

codewords of weight 3 and 4 are just all the elements of the set

SF= |J ST

(a,b)EF % xFan

(see (10) and (12) for the definitions). Every set S(Ty;) is of size ("3*), where
Kap 1s the size of Tj ;. Moreover the value )3 is strongly related with some
values of b.

(1) If b = F(a), then k,p — 1 codewords of weight 3, together with (”“’g_l)
codewords of weight 4, belong to S(T,;).

(2) If b # F(a), then S(T,4) contains ("%*) codewords of weight 4 and no
codewords of weight 3.

According to these observations, we express easily the size of W3 and of Wj.

Theorem 5 With notations as above, we assume that 6(F) > 4 and F(0) =
0. Then we have:

14



(i) The size of Wy is A= Zaern(mmF(a)—l);
(ii) The size of W3 U Wy is

5(F)

wen=g 33 - My e O

(ZEF belFon
where w; = |{(a,b) € Fi. X Fon | §(a,b) =i}| and N =2" — 1.

Proof. By Lemma 2, each codeword X € W3 U W, appears exactly in three
S(T,p) for three distinct pairs (a,b). Hence

1
Ag= g Z (/ia,F(a) - 1)7

aEIF;n

and

1
Notde = [S(F)| =3 D IS(Tup)
a,b

1 . 1 Koy — HKa,
XY (F) T e

aEIF;n belFon CLG]F;n belFon

= é Z Z/{ivb—Q”_lN (as Zmub— Z(Sab =21

a€F}%y, beFan
N(N + 1)
- zz -

This completes the proof. o

Let F(z) = x? be a power function, for some d which is not a power of 2.
By applying Theorem 5 to the power functions, we obtain an extension of
previous results given in [3, Corollary 1], with a different approach. The next
corollary is simply derived, since for such F' we have

2kap = 6(a,b) = §(1,b/a”), for any a € F},.

Corollary 2 Let F' be a power function over Fon. Then the following holds:

15



(i) The size of W3 is
— 2)
, where §(b) := 6(1,b) for any b € Fan.

(ii) The size of W5 U Wy is

5(F)
N N(N+1) N o N(N+1)
)\ )\ == (5[)2——:— 2 P — ———
3tM 24Z () 12 242“" 12
beFon =0

where w; = |[{b € Fan | 0(b) = 4}|.

The next proposition is directly obtained from Corollary 2(i) (with same
notation). Since A3 = N(d(1) —2)/6, 3 must be a divisor of N or of §(1) — 2.
Note that 3 divides N if and only if n is even, hence 3 must divide (1) — 2
when n is odd. We summarize as follows.

Proposition 3 Let F(z) = 2¢ be defined over Fon where d is not a power of
2. Then A3 =0 if and only if 6(1) = 2.

Assume that A3 # 0. Then either §(1) — 2 or N is divisible by 3. In
particular, when n s odd it holds

d(1)=3k+2 for some even k> 2.
Therefore, if A3 # 0 with n odd then §(F) > 8.

Problem 2 According to Corollary 2 and Proposition 3, it appears that for
odd n the power functions F' such that 6(F) = 4 have an associated code Cp
of minimum distance 4. One can see in [3, Table 1] that such a function
does not exist forn € {15,17,...,25}, when ged(n,d) = 1. Does it hold for
n> 257

5.2 Lower bound and upper bound

In this subsection, we discuss upper and lower bounds for A3 and A\y. We set

k(F)= max Kqp (sothat §(F)=2k(F)). (18)

a€F%, beFn

Recall that differentially two-valued functions are defined in Section 2.1.

16



Theorem 6 Let F be a function over Faon such that k(F) > 2. Then it holds

X3 < 3 (6(F) = D)(N = M) < S (5(F)~D)N,

where M is the number of a € F3,. such that k. r) = 1. Both equalities hold
if and only if Kep@)y = K(F) for any a € F3,.

Proof. 1t follows from Theorem 5(i) that

1
)\3 - g Z (’ia,F(a)_]-)

< S(e(F)-D(N-M) <

We first used that k, pny < K(F), for those a € F3, such that r, pe) # 1.
Further, we put M = 0 to obtain the latter bound. Hence, both equalities
hold if and only if ke pe) = ~(F) for any a € F3,. o

(k(F)—1)N.

W

We need more notations to propose the next upper bound for Az + \4.
Set {z1,...,an} = F5.. For 1 < i < j < N, let n;; be the number of
codewords of Cr of weight 4, which contains z; and x; as two of its locators.
Set a;; = x; + x; and b;; = F(x;) + F(z;).

First, ka5, > 1 as (24, 75) € Tq,, p,,- In particular, it holds xg,; s, > 2 if
bij = F(aq), since in this case (ay;) € Ty, p,; as well. Conversely, if kg5 > 1
for some (a,b) € Fj, xFan such that b # F(a), then (a) € Ty, and thus there
exists some pair of integers (i,7),1 < i < j < N, such that (z;,z;) € Tpp.
This implies @ = z; + z; = a;; and b = F(z;) + F(z;) = b;;. Moreover, it
is clear that when k, r) > 2, there exist some 1 < ¢ < j < N such that
(a, F(a)) = (aij, bij). So, we have proved that s, , # 0 if and only if

(u,v) € {(ayby) | 1<i<j<N}U{(a, F(a)) | a € Fyu}.
Moreover, it holds

{(aij,byy) | 1<i<j<N}U{(a,F(a)) | a € F3.}
= {(aij, bij) | 1<i<j<N}U{(a, F(a)) | a € Fon, Kap@) =1},
where the latter is a disjoint union. We also need to define
Wo={(6,7) | 1<i<j<N, ka0, =1}, (19)
or equivalently,

EQZOJQ—H(Z € F;n | "fa,F(a):lH-

17



Theorem 7 Let F be a function over Faon such that k(F) > 2. Then it holds

A3 N(N-1) ws, (k(F)=1)N(N+1)
<= -1 (————-—)< .
Aot s S RE)-D(—=5 6= 12
The first inequality is equality if and only if F is differentially two-valued
{0,0(F)} or three-valued {0,2,6(F)}. Both equalities hold if and only if F
is differentially two-valued.

Proof. On one hand, note that any codeword of weight 4 that contains x;
and z; (i # j) as two of its locators should appear in S(Ty,,s,,) as (zi, ;) €
To .. Butineach S (Taij,bi].), there are exactly rq,;p,; — 1 such codewords if

bi; # F(ai;); and there are exactly Kaj;,b; — 2 such codewords if bj; = F'(aj;).
Hence we have

Kag b, — 1 3f bij# F(a;),

On the other hand, the sum ny9+mn;3+- - +ny_1 y is a calculation of the
number of codewords of C'r of weight 4, in which every codeword of weight

4 is taken (g) = 6 times. Consequently, one obtains that
1
/\4 = 6 Z nij
1<i<j<N
1
- 6( Z (H’az‘jvbij_l)—i_ Z (Kaijybij_z))
1<i<j<N 1<i<j<N,
bm‘#F(ai]’) bij:F(aij)
1 ., ..
- 6 Z (K/aij:bij_]')_6|{(27j) | ¢ <]7bij:F(aij)}|
1<i<j<N
1 A3
= 6 ( Qg b’L] )_5
1<i<j<N
1 N(N-1) A3
< —(k(F)—1 —Wo) ——

where in the inequality we used the fact that s, s, < «(F) for any 4, j such
that kq,;p,, 7 1. Then we arrive at
N(N-1) @

A3
Mot A 224 ((F) = 1)(S = 22),

18



with equality if and only if 4,5, = &(F) for any 1 < i < j < N such that
Kayb; 7 1, say F is differentially two-valued or three-valued {0,2,(F)}.
Furthermore, from Theorem 6, we get

As N(N=1) @
2 (w(F) - 1) (5 =)
(5(F)=)N | (s(F)=1)N(N-1)

- 6 12
(k(F)—1)N(N+1)

12 ’

with equality if and only if Wy = 0 and kg p) = &(F) for all a € F3, (due
to Theorem 6). Hence both equalities hold if and only if F' is differentially
two-valued, noting that @y = 0 means that k,; = 1 cannot happen when

b# Fla). o

Remark 2 The functions which are differentially three-valued {0,2,5(F)}
appear in the previous theorem. It is tmportant to notice that the knowledge
of Wy only allows to get the exact value of A3 and Ay, according to Theorems
6 and 7 (see the next example). Note that, in particular, differentially 4-
uniform functions are either three-valued of this form or two-valued.

Example 2 Let n = 2m, m > 2, and F(z) = 2*"" =Y. From [{, Theorem
8]), we know that F' is a so-called locally-APN function, i.e., §(b) € {0,2}
unless b € {0,1}. Also, F' has differential spectrum {0,2,2™} with 6(1) = 2™
and 6(0) € {0,2}. Thus, we get

N2 —1)(2m2 1)
: .

N
A3 = (2m_1—1)§ and M\y=

Since Wy = wy = N (2" 1 = 2™71)  because ko p@) # 1 for any a and wy/N is
given by [4, Theorem 8]), we have

N(mel - 1)2m72

/\3+)\4: 3 )

which s equal to the bound of Theorem 7:

(Qm_l_1)2N+N(N—1)Q—N(2"—2m) (™1

2mN
12
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In the next theorem, we present two lower bounds for A34+X4. The first one
is a unified constant bound for functions with same differential uniformity.
The second one is more refined by introducing the parameter wy. Note that
for any function F, we have

Wo> (27— 1)x 2" = N(N+1)/2 (with wo=|{(a, b)|5(a, b)=0}]),

with equality if and only if F' is APN. This is because the size of the image
set of D,F is at most 2"~ !, for any a € F%,. Equality, for any a, is obtained
if and only if F' is APN.

Theorem 8 Let F' be a function over Fon such that k(F) > 2. Then we
have:

(i) As+As>k(F)(k(F)—1)/2;

(ii)
N(N+1)/2 N(N+1)
Mtz g, VT

where equality holds if and only if ' s differentially two-valued.

Proof. (i) There is at least one pair (a,b) € F5, x Fan such that k., = k(F).
Then

2
so that A3 + Ay > k(F)(k(F) —1)/2.

(ii) First, note that the number of pairs (a,b) € F3. X Fan, such that r,; # 0,
is equal to wy + wy + -+ + wspy = N(N + 1) — wp. Then one has:

1 ., N(N+1)
DI T

sl=("5 ) =g -,

L (Xapas)®  N(N+1)

v

6" NN+1)—wy 12
(N(N+1))2/24_N(N+1)_( N(N+1)/2 _1>N(N+1)
N(N+1)—wy 12 "N(N+1)—wp 12

20



where we applied the Cauchy-Schwartz inequality to the sum ), /@Z’b, after
eliminating all the zero’s. Hence the equality holds for F' if and only if
Kap = K(F') for all pairs (a,b) € Fi. x Fan such that k., # 0, say F' is
differentially two-valued. o

According to Theorem 7, the proof of the following corollary is obvious.

Corollary 3 Let F' be a function over Faon such that k(F) > 2 and A3 = 0.
Then one has o = wy — N and My < B with

N(N-1) @, N(N+1)  ws
S =) = (W(F) 1) (-2,

Equality occurs if and only if F' is differentially three-valued as {0,2,5(F)}.

B=(r(F)=1)(

In the following proposition, we prove that the lower bound in (ii) of
Theorem 8 is larger than half of the real value for differentially 4-uniform
functions.

Proposition 4 Let F' be a differentially 4-uniform function over Fon. Then
one has:
( N(N+1)/2 N(N+1)
N(N+ 1) — W 12

Proof.  Note that wy = N(N 4+ 1)/2 + wy by (3) and A3 + Ay = wy/3 by
Theorem 5, for differentially 4-uniform functions. Hence the inequality (20)
can be rewritten as

N(N+1)/2

(N2, UV (N +D/2 > e (21)

By simple calculations one can further rewrite (21) as follows:

N3 (N+1)?/4
N(N+1)/2—wy

> N(N+1)/2+ws,

which holds obviously as w, # 0 and

(N(N+1)/2—ws)(N(N+1)/2+ws) =N*(N+1)%/4—w?.
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Remark 3 Proposition 4 gives another upper bound, for A3 + A4, of differ-
entially 4-uniform functions as

1 N(N+1)
g+ _
M <G YT
N(N+1)

which is better than A3+ Ay < given by Theorem 7, if wy < 2N(N+1).

We end this section with some results, relating the Walsh spectrum and
the associated code of a vectorial function.

Theorem 9 Let F' be a function over Fon with component functions f,, p €
F5.. Then

> ) =@ D2 32" g+ ),
nels,

where v(f,) is defined in Section 2.1.

Proof. It has been obtained by Nyberg that, for any a € F3,.,

Z ]:2(Dafu):2n Z 52,17
pneFon beFon

(see formula (4) in Page 118 of [16], which is here rewritten in our context).
This is equivalent to

J—_'Q Da :22n+1 2n+3 Ka,b )
S P -z Y (T 22)
p€EFon belFon
Indeed, 2k4p = dap and Dy p  Kap = 271 providing
Z Ii27b—2n71: Z Kap(Kap—1).
bE]Fl27L bE]Fl27L
Then, we can deduce that

Z V(fu) = Z Z }—2<Dafu>

HEFS, HEFZ, a€lFan

= Z Z ~7:2<Dafu>

a€ly, pElfan

= (2 -1 N (’f”;’b)

a€F%y, bEFn
= (2"—1)22" 3% 2" (A3 +)\y),
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where the third equality is deduced from (22). For the last equality, see
Theorem 5. %

As a consequence of our previous results, we show that the nonlinearity of
any function F' over Fy» decreases while the number of codewords of weight 3
and 4 increases. Another property will be derived by Corollary 7 in Section 7.

Corollary 4 Let F be a function over Fon. Then its nonlinearity satisfies

2nH (9n
NL(F) gznl_\/ o1 St A) ppn 1 2020 1)
2" -1 2\ 2272~ 1) — w)

Proof. Recall that NL(F') and L(F) are defined in Section 2.1 by (7). With

the same notation, we have first

ZMGF;L, ~7:4<fu+90b)

L2(F)= max F2(f+pp) > o2 :
(F) uel%}i, U %)_ZMEF;n,F2<fM+90b)

beFan belFon

while one has

N Pfuten) = (2012,
/LE]F;W, 3
beFon

by Parseval’s relation. Moreovoer, Theorem 9 implies that
S FUfuten)=2" > v(fa)=(2"—1)27 43 5 27 (A5 4 Ay).

HEFS, IS e
beFon

Consequently, we arrive at

(2”-1)23M1+3 X 22n+3(/\3_|_)\4) :2n+1_'_ 24(/\34‘)\4)

L2(F) >
(F) = (2 —1)22" 2n—1
and hence
1 24(A3+ A\
NL(F) < 2”—1——\/2n+1+—< 3+ M)
2 2n—1
2ntl (9n
com L[ 2meoy
- 2\ 2(27(2"—1) — wp)
by Theorem 8(ii), completing the proof. o
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6 The set of 2-to-1 derivatives

In this section, we are interested in the set of 2-to-1 derivatives of any function
F over Fon. It is well-known that F'is APN if and only if all its derivatives
are 2-to-1. Actually, it is sufficient that this last property holds for 2"~1 — 1
well-chosen derivatives [10]: F' is APN if and only if D,F is 2-to-1 for all
non-zero a of any hyperplane of Fon. We will show that this result can
be generalized, by considering the derivatives in respect with subspaces of
smaller dimensions.

Lemma 4 Let F be a function over Fon and k > 2. Suppose that there is
(a,b), a € F}. and b € Fon, such that

Ta,b:{<x1a ZE'1+CL), CII) (I’k,l’k‘l‘&)},
where x; # x; # xj + a for all i,j. Then, we have for any (i,7), i # j,

Dy o, F(73) = Dypio, F(v+a) and
Do o 1ot (43) = Do o pra F' (i +0). (23)

Consequently, the functions DgF, B € S, with
So i={a,xi+xj, vi+v;+a | 1<i<j<k},
are not 2-to-1.
Proof.  We simply apply Lemma 2. Let (x,y) be any pair (z;,z;), i # j.
The codeword, with locators (z,z + a,y,y + a), is exactly in three (75, ,),

¢ =1,2,3 with a; = a, as =z +y and a3 = x + y + a. This proves (23). <

Remark 4 Ifk =2 (in Lemma 4),zs then S,U{0} is a subspace of dimension
2. If k > 2, then S, U {0} contains a subspace of dimension 3, for instance
with basis {a, x1 + T, x1 + x3).

Now we can generalize [10, Theorem 2] as follows.
Theorem 10 Let V' be a t-dimensional subspace of Fon and r =mn —t. Let

F be a function over Fon such that D,F is 2-to-1, for all a € V*. Then
I(F) <2,
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Proof. Note that V' has 2" cosets, including V' itself. Suppose that there is
a € Fon \ V such that 6(a,b) > 2" 4 2, for some b. Let £ = (2" 4 2)/2. Then
we have ¢ elements of Fan:

A={xy,x9,..., 2} such that D, F(z;)=b, 1<i</,

where x; # x; # x; + a, for all 7, j. From Lemma 4 the elements z; + x; and
x;+x;+a are not in V. Therefore, for any pair (7, j), the elements z; and z;
(resp. z; and x; 4+ a) cannot be in the same coset of V. Thus, the ¢ elements
of A are in ¢ different cosets of V. The same holds for the ¢ elements z; + a:
they are in ¢ different cosets of V', all different from the cosets x; + V.
Thus, we get at all 2"+ 2 different cosets of V', which is impossible. Hence
such an a does not exist and we can conclude that §(F) < 2". o

Example 3 Let n=2 and F(x) = 2% (x + 22°), where ged(i, k) = 1. It was
proved in [18] that

{072k} if a € F},,
5(‘1717) € { {072} ifa € an\FQk-

Let W be a set of representatives of the cosets of For, i.e., Fon is the union
of the w + For, w € W. Clearly W is a subspace of dimension k of Fon.
Moreover, for all a € W* the function D F is 2-to-1. And W is the subspace
of Fon with the largest dimension which satisfies this property. When a & W,
we have 6(a,b) € {0,2,2"}.

We now propose an application of Theorem 10, by using together APN
functions and bilinear functions. In the next example, we propose a class of
functions F' such that 6(F) < 4.

Corollary 5 Let H(x) = Ly(x)Lo(x), where Ly and Ly are two linear func-
tions over Fon satisfying ker(Ly) C ker(Lsy). Set t = dim(ker(Ly)). Then for
any APN function G over Fon, the function F' = G + H 1is such that D, F is
2-to-1 for all a € ker(Ly)*, so that §(F) < 2"

Proof. 'We have simply to write the derivative of F' for any a € F3.:

D.F(x) = D,G(x)+Ly(v)Le(x)+Li(z+a)Lo(x+a)
= D,G(x)+Li(x)La(a)+ Li(a)Ly(z+a).

Thus, for any a € ker(L;), the equation D,F(z) = b becomes D,G(x) = b,
for any b. This is to say that D,F is 2-to-1, for all a € ker(L;)*. Then
Theorem 10 applies. o
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Example 4 Let n = 2k and set:
— Li(z) = T3 (x), the trace function from Fon to Fy,
— Lo(z) = Tr(x), the absolute trace on Fan.
Let F(z) = G(x) + Ly(x)La(x), where G is any APN function.

Since Tr(x) = TE(T3(x)), the kernel of Ly is included in the kernel of
Ly. We apply Corollary 5 with t = n — 2, the dimension of ker(Ly). Hence
S(F) < 4.

Problem 3 Two questions arise naturally, regarding functions F of Corol-
lary 5, namely possible permutations and possible APN functions. Another
problem is to find constructions, which are not derived from APN functions,
as i Frample 3.

7 Particular functions

In this section, we study the values A3 and A4 for two types of vectorial
functions, the differentially two-valued functions and the plateaued functions.
Recall that these kinds of functions are defined in Section 2.1. The next
proposition is a generalization of [3, Proposition 5], where this result was
obtained for monomial functions.

Proposition 5 Let F be a differentially two-valued function over Fon, with
differential uniformity §(F) = 2°, where s > 1. Then the numbers of code-
words of weight 3 and 4 of Cr satisfy

N(251-1)
3
Thus Ay # 0 if and only if A3 # 0.

A3 = and \y=(2"2—1));.

Proof. Note that the function F is differentially two-valued if and only the
derivative D,F' is 2°-to-1 for any a € F3.. According to Theorem 7, this
holds if and only if

2n—2N(2s—1 o 1)
3 .

Moreover, A3 is directly obtained from (i) of Theorem 5, since any T, p(q) has
SiZ€ Kq F(a) = 25~ To conclude, we compute

A3+ =

22N (251 —-1) N(251—1
A4: (3 )_ ( 3 ) :(271—2_1))\3'
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<

As announced by Theorem 7, the higher bound on A3 + A4 is reached
by differentially two-valued functions only. Moreover, A3 reaches its upper
bound too. Notably, if s =2 then A3 = N/3 and A\, = N(2"2? — 1)/3, where
both values must be non-zero integers, which is impossible when n and (then)
n — 2 are odd. More generally, n odd would imply s odd. Note that the next
result is a generalization of [3, Corollary 3].

Corollary 6 Let F' be a differentially two-valued function over Fon such that
O(F) =2 Ifs is even, then n must be even too. In particular, F cannot be
differentially 4-uniform when n is odd.

Until the end of this section, F' is a plateaued function over Fan. Thus
every component f, of F' satisfies

nt+t N

L(f,)=2"2, 0<t,<n—2,where t, + n is even. (24)
We begin by giving a result derived from Theorem 9.

Corollary 7 Assume that F' is a plateaued function over Fon, with compo-
nents satisfying (24) above. Then

n—3

23 > (2-2).

A3+ =

Proof. Since every f, is plateaued, we have from Theorem 1
V(f#):227wt“7 JUBS F*"'

Hence, from Theorem 9,

Z v(f,)= Z 2%t — (91— 1227 £ 35 2™ (N34 \y),

HEFS, HEFS,

so that

22n . N 2n73 .
Nt h= 2o > am—22r-1) | = 3 > (2-2).

IJJGIF;n HEJF;n
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Theorem 11 Let F be a plateaued function with components satisfying (24)

above. Then )
o= D (2% =2) and \=(2"""—1)\s.

MGF;n

Consequently, Ay # 0 if and only if A3 # 0. If F is plateaued with single
amplitude 2FD/2 then A3 = (2071 — 1)N/3.

Proof. For any u, we have:

> () ERDEE) gt for all & € Fan.
aEan,bEan

This was proved by [9, Theorem 1], for plateaued Boolean functions. This
result holds for any characteristic (see [15, Theorem 2]). Thus we have

Z oty Z Z(_l)Tr(uDanF(m))

HEFS, u€Fs, ab

— Z Z (_1)T"’(MDanF(fC))_22n'

ab p€Fyn
Denoting the last value on the right by A, we get
A=2"[{ (a,0) | DaDyF(2)=0 }|—2*",
and removing the trivial cases we obtain
Ay = { (a,0) | DaDpF(z) = 0,a # b # x }|
as follows:
Ay =2"(2" 42" —2) 42" A, — 22" =27 (27 —2) 12" A,

For x = 0, we obtain the number of codewords of weight 3, that is A3 = A3 /6.
Indeed, according to (9), As is then the number of codewords of Cp with
locators {a,b,a + b}, a # b # 0, where every codeword is counted six times.
Finally, we obtain

Ay ZueF;n 2 —2(2"—1)
Ny= 22 .
6 6
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When ¢, =t for all g, then Ay = ((2" —1)(2" —2))/6. Now, to get Ay, we use
Corollary 7:

2 n—3

— ty —
o= = > (@2 -2)= )
MG]F;n
73 1\ 1

= 2t —2 —= == 2 —2) | (2" -1
> 2 (o) =5 | T o] e,
pEFs, HEFSn

completing the proof. o

Remark 5 Let F' be a plateaued function, whose components f, have am-
plitude 207472 0 < t, <n—2. Note that t, = 0 if and only if f, is a bent
function.

If n is odd then t, > 0. From Corollary 7, we obtain this well-known
result: F'is APN if and only if ¢, = 1 for all u. When n is even, we obtain
a property on the number of bent components of F.

Proposition 6 Let F' be a plateaued function over Fon. Let n be even, and
denote by B the number of bent components of F'. Then F is APN if and

only if
B= > (2*-2).

HEFS, >0

Consequently, Zuewgn,tpo(zt”_l —1) > (2" — 1)/3 with equality if and only
if t, = 2, for all non zero t,.

Proof. We obtain directly the value B by applying Theorem 11 with A3 = 0.
Further, the lower bound of B was given by [1, Corollary 3|, a result which
is here completed. o

When F is plateaued, the numbers of codewords of weight 3 and 4 of Cr
satisfy the same relationship (between A4 and A3) as for a differentially two-
valued function. Moreover, if F is plateaued with single amplitude 2(*+*)/2
and, at the same time, differentially two-valued {0,2°}, we get

(27 -DN _ N(27-1)

e —
3 3 3
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Clearly, in this case t = s, where s has the same parity as t. A similar result
was proved for monomial plateaued functions by [3, proposition 6]. Here we
can generalize to plateaued functions a property of quadratic functions that
we proved in [11, Theorem §].

Corollary 8 Let F' be a plateaued function over Fon, which is with single
amplitude 2")/2 and differentially two-valued {0,2°}. Then t = s where
s+ n must be even.

Remark 6 Quadratic functions are plateaued and not always differentially
two-valued, unless they are monomial. A binary code C' is said invari-
ant by translation when any codeword of C' given by its locators, say X =
(1, ...,x), satisfies

(9+z1,...,9+xK) € C for all g € Fan.

Let F be quadratic and consider its extended code Cr. The extended code Cr
of Cr is obtained by adding a position “0” and a digit ¢ = Zi]\:ol c; on this
position to any codeword ¢ € Cp. Clearly all codewords of Cr have an even
weight. If F is quadratic, then Cy is invariant by translation, and one deduce

easily that Ay = (22 — 1)\3 (by extending the proof of [8, Lemma 3]).

Some, but still too few, monomials are known to be plateaued and not
quadratic. We end this section by an example, which illustrates the following
property, directly derived from the previous theorem.

Corollary 9 Let F' be a plateaued function over Fon, which is with single
amplitude 2"2/2 with n even. Then A3 = N/3.

Example 5 Let n = 2m with m > 5 being odd. The functions defined as
Fd(x):xd’ d:2m+2(M+l)/2+1 and d:2m+1—|—37

are known to be plateaued, bijective and with single amplitude 2("+2/2 [13],
Further, the differential spectrum of Fy was computed in [19] confirming that
d(Fy) = 8 and all values 0,2,4,6,8 appear in this spectrum, for both values
of d.

We get \3 = N/3 and Ay = (2""2—1)N/3. Thus, both functions have only
one codeword of weight 3, which is shifted N/3 times. Moreover, codewords
of weight 3 do not intersect and 6(1) = 4, as expected (from Corollary 2).
Thus, according to Theorem 4, there are pairs of codewords of weight 4 such
that their sum has weight 4. This is because 6(Fy) > 4.
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8 Conclusion

In this paper, we initiate another approach for the study of the differential
uniformity of any function F', by replacing it in coding theory. Our purpose
was first to establish clearly the relations between the differential uniformity
of F, the codewords of weight 3 and 4 and some cosets of the code Cr asso-
ciated to F'. But we still believe that this point of view needs to use together
classical tools for the study of functions over Fy» and of Boolean functions.
This paper extends the work on APN functions and their associated codes
presented in [8]. More recently, some studies on equivalent APN functions
have shown that the properties of these associated codes are of interest (see
[5], [6] and references herein). The study of algebraic and combinatorial
properties of the code Cr opens up a wide sphere of knowledge.
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