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Abstract

The associated codes of almost perfect nonlinear (APN) functions
have been widely studied. In this paper we consider more generally
the codes associated with functions that have differential uniformity
at least 4. We emphasize, for such a function F, the role of codewords
of weight 3 and 4 and of some cosets of its associated code Cr. We
give some properties on codes associated with differential uniformity
exactly 4. We obtain lower bounds and upper bounds for the numbers
of codewords of weight less than 5 of the codes C'r. We show that the
nonlinearity of F' decreases when these numbers increase. We obtain
a precise expression to compute these numbers when F' is a plateaued
or a differentially two-valued function. As an application, we propose
a method to construct differentially 4-uniform functions with a large
number of 2-to-1 derivatives from APN functions.

Keywords: Vectorial function, power function, derivative, Boolean function,
linear code, coset of code, plateaued function, bent functions, differential
uniformity, differentially two-valued function, Walsh spectrum.

1 Introduction

Differential cryptanalysis is a statistical attack for breaking iterated block
ciphers which was proposed in 1991 by Biham and Shamir [2]. The efficiency
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of such attack is quantified by the so-called differential uniformity of the
substitution box (S-box). An S-box is currently represented by a vectorial
function from Fon to Fon, where Fon is the finite field of order 2™. The
differential uniformity of such a function F', denoted 0(F'), is equal to the
largest number §(a, b) of solutions = of the equations

To have a good resistance to the differential attack the numbers é(a, b) must
be globally low. The best value for 6(F') is 2, when every (E,;) has 0 or 2
solutions. In this case F' is said to be an Almost Perfect Nonlinear (APN)
function.

Further, the associated code Cr of F' was defined and its basic proper-
ties were explained in [9]. The main purpose was to describe the algebraic
structure of Cr when F' is an APN function or, equivalently, when CF has
minimum distance 5. It was notably proved that for odd n some APN func-
tions, called Almost Bent (AB) functions, lead to completely reqular codes.

This paper can be considered as an extension of [9], since we are inte-
rested by the full corpus of codes Cr, mainly when §(F) > 4. When F is
not APN, the minimum distance of Cr is 3 or 4 making the codewords of
weight 3 and 4 of Cr highly significant for our study. Our main purpose is
to describe the set of such codewords and to establish some relations with
the value of (F') or with special properties of F'.

The paper is organized as follows. The next section gives some necessary
definitions on the cryptographic properties of functions over Fon. and basic
properties of their related codes. In Section 3, we describe the links between
the differential uniformity of F', the codewords of weight 3 and 4 of C'r and
the cosets of C'r of minimum weight 1 and 2. In Section 4, we present specific
properties of codes Cr associated to differentially 4-uniform functions. We
further study the size of the set W (resp. Wy) of codewords of weight 3 (resp.
of weight 4). In Section 5.2, we obtain lower bounds and upper bounds for
the numbers of codewords of weight less than 5 of the codes C'r. We later
show that the nonlinearity of I’ decreases when these numbers increase. We
obtain a precise expression to compute these numbers when F' is a plateaued
or a differentially two-valued function. Sections 6 and 7 can be seen as
practical extensions. First, we are focusing on the set of 2-to-1 derivatives
of any function over Fy., providing a new method to construct differentially
4-uniform functions with a large number of 2-to-1 derivatives. In Section 7,



we give a precise expression of the size of sets W3 and W, for differentially
two-valued functions and for plateaued functions.

2 Preliminaries

In this paper some aspects of coding theory are required. A basic framework
is given in Section 2.2 later. For further details, the reader can refer to [18]
or to the first chapter of [17], for instance. Apart from notation introduced
in this section, some are reserved in all this paper:

— | E| is the size of any set F and E* = E \ {0};

— Fyn is the finite field of order 2" and N = 2" — 1;

— @ is a primitive element of the finite field Fan.

2.1 Notation, definitions

Any function from Fon to Fon is called a vectorial function over Fon. Let F'
be such a function and a € F3,.,

DyF : Fou = Fou, o+ F(x+a)+F(x)

is called the difference function of F with respect to a, or the derivative of F
in direction a. Define the numbers

d(a,b)=|{x € Fon | D F(x)=b}|, b € Fan. (1)
The differential uniformity of F' is defined as
d(F)= max  d(a,b). (2)

a€F3y,, bEFan

Then F is said to be a differentially 6(F')-uniform function. Clearly, d(F) is
an even integer. When §(F') = 2, F' is said to be an almost perfect nonlinear,
abbreviated APN, function.

The differential spectrum of F is the multiset consisting of integers d(a, b)
with their multiplicities. For simplicity, we will use the sequence of values

wi:‘{<a, b) (- F;n X FQn | 6(0,’[)):2}‘
Then it is easy to check that

5(F) 5(F)
D wi=) ixw=2"(2"-1). (3)
=0 =2
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Very particular functions will appear in this paper, which could be seen as a
generalization of APN functions.

Definition 1 A function F' over Fon is said to be differentially two-valued if
d(a,b) takes two values only, that is 6(a,b) € {0,0(F)} for any pair (a,b) €
F;n X an.

It is known that a differentially two-valued function F' satisfies §(F') = 2°
for some integer s > 0. A basic study of these functions has to be found in
[3, Section 5]. Little is known about the corpus of non APN such functions.
We prove in this paper that some properties of differentially two-valued func-
tions hold for quadratic functions. These results reinforce [3, Conjecture 1],
saying that such monomial functions are strongly connected with the one
which are quadratic. However note that APN functions and the inverse of
differentially two-valued permutations are differentially two-valued too. Not
all differentially two-valued functions are quadratic.

The set of Boolean functions of n variables is currently denoted by B,.
Such functions, from Fon to Fy, will be denoted by small letters. Define for
any f € B, and a € F3,.:

F(f)= Z 1)@ and @, (z)=Tr(az),

zE€Fon

where T'r is the absolute trace over Fon. The set of Walsh coefficients of
f € B,is
Wr={F(f+¢a) | a € Fan}.

The nonlinearity of f, say nl(f), is as follows related with the Walsh spec-
trum:

nl(f)zQ”_l—# where L(f) = max Av(F(f+¢a)), (4)

(LG]FQYL

where Av(u) is the absolute value of any u € Z. The function f is said to
be bent when n is even and W; contains two values only, namely +27/2 It
is said to be plateaued when either it is bent or W, contains three values,
namely

{0, £2"9/2} " where 1 < s < n — 2 with s + n even.

The value 2+%)/2 is the amplitude of f. Plateaued functions were introduced
by Zhang and Zheng in [24] where the reader can find a proof of Theorem 1
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below. The sum-of-square indicator of a Boolean function f € B, is

v(f)=>_ FDuf)=2" " Ff+¢a). (5)

a€Fon a€lFon

Theorem 1 Any f € B, satisfies v(f) < 2"L?*(f), where L(f) is defined by
(4). Equality occurs if and only if f is plateaued, that is, for some integer
1<s<n-—2

L(f)=20)/2 and  v(f)=22""s, (6)

For a function F' over Fon, the nonzero linear combinations of its coordi-
nates are called the components of F'. They are the functions of B,, defined
as follows:

fulw) := Tr(pF(x)), ¥ i € Fz.

The nonlinearity of the vectorial function F' is then

NL(F):2"1—@ where L(F') = max L(f,). (7)

A plateaued vectorial function is a vectorial function whose components
are plateaued Boolean functions. It is said that F' is plateaued with single
amplitude when all components have the same amplitude. For recent progress
on plateaued functions, see [8]. See [19], and the references herein, for a
generalization to any characteristic.

2.2 The related codes

In this paper, we consider binary linear codes which are subspaces of FY
where N = 2" — 1. Such a code C' is a so called [N, k, d] code, i.e., of length
N, dimension k and minimum weight d. Any codeword in the ambiant space
FY is a vector ¢ = (cg,...,cn-1), ¢; € Fo. The (Hamming) weight of ¢ is
the number of nonzero ¢;, denoted wt(c). The weight enumerator of C' is the
sequence (Ag, ..., Ay) where )\; is the number of codewords of C' of weight i.
Viewing F3,. as the sequence



a codeword c¢ can be expressed by its locators. These are the elements of
the support of ¢, the o’ such that ¢; # 0. Setting ¢ = (co,...,cn_1) and
w = wt(c), the codeword ¢ can be expressed as follows:

X.=(a", ..., a™) where ¢; #0 < i€ {iy,..., i,}.

For simplicity we will often say X. € C as well as ¢ € C. Generally we will
use capital letters for a vector expressed by its locators: X = (x1, ..., x,),
x; € Fon, where wt(X) = w. Thus, for two such vectors X, and X, X.+ X
is the vector ¢+ ¢ expressed by its locators and X.N X is the vector whose
locators are locators of both X, and X, .

The dual C*+ of C' is the subspace generated by the so called parity check
matriz of C'. Let H such a matrix. Then C* is as follows defined:

c € O if and only if Hc'=0.

The link between linear codes and APN functions was introduced in [9].

Definition 2 Let C be a binary linear code of length N. Denote by (1o, ..., N )
the weight enumerator of its dual C+, with

me = He € CHut(c) = i} and @ = {j: m; £0, 1< < N},
The set ) is said to be the characteristic set of C'.
Theorem 2 [9, Theorem 5] Let F' be any function from Fan to Fon such that
F(0) =0 and let Cr be the [N = 2" —1,k ,d] code defined by the parity check
matrix ) Nt
1 « « . o

Hr= ( F(1) F(a) F(a?) ... F(a) ) : (®)
where each entry is viewed as a binary vector. Then:
(i) The code Cp is such that 3 < d <5;
(ii) F is APN if and only if d = 5;
(iii) F' is almost bent (AB) if and only if the characteristic set of Cr is as

follows
S2:{2n—17 2n—1 + 2(n—1)/2}.

Let ¢ = (cy, ..., cy—1) be a binary vector. By the definition of Hpg, ¢
belongs to Cr if and only if it satisfies

N-1 N—-1
ch-ai:O and ZciF(O/)zo. 9)
=0 =0
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Remark 1 AB functions exist only for odd n. Any AB function is APN.
The dimension k of Cp satisfies k > 2™ — 2n — 1 with equality if and only if
F has no linear component. This holds when F is APN [9, Corollary 1].

3 Codewords of weight 3 or 4

In this paper, we mainly treat the codes C'r with minimum distance d such
that 3 < d < 4, i.e., the functions F' satisfying 6(F) > 4. In this section
we emphasize that the differential uniformity of F'is fully related with the
codewords of weight 3 and 4 of C'r. We later explain the link between these
codewords and the cosets of Cr of minimum weight 1 and 2. We first give
definitions and notation which will be used throughout this paper.

3.1 Basic description

Definition 3 Let F' be any function over Fon such that F'(0) = 0. For any
(a,b) € F3 X Fon, define

Top={(z,x+a) € Fon x Fon | D, F(2)=0}, (10)

where by convention (x,x + a) is a codeword of length N, whose weight is 1
if x € {0,a} and is 2 otherwise, expressed by its locators.

To be clear, if x+ = o' for some i and z + a = o', j # 4, then (af,a’)
corresponds to the binary codeword

(co,c1y...,cn—1) where ¢, # 0 if and only if ¢ € {7, j}.

When x € {0,a}, the codeword has only one locator (a), i.e., corresponds to
a binary codeword of weight 1 in the ambiant space FY.
Note that T, is empty for any b which is not in the image set of D,F.
In particular, if F'is APN then any 7, ; has size 0 or 1. More generally, the
size of T}, is
d(a,b)

Iia’bz 5 . (11)

Every pair (z,y) € Fj. x F}, with 2 # y can be written as (z,x + a)
for a = x + y, and the corresponding codeword is in only one 7, ;, where
b= F(xz)+ F(x 4+ a). When x = 0, we have (a) € Tj, ps). Obviously, two
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vectors in 7T, ; do not intersect, by definition. Now, we define a mapping S
from the set {T,p, (a,b) € F. x Fan} to the set of subsets of Cp:

(Z) if Ra,b < {O, 1}

S(Tap) :{ {(X+Y | X, Y €Tpp, X #Y} otherwise (12)

We denote by S(F') the union of all S(T,;).

Lemma 1 Assume that 6(F) > 4. Let W3 and Wy be respectively the set of
codewords of weight 3 and 4 of Cp. Then Wy U W, = S(F).

Proof.  Recall that F' is a function over Fon such that F(0) = 0. First,
S(T,p) is included in W3 U W) for all (a,b). This is because by definition any
codeword of S(7,,) has locators of the form (z,z + a,y,y + a), for some x
and y satisfying = # y # y + a and

F(z)+F(zx+a)=b=F(y)+F(y+a).

According to (9), such a codeword is a codeword of Cr of weight 3 or 4.
Conversely, let X = (z,t,y,2) be a codeword of W3 U W,, where we admit
that x = 0 when this codeword has weight 3. Set a =z +t and u = z + y.
From (9) again, we get a = u and then

X =(zr,x4+a,y,y+a) € S(T,p) for b= F(z)+ F(t) = F(y) + F(2),
completing the proof. o
Lemma 2 Assume that 6(F) > 4. Let X € W3 U Wy with

X=(z,z+a,y,y+a), y#r#zr+a. (13)
Then X € S(T,, ;) for exactly three distinct (a;, b;) that is
(a;, b;), 1=1,2,3 with ay=a, ay=z+y, az=x+y+a.
and b="b; = D, F(x) = D, F(y),
bo=Dy, F(2)=Dy,F(z+a), by=D,, F(x)=D,,F(x+a).

Moreover, if F' is a permutation then by # by # bs.



Proof. Let X € W3 U W, which is in a set S(1,;), and then satisfies (13),

with b = D,F(z) = D,F(y). Now the three pairs of locators of X are each

in one and only one set S(T4, 5,) providing three times the same codeword.
Setting y = x + ay so that y + a = x + as + a, we have

(,y), (x+a,y+a) € To,p, With Dy, F(x)=D,,F(x+a)=by
and, with a3 =ay+a=y+x +a,
(x,y+a), (x+a,y) € Toyp, With Dy, F(x)=D,,F(x+a)= bs.

Clearly, the a; are distinct, since y # = # x+a and every pair of locators of X
is well placed. We have above F'(z)+ F(x+ay) = by and F(z)+ F(z+a) = b.
Assuming that b = by we get F(y) = F(z + a) which is impossible if F' is a
permutation. The cases b = b3 and by = b3 are similar, completing the proof.
o

3.2 The cosets of Cp

Let C be any binary linear [N, k,d|-code, where N = 2" — 1. There are
2N=F _ 1 distinct proper cosets of C; such a coset is simply U = X + C
with X ¢ C'. A codeword of minimum weight of U is called a leader of U.
Every coset is uniquely defined by its so-called syndrome. For the code Cg
the syndrome of X + Cp, where X has locators (z1,...,z,), is the pair (u,v)
with

¢ ¢
u:in and v:ZF(x,;), (14)
i=1 i=1

according to (9), the definition of codewords of Cp.

Several properties of the code Cf are developed in [9, Section 3.2] when
F is any APN function over Fon. It is notably proved that when F' is an
AB function (see Theorem 2) the code Cr is completely regular, i.e., for any
coset of Cr its weight distribution is uniquely defined by its minimum weight.
When F' is not APN the code Cr contains codewords of weight 3 or/and 4.
Then the structure of C'r and the weight distributions of its cosets become
more complicated, even when §(F') = 4.

In the previous section, we proved that for any not APN function F' every
codeword in W3 U Wy is obtained by summing two distinct vectors of a set
T.p. By definition, any non empty 7}, characterizes the coset of Cr with
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syndrom (a, b) by its codewords of weight 1 and 2. Such a coset, say Cyp,
has only one leader when its weight equals 1. The number of codewords of
weight 2 in C,p equals k,p — 1 when b = F(a) and k., otherwise. Since
2Kqp = 0(a,b) , the differential uniformity of F' is fully determined by the
number of codewords of weight 2 in the cosets Cj ;. We summarize as follows.

Theorem 3 Assume that 6(F) > 4. The set W3 U Wy is fully determined
by the set of cosets of C'r of minimum weight 1 or 2, which are defined by
the syndroms:

(a,b), a € F5., b€ Im(D,F) (so that kap>0), (15)

where Im(D,F') is the image set of D,F. Moreover, such a coset Coyp has
the following properties:

o When b = F(a) the coset C,p contains Kk, — 1 codewords of weight 2
and one codeword of weight 1.

o When b# F(a) the coset Cyyp contains kqyp codewords of weight 2.
Finally §(F) = 2 X max,p{kap}, where (a,b) is defined by (15).

We end this section with two properties concerning low differential uni-
formity. They are directly deduced from the previous results. The code Cr
is defined by Theorem 2 and its cosets C,; by Theorem 3.

Proposition 1 The function F' is APN if and only if every coset Coy, of Cr,
with syndrome (a,b) defined by (15), contains only one codeword with weight
in {1,2}, its leader. It means in other terms that any T, has size 0 or 1.

Proposition 2 The function F satisfies 6(F) = 4 if and only if every coset
Cap of Cp, defined by (15), contains either only one codeword with weight in
{1,2}, or two codewords either both of weight 2 or one of weight 1 and the
other of weight 2.

4 The case §(F) =14

In this section we study specific properties of the code Cr when §(F) = 4.
The code Cr is defined by Theorem 2 and F' is a function over Fy. such that
F(0) = 0. Also Wj5 (resp. Wy) is the set of codewords of weight 3 (resp. of
weight 4) of Cp.

10



Lemma 3 Let X and Y be two distinct codewords of C'r, which belong to
W3 UWy. Then wt(X +Y) >3 and wt(X NY) < 2. Moreover, if X andY
satisfy

o cither wt(XNY)=2
o or wt(XNY)=1 with wt(X)=wt(Y)=3
then 6(F') > 6.

Proof.  Since the vector X 4+ Y is in Cp, its weight is at least 3, from
Theorem 2, implying wt(X NY) < 2.

Assume that wt(XNY)=2; so at least Y, for instance, has weight equal
to 4. Let X = (z,y,x1,22) and Y = (x,y,y1,y2) with z # y # 0. Then we
have, since X,Y € Cp,

r+y=x1+r2=1y1+y2=a and
F(z)+F(x+a)=F(z1)+F(z1+a)=F(y1)+ F(y1 +a). (16)

Hence §(F) > 6. Next assume X = (x,z1,22) and Y = (z,y1,v2). We
get, as above, © = 1 + o = Y1 + yo with F(z) = F(x1) + F(x; + z) =
F(y1) + F(y1 + x), completing the proof. o

In the case where §(F') = 4, we can study precisely the weight of X +Y
when X and Y belong to W3 U W,. This leads to a combinatorial property
of CF

Theorem 4 Let F' : Fon +— Fon. The function F' satisfies 6(F) = 4 if and
only if the code Cg, defined by Theorem 2, has codewords of weight 3 or 4
and for any such two distinct codewords, the weight of their sum equals at
least 5. More precisely, in the case where 6(F) = 4, we have for any such

XY e WU Wy:
o If X andY are both of weight 3 then wt(X +Y) = 6.
o Ifwt(X) =3 and wt(Y) =4 then wt(X +Y) € {5,7}.

o [fwt(X)=wt(Y)=4 then wt(X +Y) € {6,8}.

11



Proof. Recall that for any codewords X and Y, one has
wt(X+Y) =wt(X)+wt(Y)—2wt(XNY).

Assume that 6(F') = 4. Applying Lemma 3, we know that wt(X NY) <1
for any X and Y in W3 U Wy, X # Y. In particular, wt(X NY) = 0 when
wt(X) = wt(Y) = 3. Therefore, in all cases wt(X +Y) > 5. The three items
are simply derived.

Now, suppose that any two distinct codewords of weight 3 or 4, say X
and Y, satisfy wt(X +Y) > 5. If §(F) > 6 then there is a pair (a,b) and
x,1y, z € Fon such that

DoF(2) = DoF(y)= DuF(2)=b, |{z,a+a,y,y+a, 2 z+a}|=6.

Thus the two codewords with locators (z, z+a,y,y+a) and (z,x+a, z, z+a)
whose weights are 3 or 4, are such that their sum has locators (y, y+a, z, 2+a),
and thus has weight 3 or 4, a contradiction which completes the proof. o

To show that our results are relevant we end this section by a first out-
come; others will be given later. When §(F') = 4, every non empty S(7,s)
contains only one codeword (see (12) and Proposition 2). Thus the size of
S(F'), which is the union of the S(7,;), is in this case

1
IS(F) =5 H{(@b) € Fgu xT | gy =2}

since every codeword is in exactly three S(7, ;) (Lemma 2).

Corollary 1 Let F' be a not APN function. We denote by A3 (resp. A\y) the
size of Wy (resp. Wy). Assume that Ay = 0.

Then 6(F) =4 and A3 = |S(F)| < N/3.

If also A\3 = N/3 then n must be even. It is in particular the case when
F(x) = 2 for some d, which is not a power of 2. Consequently, it is impos-
sible to have Ay = 0 for such F' when n is odd.

Proof. Any codeword of weight 3 or 4 is obtained from a set Ty of size at
least 2, by means of the application §. Since Ay = 0, any such 7, ; cannot
contain two codewords of weight 2. Hence k,, = 2 and T, = {(a), (z,2+a)}
for some z. Moreover b = F'(a) so that

1 .
S(F)| =5 {a € B | Aupw =2}

12



Further, A3 equals the size of S(F"), which is less than or equal to N/3, since
codewords of weight 3 are disjoined. If A3 = (2" —1)/3 then n must be even.

When F(x) = 2% it is well-known that the code CF is a so-called binary
cyclic code with two zeroes, o and a?, where o is a primitive root of Fon.
Thus the code Cr is tnvariant by shift, that is, for any vector X given by its
locators,

X=(x1,29,...,7¢) € Cp <= (axi,axs,...,ax,) € Cf. (17)

Thus A3 = N/3 when n is even. When n is odd the codewords of weight 3
cannot be disjoined, a contradiction. o

Example 1 Let n = 2k for some k and consider the function F : x + o~}

over Fon. It is well-known that F satisfies 6(F) = 4. Moreover, for any

a € 5., the equation

1 1

1
- :b7 b )
x+x—|—a 7éa

has 0 or 2 solutions (v and x + a). When b = 1/a, the solutions are

=0, z=a and the two roots of x*+ax+a®>=0,

Thus the code Cg is such that A\3 = N/3 and \y = 0. We can describe the
set Wy let 1 be a root of 2> +x +1 = 0; then

Wa={(a',a'zy, 0’ (214+1)), i=0,...,N—1}.
Note that every codeword appears three times, for three distinct i.

Problem 1 The main question arising from the previous example is: whether
there exist or not differentially 4-uniform monomial functions with Ay = 0
other than the inverse function (up to equivalence)? Another question is
about the existence of codes Cp such that Ay =0 and 0 < A3 < N/3.

5 The size of W3 and W, via differential spec-
trum

In this section our aim is to compute the size of the sets of codewords of
weight 3 and 4 of any code Cr, denoted W3 and W, respectively. Recall that
A3 and A4 denote the size of W3 and Wy respectively. In previous works As
and \; were obtained essentially for some functions of type F(x) = x¢, with
respect to the differential spectrum (see [13] and [3]).
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5.1 The formulas

In this subsection, we propose some expressions of A3 and A4 for any function
I with respect to its differential spectrum. Recall that the binomial coeffi-

cient (z) = #lv), equals 0 when v < v. By Lemma 1, we know that the

codewords of weight 3 and 4 are just all the elements of the set

SF)= |J ST

(a,b)EF % xFan

(see (10) and (12) for the definitions). Every set S(Ty;) is of size ("3*), where
Kqp 1s the size of Tj ;. Moreover the value A3 is strongly related with some
values of b.

o If b= F(a), then k., — 1 codewords of weight 3, together with (”“’5_1)
codewords of weight 4, belong to S(T,;).

e If b # F(a), then S(T,4) contains ("3*) codewords of weight 4 and no
codewords of weight 3.

According to these observations, we express easily the size of W3 and of Wj.

Theorem 5 Notation is as above. Assume that §(F) > 4 and F(0) = 0,
then one has:

(1) The size of W3 is A3= % Zaern(/ﬁsz(a)—l);
(ii) The size of W3 U Wy is

5(F)

A3+)\4_ SN k- NH 242 wi— NH),

QEF bEFQn
where w; = |{(a,b) € F4, X Fou | §(a,b) =i}| and N =2" — 1.

Proof. By Lemma 2, each codeword X € W3 U W, appears exactly in three
S(T,p) for three distinct pairs (a,b). Hence

1
>\3 - 5 Z (Ha,F(a) - ]-)

a€lF,

14



and

1
Aot = [S(F)[=3 D _IS(Tuy)
a,b

1 Fap) 1 Koy — Kab
- §ZZ<2)—§Z >

a€F%, bEFn a€F%, bEFon

= % Z 25271;_2”le (as Zmub— Zdab =21

a€F3, beFan

_ ZZ N+1)

This completes the proof. o

Let F(x) = 2%, for some d which is not a power of 2. Such monomial function
is currently called power function. By applying Theorem 5 to the power
functions, we obtain an extension of previous results given in [3, Corollary
1], with a different approach. The next corollary is simply derived, since for
such I’ we have

2kap = 0(a,b) = §(1,b/a”), for any a € F},.
Corollary 2 Let F' be a power function over Fon. Then the following holds:
(1) The size of W3y is

N(5(1) = 2)
6

(ii) The size of W3 U W, is

A3= , where §(b) := 6(1,b) for any b € Fan.

0
N<N+1):NZ¢%-—N(NH>
12 244

where w; = [{b € Fan | 6(b) =i}|.

The next proposition is directly obtained from Corollary 2, (i) (with same
notation). Since A3 = N(d(1) —2)/6, 3 must be a divisor of N or of §(1) —
Note that 3 divides N if and only if n is even, hence 3 must divide (1) —
when 7 is odd. We summarize as follows.

15



Proposition 3 Let F(x) = 2¢ be defined over Fon where d is not a power of
2. Then A3 =0 if and only if 6(1) = 2.

Assume that A3 # 0. Then either §(1) — 2 or N is divisible by 3. In
particular, when n s odd it holds

d(1)=3k+2 for some even k> 2.
Therefore, if A3 # 0 with n odd then §(F) > 8.

Problem 2 According to Corollary 2 and Proposition 3, it appears that for
odd n the power functions F' such that 6(F) = 4 have an associated code Cp
of minimum distance 4. One can see in [3, Table 1] that such a function
does not ezist for n € {15,17,...,25} when ged(n,d) = 1. Does it hold for
n > 257

5.2 Lower bound and upper bound

In this subsection we discuss upper and lower bounds for A3 and \;. We set

K(F)= max Kqp (sothat §(F)=2k(F)). (18)

a€F%, bEFyn
Recall that differentially two-valued functions are defined in Section 2.1.

Theorem 6 Let I be a function over Faon such that k(F') > 2. Then it holds

A< S (R(F)=1)(N=M) <o (k(F)=1)N,

Wl
Wl

where M is the number of a € F3,. such that k, p) = 1. Both equalities hold
if and only if Ker@) = K(F) for any a € Fs,.

Proof. 1t follows from Theorem 5(i) that

1
Ay = 3 > (For@w—1)

S (R(F) (V=) <

IN

(k(F)—1)N.

16



We first used that kg pa) < w(F) for those a € F3. such that kg pa) # 1.
Further, we put M = 0 to obtain the latter bound. Hence, both equalities
hold if and only if ke p(e) = ~(F) for any a € F3,. o

We need more notations to propose the next upper bound for Az + \,.
Set {z1,...,2n} = F5.. For 1 < i < j < N let n;; be the number of
codewords of Cr of weight 4, which contains z; and x; as two of its locators.
Set a;; = x; + x; and b;; = F(x;) + F(x;).

First, Kq,,p,; > 1 as (23, 2;) € Tq,, p,;- In particular, it holds kg, > 2 if

bij = F(as;), since in this case (ai;) € Ty, 5, as well. Conversely, if kg5 > 1

for some (a,b) € F;, x Fon such that b # F(a), then (a) € Ty, and thus there
exists some pair of integers (¢,7),1 < ¢ < j < N, such that (x;,z;) € T,.
This implies ¢ = z; + z; = a;; and b = F(z;) + F(z;) = b;;. Moreover, it
is clear that when k4 p) > 2, there exist some 1 < ¢ < j < N such that
(a, F(a)) = (aij, bij). So we have proved that s, , # 0 if and only if

(u,v) € {(agby) | 1<i<j <N}U{(a, F(a)) | a € Fy. .
Moreover, it holds

{(ai5,b;5) | 1<i<j<N}U{(a, F(a)) | a € Fou}
= {(ay,by) | 1<i<j<N}U{(a, F(a)) | @ € Fon, Ko pa) =1},

where the latter is a disjoint union. We also need to define
wo=H{(4,7) | 1<i<j<N, Kay ;0 =1}, (19)

or equivalently,
Wa=wy—{a € F3n | Kar@)=1}|.

Theorem 7 Let F be a function over Faon such that k(F) > 2. Then it holds

A

A3+ < 23+( K(F)— 1)(M Wy  (K(F)-1N(N+1)

——)<
12 6 12

The first inequality is equality if and only if F is differentially two-valued
{0,0(F)} or three-valued {0,2,0(F)}. Both equalities hold if and only if F
18 differentially two-valued.

17



Proof. On one hand, note that any codeword of weight 4 that contains x;
and z; (i # j) as two of its locators should appear in S(Ty,,s,,) as (i, ;) €
Ty, b, But in each S(Tq,, 5,,), there are exactly kg, 5, — 1 such codewords if

bij # F(ai;); and there are exactly fq,, p,, — 2 such codewords if by; = F'(ay;).
Hence we have

Kagj,bi; — 1 if bij #F(aij)a
N;; —
’ Kayby =2 if b= F(aij).

On the other hand, the sum nj3+n13+---+ny_1 n is a calculation of the
number of codewords of C'r of weight 4, in which every codeword of weight
4 is taken (;L) = 6 times. Consequently one obtains that

)\4 = é Z nij

1<i<j<N
1
- 6( Z (Kagy b = 1)+ Z ('iaij’bij_Q))
1<i<j<N, 1<i<j<N,
b #F (a:;) bij=F(aq;)
1 o ..
= 6 Z (Raijybij_l)_g‘{(/&?]) | t <]>bij:F(aij)}‘
1<i<j<N
1 A3
= 6 Z (Hai] blj 1)_5
1<i<j<N
1 N(N-1) s
< —(h(F)-1)(—————wy) -2

where in the inequality we used the fact that x,,, s, < x(F) for any 4, j such
that kg, 4, 7 1. Then we arrive at
N(N-1) @
z 6
with equality if and only if k4,4, = #(F) for any 1 <4 < j < N such that
Kayb; 7 1, say F'is differentially two-valued or three-valued {0,2,5(F)}.
Furthermore, from Theorem 6, we get

Mot ha < 2 (s(F) - 1)

A3 N(N-1) @,
2 (w(F) - 1) (5 =)
(K(F)=1)N _ (x(F)=DN(N-1)
- 6 12
(K(F)=1)N(N+1)

12 ’
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with equality if and only if Wy = 0 and k, p) = &(F) for all a € F3, (due
to Theorem 6). Hence both equalities hold if and only if F is differentially
two-valued, noting that wy; = 0 means that k,;, = 1 cannot happen when

b# Fla). o

Remark 2 The functions which are differentially three-valued {0,2,(F)}
appear in the previous theorem. It is important to notice that the knowledge
of Wy only allows to get the exact value of A3 and A4, according to Theorems
6 and 7 (see the next example). Note that, in particular, differentially 4-
uniform functions are either three-valued of this form or two-valued.

Example 2 Let n = 2m, m > 2, and F(x) = 22" From [4, Theorem
8]) we know that F is a so-called locally-APN function, i.e., 6(b) € {0,2}
unless b € {0,1}. Also, F' has differential spectrum {0,2,2™} with 6(1) = 2™
and 6(0) € {0,2}. Thus, we get

N@™—1) (272 1)

N
)\32(2’"_1—1)3 and M\y= 2

Since Wy = wy = N(2"1 = 2™71Y) | because Ko p@) # 1 for any a and wy/N is
given by [4, Theorem 8]), we have
N(Qm_l _ 1)2m—2

3

Azt+Ay=

which is equal to the bound of Theorem 7

IN+N(N—1)—N(2n—2m)
12

2mN
12

(2m—1_1) — (Qm_l—l)

In the next theorem we present two lower bounds for A3+ 4. The first one
is a unified constant bound for functions with same differential uniformity.
The second one is more refined by introducing the parameter wy. Note that
for any function F, we have

wo > (2" — 1) x 2"t = N(N +1)/2 (with wy = |{(a, b)|6(a,b) = 0}])

with equality if and only if F' is APN. This is because the size of the image
set of D,F is at most 2", for any a € .. Equality, for any a, is obtained
if and only if F' is APN.
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Theorem 8 Let F' be a function over Fon such that k(F) > 2. Then we
have:

(1) A3+ M > K(F)(6(F) — 1)/2.

(ii)
N(N+1)/2 N(N+1)
>\3+)\42(N(N+1)—w0_1> 12

where equality holds if and only if F' is differentially two-valued.

Proof. (i) There is at least one pair (a,b) € F5, x Fan such that k., = k(F).
Then

so that A3 + Ay > k(F)(k(F) —1)/2.

(ii) First note that the number of pairs of (a,b) € F5, X Fan such that s, # 0
is equal to wy +ws + -+ - + wsp) = N(N + 1) — wp. Then one has

A3t = éz Z ﬁiyb_m

12
a€F%, beFan

1 (Xaphas)®  N(N+1)

S5 NN+ D) —w 12
~ (N(N+1))?/24 N(N+1)  N(N+1)/2 N(N+1)
T N(N+D)—wy 12 _(N(N+1)—w0_> 12

where we applied the Cauchy-Schwartz inequality to the sum ), /{?L,b after
eliminating all the zero’s. Hence the equality holds for F' if and only if
Kap = K(F') for all pairs (a,b) € Fj. X Fan such that k., # 0, say F' is
differentially two-valued. o

According to Theorem 7, the proof of the following corollary is obvious.

Corollary 3 Let F' be a function over Faon such that k(F) > 2 and A3 = 0.
Then one has e = wy — N and My < B with

N(N-1) @, N(N+1)  w,
S =) = (w(F) 1) (-2,

FEquality occurs if and only if F' is differentially three-valued as {0,2,5(F)}.

B

[
—~
)
—~

&
~—
|
—_
~—
—~
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In the following theorem we prove that the lower bound in (ii) of Theo-
rem 8 is larger than half of the real value for differentially 4-uniform functions.

Theorem 9 Let F' be a differentially 4-uniform function over Fon. Then
one has

N(N+1)/2 N(N+1) 1
-1 = . 2
NNT1)—wy Y1z 72t (20)
Proof.  Note that wy = N(N 4+ 1)/2 + wy by (3) and A3 + Ay = wy/3 by
Theorem 5, for differentially 4-uniform functions. Hence the inequality (20)
can be rewritten as
( N(N+1)/2
N(N+1)/2—wy

“1)N(N+1)/2 > wy. (21)

By simple calculations one can further rewrite (21) as follows

N2(N+1)?/4
N(N+1)/2—w,

> N(N+1)/2+wy,

which holds obviously as w4 # 0 and
(N(N+1)/2—ws)(N(N+1)/2+ws) =N*(N+1)%/4—w?.
o

Remark 3 Theorem 9 gives another upper bound for A3+ X\, of differentially
4-uniform functions as

1 N(N+1)
A3+ A -2
3+ 4<(1—(,U0/(N2+N> ) 12 )
N(N+l)

which is better than A3+A\y < given by Theorem 7, if wy < 2N(N+1).

We end this section with some results relating the Walsh spectrum and
the associated code of a vectorial function.

Theorem 10 Let F' be a function over Fon with component functions f,,
w e Fs.. Then

S U= (@12 13X 2 (g 4 ),

nels,

where v(f,) is defined in Section 2.1.
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Proof. 1t has been obtained by Nyberg that for any a € F3.

> FADuf)=2" ) &,

pEFon belFon

(see formula (4) in Page 118 of [20], which is here rewritten in our context).
This is equivalent to write

> FADf) =272y (“;"’). (22)

pEFon beFon

Indeed 2k, = 04y and Zbe]an Kap = 2" providing

Z /{271) —onl — Z Kap(Kap — 1).

belFon belFon

Then we can deduce that

Z V(fu) = Z Z ]:2(Dafu>

HEFS, pEFs, a€fgn

= > Y FADuf)

angn peFon

= (2"—1)22rH 2 NN (“;»b)

a€F%n bEFn
= (2"—1)22" +3x 2" ( A3+ )\y),

where the third equality is deduced from (22). For the last equality, see
Theorem 5. o

As a consequence of our previous results, we show that the nonlinearity of
any function F' over Fy» decreases while the number of codewords of weight 3
and 4 increases. Another property will be derived by Corollary 7 in Section 7.

Corollary 4 Let F' be a function over Fon. Then its nonlinearity satisfies

2nt+l (On __
NL(F)SQ"_l—\/2n1+M §2n—1_1 22 (2n 1)
2= 2\ 21 )
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Proof. Recall that NL(F) and L(F) are defined in Section 2.1 by (7). With

same notation, we have first

ZMGFSm ~7:4(fu+90b)

L2(F) = max F2(fu+¢p) > =2t
(F) HEFSn, Uutr) > neFy, F2(futen)
beFon bEFn

While one has
S F(f) = (20— 1)2

.U'G]F;n 5
beFon

by Parseval’s relation. Moreovoer, Theorem 10 implies that
S FUfuten)=2" > v(fa)=(2"—1)27 43 5 27 (A5 4 Ay).

NEF;n 5 !LGFE’H
beFon

Consequently, we arrive at

C2(F) > (2 —1)23"H 43 x 223 (N34 \y) :2n+1+24(>\3+)\4)
and hence
NL(F) < 2”—1—1\/ gnit 1 HatAe)
- 2 2n—1
< gm_ L[ 2mEn-D
= 2\ 2(2n (27— 1) — wy)
by Theorem 8(ii), completing the proof. o

6 The set of 2-to-1 derivatives

In this section we are interested in the set of 2-to-1 derivatives of any function
F over Fan. It is well-known that F' is APN if and only if all its derivatives
are 2-to-1. Actually, it is sufficient that this last property holds for 2"~ — 1
well-chosen derivatives [11]: F' is APN if and only if D,F is 2-to-1 for all
non-zero a of any hyperplane of Forn. We will show that this result can be
generalized by considering the derivatives in respect with subspaces of smaller
dimension.
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Lemma 4 Let F be a function over Fon and k > 2. Suppose that there is
(a,b), a € F3. and b € Fon, such that

Top={(x1,2140),..., (2, xx+a)},

where x; # x; # xj + a for all i,j. Then, we have for any (i,7), i # J,

Dy, F(2) = Dy, F (2 +a) and

DiosraF (€)= DyaptaF (214 0). (23)
Consequently, the functions DgF', B € S, with

Se ={a,x;+x;, vi+x;+a | 1<i<j<k}

are not 2-to-1.
Proof.  We simply apply Lemma 2. Let (x,y) be any pair (z;,z;), i # j.

The codeword with locators (z,z + a,y,y + a) is exactly in three S(T,,),
¢ =1,2,3 with a; = a, as =z +y and a3 = x + y + a. This proves (23). ¢

Remark 4 If k=2 (in Lemma 4) then S, U{0} is a subspace of dimension
2. If k > 2, then S, U {0} contains a subspace of dimension 3, for instance
with basis {a,x1 + xa9, x1 + T3).

Now we can generalize [11, Theorem 2] as follows.

Theorem 11 Let V be a t-dimensional subspace of Fon and r =mn —t. Let
F be a function over Fon such that D.F is 2-to-1 for all a € V*. Then
S(F) <2

Proof. Note that V has 2" cosets, including V' itself. Suppose that there is
a € Fyn \ V such that d(a,b) > 2" + 2 for some b. Let £ = (2" + 2)/2. Then

we have ¢ elements of Fyn:
A={x,x9,..., 2} such that D, F(z;)=b, 1<i</,

where x; # x; # x; + a, for all 7, j. From Lemma 4 the elements z; + x; and
x;+x;+a are not in V. Therefore, for any pair (4, j), the elements z; and z;
(resp. x; and z; + a) cannot be in the same coset of V. Thus the ¢ elements
of A are in ¢ different cosets of V. The same holds for the ¢ elements z; + a:
they are in ¢ different cosets of V, all different from the cosets x; + V.
Thus, we get at all 2"+ 2 different cosets of V', which is impossible. Hence
such an a does not exist and we can conclude that 6(F) < 2". o
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Example 3 Let n=2k and F(z) = 2% (x + 22") where ged(i, k) = 1. It was
proved in [22] that

0,28} ifa e F;

k>
oa;b) € { (0.2 ifae Fon\Fye.
Let W be a set of representatives of the cosets of For, i.e., Fon s the union
of the w4+ For, w € W. Clearly W is a subspace of dimension k of Fon.
Moreover for all a € W* the function D,F is 2-to-1. And W 1is the subspace
of Fon with the largest dimension which satisfies this property. When a & W,
we have §(a,b) € {0,2,2%}.

We now propose an application of Theorem 11 by using together APN
functions and bilinear functions. In the next example, we propose a class of
functions F' such that 6(F) < 4.

Corollary 5 Let H(z) = Ly(x)Lo(x) where Ly and Ly are two linear func-
tions over Fon satisfying ker(Ly) C ker(Ls), where ker(L;) is the kernel of
L;. Sett = dim(ker(L1)). Then for any APN function G over Faon, the
function F' = G + H is such that D,F is 2-to-1 for all a € ker(Ly)* so that
O(F) <27t

Proof. We have simply to write the derivative of F' for any a € [F,:
D,F(z) = D,G(z)+Lyi(z)Lo(z)+Li(z+a)Lo(z+a)
= D,G(x)+Li(z)La(a)+ Li(a)La(x+a).

Thus, for any a € ker(L;), the equation D,F(z) = b becomes D,G(x) = b,
for any 0. This is to say that D,F is 2-to-1 for all a € ker(L;)*. Then
Theorem 11 applies. o

Example 4 Let n = 2k and
— Ly(z) = T3 (x), the trace function from Fon to Fy,
— Lo(z) = Tr(x), the absolute trace on Fan.
Let F(z) = G(x) + Ly(x)Lay(x) where G is any APN function.

Since Tr(x) = TE(Ty(x)), the kernel of Ly is included in the kernel of
Ly. We apply Corollary 5 with t = n — 2, the dimension of ker(Ly). Hence
5(F) < 4.

Problem 3 Two questions arise naturally regarding functions F of Corol-
lary 5, namely possible permutations and possible APN functions. Another
problem is to find constructions which are not derived from APN functions,
as in Example 3.
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7 Particular functions

In this section, we study the values A3 and A\, for two types of vectorial func-
tions, the differentially two-valued functions and the plateaued functions.
Recall that these kinds of functions are defined in Section 2.1. The next the-
orem is a generalization of [3, Proposition 5|, where this result was obtained
for monomial functions.

Theorem 12 Let F' be a differentially two-valued function over Fon with dif-
ferential uniformity 6(F') = 2°, where s > 1. Then the numbers of codewords
of weight 3 and 4 of Cr satisfy

N2 1)

)\3: and )\4:(27%2—].))\3.

Thus Ny # 0 if and only if A3 # 0.

Proof. Note that the function F' is differentially two-valued if and only for
any a € 3, the derivative D,F' is 2°-to-1. According to Theorem 7, this
holds if and only if
2N (251 —1)

3 )
Moreover \; is directly obtained from (i) of Theorem 5, since any 7, F(a) has
Size Kq,F(a) = 25~ To conclude, we compute

A3+ =

22N (251 —1) N(2°1—1
/\4: (3 )_ ( 2 ):(277,—2_1)>\3

o

As announced by Theorem 7, the higher bound on A3 + A4 is reached
by differentially two-valued functions only. Moreover, A3 reaches its upper
bound too. Notably, if s =2 then A3 = N/3 and \, = N(2"2? — 1)/3, where
both values must be non-zero integers, which is impossible when n and (then)
n — 2 are odd. More generally, n odd would imply s odd. Note that the next
result is a generalization of [3, Corollary 3].

Corollary 6 Let F' be a differentially two-valued function over Fon such that
O(F) = 2% If s is even then n must be even too. In particular, F' cannot be
differentially 4-uniform when n is odd.
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Until the end of this section F' is a plateaued function over Fon. Thus
every component f, of F' satisfies

n+t#

L(f,) =272, 0<t, <n—2 wheret, +n is even. (24)

We begin by giving a result derived from Theorem 10.
Corollary 7 Assume that F' is a plateaued function over Fon, with compo-

nents satisfying (24) above. Then

27173
A3+ = 3 Z (2t“ — 2)

S

Proof. Since every f, is plateaued, we have from Theorem 1
v(f,) =22"1 e T,

Hence, from Theorem 10,

S ow(fu)= ) 22 = (20127 4 3% 2" (g Ay),

HEFSn HEFSR

so that

Theorem 13 Let F' be a plateaued function with components satisfying (24)
above. Then

1
s = ¢ D (2% —2) and Ay = (277 = 1)As.

neks,

Consequently, Ay # 0 if and only if A3 # 0. If F is plateaued with single
amplitude 2079/2 then \y = (2071 — 1) N/3.
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Proof. For any u, we have :
Z (—1)TrwPaD @) — ontte  for all € Fon.

a€lFon bEFon

This was proved by [10, Theorem 1], for plateaued Boolean functions. This
result holds for any characteristic (see [19, Theorem 2]). Thus we have

Z ontty Z Z(_l)Tr(uDanF(z))

HneFs, HEFZ, ab

— Z Z (_1)TT(,uDanF(x)) . 22n.

a,b peFon

Denoting the last value on the right by A, we get
Ay =2"{ (a,b) | DaDyF(z) =0 }| —2%",
and removing the trivial cases we obtain A, as follows:
Ay =2m(2" 2" - 2) 42" Ay — 22 = 27(2"T — 2) 4 2" A,

where Ay = |[{ (a,b) | D,DyF(x) = 0,a # b # x }|. For x = 0 we obtain
the number of codewords of weight 3, that is A3 = A5/6. Indeed, according
to (9), As is then the number of codewords of Cr with locators {a, b, a + b},
a # b # 0, where every codeword is counted six times. Finally

B é - Zuez@‘;n 2t —2(2" — 1)

6 6

When ¢, =t for all u then A3 = ((2" — 1)(2" — 2))/6. Now, to get Ay, we use
Corollary 7:

A3

2n—3

)\4 = 3 Z(Qt“—Z)—)\g

- See-n(Br-g) - Zer-n) ey,

LEF, HEFSn

completing the proof. o
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Remark 5 Let F' be a plateaved function whose components f,, have ampli-
tude 202 < t, < n—2. Note that t, = 0 if and only if f, is a bent
function.

If n is odd then t, > 0. From Corollary 7, we obtain this well-known
result : F'is APN if and only if ¢, = 1 for all n. When n is even, we obtain
a property on the number of bent components of F.

Proposition 4 Let F' be a plateaued function over Fon. Let n be even and
denote by B the number of bent components of F'. Then F is APN if and

only if
B= )  (2%-2).

uEF;n >0

Consequently, ZME]F;"JPO(QW’I —1) > (2" — 1)/3 with equality if and only
if t, = 2 for all non zero t,,.

Proof. We obtain directly the value B by applying Theorem 13 with A3 = 0.
Further, the lower bound of B was given by [1, Corollary 3|, a result which
is here completed. o

When F is plateaued, the numbers of codewords of weight 3 and 4 of Cr
satisfy the same relationship (between A\, and \3) as for a differentially two-
valued function. Moreover, if F is plateaued with single amplitude 2(*+9/2
and at the same time two-valued {0,2°} we get

271 —1)N  N(2°'-1)

3 -3
Clearly, in this case t = s where s has the same parity as t. A similar result
was proved for monomial plateaued functions by [3, proposition 6]. Here we

can generalize to plateaued functions a property of quadratic functions that
we proved in [12, Theorem 5].

)\3:(

Corollary 8 Let F be a plateaued function over Fon which is with single
amplitude 2"/% and two-valued {0,2°}. Then t = s where s +n must be
even.

Remark 6 Quadratic functions are plateaued and not always two-valued,
unless they are monomial. A binary code C' s said invariant by translation
when any codeword of C' given by its locators, say X = (x1,...,x), satisfies

(g4x1,...,9+xK) € C for all g € Fan.
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Let F be quadratic and consider its extended code Cp. The extended code Cr
of Cr is obtained by adding a position “0” and a digit ¢ = Ei]igl c; on this
position to any codeword ¢ € Cp. Clearly all codewords of Cr have an even
weight. If F is quadratic then Cp is invariant by translation and one deduce

easily that \y = (2% — 1)\3 (by extending the proof of [9, Lemma 3]).

Some, but few, monomials are known to be plateaued and not quadratic. We
end this section by the next example, which illustrates the following property,
directly derived from the previous theorem.

Corollary 9 Let F be a plateaued function over Fon which is with single
amplitude 2"2/2 with n even. Then A3 = N/3.

Example 5 Let n = 2m with m > 5 being odd. The functions over Fon
which are as follows defined

Fy(z) =2, d=2"+2""2 4 1 and d = 2" + 3,

are known to be plateaued, bijective and with single amplitude 2"+2/2 [14].
Further, the differential spectrum of Fy was computed in [23] confirming that
d(Fy) = 8 and all values 0,2,4,6,8 appear in this spectrum for both values of
d.

We get \3 = N/3 and Ay = (2""2—1)N/3. Thus, both functions have only
one codeword of weight 3 which is shifted N/3 times. Moreover codewords
of weight 3 do not intersect and 6(1) = 4, as expected (from Corollary 2).
Thus, according to Theorem 4, there are pairs of codewords of weight 4 such
that their sum has weight 4. This is because 6(Fy) > 4.

8 Conclusion

In this paper, we initiate another approach for the study of the differential
uniformity of any function F, by replacing the problem in coding theory.
Our purpose was first to establish clearly the relations between the differential
uniformity of F', the codewords of weight 3 and 4 and some cosets of the code
CF associated to F. But we still believe that this point of view necessicates
to use together classical tools for the study of functions over Fyn and of
Boolean functions. This paper extends the work on APN functions and their
associated codes presented in [9]. More recently, some studies on equivalent
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APN functions have shown that the properties of these associated codes
are of interest (see [5], [7] and references herein). The study of algebraic and
combinatorial properties of the code C'r opens up a wide sphere of knowledge.
We think that many ways of research are relevant in this context.

References

1]

T. P. Berger, A. Canteaut, P. Charpin and Y. Laigle-Chapuy. On almost
perfect nonlinear functions over Fy'. IEEE Transactions on Information
Theory, 52(9):4160-4170, 2006.

E. Biham and A. Shamir, Differential cryptanalysis of DES-like cryp-
tosystems, Journal of Cryptology, Vol. 4 No. 1 (1991), pp. 3-72.

C. Blondeau, A. Canteaut, and P. Charpin. Differential properties of
power functions, Int. J. Inform. and Coding Theory, 1(2):149-170, 2010.
Special Issue dedicated to Vera Pless.

C. Blondeau, A. Canteaut, and P. Charpin. Differential properties of
x + 2*~', IEEE Transactions on Information Theory, 57(12):8127-
8137, 2011.

C. Bracken, E. Byrne, G. Mcguire, and G. Nebe. On the equivalence of
quadratic APN functions, Des. Codes Cryptogr., 61:261-272, 2011.

C. Bracken, C. H. Tan, and Y. Tan, Binomial differentially 4 uniform
permutations with high nonlinearity, Finite Fields and Their Applica-
tions, 18 (2012) 537-546.

A. Canteaut and L. Perrin, On CCZ-Equivalence, Extended-Affine
Equivalence, and Function Twisting,  Cryptology ePrint Archiv,
2018/713.

C. Carlet, Boolean and Vectorial Plateaued Functions and APN Func-
tions. IEEE Transactions on Information Theory, 61(11): 6272-6289,
2015.

C. Carlet, P. Charpin, and V. Zinoviev, Codes, bent functions and per-
mutations suitable for DES-like cryptosystems, Des. Codes Cryptogr.,
15(2):125-156, 1998.

31



[10]

[11]

[12]

C. Carlet and E. Prouff, On plateaued functions and their construc-
tions, in Proc. of F'SE 2003, T. Johansson (Ed.), LNCS 2887, pp. 54-73,
Springer-Verlag.

P. Charpin and G. M. Kyureghyan, On sets determining the differential
spectrum of mappings, Int. J. of information and Coding Theory (Ijicot),
Special Issue on the honor of Gerard Cohen, Vol. 4, Nos 2/3, 2017, pp.
170-184.

P. Charpin and J. Peng, New links between nonlinearity and differ-
ential uniformity. In proceedings of Sequences and Their Applications,
SETA 2018, Oct 2018, Hong-Kong, China.
https://hal.inria.fr/hal-01836184.

P. Charpin, A. Tietdvainen, and V. Zinoviev, On binary cyclic codes
with minimum distance d = 3, Problems of Information Transmission,

33(4): 287-296, 1997.

T.W. Cusick and H. Dobbertin, Some new three-valued crosscorrela-

tion functions for binary m-sequences, IEEFE Trans. Information Theory
42(4): 1238-1240 (1996).

J. F. Dillon, Geometry, codes and difference sets: exceptional connec-
tions, in: Codes and Design, Colombus, OH, 2000, in: Ohio State Univ.
Math. Res. Inst. Publ., vol. 10, de Gruyter, Berlin, 2002, pp. 73785.

C. Ding, Y. Liu, C. Ma and L. Zeng, The weight distributions of the
duals of cyclic codes with two zeros, IEEE Trans. Information Theory,
Vol.57, No.12, pp. 8000-8006 (2011).

Handbook of coding theory, V. S. Pless, W. C. Huffman and R. A.
Brualdi Editors. Elsevier Science Inc. New York, NY, USA 1998.

F. J. Macwilliams and N.J.A. Sloane, The theory of Error Correcting
Codes (North-Holland Mathematical Library). Amsterdam, The Nether-
lands: North-Holland 1977.

S. Mesnager, F. Ozbudak, A. Sinak et G. Cohen, On g-ary plateaued
functions over F, and their explicit characterizations functions, to ap-
pear in European Journal of Combinatorics.

32



[20]

[21]

[22]

23]

[24]

K. Nyberg. S-Boxes and Round Functions with Controllable Linearity
and Differential Uniformity. In Fast Software Encryption-FSE’9) (Lec-
ture Notes in Computer Science). Berlin, Germany: Springer-Verlag,
1008, 111-130, 1995.

J. Peng and C. H. Tan. New explicit constructions of differentially 4-
uniform permutations via special partitions of Fyer. Finite Fields and
Their Applications, 40, 73-89, 2016.

A. Pott, E. Pasalic, A. Muratovic-Ribic and S. Bajric, On the maxi-
mum number of bent component of vectorial functions, IEEE Trans.
Information Theory. 64(1): 403-411 (2018).

M. Xiong, H. Yan and P. Yuan, On a conjecture of differentially 8-
uniform power functions, Des. Codes Cryptography 86(8): 1601-1621
(2018).

Y. Zheng and X. M. Zhang, Plateaued functions, In Information and
Communication Security, ICICS’99, volume 1726 of Lecture Notes in
Computer Science, pp. 284-300. Springer-Verlag, 1999.

33



