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Abstract. The concept of consent is a central pillar of data protection. It fea-
tures prominently in research, regulation, and public debates on the subject, in
spite of the wide-ranging criticisms that have been levelled against it. In this
paper, | refer to this as the consent paradox. | argue that consent continues to
play a central role not despite but because the criticisms of it. | analyze the de-
bate on consent in the scholarly literature in general, and among German data
protection professionals in particular, showing that it is a focus on the informed
individual that keeps the concept of consent in place. Critiques of consent based
on the notion of “informedness” reinforce the centrality of consent rather than
calling it into question. They allude to a market view that foregrounds individu-
al choice. Yet, the idea of a data market obscures more fundamental objections
to consent, namely the individual’s dependency on data controllers’ services
that renders the assumption of free choice a fiction.

Keywords: Commodification - Data protection - Discourse analysis - Informed
consent - Information control - Power.

1 Introduction: The Consent Paradox*

Despite criticism, consent enjoys a massive and ongoing presence in data protection. |
refer to this counterintuitive observation as the consent paradox. Consent is omni-
present in policy making, regulatory practice, and scholarly debates. Yet, the promi-
nent role ascribed to consent in data protection is puzzling given the sustained critique
from data protection professionals and average users alike [2, p. 171]. Both groups
argue that it is hard for users to comprehend what they are consenting to. Moreover,
they criticize that users often do not have a choice but to consent because they rely on
products such as social network services or smartphones. In data protection parlance,
lay people and specialists criticize that consent is, in many cases, neither informed nor
freely given. Nevertheless, consent continues to be an essential part of data protection
both in theory and practice. The aim of my paper is to account for this consent para-
dox: How is it that consent is ascribed such a prominent role in data protection while
at the same time being subject to numerous criticisms?

! This paper refines several arguments that I have developed in my master’s thesis [1].



| set out to explain the consent paradox in data protection by analyzing the nexus
between criticizing consent and keeping it in place. In other words, | assume that the
consent paradox does not exist despite but due to the criticisms of consent. Thus, | do
not discuss in how far consent is a meaningful instrument of data protection. Instead, |
analyze how this very discussion makes consent a fitting solution to today’s data pro-
tection problems. At first glance, assuming a productive, rather than a destructive
relationship between critique and its object appears counter-intuitive. However, the
idea is not unfamiliar in political sociology [3, p. 27] and, more importantly, seems to
tie in well with others’ observations regarding consent in data protection.

Several scholars have repeatedly pointed to what | term a consent paradox. They
emphasize that consent continues to be an essential part of data protection policies
despite its perceived limits [see 4-6]. Koops, criticizing a “mythology of consent”,
wonders why “the conclusion is too seldom drawn that consent is simply not a suita-
ble approach to legitimate data processing in online contexts” [6, p. 251]. For Koops
and others the consent paradox is manifested in the new General Data Protection
Regulation (GDPR), which, according to them, has a strong focus on consent and
individual information control in general [see 7, p. 313].

Some authors have already suggested a connection between criticizing consent and
keeping it in place. Zanfir notes that the modifications made to consent in the GDPR
“are responses to the critiques of the provisions in the [Data Protection Directive]” [5,
p. 241]. Arguing in the same direction, Schermer et al. state that “the crisis of con-
sent” has led to regulatory attempts to reform consent [2, p. 172]. A similar observa-
tion has been made by Barocas and Nissenbaum from an US perspective [8, p. 58].
According to them, gquestioning consent prompts an “urgent need” to fix it. Elaborat-
ing further on the nexus between critique and reform, Rouvroy and Poullet suggest
that certain kinds of critique can be addressed by reforming consent, while more fun-
damental objections, resulting from “socio-economic and other structural inequali-
ties,” seem to question consent in general [9, p. 74]. One issue with consent that falls
into the former category of perceived ‘solvable’ problems is ensuring that individuals
consent in an informed manner. As authors on both sides of the Atlantic observe,
enhancing individual information provision seems to be the most common suggestion
for mitigating the problems with consent [6, p. 252, 7, p. 318, 9, p. 74, 10, p. 5, 11, p.
3]

Yet, the studies mentioned make these observations in the course of other argu-
ments, thus only touching upon the question | want to answer in this paper: How can
we account for the prominent position of consent despite critique? To answer this
question, | develop these arguments further, proceeding in two steps. | first review the
scholarly critiques of consent. In a second step, | complement this literature review by
analyzing the debate on consent among German data protection professionals between
2000 and today.

Drawing on this analysis, | claim that it is the emphasis on informedness that keeps
consent in place. Criticizing consent in terms of information asymmetries makes re-
forming consent not only a feasible but also a valuable project. As | will show in the
following, this is because problematizing consent in terms of information asymme-
tries goes along with the idea of seeing data protection through a market lens. From



the data market viewpoint, consent is a key instrument for consumers to exchange
“their data” in order to benefit from the services provided by internet companies.
However, for the consumer to understand that she is benefiting from the transaction of
“her data,” it must be clear to her what is in the deal. This ties the data market narra-
tive to the legal requirement of informed consent, making it the yard stick for proper
consent. The focus on informedness, | argue, comes at the expense of an understand-
ing of data protection in terms of power. Approaching consent from the perspective of
power asymmetries calls into question whether consent can be freely given, thus chal-
lenging the case for consent more profoundly.

My contribution takes a discourse analytical perspective. It differs from most of the
literature on consent in that it does not argue from a legal or philosophical standpoint.
I try to show how the debate on consent in data protection, although being legal in
nature, is shaped by greater societal debates and conflicts. My goal is to map the dis-
cussion on consent in data protection, to understand its inner workings and the effects
it produces. One such effect, | suspect, is the consent paradox.

The paper is structured as follows. The second part introduces the consent ap-
proach in data protection and its respective critiques. Looking at the critical debate
about consent as the assumed source of the consent paradox, | argue that a closer,
more empirical, view is needed to understand how exactly criticizing consent leads to
the consent paradox. Third, | briefly introduce discourse analysis as my methodology.
Then | present the debate on consent among German data protection professionals
between 2000 and today as my object of analysis, explaining the case selection and
the steps taken to come to my findings. The results are presented in section four. In
the concluding section, | reflect on the implications of my argument for data protec-
tion research and practice.

2 Consent in Data Protection and its Discontents

The aim of this section is to present the basics of the consent debate in data protection
and linking it to the idea of the consent paradox. In line with the scope of my paper,
this section will focus on the literature about consent in data protection, excluding
other important work on the role of consent, most notably in the medical field [12,
13].2 As the field of data protection is traditionally dominated by legal scholars [15, p.
76], | often refer to legal scholarship and documents. Yet, | do not provide a legal
analysis of consent in data protection.

2 Works on consent in the medical field have considerably influenced the academic debate on
consent in data protection. Kosta [14] as well as Barocas and Nissenbaum [8] rely on argu-
ments from the literature on consent in the medical field. From a discourse analytical per-
spective, linking two distinct fields is interesting in its own right. One could ask what impli-
cations such an analogy has for data protection and consent, in contrast to borrowing from
other analogies such as the rule of law [4].



2.1  The Consent Paradox in European Data Protection Law

Legally speaking, consent is just one of the six legal grounds that authorize the pro-
cessing of personal data in European data protection legislation [5, p. 237]. This has
been true since the 1995 Data Protection Directive (DPD) and has been continued in
the new General Data Protection Regulation (GDPR). Here, consent is defined as
“any freely given, specific, informed and unambiguous indication of the data subject's
wishes by which he or she, by a statement or by a clear affirmative action, signifies
agreement to the processing of personal data relating to him or her” (art 4). There are
other legal grounds to base processing on, most importantly, the performance of a
contract, legal provisions and the legitimate interest of the data controller. According
to European data protection law, consent also does not change the fact that every data
processing, regardless of its legal basis, is “subject to ‘suitable safeguards’ [5, see
also 16]. As Zanfir [5] describes, suitable safeguards encompass the principle of pur-
pose limitation, data subject’s rights and organizational and enforcement measures to
hold data controllers accountable. In short, consent is always embedded in an envi-
ronment of other data protection rules and principles. Yet, the degree to which data
protection rules should focus on consent—in law as well as in practice—has been
disputed among specialists.

The new GDPR, as several authors have noted, keeps with the directive’s emphasis
on consent, which is in line with my argument of a consent paradox [5-7, 17]. Yet,
Quelle has convincingly argued that consent’s and user control’s role in the GDPR is
a matter of interpretation [18].> What, however, speaks in favor of reading the GDPR
in terms of a consent paradox is that it not only keeps with consent, but it does so
through the process of reforming it. Most of those reforms address the requirements
of freely given and informed consent.* The GDPR, in other words, speaks to the criti-
cisms of consent that I will introduce in the paragraphs ahead.

Finally, I do not intend to imply that the GDPR is the only instance of the consent
paradox. The preoccupation with consent and its improvement manifests itself in
research and development projects, campaigning and litigation activities or privacy
literacy efforts, just to name a few. Yet, legal instruments such as the GDPR are espe-
cially important since—on the one hand—they are a product of professional and soci-
etal debates. On the other hand, they are also a guiding source for new discussions,
regarding laws’ interpretation and future reform. To better understand the consent
paradox, the following section will turn from one of its empirical manifestations to
one of its assumed sources: the critical debate about consent among specialists.

2.2 Consent and its Critics: Neither Freely Given, nor Informed?

Despite its stable and prestigious position in European data protection, consent has
faced critique by practitioners and scholars alike. While criticisms of consent are as

% Lynskey provides an in-depth discussion of data protection law’s understanding of individual
information control [19].

* Discussing the reforms made to consent in the GDPR is outside the scope of this paper. They
have been described elsewhere [see 17, p. 9, 18, p. 142].



old as consent in data protection itself®, the last decade has seen an increasing number
of critical engagements with the consent approach, especially in academia. There are
different ways to map this vast literature. In line with the previous section, I will con-
centrate on those accounts that criticize consent regarding the requirements of freely
given and informed consent.®

Several voices doubt that there are many examples of freely given consent in prac-
tice. The practice they usually refer to is the use of notice and consent by digital plat-
forms [see 6, p. 251]. Here, they lament, the individual is not free to authorize the
processing of her data for three major reasons. First, for the individual there is “little
to no room for negotiation” [2, p. 177] as she can only consent to standardized priva-
cy policies [see also 4, p. 143]. She is thus not expressing her free choice. She merely
reacts to a “take it or leave it” deal. Second, the data subject often has no choice but to
consent since they are no alternatives among the quasi-monopolies of internet plat-
forms, let alone more data protection-friendly ones [6, p. 252]. Third and related,
users increasingly depend on the usage of digital platforms [21, p. 297], reflecting the
fact that they became private infrastructures, necessary to exist in our digital societies.
In sum, all three arguments state that consent does not live up to its promise of free
choice due to power imbalances between users and platforms. What sets these criti-
cisms apart from the next line of arguments is that they consider power imbalances as
distinct from information asymmetries. This implies that properly informing the data
subject will not suffice to redress consent’s shortcomings [see 19, p. 260].

Among those critiques based on the notion of freely given consent, there is a gen-
eral tendency to raise doubts about the reformability of consent, at least in the narrow
sense proposed in the GDPR. Most contributions in this camp advocate, although
often rather vaguely, for regulating the behavior of data controllers to ensure the fair-
ness of data processing [2, 4, 6, 21]. Focusing on controllers and their operations, they
argue, would allow for reducing the burden the user. More specifically, Koops sug-
gests relying on other legal grounds than consent in “online contexts” [6, p. 252].
Rhoen proposes to address power asymmetries between data subjects and controllers
by evaluating “privacy contracts”, by which he means the legal grounds of both con-
sent and contract, with the help of consumer law’s notion of “unfair terms” [22]. He
thus advocates to complement the “formal requirements” of data protection law with
consumer law, regulating what can fairly be consented to by the consumer in the first
place [22]. However, the bigger point among those critics seems to be that the empha-
sis on consent should be reduced, which speaks against my hypothesis that the con-
sent paradox stems from reforms induced by consent’s critics.

® Tellingly, it was only after a heated debate that the first German data protection act of 1977
included consent as a legal ground for processing personal data. Early adopters of automatic
data processing argued that only consent alone could provide for the legal certainty required
to implement the new means of data processing. Critics, on the other side, claimed that the
consent provision would constitute a potential loophole, allowing data controllers to depart
from stricter data protection obligations [20].

® This excludes several serious objections, for instance that, even under perfect conditions,
consent cannot ensure privacy and data protection due to the technical possibility of making
inferences—even about those who do not disclose their data [7, p. 322, 8, p. 61].



The second, and apparently more common, criticism of consent concerns its in-
formedness. Again, | will focus on the three major lines of reasoning in the literature
[for comprehensive accounts see 2, 23, 24]. The first critique addresses the fact that
most people do not read privacy policies [see 23, p. 1883]. The most often-cited rea-
son for this is that reading privacy policies takes too long (“information overload)
while at the same time there are too much of them (“consent overload™) [2, p. 177].
The objective amount of time that would be needed to read, or even skim, the privacy
policies presented to data subjects by far exceeds the time that can be reasonably ex-
pected to be invested by the average user [see 2, p. 177]. Schermer et al. argue further
that information and consent overload lead to “consent desensitization”, that is, peo-
ple giving their consent blindly, thereby devaluing consent and lowering the level of
data protection in the long term [2, p. 178]. A second line of objections raises doubts
over the possibility of understanding privacy policies and data processing more gen-
erally. To begin with the latter, modern data processing operations in general are dif-
ficult to comprehend for the average data subject and the specialist alike [8, p. 59, 23,
p. 1888]. As Solove points out, the same is true for the consequences caused by a lack
of privacy/data protection as they often remain “abstract” [23, p. 1885]. Privacy poli-
cies, in turn, need to translate these complexities ensuring informed consent.” As a
result, privacy policies turn out to be difficult to understand. This is only aggravated
by the highly standardized and often legalistic language used in privacy policies [see
23, p. 1884]. The problem with understanding privacy policies is often discussed in
terms of a “transparency paradox” as Barocas and Nissenbaum put it [8, p. 58]. While
it seems obvious that privacy policies could be simplified to ease the users’ under-
standing, the loss of complexity necessarily involves a loss of information [see 6, p.
252, 23, p. 1886]. Third and lastly, it is far from clear whether better information also
leads to better decisions by data subjects. In fact, people’s decision-making, is
“skewed” [23, p. 1886], since it is largely decoupled from the quality of information
provided to them. Rather than by information provisions, users are influenced by their
own biases and the immediate context of their decisions, for example, what their per-
ceived short-term gains are [see 25, p. 6].

The problem of how to improve the informedness of users has motivated humerous
researchers and practitioners. ldeas on how to improve users’ ability to notice, read,
understand and decide abound [for an overview see 24]. Most of them involve visual-
izing (images, icons) as well as simplifying and condensing information into different
degrees of complexity. Often, this is combined with rating the privacy policies’ con-
tent [24, 26]. Rating can take the forms of warnings (mostly from third-parties) but
also comes in more positive forms such as official labels and certificates where the
quality of processing conditions is granted by a certification authority [see 24, p. 39].2

" For a more general critique on this reduced understanding of how humans process information
see Barocas and Nissenbaum [8] who refer to Manson and O'Neill’s Rethinking informed
consent in bioethics [12]. Manson and O'Neill provide an in-depth discussion of how human
information processing works and the consequences of these insights for informed consent.

® Interestingly, procedural and substantial measures overlap in the latter case, situating certifica-
tion approaches in-between so-called “paternalistic”, that is, organizational measures ad-
dressing the behavior of data controllers, and improving user choice.



Others seek to improve the user’s informedness by personalizing privacy policies and
notices in accordance with her level of knowledge [see 24, p. 44]. Last but not least,
with the rise of behavioral research that brought to fore users’ irrational decision mak-
ing, the idea of nudging people into better privacy decisions, for instance through
designing applications and small notices in particular ways, has gained credibility in
recent years [see 25]. Finally, it is important to note that the literature does not claim
that improved information provisions will solve all of consent’s problems. Rather, it
is regarded as a first step to reform [see 24, p. 62].

Summing up the literature review, it becomes clear that criticizing the informed-
ness of consent is linked to a more profound interest in reforming consent. Thus, criti-
cizing consent in terms of informedness seems to re-emphasize rather than to call into
question consent in data protection, which is in line with the consent paradox hypoth-
esis. However, the evidence gained from the scholarly accounts cannot explain the
consent paradox satisfactorily. First, while the literature review can provide initial
evidence for the consent paradox, it fails to account for the fact that criticizing con-
sent in terms of information asymmetries appears more prominent than the objections
regarding power asymmetries. What is it that makes the information camp’s argu-
ments so compelling and amenable to the consent discussion? Second, foregrounding
either freely given or informed consent, the critiques discussed do not explain how
to—technically—deal with the fact that both requirements need to be fulfilled for
consent to be lawful. Another legal-technical but important aspect that most criticisms
of consent do not address, concerns the distinction between the legal grounds of con-
sent and contract. When criticizing consent, both EU and US authors often refer to a
practice that is commonly known as “notice and consent” (agreeing in exchange for
getting a service on the internet) but that does not necessarily constitute consent in the
sense of EU data protection law, since it could also be regarded as “necessary for the
performance of a contract” from a controller’s perspective. Thus, what can be learned
from the literature review is both too broad, omitting the legal complexities of con-
sent, and too narrow, passing over the embeddedness of these critiques in wider pro-
fessional and societal discourses. The remainder of this paper seeks to address these
two points by analyzing the consent paradox in a more empirical fashion, zooming
into the consent debate among German data protection practitioners.

3 Study and Methods: Analyzing the Consent Paradox through
the Lens of German Data Protection Specialists

3.1  Case Selection: The German Consent Debate

To reconstruct the consent paradox in more detail, | conducted a discourse analysis of
the consent debate among German data protection professionals between 2000 and
early 2017. Before discussing how this analysis can help to address the broader issue
of the consent paradox, it should be noted that the rationale for this kind of analysis
comes from political sociology, which assumes that professionals shape important
political questions in their respective areas of expertise [see 27]. Thus, | assume data



protection professionals and their debates influential for the development of consent
and, consequently, worth analyzing.

Why is it worth looking at German data protection specialists in particular? First,
the German tradition of data protection, informational self-determination, and consent
has been influential in data protection at the European level [14, p. 54]. Second, it can
be argued that the German discussion on consent was shaped by European and inter-
national debates, and therefore reflects the wider debate on consent to some extent.
The most notable example of this mutual influence is the development of the EU legal
framework for data protection as it has developed over time. Further, perhaps less
obvious examples include transnational discussions on topics such as the “economics
of privacy” [28], a theme that has made its way into the German debate in recent
years. Third, the form of the German consent debate is distinct in that it has evolved
as a hybrid of a scholarly, a societal, and a technical debate, involving academics,
members of data protection authorities, and lawyers and data protection officers
working in the private sector. However, | neither argue that the German debate has
been decisive for the European field of data protection in general, nor do | claim that
it merely reflects European or transnational developments. Rather, | want to demon-
strate that the German debate, as a piece of the consent puzzle, can provide a useful
starting point to understand the consent paradox. In particular, | expect these discus-
sions to provide a more nuanced perspective on the technical details of consent in data
protection law, which, as | have argued above, are notably absent from the scholarly
debate on consent.

My analysis focuses on a period extending from the beginning of 2000 to March
2017. The research material consists of 27 written contributions to the consent debate,
most of them taking the form of articles in professional journals (n=23), some contri-
butions to edited volumes (n=3), and one research report. Due to the time-consuming
interpretative method used (see below), it was not possible to include entire mono-
graphs.

The process of selecting these texts involved multiple stages. | first identified a se-
ries of influential, that is, frequently cited, articles on consent in data protection jour-
nals by compiling references from the authoritative legal commentary on the Germa-
ny Federal Data Protection Act (BDSG) [29, p. 432]. In addition, | compiled all of the
references from the literature review chapters of recent dissertations on consent, as-
suming that they include the most important and recent work on the topic [30, 31]. In
a second step, | systematically searched a major German database® as well as Google
scholar for German-speaking articles on consent in data protection. This was neces-
sary to avoid reproducing potential citation bias from the first round of selection.™
After sorting out those articles that dealt primarily with consent in the medical field, |
arrived at 92 texts, two-thirds of them from the period between 2000 and 2017.** The
increasing number of articles on consent reflects a growing interest in the issue among

® Database of the Berlin State Library: http://staatsbibliothek-berlin.de/en/.

10 A likely citation bias in this case could consist of authors who do not cite each other because
they belong to different schools of thought.

! The exact numbers of texts for the respective decades are: 1970s (n=9), 1980s (n=9), 1990s
(n=13), 2000s (n=27), 2010s (n=34).


http://staatsbibliothek-berlin.de/en/

data protection specialists since the turn of the millennium. This can be read as evi-
dence of the consent paradox. Most of the articles published since 2000 discuss the
importance of consent in the dawning age of commercial Internet usage and the asso-
ciated business model of offering services in exchange for monetizing user data. As
this discussion seems to be at the core of the consent debate, | decided to focus on
these articles and exclude texts written before 2000*. | further excluded the few texts
since 2000 that dealt with consent in the offline world, for instance, in the case of
loyalty programs [see 14, p. 195]. This left a total of 37 articles for the document
analysis. This number was further reduced to 27 in the process of interpretation,
which I turn to in the following.

3.2 Method: Making Sense of the Consent Debate with the Help of Discourse
Analysis and Grounded Theory

To analyze the material selected, | conducted a discourse analysis. Discourse analysis
does not rely on a prescribed theory or method, but rather denotes a methodological
standpoint. Discourse analysis encompasses different schools of thought, sharing the
premise that reality is shaped by discourse. Discourse can be defined as “ideas, con-
cepts, and categories through which meaning is given to social and physical phenom-
ena” [32]. In short, discourses are knowledge orders, underlying arguments and de-
bates. At the same time, discourses often come with certain narratives, which, as
Gottweis put it, have the “power to create order” [33, p. 468]. Thus, in discourse
analysis, knowing and telling blend into each other. Even the most technical debates
rely on certain views and assumptions to make sense of what they are doing. Most
discourse analyses aim at identifying discourses in spoken and written language. The
role of discourse in data protection has not been studied sufficiently in the research to
date. A notable exception™ is Bennett and Raab’s argument that the field of data pro-
tection and privacy has been shaped by a discourse they call the “privacy paradigm,”
which links actors’ “agreed understanding of the nature and the scope” of privacy to
the values of liberal democracy and the autonomous individual [34, p. 13]. Bennett
and Raab have shown that these assumptions are not merely rhetoric but have sub-
stantial and wide-ranging implications, including the focus on personal data in data
protection law [34, p. 16].

Applying discourse analysis to a complex legal issue such as data protection in-
volves going beyond the analysis of law itself. As Klein et al. argue in the area of
copyright law, legal arguments rely on non-legal justifications that in turn are con-
nected to broader narratives, making them appear as compelling arguments [35]. It is
important to note that competing justifications or discourses are often rooted in fun-
damentally different understandings of what is “good, right, and just” [35, p. 4]. This
also implies that there can be no single understanding of, in our case, data protection

12 | allowed for a tolerance of one year, assuming that a text published in 1999 was written
around the turn of the millennium.

1% Bennett and Raab’s work is not the only exception. | refer to other recent works on data
protection’s discourses in the conclusion.
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or their respective aims. Rather, there are different and conflicting ways of thinking
about data protection and the role of consent therein. As Bennett and Raab have
shown, these different ways of meaning making, in turn, lead to different (interpreta-
tions of) the legal framework and regulatory options. Discourse analysis goes further
than a literature review that merely summarizes the arguments made: It aims at ex-
plicitly identifying the worldviews and assumptions underpinning those arguments. |
consider those underpinnings an important part of the consent paradox, since they can
help to explain why certain views of consent persist while others are rejected or, at
least, less prominent.

Since discourse analysis does not prescribe a specific method to identify discourses
in the research material, 1 employed grounded theory, a framework for qualitative
data analysis. Grounded theory aims at deriving a “theory” from a recursive interpre-
tation of data [36, p.12]. In this context, “theory” means abstracting underlying con-
cepts “that can be used to explain or predict phenomena” [36, 15]. As others have
shown, grounded theory ties in well with discourse analysis since both share the aim
of discovering explanations that are not manifest in the data [see 37, p. 237]. In the
case of texts, this means that reading and summarizing them is not enough: they need
to be interpreted instead. Grounded theory provides the tools for such an interpreta-
tion. It allows for “reading between the lines” in a controlled manner.* Thus, | con-
sider grounded theory a helpful tool to identify the discourses shaping the consent
paradox.

Grounded theory is based on a multi-staged interpretation process. It begins with
“breaking down” the data “into discrete parts”, that is, single words and sentences
[36, p. 102]. These parts are examined, shedding light on specific terms and connec-
tions that remain invisible in the usual approach of reading and summarizing. From
these newly discovered meanings, hypotheses for interpretation are developed and
tested against the material. This recursive process is supported by techniques such as
asking generative questions (who, what, why, how), making comparisons in the data,
and placing the data into categories and sub-categories. The aim of grounded theory is
to “open up the text” [36, p. 102] in order to develop ideas about underlying concepts,
refine them in the light of the material, and test them against old and newly added
material. The goal of this exercise is to “reassemble” the material in a new and illu-
minating way [36, p. 102]. New texts are added until a point of saturation has been
reached, which means that nothing new is brought to the fore by adding more material
[36, p. 214]. In my case, | reached this point after interpreting 27 texts. To organize
the interpretation process, | used the qualitative data analysis software MAXQDA,
which makes it possible to visualize and perform the procedure of assigning attributes
to text segments, referred to as “coding” in qualitative and interpretative research [39,
p. 3]. As findings from interpretative research and discourse analysis take the form of
narratives and rationales, they cannot be presented as graphs and numbers. They are
usually presented first as a comprehensive, evidence-rich analysis, allowing the reader
to clearly understand the interpretation derived from the material [see 40, p. 113].

1% However, interpretative studies do not and cannot aspire to the same goals and evaluative
standards as positivist research [see 38].
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As | will discuss in the following, | was able to reconstruct two different discourses
on consent from the material: the world of data protection rules and the data market
world®™. These two discourses correspond to the two major critiques of consent: freely
given and informed consent. Furthermore, | argue that my findings complement the
literature review in section 2. First, they provide a more nuanced understanding of the
technical details of the consent debate and the relationship between freely given and
informed consent. Second, and at the same time, they provide a broader picture by
linking the technical arguments to broader societal discourses, thus explaining their
influence (or their lack thereof).

4 The Two Worlds of Consent in Data Protection

In the following I discuss the two predominant discourses of consent that | have iden-
tified among German data protection professionals: the world of data protection rules
and the data market world.™ | use these terms as a kind of shorthand to distinguish
the two most common ways of discussing consent in data protection among German
data protection specialists. | introduce both worlds in their own words—to the extent
possible in an English-speaking publication drawing on German texts. Presenting both
worlds in their own language allows the reader to grasp each one’s own reality [See
41, p. 153]. For example, whereas the data market appears as profit-driven to the
critical observer, it produces mutual benefits from its own perspective.'’ | argue that
each world’s stance on consent depends on these kinds of narratives, which makes it
important to present each in its own right.

I distinguish both worlds based on their different (1) understanding of data protec-
tion’s aims and rationales, (2) their view on the relationships between and responsibil-
ities of data controllers and data subjects, and (3) their approach to consent in the
Internet age. In accordance with my methodology, these categories emerged from the
interpretation process. Consequently, the material also revealed which text and which
author belongs to which camp. Discourse theory, however, assumes that discourses
reach beyond their authors, embodying broader worldviews that authors make use of
and modify but do not create on their own [see 42, p. 11]. Thus, while referring to
specific texts, | foreground the competing ideas and worldviews on consent and data
protection instead of their authors. These discursive patterns, | argue, can provide
insights beyond the specificities of the German case. The main tenets of each world
are summarized in table 1.

!5 The term “world” is widely used in constructivist social science to foreground the fact that
discourses produce different “realities” [see 41, p. 125]. In the following, | use the term in-
terchangeably with discourse.

18 In my master’s thesis, I made a more fine-grained distinction of discourses on consent, result-
ing in four different worlds. For this paper, | reduced complexity by leaving out one dis-
course and merging two others. This also explains why, in the following, | do not cite all 27
texts analyzed.

17| thank one of the anonymous reviewers for the question that led to this clarification.
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4.1 The World of Data Protection Rules

The first discourse | identified in the German consent debate is the world of data pro-
tection rules. The world of data protection rules emphasizes informational self-
determination as its higher aim [43, see 44, 45], but in a relatively formalistic manner
that does not explain well the rationale behind this camp’s stance on data protection
and consent. The world of data protection rules’ way of thinking and arguing can be
characterized more accurately as a bureaucratic or regulatory one.™® It is concerned
with the rigorous application of a hierarchical set of rules, instruments, and criteria. It
values rules that are “explicit”lg, “comprehensive”, and “precise” [see 44, 46, 47].
Adhering to the logic of functionality, data protection rules are both means and ends.
Consent is “good right and just” when it fulfills the criteria laid out in data protection
rules. This is a challenging task because, as one author has noted, “a number of sub-
stantial, formal and other requirements must be met” [47, p. 727]. These requirements
are set out in general and specific data protection laws®® and elaborated further
through the decisions of courts and data protection authorities and in legal commen-
tary. In sum, the world of data protection rules understands data protection as a com-
plex set of regulations—a machinery that needs to be put to work.

In the world of data protection rules, it is the data controller who bears the burden
of compliance [see 46]. Consequently, the world of data protection rules refers to the
data controller as the verantwortliche Stelle, which literally translates as “responsible
authority” [see 45, p. 725]. The data subject, in turn, is addressed as “affected person”
(Betroffener). The assumption behind these terms is that controllers’ data processing
practices can have negative effects on data subjects. More generally, the world of data
protection rules assumes a certain imbalance between data subjects and controllers
[43, p. 404, 46, p. 91]. Meaningful consent needs to reflect this imbalance.

The asymmetry between data subjects and controllers is addressed through the re-
quirement that any consent must be freely given. While, in fact, all requirements for
valid consent must be met, it is the issue of freely given consent that dominates the
world of data protection rules’ discussions. The world of data protection rules holds
that consent cannot be freely given in situations where the data subject is confronted
with the “coercive power of the state”, “irresistible incentives”, or “legal and factual
dependencies” [46, p. 92]. In those instances, the data subject’s decisional autonomy
is limited.

German data protection law’s concept of “linkage prohibition” (Koppelungsverbot)
specifies the requirement of freely given consent in certain situations of factual de-
pendencies. It forbids that data controllers “depend the conclusion of a contract on the
consent of the data subject for advertising or for marketing/opinion research purposes,
when the data subject does not have alternative access to comparable contractual ser-

18 | thank Kjetil Rommetveit who suggested these terms to me.

19 All direct quotations from German sources are my translations.

2 The laws those texts mainly refer to are the German Federal Data Protection Act (BDSG) and
the German Telemedia Act (TMG).

2! This characterization is inspired by Boltanski and Thévenot’s description of an industrial way
of thinking and acting [41, p. 203].
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vices without the consent or such an alternative is not possible in a reasonable way”
[translation by Kosta, see 14, p. 194]. In other words, denying consent for marketing
purposes will not lead to a denial of access to a particular service [see 45, p. 709].
From this viewpoint, freely given consent differs from a contract, in which one party
imposes certain conditions upon the other. The linkage prohibition thus offers a litmus
test for assessing whether consent has been freely given. It relies upon the purpose
limitation principle as well as an assessment of the data controller’s market position.?
The linkage prohibition and its underlying principles are key in understanding the
world of data protection rules’ critique of consent in the Internet age.

The world of data protection rules holds that the practice of “paying with data” for
online services is difficult to reconcile with the requirement of freely given consent.
Its advocates arrive at this conclusion based on the ideas expressed in the linkage
prohibition. First, they argue that consent in the context of information society ser-
vices (Telemediendienste) need to be assessed by asking whether their users can ac-
cess the service without consenting to the usage of data for advertising purposes. A
second and related, question is whether there are alternatives that fulfill this criterion
[43, p. 405, see 44, p. 648]. Since major online services or platforms do not offer this
possibility or can be considered monopolies [see 48, p. 113], the linkage prohibition is
often violated. Thus, there are very few situations where consent can be deemed
freely given: only those in which consent and contract have been unbundled from
each other [49, p. 82]. In the majority of situations, data processing must be based on
other grounds than consent, such as contracts, sector-specific laws, or codes of con-
duct and certification schemes as a more flexible alternative [see 49, p. 82]. Conse-
quently, it is only in those rare situations where consent can be considered freely giv-
en that the issue of informed consent eventually becomes relevant [see 43, p. 408, 50,
p. 145].

To summarize, the world of data protection rules calls into question whether data
protection in the Internet age can continue to rely on consent. However, its operation-
alization of the imbalance between individuals and data controllers presents a kind of
quiet critiqgue of power, embodying bureaucratic rather than fundamental rights-
related values. Put differently, consent appears problematic for the modest reason that
it does not tick the box on freely given consent. The world of data protection rules
appears rather self-referential, lacking a compelling narrative of why power asymme-
tries endanger freely given consent.

4.2  The Data Market World

The second discourse among German data protectionists is the data market world.
From the data market viewpoint, data protection serves the higher goal of creating
mutual benefits by facilitating the exchange of personal data between data subjects
and controllers. Its advocates claim that data markets present a win-win-situation,

22 Interestingly, the new GDPR introduces a linkage prohibition in its Article 7(4). In contrast
to the older German linkage prohibition, the provision in the GDPR is not limited to situa-
tions of using personal data for marketing purposes.
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asserting that it is not just companies but also their customers who benefit from data
driven business models [see 51 p. 18]. The fact that data subjects do benefit from the
data market becomes visible when observing users’ behavior: Users do not refrain
from using services, but deliberately give their data to benefit from data processing.
The data market provides them with a number of useful and indispensable services
such as social networks [see 52, p. 635]. The principle of “paying with data” has be-
come an accepted part of users’ lived reality [see 53, p. 499].

The data market’s thesis is that data protection should be more evidence-based. Its
advocates call for an empirically informed understanding of modern data processing
and user behavior. While earlier works mention those new realities in a rather anecdo-
tal manner [see 51, 54], more recent contributions build their arguments on actual
scientific evidence, referring to works on the “economics of privacy” [see 55, 56].
These insights, whether anecdotal or empirical, need to be reflected in data protection
law and, in turn, in its operationalization of consent. Articulating this fact-based ra-
tionale, the data market world distinguishes itself from the world of data protection
rules. Some of its earlier contributions, in particular those from before 2010, refer
directly to the contributions from the world of data protection rules [see 54, 57]. As
one data market advocate puts it, the other side, that is, the world of data protection
rules, “understands self-determination as an end in itself” [54, p. 1622]. They criticize
that the world of data protection rules’ understanding of data protection is detached
from actual harms and in ignorance of individuals’ deliberate choices to decide for
themselves on the risks and benefits of data processing.

The data market world understands data subjects as “customers” [see 53, 54]. More
recent works refer to data subjects as “users” [see 55, 56]. The notions of “customer”
and “user” suggest a more active role for the data subject—compared to the “affected
person” in the world of data protection rules. Further, the terms imply that data sub-
jects have commercial interests reaching beyond the mere expectation of having their
data protected. In more technical terms, the data market world argues that the right to
informational self-determination includes the idea of granting data subjects a com-
mercial interest and, going even further, a certain leverage in commercializing their
personal data [see 52, p. 639]. The German general right to personality has been in-
creasingly interpreted in favor of a commercialization of the personality [see 57, p.
43]. Since the right to informational self-determination is also based on the right to
personality, it is “only a small step” [52, p. 639] from understanding the commercial
exchange of personal data as an expression of informational self-determination.
Against this backdrop, consent is considered not only a suitable, but also a central
instrument for enabling transactions of personal data [see 57, p. 43]. What sets the
data market world’s understanding of consent apart from the world of data protection
rules is that the concepts of consent and contract do not differ but converge [52, p.
640].

In contrast to what its critics might assume, the data market world does not deny a
certain imbalance between both parties [see 52, p. 639]. Yet, it would be a mistake to
jump to “paternalistic” conclusions [see 52, p. 637]. Data protection should not pro-
tect users against themselves [53, p. 499]. The imbalance between data subjects and
controllers is not ultimately harmful. Quite the contrary, most commercial data pro-
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cessing is harmless and, in fact, often beneficial to the data subject [see already 51, p.
18]. However, to be able to weigh the risks and benefits, the user needs to be in-
formed about the modalities of the transaction. Most importantly, it must be made
clear to the user that the service is not free to her but that she is, in fact, paying with
her data [see 57, p. 41, 58, p. 159]. In short, the data market world highlights the
problem of information asymmetries and the requirement of redressing them through
the requirement of informed consent.

Yet, the data market world does not entirely dispense with the requirement of
freely given consent and the related concept of linkage prohibition. In my analysis, |
observed two ways how its proponents deal with the issue of freely given consent.
The first one is to reinterpret what “freely given” means. Some authors propose to
reserve the notion of freely given consent, and thus the linkage prohibition, for those
situations where the data controller is a public authority, an employer [58, p. 158] or
where there is a “coercive” dependency, as in the case of banking or insurance con-
tracts [53, p. 504]. Information society services, in contrast, should not by default be
subject to the linkage prohibition [see already 59, p. 399]. In most cases, freely given
consent can be incorporated into the requirement for informed consent instead: “A
person who is not informed cannot assess the implications of its decision and thus is
not giving consent freely.” [60, p. 156]. Yet, this positioning remains largely unex-
plained. The implicit assumption seems to be that a strict application of the linkage
prohibition is “removed from reality”, since the linkage prohibition forbids what is
considered the “life blood” [52, p. 637] of the relationship between users and Internet
platforms: the further processing of personal data in exchange for using a service. The
second way in which the world of the data market deals with the issue of freely given
consent is by omitting it, focusing on the informedness of consent instead. This de-
velopment is evidenced by the introduction of the term “informed consent” into the
German debate [see 55, 56, 61]. Along with it comes a burgeoning literature on how
to improve informed consent, ensuring that data subjects read and understand privacy
policies and decide in their best interest [see 24]. The concrete measures that are dis-
cussed concern the idea to simplify privacy policies into “one pagers” and privacy
icons [55]. Another related discussion concerns the idea of improving young peoples’
data protection literacy [62, p. 769]. Finally, technical means to support users’ in-
formed consent are discussed in this context [see already 51, p. 19].% While those two
options of sidestepping the issue of freely given consent appear rather separate from
each other, they have at least two things in common. First, they embody an evidence-
based approach to data protection, drawing on insights into users’ everyday reality.
Second, although appearing grounded in facts rather than norms, both options reify
the normative value of user choice and thus consent.

In sum, for the data market world, the question is not whether but how consent can
be implemented within data protection. Presenting itself as a fact-based and pragmatic
way of reasoning, the data market world does not give the impression of being ideo-
logically charged. Its aims and rationale lead the data market world to a reformist
problematization of consent. Speaking of reforms, the data market world is quite spe-

2% The latter examples are not confined to the discussion on ensuring informed consent.
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cific when it comes to improving the informedness of consent. However, its advocates
remain rather vague on other important questions, such as what the concrete implica-
tions of a more contractual understanding of consent are.

Table 1. Discourses on consent among German data protectionists between 2000 and 2017.

World of data protection
rules

Data market world

Higher aim of data protec-
tion

Right to informational
self-determination

Beneficial data economy

Logic of argumentation

Bureaucratic (compliance)

Evidence-based (corre-
spondence with reality)

Relations between data
subjects and data control-
lers

Power asymmetry

Information asymmetry

Operationalization of
consent

Freely given consent
Consent # contract
Linkage prohibition

Informed consent
Consent ~ contract
Ensuring informed choice

Future of consent

Uncertain (whether)

Reformist (how)

Emblematic texts

[43-49] [51-56, 58, 58, 59]

5 Discussion and Conclusion: Data protection as a Critique of
Power

In this paper, | have set out to account for the consent paradox, that is, the prominent
role ascribed to consent in data protection despite its numerous critiques. To elucidate
the consent paradox, | first reviewed the scholarly critiques of consent. | showed that
critiquing consent in terms of information asymmetries confirms rather than calls into
question the prominent role of consent and thus reproduces the consent paradox. A
problematization of consent based on power asymmetries, in contrast, provides a
more substantive critique of consent, casting doubts on the centrality of consent in
data protection. Yet, the literature review appeared too broad and too narrow at the
same time. On the one hand, it did not tell us much about the legal technical conse-
quences of the respective arguments. On the other hand, the literature review could
not account for the fact that criticizing consent in terms of information asymmetries is
more common than problematizing consent in the language of power asymmetries. To
address these gaps, | supplemented the literature review by conducting a discourse
analysis of the debate on consent among German data protection professionals, dis-
tinguishing two common ways of discussing consent. Problematizing consent in terms
of power asymmetries is linked to the discourse of data protection rules, which stress-
es data subjects’ dependence on digital platforms, and for that reason, calls into ques-
tion whether data protection can continue to rely on consent. It, however, fails to pro-
vide a coherent narrative articulating why power asymmetries are problematic. The
fact that consent, when given in situations of factual dependency, might result in non-
compliance with data protection law, does not present a particularly powerful narra-
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tive. Highlighting information asymmetries, in contrast, is linked to the popular and
intuitive narrative of the data market. The data market discourse is supported by an
evidence-based approach of reasoning. On the data market, consumers exchange
“their data” in order to benefit from the services provided by internet companies. As a
last word of caution, the worlds of data protection rules and the data market represent
ideal types: They are scientific constructs to make sense of a more complex reality.
They neither explain all aspects of the consent debate, nor necessarily correspond to
the intentions of the actors therein. For example, conducting a research project that
improves the informedness of consent does not necessitate the researcher to be con-
vinced or even aware of the data market discourse.?*

Among scholars it is conventional wisdom that the meaning of data protection is
far from settled [see 19, p. 272] and maybe even “impossible to define” [see 63, p.
330]. Yet, the search for data protection’s meaning goes beyond the realm of data
protection law. It is also influenced by wider societal discourses and conflicts. My
discussion of the consent paradox speaks to an emerging strand of literature exploring
how political, scientific and popular discourses shape the field of data protection [21,
64-67]. Quite a few of those works come to similar conclusions: They observe an
increasing individualization and commodification of data protection [10, 21, 64, 65].
It is tempting to dismiss these studies as broad and undifferentiated attempts to ex-
plain developments in data protection as influenced by a neoliberal zeitgeist. In fact,
these studies paint a more nuanced picture, attempting to show (1) how data protec-
tion oscillates between different aims and understandings, most notably the free flow
of data and the protection of individuals [see 63, p. 336], (2) how these understand-
ings translate into laws and instruments and vice versa [see 64], and (3) how the field
and its perceptions change over time [see 7]. Yet, further research is needed on all
three points.

Looking at the case of the consent paradox, future work needs to retrace in more
detail how the world of data protection rules, the data market world, or varieties of
those discourses shape the interpretation of freely given and informed consent in prac-
tice, especially under the new GDPR. The EU’s new data protection rules leave room
for interpretation on these points, especially in their take on the linkage prohibition in
article 7(4) and recital 43. In this analysis, | have suggested that freely given consent
could be incorporated into the requirement of informedness, thus redefining power
asymmetries as information asymmetries. Another possibility that is more in line with
the world of data protection rules is a strong take on the linkage prohibition. This, in
turn, could reduce the omnipresence of consent in practice, leading data controllers to
rely on other legal grounds, most importantly contracts. However, this might only
shift the discussion over take-it-or-leave-it choices from the legal ground of consent
to that of contracts [see 22, p. 7].”° Another research gap left by my study concerns
the development of the consent debate and its underlying discourses over time. Due to

24 Matzner et al. make the same point in the context of the German “DIY data protection dis-
course” [21, p. 289].

% During the finalization phase of this article, the discussion on how to deal with the linkage
prohibition and take-it-or-leave-it choices in the GDPR has just begun [68, 69].
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its research design, my paper does not account for this diachronic perspective in a
representative manner. It only allows for the tentative hypothesis that the data market
discourse has become more dominant in recent years.

What are the practical consequences of my findings? Asking this question implies
that I consider the “consent paradox” not only an empirical phenomenon but also as a
political problem. The consent paradox is problematic since it discourages more com-
prehensive critiques on the limits of consent and thus hinders more substantial re-
forms to consent. As others have proposed, meaningful reforms of consent should
include reducing the burden on consent by regulating what kind of processing practic-
es can be subject to individual choice in the first place [see 70, p. 527]. The omnipres-
ence of consent also limits our ability to think beyond consent, tying up resources
needed to advance in other issue areas of data protection such as organizational and
enforcement measures [see 5]. Finally, the consent paradox and its underlying market
discourse risks omitting the collective values of data protection and privacy [see 65, p.
94]. My analysis suggests that a break with the consent paradox can only be achieved
by reintroducing a more compelling critique of power into data protection than the
rule-oriented and bureaucratic data protection discourse is able to articulate. As others
have argued, the early justifications of data protection with their focus on holding the
powerful accountable might be instructive for this purpose [7, 71]. Articulating data
protection as a critique of power necessitates us to make clear how power and data
processing relate to each other, what are the risks associated with it, and consequent-
ly, what should be the ends and means of data protection.
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