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Abstract. The emergence of ubiquitous computing has led to multiple
heterogeneous devices with increased connectivity. In this communica-
tion paradigm everything is inter-connected and proximity-based authen-
tication is an indispensable requirement in multiple applications includ-
ing contactless payments and access control to restricted services/places.
Distance-bounding (DB) protocols is the main approach employed to
achieve accurate proximity-based authentication. Traditional distance-
bounding requires that the prover and the verifier are in each other’s
communication range. Recently, Pagnin et al. have proposed a two-hop
DB protocol that allows proximity-based authentication, when the prover
and the verifier need to rely on an intermediate untrusted party (linker).
In this paper, we investigate further the topic of two-hop distance-bounding.
We analyse the security of the Pagnin et al. protocol for internal adver-
saries and we investigate the impact of the position of the linker in the
distance-bounding process. We propose a new two-hop DB protocol that
is more lightweight and avoids the identified problems. Finally, we extend
the protocol to the multi-hop setting and we provide a detailed security
analysis for internal adversaries.

keywords distance-bounding, authentication, relay attacks

1 Introduction

Ubiquitous computing technologies have affected radically our communi-
cations. Multiple heterogeneous devices are inter-connected and proximity-
based authentication has been adopted in a wide range of applications
e.g., remote unlocking, contactless payments, proximity cards for access
control in services/places. Distance-bounding (DB) protocols [1,2] is a
valuable tool in this ubiquitous computing paradigm, since they deter-
mine an upper bound on the physical distance between two communi-
cating parties by measuring the round-trip-time between the exchanged
challenges and responses. Distance-bounding protocols have received a
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lot of attention in the literature and multiple works have been published
focusing on the selection of optimal parameters for DB protocols [3-5],
on related privacy issues [6,7], as well as multiple attacks [8-11] against
existing DB protocols and proposed solutions [12-14] that combat iden-
tified weaknesses. Furthermore, the concept of grouping proof distance-
bounding protocols [15] has been recently introduced in order to provide
not only a proof of the presence of multiple provers at the same time
but also assurance regarding the physical proximity of the provers. How-
ever, in many cases (e.g., communication in Vehicular ad-hoc Networks
(VANETSs) and Wireless Sensor Networks (WSNs)), we need to have a
proof of proximity even when the two main parties prover and verifier
are not in the direct communication range of each other, but have to rely
on an untrusted intermediate node (linker). Recently, Pagnin et al. [16]
proposed an extension of traditional DB protocols that can verify the
proximity of both next-hop and two-hop neighbours.

In this article, we investigate the security of the Pagnin et al. [16]
protocol for internal adversaries and we identify three weaknesses. We
discuss how the location of intermediate untrusted linkers affects the DB
process and we propose a new two-hop DB protocol that overcomes the
identified problems, requires no computation from the linker, and pro-
vides lower attack success probabilities in comparison to the Pagnin et
al. protocol. Finally, we investigate how the proposed two-hop DB pro-
tocol can be extended to the multi-hop setting [17] i.e., when multiple
intermediate linkers are used to reach the prover and we discuss how the
attack success probabilities are affected.

2 Two-hop distance bounding

Traditional one-hop DB protocols consider two “legitimate” parties: a
single verifier and a single prover within one-hop communication range.
Pagnin et al. [16] introduced the concept of two-hop DB which involves
three entities: a trusted verifier (1), an untrusted prover (P) and an un-
trusted in-between linker (£). The goal is to bound the distance between
VY and P, while relying on the intermediate untrusted linker £. More pre-
cisely, P wants to be authenticated by V, while V wants to bound the
distance of P. The prover P is not in the communication range of the
verifier V (two-hop neighbours), while £ is within the communication
range (one-hop) of both V and P. All nodes (P, V and L) use the same
communication channel.
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The two-hop DB protocol proposed by Pagnin et al. is depicted in
Fig. 1 and employs two secret keys: zy, shared between V and L, and
xyp shared between V and P. Ny, Np and N denote random nonces, f()
a pseudorandom function, Enc,() an encryption function and MAC,() a
function that computes a message authentication code. All three functions
use an appropriate key here denoted as y. More precisely, it is composed
of the following phases:

—Initialization phase: V, L, P generate randomly their corresponding
nonces. Both V and £ use the pseudorandom function h and the secret
key xy, in order to calculate two n-bit sequences ag and aq, while P uses
the pseudorandom function h with the key zyp to generate the dg and d
registers.

—Distance-bounding phase: In this phase, a fast bit exchange phase
takes place, where V sends out one bit ¢; to £ and starts two clocks .
and tp. L responds to both V and P with one calculated bit ¢; = (ac,);
and V stops the first timer ¢,. The delay time of the responses enables V
to compute an upper-bound on the next-hop distance with £ and after
observing the second timer tp, it computes the other bound on the two-
hop distance with P. This phase is time-critical and is separated by n
rounds of timed challenge/response exchanges.

—Verification phase: After V receives P’s nonce, ¢; from £ and the
responses r;, it computes the dy, di registers in order to verify r; and ¢;.
According to the result, V measures the bound on the physical distance
to V using the clocks t., tp.

2.1 Security Analysis

We describe what are the effects of a malicious linker £ in the different
phases of the Pagnin et al. protocol and analyse malicious behaviour
that has not been considered before. We need to stress that the first two
described security issues are related to weaknesses of the Pagnin et al.
protocol to identify possible modifications of the transmitted messages
that may subsequently lead to denial of service (DoS) attacks.

— Malicious L in the initialisation phase: A malicious £ that receives Ny
from V, could send different nonces N, and N, to V and P correspond-
ingly (Fig. 2), thus, disrupting the whole protocol and leading P and
V to compute different registers do = f,»(Ng,, Np) i.e., computed by
P in the initialisation, and d = fs,,(Ng,, Np) i.e., computed by V in
the verification phase. Consequently, the computation will be completely
different and as a result the protocol will fail.
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Verifier V Linker £ Prover P
Xy, Typ Tyr Typ
Initialisation phase
Ny «{0,1}™ —
—r N oy R
ap = fapc(Nv, Nr) ap = fupc(Ny, Ng) Np +{0,1}™
ay = Ency,(2yr) ay = Encyy(wye) do = fuyp(Ng, Np)
dy = Encg,(zvp)
Distance-bounding phase
fori={1,...,n}
pick ¢; € {0,1}
Start Clocks — if ¢; ¢ {0,1}, halt
Stop Clock t;  «—* — else £; = (a,); — 4 if 6 ¢ {0,1} halt
—T else r; = (dg,);
Stop Clock tp —
Verification phase
Np £ MAC,.,,, (£.1) Np £, MACy, , (€,7)
PaliiciibancazAls
dy = fl?vp(‘;\/rﬁ'ﬂ NP)
dy = Encg,(zp)
check that Atz;, Atp; < taiowed Vi={1,...,n}
Verify ¢, r and MAC,,,, (¢, 1)

Fig. 1. The Pagnin et al. [16] two-hop distance-bounding protocol.

— Malicious L in the verification phase: Similarly to the previous attack, a
malicious £ could modify the transmitted Np, thus disrupting the compu-
tation of dy by V and consequently leading to the failure of the protocol.
This can be easily detected if a MAC of the nonce Np is also sent. Al-
though this would not stop the DoS attack, it would definitely be useful
to detect on time the misbehaviour of L.

— Malicious L in the distance-bounding phase: A malicious £ can act as
a man-in-the-middle and perform the attack that was initially described
by Kim et al. [18] against one-hop DB protocols [19]- against the Pagnin
et al. [16] protocol in order to recover bits of the key zyp, when as Enc
function is employed the one time pad i.e., d1 = dy ® xyp. More precisely,
L can during the DB phase, toggle the value of one bit ¢; i.e., £} # {;
transmit the same ¢, to V and P and leave all other messages untouched.
Then, £ can observe the verifier’s reaction. If V accepts P, it means that
P’s answer r; was correct. Thus, the bit of the key xyp; will be 0, because
do;=d1;. If V does not accept then dy; # dy;, thus, zyp;=1. We should note
that in the Pagnin et al. protocol is stated: “V computes dy and d; and
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Verifier V Linker £ Prover P
TyL, Typ TyL Typ

Initialisation phase

Ny «{0,1}m  — M
M Ny oy e
ag = fTC(NV7 Ngl) NEQ (ﬂ {0, 1}m Np %{O, 1}771
a1 = Encg,(2vr) ay = for(Nv, Ng,) dy = fuyp(Ne,, Np)
aj = Ency,(zyr) di = Encg,(zvp)

Fig. 2. Attack using different nonces.

verifies that all received ¢; and r;, Vi € {1,...,n} are correct.” However,
this leaves rather unclear if V actually computes ¢; or simply verifies
that the ¢;s and r;s received during the distance-bounding phase match
the ones received during the verification phase. To avoid this attack, the
necessary condition is that V should recompute ¢; using ¢; = (ac,); in
the verification phase and verify the received /¢;’s. If this recomputation
is performed, then the attack will not be successful and the protocol will
be aborted because V will see the differences in ¢;. However, if V simply
verifies that the values of £ and r received in the DB phase match the ones
received in the verification phase and the corresponding MAC,,,, (¢, r) the
attack can be performed successfully.

2.2 Effects of possible positions of the Linker

It is easy to see that the estimated distance between V and P in two-
hop DB mainly depends on the position of £. More precisely, £ can be
located either on the same line with the other two entities or anywhere
else between them. In the second case, a triangle is formed. Let us denote
by t; the estimated time required to transmit a message from V to £ and
to the corresponding time required to transmit a message from £ to P.
t1 and ty can be easily estimated using the Atp, and At,, in a two-hop
DB protocol [16]. Let us denote by d(A, B) the actual distance between
two entities A and B.

If we construct a segment d (V, £) and a circle with centre £ (Fig. 3,
where P and P’ denote possible locations of the prover), then P can be
any point inside or on this circle. We would like to estimate the third side
of the formed triangle d (V,P). If we knew the included angle between
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d(V,L) and d(L,P), then we could determine the length of the third
side. For instance, when the angle is equal to 180 degrees 7.e., V, P and
L are all in the diameter of the circle with centre £ then d(V,P) =
dV, L) + d(L,P) =~ c(t1 + t2) where ¢ denotes the speed of light. Thus,
in that case we have minimal error in estimating d(V, P) using a two-hop
DB.

Fig. 3. Depiction of possible locations of a linker, a verifier, and a prover.

We may distinguish two cases in determining the estimation error e
on the physical distance between V and P:

L’s position is unknown Using the triangular inequality, we have an
upper and lower bound for the distance: ¢ |t —ty | —e < d(V,P) <
¢(t1+t2) — e where e denotes the error in the distance-bounding process. If
we have multiple linkers £;, j € {1,...,m} in the communication range
of ¥V and P, we can run multiple times a two-hop DB protocol. We denote
by t;1 the estimated time required to transmit a message from V to L;
and by t;2 the estimated time required to transmit a message from P
to L;. By observing the different sums (¢;1 + t;2), we can deduce which
linker is closer (i.e., produces the smallest sum) and thus, which £; has
the smallest error in the distance estimation, but we cannot find its exact
position.

L’s position is known In this case, if we know the exact position
of V and L, we can find the position of P and consequently d(V,P).
However, to achieve this with high accuracy, we need to have at least
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three linkers in the communication range of V and P. We may run a DB
protocol three times each for a different linker £;, where j € {1,2,3} to
get a good estimate of the three distances d(L£;,P). If we consider that
dr;p denotes the estimated distance via the DB protocol we can consider
de,p = d(Lj,P). Then, using trilateration [20] we can determine the

exact location of P. We can compute d (V,P) = /(zy — )2 + (yy — y)?,
where xy, yy are the coordinates of V and z,y the coordinates of P. If
we know the angle between d(V,L;) and d(L;,P) this computation is
simplified, i.e., if the triangle is orthogonal we only need to know the
locations of two linkers. Alternatively, using the Received Signal Strength
Indicator (RSSI) method [21] by employing multiple reference points and
using the strength of the transmitted signals, we are able to estimate the
distance between V and P. After computing d(V,P), it is easy to see
that the estimation error of the distance dyp computed via a two-hop DB
protocol is € = dyp — d(V, P).

SELECTION OF THE BEST COMMON NEIGHBOUR: In any case, the linker
L, should be a common neighbour of both V and P. Several linkers may
be located in the range of V. For every linker £; in the communication
range  of the verifier V it holds d(V, L;) < d. Obviously, if in order to
reach P, the verifier V has to rely on multiple linkers (e.g., £1 and L3),
the error estimation will increase. Optimally, we want to choose the linker
L; that satisfies the condition max{d(V, £;)} < §, while at the same time
gives the lowest estimation error ¢ among the possible linkers.

3 The Proposed Two-Hop DB Protocol

In this section, we describe a novel two-hop DB protocol (depicted in
Fig. 4), that overcomes the problems identified in Section 2.1, while re-
quires no computation from the intermediate linker i.e., £ simply relays
messages between V and P. Furthermore, the proposed protocol as we
will show in the security analysis presents higher resistance to the attacks
considered by Pagnin et al. [16] for internal adversaries.

We consider the same setting of a verifier V, an untrusted linker L,
and an untrusted prover P that wants to be authenticated and prove its
proximity. We also consider that there is only one secret key xyp that is
shared between V and P. In the initialization phase, we would like to be
sure that £ transfers the correct nonces. A simple solution is that each
node uses the shared key to compute a MAC on the nonce it sends. As
a result, P and V can understand if the received nonce from £ has been
altered or not. Subsequently, VV and P compute the values ag and a; using
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a pseudorandom function and an encryption function correspondingly. In
the distance-bounding phase, ¥V chooses a random challenge bit, which is
forwarded by £ to P, while P computes and sends back the responses
ri = a(c); Vi € {1...,n}. Finally, in the verification phase, P sends ¢, r
and the corresponding MAC ¢,r) that is forwarded by £ and finally
verified by V.

v,

Verifier V Linker £ Prover P
Typ Typ

Initialisation phase

Ny {0,1}" Ny|[MAC,, (Ny) Ny|[MAC,p, (Ny)

Np||MACqy,, (Np) Npl|[MAC,,, (Np) Np {0,1}"
ay = fu,»(Ny, Np) ay = fu,»(Ny, Np)
a; = Encg,(zyp) a; = Encg, (zyp)
Distance-bounding phase
fori={1,...,n}

pick ¢; € {0,1}
Start Clock — s
Stop Clock tp — — ri = (ac,)i

Verification phase
c.r,MAC,,,, (c,r) c.r,MAC,,,, (c,r)
e R

check that Atp; < taiowed Vi€ {1,...,n}
Verify ¢, r and MAC,,,,.(c,T)

Fig. 4. Efficient two-hop distance-bounding protocol.

3.1 Security Analysis

In this section, we analyse the security of the proposed two-hop DB pro-
tocol, considering internal adversaries as in [16].

Case A - Dishonest prover P, honest linker £: A dishonest prover
P might be located far away from £ and may want to appear closer.
So, in the distance-bounding phase P has to send the wrong response 7
before it receives the challenge ¢; from L. Since r; is determined by the
two response registers ag and a;, P knows r; if ag; = ay;. If ag; # ay;
then P has to guess the response r;. Thus, the success probability is (%)n

Case B - Honest prover P, dishonest linker £: £ may want to
shorten the distance between P and V. We may consider two main strate-
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gies: In the first strategy, £ waits for ¢; from V and sends it to P. Then,
L sends a random response before receiving r; from P. Since r; is deter-
mined by ag, a1, and ¢;, the success probability is equal to (%) per round.
In the second strategy, £ sends a random challenge before receiving ¢;
from V. Then, £ waits for the response from P and forwards it to V when
it sends ¢;. The success probability is again equal to (%) per round. Thus,
the overall success probability is (%)n

We need to note here that the problems identified in Section 2.1, when
L is malicious do not apply in the new protocol. By computing the MAC of
the nonces in the initialisation phase, £ cannot modify the nonces without
being detected, while there is no need to transfer Np in the verification
phase. Also the Kim et al. [18] attack cannot be applied since a MAC of
all transmitted ¢;’s and r;’s is verified at the end.
Case C - Dishonest prover P, dishonest linker £: We may discrim-
inate into two sub-cases.
~P and L do not collaborate: In this sub-case, the success probability de-
pends on whether Case A or Case B succeeds. More precisely, the success
probability depends on whether P can guess r; correctly with probability
(2)" (Case A). For a dishonest L (Case B), the success depends on guess-

1

ing ¢; and r; correctly (i.e., (5)"). Thus, the overall success probability

is (%)n, (i.e., (%) for Case A or (%) for Case B).

~P and L collaborate: In this sub-case, P collaborates with £ in order to
appear within the allowed distance bound. P has two options: to reveal
some information about his secret key xyp (something he does not want
to do) or to send one register ag or a; to £. Thus, in the latter case £
can compute the half of responses r; correctly and send them in time
to V. The other half, have to be guessed by L. So, the overall success
probability of the attack in this sub-case is (%)n.

We should point out that in the above security analysis the focus
is mainly on distance-shortening attacks since DB protocols are mainly
employed in proximity-based authentication settings. In case that a mali-
cious linker on purpose delays to relay information between P and V this
would lead to failure of the protocol when the condition Atp, < taliowed
does not hold.

3.2 Extension to the multi-hop DB setting

Up to now, we have considered two-hop DB protocols where P and V
need to rely on a single intermediate linker. In this section, we investigate
how the proposed two-hop DB protocol can be extended to a multi-hop
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Verifier V Linker £ Linker £, Linker L, Prover P
Typ Typ
Initialisation phase

Np|[MACqy,, (Np) Npl|MAC,,, (Np) Np|[MACqy,, (Np) Npl|MAC,,, (Np) Np {0, 1}
ag = fuyp(Ny, Np) ag = fuyp(Ny, Np)
a1 = Encyy(zyp) ar = Encg,(vvp)
Distance-bounding phase
fori={1,...,n}

pick ¢; € {0,1}
Start Clock —a [ N L N [ N
Stop Clock tp — — —t — ri = (ac,)i

Verification phase
.1, MAC,,, (c,r) ¢ MAC,,, (c.r) .. MAC,, (c,r) ¢ MAC,,, (c.r)

check that Atp; < taiowed Vi€ {l,...,n}
Verify ¢, r and MAC,,,,,(c, )

Fig. 5. Extended multi-hop distance-bounding protocol

setting 4.e., when V and P have to rely on multiple intermediate linkers £;
where j € {i,...,m}. Multi-hop distance estimation as a generalisation
of distance-bounding was proposed for the first time by Mitrokotsa et
al. [17]. In our proposed multi-hop DB protocol, similarly as before, the
goal of V is to determine an upper-bound of the distance to P and the role
of intermediates £; is to forward the messages to P. Our proposed multi-
hop DB protocol (depicted in Fig. 5) is a natural extension of the proposed
two-hop DB protocol; we discuss briefly its security in this section. It
is easy to see that the protocol is similar to the proposed two-hop DB
protocol.

The security analysis of the multi-hop DB protocol is similar to the
one for the two-hop DB protocol.
Case A - Dishonest prover P, honest linkers £’s: The overall success

probability remains (%)n since only P is dishonest.
Case B - Honest prover P, dishonest linkers L£’s: When we have

one dishonest linker the success probability is (3)" as we have shown. It

is easy to see that even if we have k dishonest linkers the overall success
probability is again (%)” since there is no dependency on the forwarded
messages.
Case C - Dishonest prover P, dishonest linkers £’s: We have two
sub-cases:
—P and L do not collaborate: This sub-case depends on the Cases A and
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B. Either P (Case A) will succeed with probability (2) or k L’s (Case B)
Willnsucceed with probability (%) Thus, the overall success probability is
(3)"
— P and L’s collaborate: If P collaborates with k L’s i.e., reveals either
ag or aj (thus, half of the responses) then, the overall success probability
will be (2)". Either P (Case A) will succeed with probability (3) or k
Ls (Case B) will succeed with probability (%) Thus, the overall success
probability is (%)n

Table 1 summarises the best case attack success probabilities for the
three protocols that we studied in this paper. It covers all the cases of
malicious internal participants.

Table 1. Best Case Attack Success Probabilities

Protocol P.L P,.L P.L P.L
collaboration no collaboration

twolop DB |(2)” ()" (3)" (3

new two-hop DB|(3)" ()" (" ("

mltihop DB_|(3)" (4)" (3)" (3)"

4 Conclusion

In this paper, we investigated the problem of two-hop DB protocols. More
precisely, we examined the security of the first two-hop DB protocol [16]
and we identified some weaknesses. We also discussed how the location
of the linker may affect the distance-bounding process. Furthermore, we
proposed a novel two-hop DB protocol, that does not require any com-
putation from the intermediate linker, does not suffer from the identified
weaknesses and reduces the attack success probabilities for internal ad-
versaries. Finally, we investigated how the proposed two-hop DB protocol
can be extended to the multi-hop DB setting and how the attack success
probabilities are affected.
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