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New Directions for Data Quality Mining

The exact notion of data quality is multidimensional and different from one application domain to another Concomitant data quality problems increase the detection complexity

Outline

What is Data Quality Mining?

"DQM can be defined as the deliberate application of data mining techniques for the purpose of data quality measurement and improvement. The goal of DQM is to detect, quantify, explain, and correct data quality deficiencies in very large databases." [Hipp, Güntzer, Grimmer, 2001] 20

Data Quality Mining (DQM) intends to be an iterative framework for creating, adapting, and applying data mining techniques for the discovery, explanation and quantitative cleaning of data glitches and their complex patterns in large and patchy datasets.

In addition,

Motivation

Data quality problems are: Omnipresent in every application domain Interwoven and complex in any DB, DW or IS Critical to every data management, KDD and decision making project because of their massive financial impact Calculate the mean μ and the variance-covariance matrix Σ 2.

Let C be a column vector having length d, the square of the Mahalanobis distance to the mean μ is given by: 3.

Find points O in C whose value is greater than 4.

Return O.

Finding Multivariate Outliers
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Mean and standard deviation are extremely sensitive to outliers (Breakdown point=0%) Minimum Volume Ellipsoid (MVE) [START_REF] Rousseeuw | Unmasking Multivariate Outliers and Leverage Points[END_REF] Let the column vector C with the length d (d > 2) be the estimate of location and let the d-by-d matrix M be the corresponding measure of scatter. The distance of the point x i = (x i1 ,…,x id ) from C is given by: If then x i is declared an outlier. C is center of the minimum volume ellipsoid covering (at least) h points of the data set. [Rousseeuw & Driessen, 1999] Given n data points, the MCD is the mean and covariance matrix based on the sample of size h (h < n) that minimizes the determinant of the covariance matrix.

Minimum Covariance Determinant (MCD)

Robust estimators
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Masking the structure of the group of MV outliers (clustered vs scattered) 

Approaches

Local Outlier Factor (LOF) [Breunig et al., 2000] Connectivity Outlier Factor (COF) [START_REF] Tang | Enhancing Effectiveness of Outlier Detections for Low Density Patterns[END_REF] Multi-Granularity Deviation Factor [Papadimitriou et al., 2003] EDA -Density-based outliers 34 O1 O2 NN: O2 is outlier but O1 is not LOF: O1 is outlier but O2 is not

In high dimensional spaces, LOF values will tend to cluster because density is defined in terms of distance. 

Clustering for MV Outlier Detection

Abbreviation enforcing Data consolidation based on dictionaries and constraints

Machine learning and HMM for field and record segmentation Constraint-based method [Fan et al., 2008] Goals 37 Approaches [START_REF] Christen | Probabilistic name and address cleaning and standardization[END_REF] Performance and scalability issues of most ETL tools Record Linkage (RL) [Elmagarmid et al., 2007] Probabilistic [START_REF] Dempster | Maximum Likelihood from Incomplete Data via the EM Algorithm[END_REF] Type Authors D-Dupe [Kang et al., 2008] http://www.cs.umd.edu/projects/linqs/ddupe Duplicate search and visualization of cluster-wise relational context for entity resolution Febrl [Christen, 2008]: https://sourceforge.net/projects/febrl/ Rule-based and HMM-based standardization and classification-based record linkage techniques SEMANDAQ [Fan et al., 2008]: CFD-based cleaning and exploration HumMer [START_REF] Kriegel | Outlier Detection Techniques[END_REF]: Data fusion with various conflict resolution strategies XClean [START_REF] Weis | XClean in Action (Demo)[END_REF] 

Academic and Open

Source ETL Tools X X (X) (X) (X) (X)

Inconsistent Data

Probabilistic Approximate Constraints [Korn et al., 2003] Given a legal ordered domain on an attribute, A domain PAC specifies that all attribute values x fall within ε of D with at least probability δ, as A functional dependency PAC X → Y specifies that, if

Pseudo-constraints [Ceri et al., 2007] Pair <P1,P2> where P1 and P2 are predicates on the same domain D such that if P1 holds, then usually P2 also and therefore there are few rule violations. More formally, based on the probability contingency table,

Pattern Tableaux for Conditional Functional Dependencies

A CFD is defined to be a pair [Bohannon et al. 2007, Bravo et al. 2007, Golab et al. 2008[START_REF] Fan | Relative Information Completeness[END_REF] Embedded FD Disguised Missing Data [START_REF] Hua | Cleaning Disguised Missing Data A Heuristic Approach[END_REF] 57 Assumption: On an attribute, there often exist only a small number of inliers whose values are frequently used as disguised missing data, e.g., popular DoB: Jan 1
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Embedded Unbiased Sample Heuristic

Goal: Find the largest set M v embedding S v and maximizing a correlation-based sample quality score.

( ) Compute the principal components of the dataset 2.
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For each test point, compute its projection on these components 3.

If y i denotes the i th component, then the following has a chi-square distribution 3.

For a given significance level α, an observation is an outlier if Outlier Mining -Robust PCA [START_REF] Shyu | A novel anomaly detection scheme based on principal component classifier[END_REF] Outlier Identification in High Dimensions [START_REF] Filzmoser | Outlier detection in high dimensions[END_REF] Works in very high-D, where dimensions > samples, e.g., gene data Differential weights to detect location and scatter outliers; weights combined in final step Based on robust statistics Probability distributions [START_REF] Eskin | Anomaly detection over noisy data using learned probability distributions[END_REF] Assumption: High probability to have the number of normal elements in a dataset D significantly larger than the number of outliers Approach:
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From the distribution for the dataset D given by: D= ( 1 

comparisonFrom

  Rejection area: Data space excluding the area defined between 2% and 98% quantiles for X and Y Rejection area based on: Mahalanobis_dist(cov(X,Y)) > χ 2 (.98,2) • Treatment of missing values, inconsistencies, and outliers

Finding

  (A) = m(B)] = ρ(Α,Β)

  A point O in a dataset is an DB(p,d)-outlier if at least fraction p of the points in the data set lies greater than distance d from the point O.[START_REF] Knorr | Algorithms for Mining Distance-Based Outliers in Large Datasets[END_REF]] Outliers are the top n points whose distance to the k-th nearest neighbor is greatest.[[START_REF] Ramaswamy | Efficient algorithms for mining outliers from large data sets[END_REF] Methods failsWhen normal points do not have sufficient number of neighbours In high dimensional spaces due to data sparseness When datasets have modes with varying of particular regions and declare data points in low density regions as potential anomalies

  Variant of NN based on rules for identifying and merging duplicates (Intelliclean) Transformation Fuctions (Active Atlas)

  Thousands of network elements on an IP network Transmit data streams as they communicate to verify availability and transmit data Monitor the data streams to measure performance, and to optimize the network Finding the optimal dataset 0= Raw data 1= Median-based imputation from 4 2= De-duplicated data 3= 1+2 4= Super clean (Full deletion) 5= Strategy driven by the discovery of patterns of glitches 86 MV strategy shown with Univariate projection

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

Exploratory Data Analysis (EDA) EDA

  

	Use of simple statistical techniques for exploring and
	understanding the data (John Tukey)
	Usually for variable and model selection and for testing
	distributional assumptions

EDA for Data Quality

  

	EDA -Outlier Detection
	Control chart/error bounds methods Typical value (green) -
	e.g., expected value; confidence interval or error arithmetic mean, median
	bounds; 3-Sigma, Hampel bounds, IQR Error bounds (red) -
	Model-based outlier detection methods standard deviation, IQR
	e.g., regression model: outlyingness measured Underlying assumptions of Detect data glitches through residuals that capture deviation from the normality and symmetry Outliers and extremes Missing values model Simple, but potential for
	High frequency values and duplicates Multivariate statistics for outlier detection misleading conclusions Data transformation for model fitting Treatment of glitches Selecting variables and records Replacing using statistical models Non trivial to extend to e.g., density-based and geometric or distance-based outlier detection higher dimensional space

29 R chart EDA -Model-based outlier detection

  

	INPUT: An d X d dataset
	OUTPUT: Candidate Outliers
	Model captures relationships 1.
	between variables
	Confidence bounds/bands
	capture variability
	Points that lie outside bounds
	The choice and correctness
	of the model are critical
	Expertise required for
	parameterization

Challenges of DQM Detection of concomitant DQ problems

  

	46 47
	Commercial Data Quality Tools Quantitative Data Cleaning Limits of Current Methods In Particular
	DQ Tools include: • Profiling • Improvement: Standardization Cleansing Matching Enrichment • Monitoring Non Realistic Assumptions EDA -Statistics Methods Inclusion (applicable for less than 15%) Anomalies are treated as a specific category Deletion List-wise deletion omits the complete record (for less than 2%) Pair-wise deletion excludes only the anomaly value from a calculation Substitution (applicable for less than 15%) Single imputation based on mean, mode or median replacement Linear regression imputation out of the scope of the analysis Only applicable when the dataset has less than 15% of glitches Multiple imputation (MI) F M MF Data quality problems may not be rare events Methods tied to known distributions → rare class mining won't give the "complete picture" Parametric assumptions often do not hold for real datasets Joint detection of fuzzy duplicates, disguised missing Data quality problems don't occur at random Bad points can completely skew the mean and standard deviation: values, multivariate outliers, and deviants → MCAR/MAR assumptions are not applicable Data quality problems are not uniformly distributed → model-based assumptions is hazardous Different types of data quality problems may co-occur and be → potential multicollinearity problem → explanatory variables/processes may be external and X Quantitative Cleaning techniques Their (co-)occurrence should be explainable clustering and NN Locality and normality assumptions Y Poor performance of complex parameterization and settings → mutual masking-effect of concomitant DQ problems X Magic numbers, (partially) correlated Robustification of the estimators is required Detection of complex patterns of multivariate glitches Statistical methods suffer the uni-modality and locality assumptions: they consider the data set globally EDA -Clustering The arithmetic mean Interactivity, rerunnability and recoverability of DQM Y of the data set is an outlier processes
	→ Biases of imputation and regression methods Full Information Maximum Likelihood (FIML) They should be corrected with "predictable side-effects" Non negligible biases

: Declarative XML cleaning Source: Quadrant of the Magic Quadrant for Data Quality Tools, 2008.

Gartner RAS Core Research Note G00157464

DQM in high dimensional data sets Benchmarking Outline

  

	Part I. Introduction to Data Quality Research
	Part II. Data Quality Mining
	Part III. Case Study

Data Quality Mining: The Big Picture

  

	Data Quality Management
	Data Source Selection	Data Quality Mining	Generalization
	Data Quality			
	Requirements				Decision Strategies
					Optimization
	Detection & Profiling Source DB	Area Staging Data	and Validation Knowledge Evaluation Knowledge Fusion bootstrap validation Cross-	j-measure
	Handling			Chi-2 Test
	DQ Problems			Mining Result	Poisson Test
					Visualization
	Extract Transform		
	Load Data		Mining Methods &	Production Rules Graphics
				Thresholds Selection	Confusion Matrix
		Recommendations and Corrective	Data Preparation	Association Rules Linear Classification
		Actions		Formating Coding	Clustering Decision Trees Instance-based
					Learning
			Quality	
	Upstream the KDD Process:	Metadata Repositroy	DIS/DW system	Downstream the KDD Process: Decisional Mining
	Warehousing		Objectives:
				Data Quality Measurement and Improvement

  -λ) M + λ A with M: Majority distribution and λ: Anomaly distribution Compute likelihood of D at time t: L t (D) Measure how likely each point p t is outlier at time t such as: M t =M t-1 \ {p t } and A t =A t-1 ∪ {p t } Observations: large entropy → partition into regular subsets skewness of class distribution → small entropy → high redundancies Approach: Find a k-sized subset whose removal leads to the maximal decreasing of entropy

	Probability Based Methods
	Comparison of
	telecommunications
	data sets	
	Anomalous months
	Missing data
	Kdq tree partition
	Darker	greater density
	difference Entropy-based methods Automatic detection is
	speedy, provides an
	opportunity to recover and
	replace data before it is
	archived	

[Lee et al., 2001][He 2005] 

Attributes, every 5 minutes, over four weeks

0

Record Linkage and duplicate detection (2/2) GRAVANO, Luis, IPEIROTIS, Panagiotis G., JAGADISH, H. V., KOUDAS, Nick, MUTHUKRISHNAN, S., PIETARINEN, Lauri, SRIVASTAVA, Divesh. Using q-grams in a DBMS for Approximate String Processing. IEEE Data Eng. Bull., 24(4), [28][29][30][31][32][33][34] 2001. GRAVANO, LUIS, IPEIROTIS, PANAGIOTIS G., KOUDAS, NICK, SRIVASTAVA, DIVESH. Text Joins for Data Cleansing and Integration in an RDBMS. Proc. ICDE 2003, pp. 729-731, Bangalore, India, 2003. HERNANDEZ, M., STOLFO, S., The Merge/Purge Problem for Large Databases, Proc. SIGMOD Conf pg 127-135, 1995. LOW, WAI LUP, LEE, MONG-LI, LING, TOK WANG. A Knowledge-Based Approach for Duplicate Elimination in Data Cleaning. Inf. Syst., 26(8), 585-606, 2001. KANG, Hyunmo, GETOOR, Lise, SHNEIDERMAN, Ben, BILGIC, Mustafa, LICAMELE, Louis. Interactive Entity Resolution in Relational Data: A Visual Analytic Tool and Its Evaluation. IEEE Trans. Vis. Comput. Graph. 14(5), pp. 999-1014, 2008. MCCALLUM, ANDREW, NIGAM, KAMAL, UNGAR, LYLE H. 2000. Efficient Clustering of High-Dimensional Data Sets with Application to Reference Matching. Proc. KDD 2000, pp. 169-178. Boston, MA, USA. MONGE, ALVARO E. 2000. Matching Algorithms within a Duplicate Detection System. IEEE Data Eng. Bull., 23(4), 14-20. TEJADA, SHEILA, KNOBLOCK, CRAIG A., MINTON, STEVEN. 2002. Learning Domain-Independent String Transformation Weights for High Accuracy Object Identification. Proc. KDD 2002, pp. 350-359, 2002. WEIS, MELANIE, NAUMANN, FELIX, BROSY, FRANZISKA. 2006. A Duplicate Detection Benchmark for XML (and Relational) Data. Proc. ACM SIGMOD 2006 Workshop on Information Quality in Information Systems, IQIS 2006. Chicago, IL, USA. WINKLER, WILLIAM E. Methods for Evaluating and Creating Data Quality. Inf. Syst., 29(7), 531-550, 2004. WINKLER, WILLIAM E., THIBAUDEAU, YVES. An Application of the Fellegi-Sunter Model of Record Linkage to the 1990 U.S. Decennial Census. Tech. Rept. Statistical Research Report Series RR91/09. U.S. Bureau of the Census, Washington, DC, USA, 1991.

Data Profiling

CARUSO, FRANCESCO, COCHINWALA, MUNIR, GANAPATHY, UMA, LALK, GAIL, MISSIER, PAOLO. 2000. Telcordia's Database Reconciliation and Data Quality Analysis Tool. Proc. VLDB 2000, pp. 615-618, 2000. DASU, TAMRAPARNI, JOHNSON, THEODORE, S. Muthukrishnan, V. Shkapenyuk, Mining Database Structure; Or, How to Build a Data Quality Browser, Proc. SIGMOD 2002. Data Preparation and Data Quality Mining HIPP, J., GUNTZER, U., GRIMMER, U. Data Quality Mining -Making a Virtue of Necessity. Proc. Workshop DMKD 2001. LUBBERS, D., GRIMMER, U., JARKE, M. Systematic Development of Data Mining-Based Data Quality Tools. Proc. VLDB 2003, pp. 548-559, 2003. KLINE, R.B., Data Preparation and Screening, Chapter 3. in Principles and Practice of Structural Equation Modeling, NY Guilford Press, pp. 45-62, 2005. PEARSON, Ronald K. Surveying Data for Patchy Structure. SDM 2005. STATNOTES Topics in Multivariate Analysis. Retrieved 10/17/2008 from http://www2.chass.ncsu.edu/garson/pa765/statnote.htm

Duplicate detection

SVMs: high accuracy with limited data [Christen, 2008] Decision trees: interpretable, efficient to apply Perceptrons: efficient incremental training [START_REF] Bilenko | Adaptive Product Normalization Using Online Learning for Record Linkage in Comparison Shopping[END_REF] Classifier

Similarity distance functions

Handling Missing Data Completion Using Association Rules

Based on a consensus from rules with high confidence and user interaction Based on measures scoring the best rules to select the replacement value [Wu et al., 2004] Imputation using NN, Clustering and SVM K-Nearest Neighbour Imputation [START_REF] Batista | An analysis of four missing data treatment methods for supervised learning[END_REF] K-means Clustering Imputation [START_REF] Li | Towards Missing Data Imputation: A Study of Fuzzy K-means Clustering Method. Rough Sets and Current Trends in Computing[END_REF] Fuzzy K-means Clustering [Acuna, Rodriguez, 2004] SVM [START_REF] Feng | A SVM regression based approach to filling in missing values[END_REF] 

Projection Based Methods

Projection pursuit techniques are applicable in diverse data situations although at the expense of high computational cost.

No distributional assumptions, search for useful projections Robust: [START_REF] Filzmoser | Outlier detection in high dimensions[END_REF] propose a fast method based on robust PCA with differential weights to maximally separate outliers. [START_REF] Shyu | A novel anomaly detection scheme based on principal component classifier[END_REF] use a similar theme. Time Series: [START_REF] Galeano | Outlier detection in multivariate time series by projection pursuit[END_REF] extend the idea of projecting in directions of high and low kurtosis to multivariate time series. Skewed Distributions: Hubert and Van der Veeken (2007) extend the boxplot idea by defining adjusted outlyingness followed by random projections for detecting outliers in skewed data.

Outlier Detection for Skewed Data [Hubert and Van der Veeken, 2007] For skewed distributions Key concepts

Adjusted outlyingness -different scaling on either side of median in boxplots.

MV equivalent, e.g., bagplot in 2-D Random projections to identify outliers

Distance and Depth Based Methods

Distance-based methods aim to detect outliers by computing a measure of how far a particular point is from most of the data.

Robust methods

Robust distance estimation in high-D [START_REF] Maronna | Robust estimates of location and dispersion for highdimensional data sets[END_REF] [ [START_REF] Pena | Multivariate outlier detection and robust covariance matrix estimation[END_REF] Depth based nonparametric methods 

Exotic methods

Angle based detection [START_REF] Kriegel | Outlier Detection Techniques[END_REF] DDMA: Nonparametric Multivariate Moving Average Control Charts Based on Data Depth [START_REF] Liu | Ddma-charts: Nonparametric multivariate moving average control charts based on data depth[END_REF] Extends simplicity of control charts et al., 2006, 2009] Change (Detection) you can believe in: Finding Distributional Shifts in Data Streams [Dasu, Krishnan, Li, Venkatasubramanian, Yi, 2009] Compare data distributions in two windows