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On the Additive Capacity Problem for
Quantitative Information Flow

Konstantinos Chatzikokolakis

CNRS, France

Abstract. Preventing information leakage is a fundamental goal in achieving
confidentiality. In many practical scenarios, however, eliminating such leaks is
impossible. It becomes then desirable to quantify the severity of such leaks and
establish bounds on the threat they impose. Aiming at developing measures that
are robust wrt a variety of operational conditions, a theory of channel capacity
for the g-leakage model was developed in [1], providing solutions for several
scenarios in both the multiplicative and the additive setting.

This paper continuous this line of work by providing substantial improvements
over the results of [1] for additive leakage. The main idea of employing the Kan-
torovich distance remains, but it is now applied to quasimetrics, and in particular
the novel “convex-separation” quasimetric. The benefits are threefold: first, it
allows to maximize leakage over a larger class of gain functions, most notably
including the one of Shannon. Second, a solution is obtained to the problem of
maximizing leakage over both priors and gain functions, left open in [1]. Third, it
allows to establish an additive variant of the ‘“Miracle” theorem from [3].

Keywords: Quantitative information flow - capacity - Kantorovich distance.

1 Introduction

Preventing sensitive information from being leaked is a fundamental goal of computer
security. There are many situations, however, in which completely eliminating such leaks
is impossible for a variety of reasons. Sometimes the leak is infentional: we want to
extract knowledge from a statistical database; sometimes it is due to side channels that
are hard or impossible to fully control; sometimes the leak is in exchange to a service,
as in the case of Location-Based Services; sometimes it is in exchange for efficiency: i.e.
using a weaker but more efficient anonymous communication system.

In these cases, it becomes crucial to guantify such leaks, measure how important
the threat they pose is and decide whether they can be tolerated or not. This problem is
studied in the area of quantitative information flow, in which much progress has been

done in recent years, both from a foundational viewpoint [17, 21, 11, 24,22, 12,6, 3],
but also in the development of counter-measures and verification techniques [4, 5, 10,
,27,23,16, 8,7, 25], and the analysis of real systems [14, 20, 15, 18].

Robustness is a fundamental theme in this area; we aim at developing measures and
bounds that are robust wrt a variety of adversaries and operational scenarios. In the
context of the successful g-leakage model, the operational scenario is captured by a
gain function g, and the adversary’s knowledge by a prior 7. Developing the theme of
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robustness in this model, [ 1] studied the theory of channel capacity, that is the problem of
maximizing leakage over 7 for a fixed g, maximizing over g for a fixed 7, or maximizing
over both 7 and g. Comparing the system’s prior and posterior vulnerability can be done
either multiplicatively or additively, leading to a total of six capacity scenarios.

In this paper we make substantial progress in two of the scenarios for additive leakage,
namely in maximizing over g alone, or over both 7, g. When maximizing over g, we
quickly realize that if we allow vulnerability to take values in the whole R>(, we can
always scale it up, leading to unbounded capacity. In practice, however, it is common to
measure vulnerability within a predefined range; for instance, vulnerabilities capturing
the probability of some unfortunate event (e.g. Bayes vulnerability) take values in [0, 1],
while vulnerabilities measuring bits of information (e.g. Shannon vulnerability) take
values in [0, log, | X|]. It is thus natural to restrict to a class G of gain functions, in
which the range of vulnerabilities is limited. In [1], this is achieved by the class G' X of
1-spanning gain functions, in which the gain of different secrets varies by at most 1.

Although G' X provides a solution for capacity, this choice is not completely satis-
factory from the point of view of robustness, since it excludes important vulnerability
functions. Most notably, Shannon vulnerability (the complement of entropy) is not k-
spanning for any k, hence the capacity bound for G! X does not apply, and indeed the
leakage in this case (known as mutual information) does exceed the bound. In this paper
we take a more permissive approach, by imposing the 1-spanning condition not on g
itself, but on the corresponding vulnerability function V,, leading to the class Gt X.
Since any vulnerability is k-spanning for some k, this class does not a priori exclude
any type of adversary, it only restricts the range of values.

Solving the capacity problem for Gt X' is however not straightforward. It turns out
that the core technique from [1], namely the use of the Kantorovich distance on the
hyper-distribution produced by the channel, can still be applied. However, substantial
modifications are needed, involving the use of quasimetrics, and in particular the novel
“convex-separation” quasimetric, replacing the total variation used in [1]. These im-
provements not only lead to a solution to the problem of maximizing leakage over
g: G* X, but also lead to a solution for the third scenario of maximizing over both 7, g,
as well as to a variant of the “Miracle” theorem for the additive setting.

In detail, the paper makes the following contributions to the study of g-capacity:

— We present a general technique for computing additive capacity wrt a class of gain
functions G, using the Kantorovich distance over a properly constructed quasimetric.

— This technique is instantiated for G' X’ using the total variation metric, recovering
the results of [1] in a more structured way.

— The same technique is then instantiated for the larger class G X, using the novel
“convex-separation” quasimetric for which an efficient solution is provided.

— The results for G' X also provide an immediate solution to the scenario of maxi-
mizing over both 7, g, which was left completely open in [1].

— Finally, the results for Gt X lead to an “Additive Miracle” theorem, similar in nature
to the “Miracle” theorem of [3] for the multiplicative case.

Acknowledgements All results were obtained in the process of preparing a manuscript on
Quantitative Information Flow with my long-term collaborators M. Alvim, C. Morgan,
A. Mclver, C. Palamidessi and G. Smith, and were heavily influenced by their feedback.
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Fig.1. A prior 7 (type DX), a channel C' (rows have type DY), a joint J (type D(X x ))), and
a hyper [1>C] (type DX, each column has type DX).

2 Preliminaries

Channels and their effect on the adversary’s knowledge A channel C is a simple
probabilistic model describing the behavior of a system that takes input values from a
finite set X’ (the secrets) and produces outputs from a finite set ) (the observations).
Formally, it is a stochastic |X| x |Y| matrix, meaning that elements are non-negative
and rows sum to 1. C; , can be thought of as the conditional probability of producing
y when the input is z.

We denote by DA the set of all discrete distributions on .4, and by [a]: D.A the point
distribution, assigning probability 1 to a:.A. Given C and a distribution 7: DX, called
the prior, we can create a joint distribution J: D(X x Y) as J, ,, = 7,Cy . When J is
understood, it is often written in the usual notation p(x, y), in which case the conditional
probabilities p(y|z) = P(=.9)/p(z) coincide with C;, ,, (When p(z) is non-zero) and the
z-marginals p(z) = >, p(,y) coincide with 7.

The prior 7 can be thought of as the initial knowledge that the adversary has about
the secret. When secrets are passwords, for instance, she might know that some are more
likely to be chosen than others. Always assuming that C' is known to the adversary,
each output y provides evidence that allows her to update her knowledge, creating a
posterior distribution Y, defined as 6¥ = p(,9)/p(y). This, of course, can be done for
each output; every y: ) potentially provides information to the adversary leading to
an updated probabilistic knowledge 6. But not all outputs have the same status; each
happens with a different marginal probability p(y) = >__ p(z,y), denoted by a,,.

Hence, the effect of a channel C to the adversary’s prior knowledge 7, is to produce
a set of posteriors 67, each with probability a,. It is conceptually useful to view this
outcome as a single distribution on distributions, called a hyper-distribution or just hyper.
Such a hyper has type D2 and is denoted by [7>C] = 3 , @y[0"].! The a,-component
of [m>C] is called the outer distribution, expressing the probability of obtaining the
posteriors 0¥, called the inner distributions.

An example of all constructions is given in Fig. 1. From a channel C' and the
uniform prior ™ we can construct the joint J by multiplying (element-wise) each column
of C' by 7. J is then a single distribution assigning probabilities to each pair (z, y). To
construct the hyper [7>C], we normalize (i.e. divide by p(y)) each column J_ ,, forming
the posterior §¥. The marginals p(y) become the outer probabilities a,,, labeling the
columns of [7>C]. Finally, note that [7>C no longer records the original label y of each
column. As a consequence, the columns 2 and y3, both producing the same posterior

! The notation is due to the fact that distributions can be convexly combined (DA is a vector
space). ), ay[6] is exactly the hyper assigning probability ay to each 6*.
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oYz = ¥ = (0,3/5,2/5), are merged in [w>C, which assigns to that posterior the
combined probability p(y2) + p(ys) = 5/12. This phenomenon happens automatically
by the construction of the hyper.

Vulnerability and leakage A fundamental notion in measuring the information leakage
of a system is that of a vulnerability function V : DX — Rx>(. The goal of V(7) is to
measure how vulnerable a system is when the adversary has knowledge 7 about the secret.
To create a suitable vulnerability function we need to consider the operational scenario
at hand: we first determine what the adversary is trying to achieve, then take V() as a
measure of how successful the adversary is in that goal. Clearly, no single function can
capture all operational scenarios; as a consequence a variety of vulnerability functions
has been proposed in the literature, each having a different operational interpretation.

For instance, Bayes-vulnerability Vi (7):= max, 7, measures the probability of
success of an adversary who tries to guess the complete secret in one try; Shannon-
vulnerability Vi (7):= log, |X |+, 5 log, 7, (the complement of entropy) measures
the expected number of Boolean questions needed to reveal the secret; and Guessing-
vulnerability Vg (7) = [¥1+1/2—3 " im; (where the i-indexing of X’ is in non-decreasing
probability order) measures the expected numbers of tries to guess the secret correctly.

To study vulnerability in a unifying way, the g-leakage framework was introduced
in [3], in which the operating scenario is parametrized by a (possibly infinite) set of
actions VW, and a gain function g: VW x X — R. Intuitively, W consists of actions that
the adversary can perform to exploit his knowledge about the system. Then, g(w, x)
models the adversary’s reward when he performs the action w and the actual secret is x.
In such an operational scenario, it is natural to define g-vulnerability V; as the expected
gain of a rational adversary who chooses the best available action:

Vy(m) = sup, >, meg(w, ).

The g-leakage framework is quite expressive, allowing to obtain a variety of vulnerability
functions as special cases for suitable choices of g. For instance, by picking W = X
and the identity gain function given by gja(w, ) = 1 iff w = z and 0 otherwise, we
get Vy, = Vp. Similarly, we can construct gain functions expressing Shannon (for
which an infinite VW is needed) and Guessing vulnerabilities, as well as a variety of
other operational scenarios. In fact, it can be shown that any continuous and convex
vulnerability V' : DA — R>q can be written as V,, for some g [2].

For expressiveness, it is crucial to allow g to potentially take negative values, and W
to be infinite. However, it is desirable that Vj, itself be non-negative and finite-valued,
since it is meant to express vulnerability. As a consequence we always restrict to the
class of GX of gain functions, defined as those such that V,, : DA — R>q. As already
discussed in the introduction, it is often desirable to further restrict to subsets of GX'.

Having established a way to measure vulnerability in the prior case, we move on
to measuring how vulnerable our system is after observing the output of a channel C.
Viewing the outcome of C on 7 as the hyper [r>C], there is a natural answer: we can
measure the vulnerability of each posterior (inner) distribution of [7>C], then average by
the outer probabilities, leading to the following definition of posterior g-vulnerability:

VolmeCl i= 37 a,Vy(¥) where [m>C] = 32, ay[d”]
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Finally, information leakage is measured by comparing the vulnerability in the prior
and posterior case. Depending on how we compare the two vulnerabilities, this leads to
the additive or multiplicative leakage, defined as:

Vy[meC
Li(m,C) = Vy[meC] = Vy(n), Ly(m,C) = f/[(ﬂ)] .

g
Additive g-capacities A fundamental theme when measuring information leakage is
robustness; we need bounds that are robust wrt a variety of different adversaries and
operational scenarios. Following this theme, since the g-leakage of a channel C' depends
on both the prior 7 and the gain function g, it is natural to ask what is the maximum
leakage of C, over a class of gain functions G C GAX and a class of priors D C DX
This maximum leakage is known as the capacity of C.

Definition 1. The additive (G, D)-capacity of C, for G C GX, D C DX, is

MLE(D,C) = sup L] (w,C).
g:G,m:D

For brevity, when maximizing only over  for a fixed g, we write /\/IE;r (D, C) instead
of Mﬁ?g} (D, C); similarly, when 7 is fixed we write /\/lﬁar (m, C); for specific classes,
say G = GX, D = DX, we write ML} (D, C) instead of ML, (DX, C). We can
maximize over 7, or g, or both, getting three scenarios for additive capacity. The multi-
plicative capacity ML (D, C), defined similarly, is outside the scope of this paper; the
corresponding three scenarios are studied in [1].

For the first scenario, g is fixed and we maximize over the whole DX". For some gain
functions an efficient solution exists; for instance, for gy giving Shannon vulnerability,
Mﬁ;H (D, C) is the Shannon capacity (maximum transmission rate)? which can be
computed using the well-known Blahut-Arimoto algorithm [ 13]. However, for giq (giving
Bayes vulnerability), bounding /\/IE;Fid (D, C) is known to be NP-complete [ 1], which of
course leaves no hope for a general solution.

The second scenario (fixed 7, maximize over g) is the main focus of this paper and
is studied in detail in §3. Our solution turns out to also provide an answer for the third
scenario (maximize over both 7, g), discussed in §3.5.

3 Computing additive capacities

In this section we study the problem of computing the additive (G, 7)-capacity. We
quickly realize, however, that the unrestricted maximization over the whole GX" yields
unbounded leakage. The problem is the unbounded range of V;, and can be illustrated
by “scaling” g. Define the scaling of g by k>0 as gxx(w, z) = k - g(w, x). It is easy to
show [1] that this operation gives leakage £} , (7, C) = k- L (w, C), and since k can
be arbitrary we get that ML (7, C) = +00.3

2 Which is why we generally refer to the maximization of leakage as “capacity”.

3 The same phenomenon happens for multiplicative leakage, this time demonstrated by shifting.
To keep Mﬁg (m, C) bounded we can restrict to the class G X’ of non-negative gain functions.
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There are important classes of gain functions, however, which effectively limit the
range of V;, causing the additive leakage to remain bounded. Even when Mﬁg (w,C)
is finite, computing it efficiently is non-trivial. A solution can be obtained by exploiting
the fact that ML (, C) is connected to the well-known Kantorovich distance between
[7] and [m>C].

This section proceeds as follows. In §3.1 we recall the Kantorovich distance and then
use it in §3.2 to obtain a generic technique for computing Mﬁg (m, C), in time linear on
the size of C, using properties of G. We apply these bounds to obtain efficient solutions
for the class G* X’ of 1-spanning gain functions in §3.3, as well as the class G* X’ of gain
functions giving 1-spanning vulnerability in §3.4. Finally, §3.5 discusses the scenario
of maximizing over both 7 and g.

3.1 The Kantorovich and Wasserstein distances

We begin by recalling the Kantorovich distance between probability distributions. Given
a: DA and random variable F: A—R we write £, F for the expected value of F' over
a, or E,oF(x) to make precise the variable we are averaging over. Observe that for a
point distribution centered at a € A we have £, F = F(a).

A function d : A% — R is called a quasimetric iff it satisfies the triangle inequality
and d(a,a’) = 0Ad(d’,a) = 0iff a = o'. If d is also symmetric it is called a metric.
The set of all quasimetrics on A is denoted by MLA. Although less frequently used than
metrics, quasimetrics will play an important role in computing additive capacity in §3.4.

A natural quasimetric on R is given by

dg(z,y) := max{y—z,0}.

Intuitively, dg(z,y) measures “how much smaller” than y is ; 0 means that z is
no smaller than y. This quasimetric can be extended to x,y € R” as dg.(z,y) =
> dg (2, y;), giving an “asymmetric Manhattan” distance.

A function F: A—R is called d, dp-Lipschitz iff

dr(F(a),F(a")) < d(a,a’) foralla,a’ € A. (1)

The set of all such functions (also called contractions) is denoted by C%4T A. For the
source metric, a scaled distance k - d (for some k > 0) is often used. For the target metric
dr the Euclidean distance dg is commonly employed (in which case we might simply
write d-Lipschitz for brevity). In this section, however, we consider functions that are
d, dg-Lipschitz, which holds iff

F(d')—F(a) < d(a,a’) foralla,a’ € A. 2

Note that the max from the definition of dj is not needed, since d(a, a’) is non-negative.

The Kantorovich construction allows us to [ift a metric d on A to a metric on
probability distributions over .A. The standard construction is done by maximizing
|Ea F'—E4 F'| over all functions that are d, dg-Lipschitz. Note that the Euclidean distance
is implicitly used twice in this construction: first, in the Lipschitz condition and second,
for comparing &, F and &, F’. We can, however, define variants of the Kantorovich by
using any other distance on R. Our purpose is to work with quasimetrics, hence we
employ dy, leading to the following definition.
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Definition 2. The Kantorovich quasimetric is the mapping K< : MLA — MIDA:

K- (d)(a,a') ==  sup dg(EaF,ExF) = sup EuF —ELF .
F:Ch9E A F:cha3 A

Note that that max was again dropped from dy, since the sup is anyway non-negative
(E F — Eo F = 0 for F constant).

An important property of the Kantorovich distance is that it has a dual formulation as
the Wasserstein (or “earth-moving”) metric, for which efficient algorithms exist. Earth
moving measures measuring the cost of transforming one distribution into another, using
the underlying distance d as the cost function. Given two distributions o, o/: DA (the
“source” and “target”), an earth-moving strategy is a joint distribution S € D.A? whose
two marginals are o and o’. We write S,, o+ for the set of such strategies. The Wasserstein
distance is then defined as the minimum transportation cost; similarly to Kantorovich,
it provides a lifting from M.A to MID.A.

Definition 3. The Wasserstein distance is the mapping W : MLA — MDA given by:
W(d)(a, Oé/) = infS; Sa,a’gsd .

The well-known Kantorovich-Rubinstein theorem [26] states that, if (d,.A) is a
separable metric space then K(d) = W(d). For our purposes, we will use this result
in the restricted case where one of the two distributions is a point distribution [a]. This
restriction is useful for two reasons: first, it allows us to give a simplified proof, adjusted
to our K< variant, drop the assumption of separability and allow d to be a quasimetric.
Second, we show that that W(d)([a], ) can be easily obtained as the expected (wrt )
distance between a and the elements in the support of c.

We first fix some notation: given d € MA and a € A, we denote by d, : A — R
the function “currying” a, defined by d,(z) = d(a, ). Note that d, is d, dg-Lipschitz
since do(y) — do(z) = d(a,y) — d(a,z) < d(z,y) follows from the triangle inequality.
We are now ready to state the result relating the two distances.

Theorem 1. Let d € MLA be any quasimetric. For all [a], o« € DA it holds that
K=(d)(la,0) = W(d)([a],0) = Eada-

Proof. We start with the Wasserstein distance. The crucial observation is that for point
[a], there is informally a single source “pile of earth”: all the probability has to come

from a. As a consequence, Si,),, contains a unique strategy S, , = [a], - a, With
independent marginals [a] and . We can then calculate

W(d)([a], @)

infg. Stal.o Esd “definition of W”
= Ezy)~s AT, y) “take unique S with independent marginals [a], o
= Eymalrela) d(,y) “independence of marginals”
= Eyna d (a,y) “expectation over point distribution”
= ga da

For the Kantorovich distance, we bound it from above by £,d,,, as follows:
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K=(d)([a], @)
— SUP . o di 4 EF — E[G]F “definition of K<”
= SUP L., ca.as 4 Eal’ — F(a) “expectation over point distribution”
= SUD o, ca.d 4 Exma(F(z) — F(a))
< SUP 1. ca.a 4 Exnad(a, ) “(2), Fis d, dx-Lipschitz”
= ala

Finally we bound K=(d)([a], &) from below by E,d,, as follows:

K=(d)([a], @)
= SUP o, das 4 EaF = EqF “definition of K="
> gada - g[a] da “da € Cd’dﬁeA”
= Eudy “Elajda = da(a) =07 O

3.2 Computing additive (G, 7)-capacity

We now discuss a generic technique for computing the additive (G, 7)-capacity, for a
given family of gain functions G C GJX, using the Kantorovich distance. Recall that
Mﬁg(ﬂ, C') (Def. 1) is defined as the maximum difference between the posterior and
prior vulnerabilities V,[r>C], V; []. The latter are simply the expected value of V; over
the distributions [r], [r>C], which are hyper distributions, having sample space DX .

We start by taking A = DX as the underlying space of the Kantorovich construction.
A quasimetric d € MIDX measures the distance between two distributions on secrets.
The key for bounding ./\/lC:C'/r (m, C') from above is to find such a quasimetric d wrt which
Vg is Lipschitz for all g € G. Since the Kantorovich distance maximizes £/ F' — £, F'
over all Lipschitz functions F', it will provide an upper bound to the additive capacity.

Bounding the capacity from below is also possible if there exists some g € G such
that d = V. This is due to the fact that the g-leakage for this g is exactly & cdr.

In the following, given a class of gain function G C GX, we denote by Vg =
{V, | g € G} the set of g-vulnerabilities induced by G. The bounding technique is
formalized in the following result.

Theorem 2. Let d € MDX, let G C GX and fix a channel C and prior 7. Then
de. € Vg implies MCE(W, C) > k,and 3)

cthDx D Vg implies MLE(R,C) <k, @)
where k = K=(d)([r], [m>C]) = W(d)([r], [7>C]) = Elrecyda.
Proof. The fact that K= (d)([n], [r>C]) = W(d)([r], [r>C]) = E[rcydr comes from
Thm. 1, for A = DX, a = 7, @ = [7>C]. We start with (3): for V;, = d. we have that
V() = 0 and Vy[m>C] = Eroc)dn hence MLE (,C) > LF (7, C) = Ejroc)dr- For
(4) we have that
Mﬁg (m,C)
supy.vy,  Emo)Vg — EmVy “definition”

SUP p. cd.dipy 5[77»0] F - E[W]F “sup over larger class”
K= (d)([], [7=C1) “definition” O

Al
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So far we have considered an unknown quasimetric d on probability distributions,
and identified in Thm. 2 two properties of d that provide bounds for additive leakage. It
is not clear, however, whether such a quasimetric exists and what is its relationship with
the class G. We now show that the choice of d is in fact canonical for each class. More
precisely, for any G we can construct a quasimetric dg satisfying the second condition
of Thm. 2. Furthermore, if a quasimetric d satisfying both conditions (for any 7) does
exist, then it is unique and equal to dg.

Theorem 3. Let G C GX and define a quasimetric dg: MIDX as

dg(m,0) = sup dig (Vy(m), V() -

Then Vg C Cl-9%DX. Moreover, if {d, | m:DX} C Vg C Che=DX holds for some
quasimetric d, then d = dg.

Proof. Let g € G. We trivially have that

dg (Vy(), Vg(0)) < iggdi(Vq(ﬂ)’Vq(U)) = dg(m o),

hence Vj is dg, dg-Lipschitz. Now let d: MDA’ such that {d, | m:DX} C Vg C
C*%DX and let 7, 0: DX. From d,. € Vg, we get that

d(m, o) = dg(dx(n),dx(0)) < zggdi(Vq(ﬂ)qu(U)) = dg(m,0).

Then, since Vj is d, dg-Lipschitz for all g € G, we get that

dg(m,o) = supdgp(Vy(m),V4(o)) < supd(m,o) = d(m o),
geg gcg
hence d and dé coincide. O

Finally, an important corollary of this technique is that, assuming that d can be
computed in time O(|X]), ML (,C) can be computed in time O(|X[|Y]). Indeed,
calculating &, ¢1d, involves computing the output and posterior distributions of [7>C].
The former can be computed in O(|X’||Y]) time via the joint matrix .J; then for each
posterior ¥, we need to construct 6¥ (O(|X|)) and compute d(7, 6Y) (O(|X])).

3.3 Additive capacity for 1-spanning gain functions

We are now ready to provide a complete method for computing additive capacity for an
important family of gain functions. The span of a function f: A—R is defined as

LA = supgarealf(a) = fla)],

while for gain functions (having two arguments) we define ||g||:= sup,,cyy [lg(w, -)||.
Since scaling g causes unbounded leakage, a natural solution is to limit the range of g.
This can be done in an elegant way, without completely fixing g’s range, by requiring



10 K. Chatzikokolakis

that ||g|| < 1, which brings us to the class G' X of 1-spanning gain functions, the topic
of study in this section. In the following we see that this restriction in fact limits the
steepness of V.

Note that any result for G!X can be straightforwardly extended to k-spanning
gain functions, since L] , (7,C) = k- L (w, C) implies that the k-spanning additive
capacity is simply k - Mﬁal (m, C'). Note also that this class is quite large: any g with
a finite number of actions has finite span. For an infinite number of actions, however, it
is possible that ||g|| = +o0, i.e. that g is not k-spanning for any k; important functions
such as Shannon vulnerability fall in this category. In §3.4 we enlarge our class of gain
functions to include such cases.

Total variation, steepness and g’s span To apply the bounding technique of §3.2 to
G'X we need a (quasi)metric d € MDY with respect to which Vj, is Lipschitz when g
is 1-spanning. Conveniently, this is the case of the well-known fotal variation distance:

tv(m,w’) = SUp xc |m(X) —7'(X)] .

For discrete distributions, expressed as vectors, the total variation is equal to dx,, (7, '),
which is in fact symmetric when restricted to probability distributions (because the
elements sum up to 1), and equal to 1/2 the Manhattan distance |7 —7’||; . Total variation
is a natural choice for DX’ when X is an “unstructured” space with no underlying metric.
Indeed, such spaces can be naturally equipped with the discrete metric dm: MLX, defined
as dm(z,2’) = 0 iff z = 2’ and 1 otherwise. It is well known that the Kantorovich
lifting of this metric gives total variation, namely tv = K(dm). Note, however, that the
fact that tv is the result of Kantorovich is not important for our goals; our technique
involves applying K= to tv itself, lifting it to hyper-distributions.

The Lipschitz property wrt tv and the standard Euclidean dr naturally expresses
the steepness of V. If V; is k-tv-Lipschitz then the vulnerability can be modified by at
most k-e while changing the probability of any subset of secrets by e. The larger & is,
the steeper V; can be, i.e. the faster it is allowed to change. It turns out that this property
is tightly connected to the span of g, as the following result from [ 1] states.

Proposition 1. For all g: GX it holds that Vy, is ||g||-tv-Lipschitz.

As a consequence of the above result we get that ||V || < | g||, since |Vy(m) — V()]
can be no greater than | g||-tv(m, 7") < ||g]|.

Putting the pieces together We can finally recover (in a more structured way) the
result of [ 1] for computing the additive (G!,7)-capacity. Denote by 15(x) the indicator
function, equal to 1 if z € S and 0 otherwise.

Theorem 4. Given a channel C' and prior 7, it holds that
Mﬁal (m,C) = Emocptva -
The capacity is realized by the gain function g: G* X defined by
W= 2%, g(Wr) = lw(z) —x(W),
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Sor which it holds that Vj = tv,.#

Proof. The result comes from Thm. 2 for d = tv and G = G' X’; we show here that the
two conditions of this theorem hold.

For the upper bound we need to show that g: G' X implies that V}, is tv, dg-Lipschitz.
But from Prop. 1 we know that V is tv, dr-Lipschitz, which is a stronger property since
dy is no greater than dg for all reals.

For the lower bound, we need to show that the claimed gain function g is 1-spanning
and V(1) = tv. (7). Note that g clearly depends on the fixed 7. For the 1-spanning part
we have that |g(W, z) — g(W,2')| = |1w (z) — 1w (2')| < 1. Moreover, it holds that

Vy(T)
= maxy Egnrg(w, ) “definition of V"
= maxyy (SxNTIW(x) - ﬂ'(W)) “definition of g~
= maxyy ZweW(Tszrz)
= 20 A (s ) “take W = {2 | 75 > 70"
= tv(m, 7). “tv(m, ') = dgn (m,7")” O

In the above proof we showed that tv satisfies the two conditions of Thm. 2. From
Thm. 3 we known that there is a unique quasimetric satisfying these conditions which
can be constructed explicitly from the class G = G' X, thatis: tv(r,7’) = dg, (7, 0) =
sup,. g1y V(o) — V(). Note also that tv can be computed in |X'| time, hence, as
discussed in §3.2, ML, (, C) can be computed in time O (| X'[|V)).

3.4 Additive capacity for 1-spanning vulnerability functions

As discussed in the introduction it is often desirable to measure vulnerability within a
predefined range, for instance [0, 1] or [0, log, n] (n = |X]). A natural way to achieve
this is to consider k-spanning gain functions, implicitly limiting the range of V; to an
interval of size at most k. This choice, however, excludes important vulnerabilities that
cannot be expressed as V;, for any k-spanning g.

For instance, for the Shannon vulnerability function Vi (see §2) the additive capacity
is equal to the well known Shannon mutual information. Although Vy lies within
[0,log, n] and it can be expressed as V,, for a suitable gy, this gain function is
not log, n-spanning, in fact ||gg|| = +o00. As a consequence, the additive capacity
MEEl (w,C), discussed in the previous section, does not provide a bound for gg-
leakage. Indeed, the mutual-information of the fully transparent identity channel Ciy
on a uniform prior is £, (7%, Ciq) = log, n, which exceeds its additive capacity wrt
log, n-spanning gain functions, which is equal to log, 7”L-./\/l£',(‘£1 (m*, Cia) = "T_l log, n.

Aiming at robustness wrt a larger class of vulnerabilities, we can allow functions
V, that have a bounded range, even though g itself is unbounded. Similarly to G' X, we
choose to limit the range of V; without completely fixing it, by restricting to the class
G'X = {g: GX | |V,]|| < 1} of I-spanning vulnerability functions.

4 The choice W = X — {—1,1}, g(w, ) = % (w(z) — Exw) is also capacity-realizing [1].
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simplex
T+ C(:T — ) . boundary

7TC

Ne
Qe

Fig. 2. Line connecting 7 and o, extended to the boundary of the simplex.

Since ||V, || < ||g]|, but not vice-versa (as Vi demonstrates), it holds that G' X C
G*X. Since any convex (and continuous) function can be expressed as Vg for some
properly constructed g [2], Vzz is the class of all 1-spanning convex functions. Note
also that, since any V,, g: GX is bounded, it is k-spanning for some k.

To compute the additive capacity via the technique of §3.2, we need a quasimetric
satisfying both conditions of Thm. 2. From Theorem 3 we know that such a quasimetric
(if it exists) is unique and equal to the dg construction. In the previous section, this
turned out to be the well-known total variation distance. In this section, on the other
hand, we start directly with dg for our class G = G X. The resulting quasimetric dgy
is called the “convex-separation” quasimetric, and is given by

gi(mo) == sup dp(Vy(m),Vy(o)) = sup Vy(o) —Vy(m).
geEGTX geGT X

Note that, once again, we removed the max from the definition of dy since the sup is
anyway non-negative.
An important property of d, is that it admits a simple closed-form solution.

Theorem S. The convex-separation quasimetric dg, is equal to
dgi(myo0) = max1l——.

Proof. Let m,0 € DX. Assume w0 (the case m = o is trivial) and consider the line
in R™ joining the two priors, as shown in Fig. 2. The points on that line, starting from 7
and moving towards o can be written as 7¢ = 7 + ¢(o — ) for ¢ > 0. Continuing on
that line, at some point we are going to hit the boundary of the probability simplex DX .
Let 7€ be the point on that boundary, i.e.

c = max{c|7°eDX}. )

Note that ¢ > 1 since 7! = ¢ € DX. Now let F:DX — R be convex and 1-
spanning. Since o lies in the line segment between 7 and 7€, we can write it as a convex
combination

o = c '+ (1-—cYHr (6)

with ¢~ € (0, 1]. From convexity we get that
F(o) < ¢ 'F(r)+(1—c HF(n),
from which, together with F/(7¢) — F/(7) < 1 (F is 1-spanning), we get

F(o) = F(n) < ¢ YF(r°) - F(n)) < c'. (7
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We now compute ¢, which is given by the maximization problem (5). The problem
has a single variable ¢ and the constraint 7¢ € DA’ can be expressed by > 75 = 1
and the inequalities 75 > 0. The first constraint ) 75 = 1 is always satisfied by
construction of 7¢. Hence we only need to ensure that 75 = 7, + ¢(o, — m,) > 0 for
all x: X . If m, = o, this is always satisfied, and if 7,, < o, then this imposes a lower
bound on c. The only interesting case is when m,, > o, which gives us an upper bound
¢ < T2/, —0,. The max c satisfying all upper bounds is equal to the smallest of them:

. Tz
c = min @ ————.
T >00 My — Oy
Replacing c in (7) we get
Ty — O Oy
F(o)—F(r) < max ——~ = maxl— —".
Ty >0y Ty z:[7] Ty

F; is convex as the max of convex (in fact linear) functions of 7, so it can be expressed
as V, (see Thm. 6 for the exact g). Moreover, F(m) = 0, hence F(0) — Fr(m) =
Ox

max,. -] 1 — 2=, which concludes the proof. O

T
We can now use dg; to compute the additive (G*,7)-capacity.

Theorem 6. Given a channel C' and prior 7, it holds that

MLE (7, C) = Epoydge, = 1-— ;n{inw Cory -
y:y T

The capacity is realized by the complement of the “mw-reciprocal” gain function

c _ 1_%7 fw=ux
R S S

for which it holds that Vg% = dg; , and as a consequence g .: G'x.

Proof. The result comes from Thm. 2 for d = dg; and G = G*X; we show here that
its two conditions of the theorem hold. The second is satisfied automatically by the
construction of d; (Thm. 3). For the first condition, after simple calculations we find
that the g¢_, -vulnerability function is equal to Vg:.fl (0) = max,, (11— 2=, hence from
Thm. 5 we have that Vye | = dg; .- Finally, simple calculations show that Ve, [r>C] =
1 -3, mingeq1 Cy y, which concludes the proof since Ve, (m) =dg,; (m)=0. O

Note that the capacity-realizing gain function g~ essentially “cancels out” the
effect of the prior, making MEEI (w,C) independent from 7, and equal to 1 minus
the sum of the column minima of C' (ignoring the rows when 7, = 0). Remarkably,
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the “m-reciprocal” gain function g, (the complement of g7_,) produces the same
“cancellation” effect for multiplicative (G ,)-capacity, making it independent from 7.

An observation that can be made from Thm. 6 is that the capacity realizing g is
k-spanning for k = max,. [ % From this we can conclude that /\/lﬁ(};I (m,C) < k-
MLE, (7, C) for k = max,, (5] I/x.. Inparticular ML, (7%, C) < |X|- MLE, (7, C)
for the uniform 7*.

A final note about our use of quasimetrics. Although the total variation tv, used in
§3.3 for GI A, is a proper metric, déz used in this section for G*X is not, since it is
not symmetric. This is why we had to work with quasimetrics; it is certainly possible
to define a symmetric variant of d; (eg. as max{dg, (7, ), dg; (o, 7)}), however this
metric would not satisfy both conditions of Thm. 2. Recall that for each class G there
can be at most one quasimetric satisfying both properties, and for G* X’ this is dgy-

3.5 Maximize over both g and &

This scenario was left open in [1] (which uses the class G'X), since /\/llj(;;'f1 (m,C)
depends on the prior, and maximizing it over 7 is challenging. Our results on the larger
class G* X', however, lead to a complete solution since ME& (m,C) is independent
from 7. By Thm. 6, any full-support 7 with g°_, are capacity-realizing, giving

Mﬁ& b,C) = 1- Zy ming Cgy -

4 The additive miracle theorem

The multiplicative Bayes-capacity ML ; (D,C) is well known to be realized on a
uniform prior, and is equal to the sum of the column maxima of C' [9, 24]. A result from
[3], which was surprising enough to be named “Miracle”, states that Mﬁgxld (D, C) is in
fact a universal upper bound for multiplicative leakage (wrt non-negative g’s).

Theorem 7 (“Miracle”, [3]). For any C, m: DX, and non-negative g: GT X, we have
Li(r,C) < ¥, max,Cp, = ML (D,O).

g9 Yid

In [1], this theorem was used to easily conclude that the capacity ML, (7, C) is equal
to ML ; (D, C) for any full-support 7. In the additive case, having already a solution
for ./\/lﬁgI (w,C'), we can go in the opposite direction and obtain an additive variant of
the miracle theorem. Denote by g = 1 — giq the complement of gi4.

Theorem 8 (“Additive Miracle”). For any C, m: DX, and g: G*X, we have
Li(r,C) < 1-3, min,Cpy = |X[- MLy (D,C).

Proof. The inequality is a direct consequence of Thm. 6; note that it holds for any prior

since 1 — Zy:)} ming. x Cpy > 1— Zy;y ming (] Cy,y. Now let g* = g x [ X, for

which it holds that ML (D, C) = |X| - MLy, (D, C). We have that Vy- = |X[(1 —

min,. y 7, ). For uniform 7% we compute L} (%, C)=1- Zy min, C, ,, and since

g*: G X, this is an upper bound for all 7: DX, and hence equal to MC;'* D,C). O
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The multiplicative and additive miracle theorems are similar in nature, although they
do have several differences. They both provide a universal bound for leakage, which holds
for all priors and all gain functions within a certain class. In the multiplicative case, this
is the class GT X’ of non-negative gain functions, while in the additive case, the class
G X of gain functions producing a 1-spanning V. In the multiplicative case the bound
is given by the sum of column maxima of C', while in the additive case by 1 minus the
sum of column minima. In the multiplicative case the bound coincides with the (giq, D)-
capacity for the identity gain function (i.e. the Bayes-capacity), which is realized on a
uniform prior. In the additive case the bound is (]X'| times) the (g5, D)-capacity for the
“complement of identity” gain function, also realized on a uniform prior.

Example Consider the case X' = {x1, z2} with a gain function penalizing [~ R
wrong guesses, defined as W = X, and g(w,z) = 1 iff w = x and —1 7110.8 0.2
otherwise. Note that V, is always non-negative since the probability of a £2]0.2 0.8
correct guess is at least 0.5 (for |X| = 2). For a uniform prior 7%, both —
guesses are equivalent, giving expected gain 0.5 -1+ 0.5 - —1 = 0, so Vy(7*) = 0.

Now consider the illustrated channel C' which gives rather good information about the
secret. Computing the two posteriors we get 6¥* = (0.8,0.2) and 0¥ = (0.2, 0.8), which
both give g-vulnerability V, (6¥*) = V,(6¥>) = 0.8—0.2 = 0.6. Hence V,[7">C] = 0.6
and as a consequence L (7", C) = +00, clearly larger than the multiplicative Bayes
capacity Mﬁ; (D,C) = 0.8+ 0.8 = 1.6. The miracle theorem does not apply here
since g takes negative values.

On the other hand, V is 1-spanning (although g itself is 2-spanning), since its value
is at least O (for a uniform prior) and at most 1 (for a point prior). As a consequence the
additive miracle theorem applies, guaranteeing that £ (7*,C) < 1-37 ,ming Cy =
1—-0.2—-0.2=0.6. Indeed L} (7%, C) = 0.6 — 0, exactly matching the bound. O

5 Conclusion and future work

We studied the problem of computing additive g-capacities. Extending the Kantorovich
technique of [1] with quasimetrics, we provided a solution for the class G* X’ of 1-
spanning vulnerabilities, which, in contrast to G X, can include any vulnerability func-
tion (by scaling). The results also provided a solution to the problem of maximizing
leakage over both 7 and g, and lead to an additive variant of the miracle theorem of [3].
In future work we plan to study approximation algorithms for all scenarios, especially
ME; (D, C') which is NP-complete in general. Moreover, we aim at developing a theory
that unifies the two main approaches to robustness, namely capacity and refinement.
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