
HAL Id: hal-01764201
https://inria.hal.science/hal-01764201v1

Submitted on 11 Apr 2018

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License

Automating Conventional Compliance Audit Processes
Johannes Dimyadi, Robert Amor

To cite this version:
Johannes Dimyadi, Robert Amor. Automating Conventional Compliance Audit Processes. 14th IFIP
International Conference on Product Lifecycle Management (PLM), Jul 2017, Seville, Spain. pp.324-
334, �10.1007/978-3-319-72905-3_29�. �hal-01764201�

https://inria.hal.science/hal-01764201v1
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr


Automating Conventional Compliance Audit Processes 

Johannes Dimyadi and Robert Amor 

Department of Computer Science, University of Auckland, Auckland, New Zealand 
{jdim006, r.amor}@cs.auckland.ac.nz 

Abstract. Any product, especially those with safety features or concerns, is nor-
mally subject to compliance audit with various standards and legal requirements 
at different stages throughout its lifecycle. These requirements are typically con-
veyed in voluminous written natural language texts requiring much expert inter-
pretation. The compliance audit process has conventionally been a manual un-
dertaking, which is known to be laborious, costly, and error-prone. In an era of 
increased legislation and electronic representations of products, it is prudent that 
some of these manual processes should be automated. This paper describes the 
capabilities of an automated compliance audit framework that can be incorpo-
rated into the compliance management of a product lifecycle. Apart from the 
product data model that is subject to audit, essential components of the frame-
work include machine-readable legal knowledge and executable audit process 
models, support for supplementary human input and interface with simulation 
tools. 
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1 Introduction 

The lifecycle of a product from inception, through design and manufacture, to service 
and end-of-life stages, is subject to compliance audit processes one way or another, be 
it legislative, regulatory, or contractual. For example, major purchasers often impose 
on their suppliers to be ISO 9001 certified to demonstrate that their operation is in ac-
cordance with specified quality management system (QMS) requirements. This means 
there are clearly defined quality control processes in place that can be used to audit the 
production and the products for compliance with applicable standards. 

In the domain of AEC/FM (Architecture, Engineering, Construction & Facilities 
Management), any component of a building structure is a product  that  must be de-
signed to comply with legal requirements governing safety and quality standards before 
it can be consented for installation or construction. The compliance audit process has 
conventionally been a manual undertaking, which is inefficient, resource intensive and 
error-prone. A study in New Zealand has shown that 10% efficiency gain in the domain 
would bring about a 1% boost in the annual gross domestic product [1], which is cur-
rently worth in excess of USD75 million per annum. 



There have been numerous research attempts over the last half of the century to au-
tomate compliance audit processes in the domain [2, 3], but there are only a handful of 
successful implementations reported to date [4, 5] and most of them only have limited 
applications. The main challenge remains with accessing and processing the right in-
formation efficiently and effectively. Legal knowledge, in particular, is conveyed in 
voluminous paper-based documents in natural language text written for human inter-
pretation. Recent advances in the fields of artificial intelligence has made, for example, 
natural language processing techniques available for machines to extract and interpret 
legal text [6]. However, this approach is not yet matured sufficiently to be fully ex-
ploited in real-world applications. More importantly, however, not all legal text can be 
processed by machines alone. There are implicit types of legal knowledge that only 
human experts can understand and interpret in a certain context, especially under ex-
traordinary circumstances. Human experts are equipped with intuition and tacit 
knowledge, and have the ability to draw on their years of experience to make judgments 
and conclusions reasonably quickly. Moreover, many types of legal knowledge cannot 
be predefined easily due to their dependency on dynamic factors, which must be eval-
uated by dedicated computational or simulation processes. 

The conventional compliance audit process is procedural in nature, which lend itself 
to automation. However, there are still roles in the process that are best played by hu-
man experts such as specifying what information to retrieve from which sources and 
how to process them. Machines excel in executing instructions efficiently and accu-
rately and so should be given such a role to play in the process.  

Ultimately, there needs to be a practical compliance audit framework where human 
experts can specify the audit procedure each time, and the product model and legal 
knowledge are both treated as independent input components to the process engine. 

1.1 Human-guided Automation Process 

An essential ingredient of the aforementioned practical framework is maintaining direct 
human involvement in the audit process by allowing human experts to specify the cor-
rect type of information to retrieve and sources where they can be retrieved from, and 
also how they can be processed. The tasks involved are already part of the conventional 
manual design procedure, so it should be relatively straightforward to transfer the 
knowledge across for machine processing. One method is to formally document the 
procedure in a standard process model that can be used as an input component to the 
framework, which can then be executed in the computing environment, thereby auto-
mating the conventional process. 

1.2 Product Data Model (PDM) and Building Information Modelling (BIM) 

A PDM (Product Data Model) defines the structure of a product model, which is a 
source and repository of information on the development of a product [7] and a subset 
of PLM (Process Lifecycle Model) that is primarily concerned with information ex-
changed during the design phase of the product’s lifecycle. PDM is the subject to be 
audited for compliance. In the context of this paper, this is taken to be equivalent to the 



compliant building design data captured in a building model developed using the open 
standard BIM (building information modelling) approach. 

The open standard method of exchanging general product data is ISO 10303 STEP 
(Standard for the Exchange of Product model data. In the context of the AEC/FM do-
main, the open standard specifically for exchanging generic building data is ISO 16739 
IFC (Industry Foundation Classes) [8]. For a specific application such as the compli-
ance audit in a sub-domain, a subset of the IFC schema known as the model view def-
inition (MVD) can be used to exchange selected and targeted information [9]. As in the 
conventional practice, separate MVDs can be used to represent different design pack-
ages (or product models) related to different design disciplines such as architectural, 
structural, fire safety, and so on. 

1.3 Human and Machine-Readable Legal Knowledge Representation 

A legal knowledge representation is what PDM/BIM must be audited against. As an 
ingredient of the framework, there needs to be a standard digital version of all legal 
documents that are human and machine-readable. For interoperability, it is pertinent 
that an open standard model is used to represent these documents. 

Two emerging open standards, i.e. LegalDocML [10] and LegalRuleML [11], being 
developed by OASIS (Organisation for the Advancement of Structured Information 
Standards), have the potential of being used for this purpose. An important feature of 
these standards is that they allow the literal and logical content of any paper-based doc-
ument to be represented and maintained coherently. Furthermore, they support data ex-
change in open standard XML (Extensible Markup Language), which further promotes 
interoperability. 

2 Automated Compliance Audit Framework 

The automated compliance audit framework (Fig 1) described in this paper is capable 
of executing instructions embedded in a process model, referred to as CDP (compliant 
design process), and processing information retrieved from the PDM/BIM (prod-
uct/building model or MVD),  LKM (legal knowledge model), and other supplemen-
tary sources (manual human inputs and external simulation processes). 

The core of the framework is an audit engine that incorporates a dedicated BPMN-
compliant process engine. LKM and PDM/BIM are queried by the process engine like 
any standard information models for compliance assessment in accordance with the 
specification and instructions in the CDP. 

Two optional input components of the framework are manual human inputs and any 
specified outputs returned by external computation or simulation processes [12]. These 
supplementary inputs are often necessary to supply information that may be missing 
from the PDM/BIM or LKM, or to help determine parameters that cannot be predefined 
or are dependent on dynamic environmental conditions such as air temperatures. 



The output of the framework is a set of reports for each CDP highlighting any vio-
lation or compliance items that cannot be automatically determined and that may re-
quire further attention or processing. 

 
Fig. 1. Automated compliance audit framework (adapted from [13]) 

3 Executable Compliant Design Processes (CDP) 

A building design is subject to multiple compliant design processes relating to different 
building components or aspects such as architectural, structural, fire safety, electrical 
and mechanical services, or others. In conventional practice, designers typically follow 
industry standard procedures, which may or may not be documented, to develop various 
design solutions that are compliant with applicable standards and regulatory require-
ments. The procedural design task is amenable to automation as each step of the proce-
dure can be mapped into respective activities in an executable process model. 

3.1 CDP as A Component of Legal Knowledge 

Legal documents contain provisions that may not all be applicable to every situation. 
There are multiple compliance paths present in each legal document. Choosing a set of 
scenarios leads to a particular path of compliance. Selecting a different set may result 
in an entirely different path. Each compliance path represents a compliant design pro-
cedure that can formally be documented as a CDP for computer execution. Each CDP 
is, therefore, a component of the legal knowledge conveyed by the document. 

It is the designer’s role to evaluate and decide which compliance path to follow (or 
which CDP to use) and whether or not the resulting compliant design is deemed satis-
factory. Such a decision making process typically requires an intimate knowledge of 
different compliant design options, considerations of cost-benefits, the acceptable level 
of risks and safety margins. These are human attributes that are difficult to transfer to 
machines. On the other hand, machines are far superior than humans in terms of exe-
cuting repetitive instructions efficiently and accurately. Therefore, it is considered ap-
propriate and natural for human experts to resume an active role of providing direct 
guidance to the automation process by means of instructions specifying sources of in-
formation and what information to retrieve, and how the information is to be processed. 



Machines are simply given the role of doing what they do best, which is to execute 
specified instructions. 

3.2 BPMN-compliant CDP  

The sequence of steps in a typical compliant design procedure can be represented as a 
series of activities, events, and sequence flows in a process model such as the open 
standard Business Process Model and Notation (BPMN) [14], as shown in Fig 2. The 
current BPMN standard (BPMN 2.0) promotes extensibility and interoperability by 
supporting data exchange in XML natively. One important type of activity in a BPMN-
compliant process model is the script task, which allows embedding of computer scripts 
that convey user-specified instructions such as where to retrieve which information 
from and how to use the collected information to perform specific calculations. 

 
Fig. 2. Exemplar BPMN-compliant CDP 

Enterprise BPMN 2.0-compliant process engines generally support standard com-
puter scripting languages such as Javascript, Groovy, and Python, for use with the script 
task. For specific applications such as the compliance audit in a particular domain, 
however, it may be necessary to develop a domain-specific BPMN-compliant process 
engine that incorporates a purpose-built domain specific language. This may be neces-
sary for handling certain concepts and types of information that are specific to the do-
main. Exemplar domain-specific languages that have been used in conjunction with 
BPMN-compliant CDP include the high-level query language RKQL (Regulatory 
Knowledge Query Language) [13] and BIMRL (BIM Rule Language) [15]. 

4 Legal Knowledge Model (LKM) 

There are two aspects to the legal knowledge conveyed by legal documents, namely the 
document structure and text (or the literal content) and the semantics (or the logical 
content). It is considered essential for any computerized legal document to provide sep-
arate representations of the literal and logical content of the document that allows them 
to be maintained coherently. The literal content representation maintains user familiar-
ity with the look and feel of the original text, which would promote its adoption in 



practice. The logical content representation is primarily intended for machines to pro-
cess, but also allows human experts to manage and maintain. A Legal Knowledge 
Model (LKM) pertains to both representations operating together as one entity. 

4.1 LegalDocML 

LegalDocML [10] is a standardization of Akoma Ntoso (Architecture for Knowledge-
Oriented Management of African Normative Texts using Open Standards and Ontol-
ogy) [16], which can be used to represent the literal content of a legal document. The 
current version of the schema is Akoma Ntoso 3.0, which has gained popularity in the 
legal domain for representing legislative and judicial documents. LegalDocML is com-
patible with an existing European standard CEN MetaLex [17], which has been used to 
represent the entire set of Dutch regulations. 

Among other features that have been developed using open standards, LegalDocML 
supports document workflow tracking with the ability to capture the entire lifecycle of 
a document, and provides an automatic version control and tight coupling with its Le-
galRuleML counterpart. 

As it is exchanged in XML, any LegalDocML representation of a legal document 
can be rendered in user-friendly readable formats such as HTML or plain text while 
maintaining the structure and literal content of the source document. This allows the 
user to navigate a digital version of a legal document in the same way as they would do 
with the original paper-based document.  

4.2 LegalRuleML 

LegalRuleML [11] is inherited from RuleML [18] with extended features specific to 
the formalization of norms, guidelines, and legal reasoning. This emerging open stand-
ard can be used to represent the logical content of any legal document. 

As the name implies, LegalRuleML enables normative provisions to be represented 
as rules. The encoding of norms into rules is currently a manual process. It is expected 
that the development of LegalRuleML representations of legal documents is to be un-
dertaken by the same government agencies responsible for authoring the legal docu-
ments in the first place. However, NLP and other AI techniques may soon be able to 
assist in automating some of the encoding process. 

Each rule represented in LegalRuleML has a unique key that is associated with its 
source provision in LegalDocML Any changes in the source text in LegalDocML 
would trigger the need to update its rule representation in LegalRuleML. 

5 Worked Example 

As a worked example, a common workflow that is used repeatedly throughout various 
stages of a building’s life-cycle has been selected. This workflow checks if the opening 
direction of a door from any space is compliant with provisions in the fire regulations. 
For this example, the provisions of the New Zealand Building Code has been selected. 



The is taken from Paragraph 3.2.6 “Direction of Opening” of the C/VM2 document 
[19], which stipulates that “Doors…shall be hung to open in the direction of es-
cape…These requirements need not apply where the number of occupants…using the 
door is no greater than 50.” 

In another word, this regulatory provision prescribes that any door used for exit by 
potentially more than 50 people from a space must swing open in the outward direction. 

5.1 Space Activity and Occupant Load 

The potential occupant load of a space can often be determined by the type of primary 
activity designated for the space. This is particularly relevant for spaces with the po-
tential capacity of accommodating a large number of people. For example, the expected 
occupant load in a space where the crowd is normally standing as part of the activity 
would be higher than if the same space is furnished for a different activity with some 
seating arrangements such as couches or sofas. 

The activity of a space may change multiple times throughout the lifecycle of the 
building. Consequently, the expected occupant load of the space also changes accord-
ingly. Therefore, it is necessary for building designers and operators to audit building 
components in the space (such as the door and its opening direction) for compliance as 
changes occur in the designated use or activity type of the space. 

In a conventional procedure, knowing the activity type of a space, one can look up 
the prescribed occupant load density (defined as the number of persons per unit floor 
area) from the building code or building regulations. Given the floor area of the space 
and the occupant load density, the potential occupant load can then be calculated. 

5.2 Exemplar CDP 

An exemplar CDP that represents a compliance path implied by the selected regulatory 
provision given in this worked example is shown in Fig. 3. This workflow describes 
the procedure of checking the opening direction of a door from a space based on the 
occupant load of the space for compliance with the specified requirement. 

 
Fig. 3: CDP to check compliant door opening direction 



In this CDP, it is assumed that the occupant load of the space is not available from 
the building model (PDM/BIM), but the type of activity designated for the space is 
known. Otherwise, the information may be provided via supplementary manual input. 

The CDP starts by retrieving the floor area of a space from PDM/BIM. This is fol-
lowed by a sequence of tasks to retrieve the space activity type, look up the prescribed 
occupant load density based on the activity, and then calculate the occupant load. The 
next task is to look up the required upper limit that shall not be exceeded from LKM 
(i.e. 50 in this case) and check if the calculated occupant load is within this threshold. 
If the occupant load is less than 50, then no further check is required and the audit 
process is deemed completed. Otherwise, the next task is to the check the opening di-
rection of the door of the space and decide if it passes or fails the audit. 

An exemplar instruction (in RKQL script) embedded into the task of calculating the 
occupant load (OL) is shown below as the BPMN-compliant XML representation of 
the script task (i.e. an excerpt of the CDP given in Fig.3): 

<scriptTask id=”PO_p1037”> 
 <incoming>PO_p1036</incoming> 
 <outgoing>PO_p1043</outgoing> 
 <script>SET OL = (floorArea/occupantDensity)</script> 
</scriptTask> 

5.3 Information from PDM/BIM 

Provided that the building model contains a space (IfcSpace object), it is very likely 
that it also contains the floor area information, which is one of its defined quantity. The 
other piece of information expected from the PDM/BIM for this worked example is the 
space activity designation, which may or may not be present in the model, but it can be 
made available through supplementary input either directly into the PDM/BIM or sup-
plied separately through the CDP as part of the process. 

In the IFC4 specification (also in IFC2x3 version), the space activity designation is 
conveyed by OccupancyType of the Pset_SpaceOccupancyRequirements property set 
related to the IfcSpace object. This property set also includes OccupancyNumber and 
AreaPerOccupant, which can both be used to convey the information needed for the 
compliance audit process, if required. The floor area of a space is specified in IFC4 
schema by NetFloorArea of the Qto_SpaceBaseQuantities quantity set related to the 
IfcSpace object. 

5.4 Information from LKM 

In accordance with the instruction in the CDP, the process engine would extract the 
occupant load density associated with the activity type from the LKM, if it was not 
specified in the PDM/BIM. This exemplar regulatory provision is obligatory in nature 
and can be represented in LegalRuleML as shown in the excerpt below: 
 



<lrml:PrescriptiveStatement key=”3.2.6_R1.K01”> 
 <ruleml:Rule> 
  <ruleml:if> 
   <ruleml:Atom> 
    <ruleml:Rel>greater than</ruleml:Rel> 
    <ruleml:Var>occupantLoad</ruleml:Var> 
    <ruleml:Data>50</ruleml:Data> 
   </ruleml:Atom> 
  </ruleml:if> 
  <ruleml:then> 
   <lrml:Obligation>  
    <ruleml:Atom> 
     <ruleml:Rel>doorOpenDirection</ruleml:Rel> 
     <ruleml:Con>out</ruleml:Con> 
    </ruleml:Atom> 
   </lrml:Obligation> 
  </ruleml:then> 
 </ruleml:Rule> 
</lrml:PrescriptiveStatement> 

The rule representation contains one condition, i.e. the occupant load of the space 
under audit is greater than 50. Otherwise, the rule is not applicable. If the condition is 
true, then the consequent of the rule is that the opening mode of the door must be in the 
outwards direction to pass the audit process. Otherwise, it would fail the audit process.  

In the LegalRuleML excerpt above, the rule has a unique key of “3.2.6_R1.K01”, 
which is associated with the same key in the source LegalDocML representing the orig-
inal text of Paragraph 3.2.6 in the C/VM2 document. This object relationship feature 
enables version control and tracking of any amendment in the source text, which would 
prompt an update of the rule representation, as necessary. 

6 Conclusion 

This paper has described a practical approach of automating compliance audit processes 
with a simple example to demonstrate how an open standard process model can be used 
to specify how to access and process the required information. Conventional audit pro-
cesses are laborious and error-prone because humans are tasked with accessing and 
processing information repetitively, which is an activity that can be performed much 
more efficiently and accurately by machines.  

Automation is possible when computer representations of the product and legal 
knowledge are available. However, human experts should retain their roles in designing 
the compliance audit process (CDP) and give instructions as neceesary, thereby provid-
ing a guidance to the automation process. As each CDP is a formal documentation of a 
design procedure, it can be audited and validated for correctness. This would minimise 
any human error in the process, especially when the CDP is intended to be used multiple 
times across different projects. 
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