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Abstract   Not least because of the triumph of different IoT technologies, the up-
take of sensor data during the use phase of complex technical systems has become 
mandatory. These data, especially in combination with additional field data, prom-
ise to improve the technical management of systems. Various concepts have also 
been developed to determine the usefulness of returning the data to product devel-
opment. Regardless of whether the use of the field data analysis is carried out 
within the utilisation phase or over phase boundaries, it is also a great challenge to 
process the data in such a way that information and action-oriented knowledge are 
generated. The consolidation of results from different analyses to uniform priori-
ties of systems and system components is crucial for the management of systems, 
for example with regard to decision support. Therefore, an approach is presented 
and discussed in order to support the systematic combination of methods for sen-
sor field data evaluation. This includes both a general approach model and a corre-
sponding system architecture both on a methodology level. This approach is illus-
trated by an example and leads to the conclusion that multiple analyses of sensor 
series using different methods together lead to more reliable information on sys-
tem components. With regard to the summary of the contribution, the approach 
shows great potential for the faster introduction of field data analyses in compa-
nies, but further developments are required for the selection of the individual 
methods as well as for the data compaction itself. 

Keywords   IoT, Sensor data, Field data, Data analytics, Design methodology 
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Introduction 

So-called field data arises along the complete lifecycle of products essentially in 
the usage phase [1]. Besides traditional data sources that take into account mainte-
nance reports, complaints, warranty cases, field service reports, etc. automatic data 
acquisition units by means of Internet of Things technology open up a huge poten-
tial for the target-oriented analysis of field data [2]. The amount of raw data that 
can be processed in order to gain action-oriented information for all kinds of busi-
ness-related decisions is growing according to the growth of embedded IoT tech-
nology in products [3]. 

The challenge in dealing with field data consists in the systematic and efficient 
acquisition and then in the return of the field data for use in the first phases of the 
product lifecycle for instance when considering the development of a next product 
generation or the creation of product-related services [4]. Under the terms Big Da-
ta, Data Analytics, Predictive Analytics and similar ones, research and industry try 
to investigate in IT-based solutions encompassing advanced mathematical 
concepts to find “truths” that lay somewhere in the massive datasets of companies 
[5]. 

It is widely spread that algorithms for that purpose are more or less of general 
type, i.e. not dedicated to a particular problem or application domain. Actually, 
most of the recent developments in this field arise from the artificial intelligence 
domain, thus applying neural networks and deep learning to field data analysis [6]. 
While these approaches facilitate very powerful analytics tools, the generalissimo 
might be problematic from case to case as technical knowledge is required to 
understand and model cause-effect-relations within the analytical calculations. 
Otherwise, there is a not slight chance of detecting obvious correlations.  

This leads to the requirement of defining approaches and concepts that explicit-
ly take into account the “analytics engineering process” that will be performed as 
a creative process involving engineers, data scientists and IT specialists. In general 
no scientific work has been found on this issue, however, embedding data analyt-
ics as part of an operational management process is of great concern in enterprises. 

In the remaining paper, we will sketch a possible approach on a methodology 
level which aims at the effective introduction of supporting technologies like In-
ternet of Things (IoT), Big Data acquisition by means of Field Data acquisition 
and predictive analytics by means of modern algorithms from the field of artificial 
intelligence and deep learning. This concept takes into account the usage of data 
and the derived information for efficient operation and maintenance of complex 
technical systems as well as the backflow of information to research and design 
processes thus exploiting the complete lifecycle of individual products (at present 
excluding disposal, reuse or recycling at the end of life for the further discussion 
in this paper). Followed by a so-called experiment we will outline the effect of 
technology usage in order to derive information from data by an example. Finally, 
results and possible following research issues are given. 
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General Concept 

The introduction of technical support systems to implement condition-based oper-
ation and maintenance concepts, as well as the return of field data, technically re-
quires an implementation project based on a methodological and application-
specific system-analytical approach. This initially supports the development and 
integration of technical systems, such as Internet-of-Things technologies and so-
called condition monitoring technologies. The collection of technical data on 
complex systems leads to the overall operational use of the system during the op-
erating and maintenance phase and to optimise new product generations from the 
derived information [7]. 

Functional and process model
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Fig. 2. Overarching model for the introduction of technical system to support operation and 
maintenance as well as field data feedback 

As an overarching model for solving these challenges, different aspects must be 
taken into account in project development. Fig. 1 illustrates the systematics of the 
model. The basis is a modified approach model, which supports the project engi-
neer during strategy adaptation, including the necessary technical structures. As 
part of the basic analysis phase, a functional and procedural model of the technical 
system under consideration is crucial in order to develop appropriate solutions 
from the outset. 

On the further level is the actual detection system for the condition of the com-
plex technical systems, which in the broader sense solves the essential challenges 
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with regard to the data collection and evaluation and thus supports the operational 
tasks and measures within the framework of field data processing. It is subdivided 
into other self-contained but linked aspects (shown as vertical columns in Fig. 1): 

First of all, this is the technical equipment of the technical system to be moni-
tored, for example with sensors and IoT devices. In addition, the enrichment of in-
formation and knowledge should be designed as a rule-based framework in terms 
of decision-making encompassing domain-specific algorithms. With respect to the 
overall condition assessment of the entire complex technical system, the 
ambivalent outcome of different assessment algorithms should be brought together 
into a single indicator. The result, which describes, for instance, the perspective 
necessity of maintenance measures (i.e. inspection, maintenance and repair), are 
then to be used in the planning and control level, and are therefore decisive for the 
order disposition as an essential aspect of the planning and control. The final pil-
lar, however, also includes the technical and economic controlling of the plants 
and the processes, the possibilities of which are to be brought more strongly into 
the focus due to the expected improved data situation in condition monitoring. 
This is used to address the return of field data as a further target. 

With the transition from the operational area into the tactical and strategic 
planning horizon, a long-term organizational knowledge based on information 
from the field data is to be developed and to be used both during operation and 
maintenance as well as in the early stages of life of new product generations (in 
Fig. 1, this aspect is the overarching roof of the integration model). Overall, a par-
ticular focus is therefore on the integration of the different information and 
knowledge sources, both from the technical sensor and IoT systems as well as 
from the employee environment. 

Experiment 

Based on a case study carried out within the project "ISETEC II - Instandhaltung" 
supported by the Federal Ministry of Economics and Energy in Germany, the con-
cept of the overarching model according to Fig. 1 has been exemplarily tested. 
The presented model is intended to explain how the engineering process can be 
carried out in order to achieve a useful condition monitoring application of a tech-
nically complex system. During the case study, a prototypical equipment of a spe-
cial vehicle with condition monitoring systems was used. These were integrated 
into an information system for the operational control room and the maintenance 
management. The continuous documentation of the data also focussed on the sys-
tematic improvement of the technically complex system. 

The special vehicle was a so-called straddle carrier, which is used in the port 
area to process standard ISO containers after discharge from the ship on the termi-
nal ground or to place them on other traffic carriers. The following fig. 2 shows 
the schematic structure of a straddle carrier. 
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Machine carrier, with diesel
engine, generator and inverter

Driving cab

Spreader (gripper tool for 20-
and 40-foot containers)

Left-hand carriage

Right-hand carriage

 

Fig. 2. Schematic design of a straddle carrier 

The overriding task is to integrate a condition monitoring system based on sen-
sors to be installed, which in conjunction with further field data from the 
utilisation phase provides a digital image of the system that is as continuous as 
possible. In the following, we briefly describe the application of the previously de-
scribed model to the presented case. The focus lies on the explanation of possible 
contents in each element, providing an overarching description of the engineering 
tasks. 

Procedure Model 

Based on the proposed engineering model, the first step is the coordination of a 
specific procedure model. In the experimental application, the system is already 
existent in its main features and is also in use. Field data in the form of reports are 
available and acquired with the help of mobile technology. In order to assist the 
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operation and maintenance phase as well as for the rebuild of the product life cy-
cles in a digital record, it is intended to apply further sensor systems and condition 
monitoring technologies on the straddle carrier. 

The procedure model accordingly has to take into account this aspect and could 
form a linear process consisting of the phases drafting of the supplement technol-
ogy, development of the technology, integration into the decision support, com-
missioning and operation. The following Fig. 3 illustrates an appropriate proce-
dure for the described case and gives some keywords about typical tasks in each 
phase of a project. 

Drafting Development Integration Comissioning Operation

Reverse engineering

Hierarchical
Analysis

Functional analysis

Sensors

Condition
Monitoring

Integration on the
straddle carrier itself

Algorithmic
processing

Further field data

IT-integration

Decision support

Trials / testing

Learning (of
algorithms)

Planning of triggers
for actions / events

Controlling

Improvement

 

Fig. 3. Specific procedure model based on the straddle carrier 

Functional and process model 

Both in the case of the development of completely new products as well as in the 
case of supplement equipping as described here, the functional model should be 
clear to identify the opportunities of field data analytics. 

The first step in the introduction of IT-based technologies in the field thus 
comprises a detailed recording and analysis of the current state. It is fundamental-
ly different in the available data sources whether the actual state is based on exist-
ing technical systems or whether the system is under consideration (still in the de-
sign and construction phase). With respect to the least mentioned, data from the 
real operation cannot yet be accessed. The functional and procedural model for the 
ascertainment of the actual as-is-state comprises five sub-areas: 

A. The hierarchical structure of the system; 
B. The functional structure of the system; 
C. Key figures and characteristic values for the collection and documentation 

of the technical reliability based on the system structure; 
D. The assessment of the technical reliability of individual system components; 
E. The analysis and classification of additional existing maintenance-relevant 

data. 
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For each of the subareas, methods can support the process; the following fig. 4 
just gives an excerpt of a modelling technique for the functional structure of the 
straddle carrier. 
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Fig. 4. Excerpt of a modelling technique for the functional structure of the straddle carrier 

Technical equipment, sensors, IoT 

The acquired knowledge about the actual state of a technical system as well as the 
planning of a target process for future handling of field data leads to the further 
steps of the integration project. Above all, the tools necessary for the determina-
tion of the condition as well as, subsequently, the methods required for the evalua-
tion of data must be designed and dimensioned. This task is followed by a three-
step process by first examining the appropriateness of a technology for the auto-
mated recovery of the condition. Based on this, the selection of a specific tech-
nique or a tool for determining the state is made by means of relevant technical 
parameters or other field data sources. Sometimes a combination of techniques 
and data sources is required. Finally, methods should be defined with which the 
measured data can be transferred into information about the state of the technical 
object under consideration. 

Control system with advanced algorithms 

The definition of the technical systems for recording physical parameters, which 
are intended to provide information on the state of a technical system, is followed 
by the requirement of a diagnostic system for detecting technical malfunctions. 
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The integration of additional field data sources must be taken into account. If this 
system is initially considered superior, it consists of the following three modules: 

A. Input the data from different sources and from the techniques of the recov-
ery of the state, 

B. Processing the input data with regard to abnormalities using the appropriate 
methods and methods 

C. Derivation of a decision template as the output of the system. 
While a) and b) have been dealt with in the previous sections, the concrete rule 

system has to be specified below. The known methods for compaction of raw data, 
for example from time series to corresponding information, are manifold and dif-
fer in terms of their output expenditure. Typical output forms of the methods are 
a) time series with a trend extrapolation, b) classification or categorization, c) sta-
tistical distributions or representations (e.g., histogram, Weibull distribution, etc.), 
d) key figure (e.g., MTBF, MTTR, etc.), etc. 

In addition, the outputs or results of the different methods can also serve as in-
put to a further method, which leads to cascaded calculations. From an applica-
tion-oriented viewpoint, the exact configuration of accounting runs is to be pro-
vided in the course of the selection of the appropriate methods. Corresponding to 
this task, therefore, respective instances are to be generated and defined which, 
correspondingly parameterized, analyse one or more input data series. The combi-
nation of several simple procedures, as well as the use of more complex 
calculation algorithms in a single system, is made possible. As a prerequisite, a 
collection of methods is required, as well as a platform for their use and configura-
tion with regard to the available data. Figure 5 below illustrates the basic process. 

 

Fig. 5. Universal architecture for field data acquisition and analysis from sensors 
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Order disposition for operation and maintenance 

The processual and system-wide interconnection of the findings from the individ-
ual field data analysis increases the potential of the project. The objectives can be 
quite different. 

In this context, it must be taken into account, in particular, that a direct infor-
mation advance for the operation management and the maintenance management 
is created within the life phase. The focus here is primarily on people. It can also 
be checked whether evaluations can be directly linked from machine to machine. 

Technical and economic controlling 

The relatively long operating phase within the life cycle allows the continuous ac-
quisition of data, which should be stored and archived for various purposes. This 
includes the documentation of performed activities for billing purposes and the 
fulfilment of regulated requirements, as well as the collection of data, information 
and knowledge about the technical system, in order to be able to plan and control 
operational optimisation projects based on a well-founded information basis. The 
goal here is the archiving of often implicitly existing knowledge from the compa-
ny in an explicit database, in order to be able to access this knowledge more easily 
in the future as well as to prevent the danger of the loss of knowledge, for example 
by employee fluctuation. 

Diagnosis and knowledge management 

In the short and medium-term oriented controlling of maintenance measures the 
improvement of the processes and technical systems will follow themselves by the 
data-oriented consideration of the maintenance. This can be done, among other 
things, by incorporating maintenance data into the entire lifecycle view of tech-
nical systems. Life cycle management is to be understood as a holistic approach in 
which operational and operational optimisation efforts embrace the entire lifecycle 
of a product. The concept of closed-loop lifecycle management is understood as 
the concept of closed information circuits [8]. 

In addition to the use of data within the phase of operation and maintenance, 
the provision of information about the phase borders is also a means of establish-
ing long-term organisational knowledge. 
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Summary and outlook 

This contribution made clear that the continuous use of field data, including the 
use of corresponding technical condition monitoring systems, requires a 
customised individual approach, which has been developed and proposed at this 
point in a generalized methodological form and detailed using a case. This allows 
interdisciplinary aspects of a project to be individually taken into account so that 
this paper provides a basic discussion about an acquisition, prioritisation and eval-
uation method for components of complex technical systems. 

Furthermore, there is a concept for an information system which supports the 
transfer of the planning phase into the actual operating phase. With particular at-
tention to different data sources, their evaluation and presentation, all the techno-
logically relevant challenges of an integrated information system for field data 
have been taken up and designed in detail. Proposals for methodology have been 
developed and are only given as an example in this paper.  

Clearly, above all, the basic necessity of a procedural model has been dis-
cussed. The further development of the framework with concrete methods and 
tools is to be continually developed further by means of further case studies. 
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