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Abstract. This paper describes an implementation to enable interaction be-
tween smart home solutions and Smart Meter Gateways (SMGWSs). This is
conducted in the example of the approach of the AnyPLAG@Eeq to inter-
connect openHAB with the HAN interface of the SMGW. Furthermomyrse

ty issues in the combination of those two realms are addressseerad and
tested so that in addition to the open character of the solutisrstiit secure.

1 Smart Home and Smart Metering in Europe

1.1 Challengesfor interconnecting Smart Home and Smart M etering

In a time of highly volatile electricity generation, the need for a dynamécgy sys-
tem and thus Smart Grids is expected Pidtentially, also end users with significant
load or distributed energy resources can participate in the smart energy distiiiyutio
using home energy management systems or smart metering concegtsnvblve
interactions with external market entiti€d3ne of two main challenges for intercon-
necting those components is the demand to support a wide radifier@nt technol-
ogies and solutions in the background of proprietary smart holatosis. A second
major challenge is the handling of private meter data according to Rlirfeegnts
on smart metering as well as country specific regulations derived from Ehgsnto
EU requirements beingather high-level, the communication and security require-
ments differ in each EU member country.
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1.2 Approach for an interoperable solution

The European research project AnyPLACE is developing a smart mepaiigrm
with management and control functionalities. The aim is to creatéuosowhich
interconnects in-home appliances, smart meters and also external servicesicand wh
can be applied in any European countrin “any place”. For making the solution
highly interoperable, AnyPLACE is designed to have a common basis as well as
adaptable elements. The generic part comprises e.g. a graphical user intaiface an
energy management algorithms. The adaptable elements are realized Ifotiago
approach to connect the AnyPLACE core functionalities with other devicksysn
tems.

An existing open-source smart home framework openHAB [2] has diexsen a@
interconnect a broad variety of different technologies, systems addgtso One of
its core features is the possibility to amend it with new functionalitiesadding the
support of new protocols to add new kinds of devices. Thiseatone by adding
optional packages, which can be selected from a wide range of alreadygexasdin
ons developed for different smart home appliances and systems. AmyR&éACE
project, additional country specific packages have been designed to coeter to
the smart home system, taking into account respective technological, privaeyl as w
as security requirements which were analyzed for each addressed céuntngr
details about the requirements which were identified for the differenpEanocoun-
tries are described in [3].

The present paper focuses on the application environment and thusmeaqisef
the German market and the derived solutions. At first, the regulatiotisef@erman
smart metering infrastructure as well as possible resulting functionalities are sketched
Afterwards, the implementation of solutions to enable an interaction betiviesen
infrastructure and smart home systems is described in details. Finally, gregpegs
insights of how those solutions for an interaction between the Gesmart metering
infrastructure and smart home solutions shall be tested regarding seoustgiera-
tions.



2 German Smart Metering I nfrastructure Functionalities

21 BSlI Smart Metering Infrastructure offers platform for connection of
subsystems

In Germany, the smart meter rollout has recently been initialized by lawifirstant

in 2017. The Federal Office for Information Security (BSI) prescribes theitsecu
architecture for a secure and transparent handling of the end pi$ette meter data

[4], [B], [6]. The Smart Meter Gateway (SMGW) is a core element in this architecture
as it is depicted in Figurk
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Fig. 1. BSI Smart Metering Infrastructure [6].

Its name suggests that the only purpose of #meart Meter Gateway” is to serve as a
gateway to transfer meter data from smart meters to the respective energy .supplier
But it is not limited to this functionality. It does provide secure commuitatto
meters in the Local Metrological Network (LMN), but also to external sepvigeid-
ers (EMT) in the Wide Area Network (WAN) as well as to the Home Area Network
(HAN). Due to the communication with those networks, the SMGW servapks-
form to interconnect sub-systems that enable several additional functienalitie

In the LMN it is possible to securely connect several meters to one SMGWs This
not restricted to electricity meters but is also valid for gas, water and heat meters.
Further, meters of different households of the same building e@oinected to one
single SMGW. At the HAN interface of an SMGW, the historic and cumester
data are made available specifically to the end user which the respective meters be-
long to. With the connection to the WAN, an end user can access es@nviaes by
authorizing specific EMT to access specific meter data. The end user pampean
also potentially participate in demand side management and virtual power Plasts.



can be done since it is possible to connect controllable local systems (i)
HAN interface and remotely switch them over the secured networ&uthorized
EMT connected to the WAN.

2.2  Functionalities of the HAN interface

In [4] the HAN interface is specified to be divided into three logical interfacels
respective use-cases:

e End user interface (IF_GW_CON)
e Service technician interface (IF_GW_SRV)
e CLS interface (IF_GW_CLYS)

The end useinterface is a “read-only” accessAfter authentication via certificate or
username and password, the recent and historic meter values as well as tasiff level
can be accessed. There are different tariff schemes that are used toettordata

and some of them have load or time variable elements. For thesend user inter-
face shows the currently active tariff levels, which can be used as atfomto po-
tentially adapt the houdelds’ or industries’ prosumption (consumption and produc-
tion) behavior accordingly. The meter data can be used by the end usetrtd his

or her consumption or energy production results and raise awarenessrgy effi-
ciency or alignment of consumption peaks and local energy produBtitentially,

this information can also be automatically gathered, used and assessed bydocal sm
home systems. This aspect is described in the following chapter.

The service technician interface can only be accessed by service technicians and
provides logs and status information of a SMGW. However, this aspect ibenot
scope of this paper, since it does not provide functionalities whichsemd could use
in smart home applications.

According to the law [7], the system for measuring, transferimg) controlling
metering data as well as the secure connection of generation and consumpgien equ
ment, must fulfil the requirements specified in the respective protectionegrafid
technical guidelines. This also involves the SMGW to securely interconnecg@eana
able devices connected to the CLS interface with authorized EMiis is done by
establishing TLS encrypted connections between the SMGW and CLS devices or
EMTSs respectively, which are proxied over the SMGMsingle SMGW is designed
to connect to several CLS devices. The Gateway Administrator (GWA) ooesig
proxy profiles in the SMGW to define the possible communications betwetincer
CLS devices and EMTs

The proxy functionality works as a transparent connection that can beéndeed
pendenty of the applied protocols on top of the secure tunnel. In thig the inter-
face is not restricted to use-cases which are directly associated with epstgms
such as switching photovoltaic units or combined heat and power,piant& can
theoretically also be used for any use-case demanding a securedtonbetween
the HAN and the backend. In this sense, examples involvingeséanking and sen-
sitive health care data are as relevant as e.g. burglar alarm systemart home
solutions.



3 Using the BSI concept for Smart Home Applications

3.1  Connecting Smart Home Applicationsto the HAN interfaces

Among the potential use-cases, also home energy management functionélities o
smart home systems can benefit from the connection to an SMGW. Thegedmne
HAN interface to access the readings of all meters that belanlgadonsehold and thus
derive near real-time information about the energy consumption ofusehold or
building, without the need of installing dedicated sub-meters. rirE#tion about the
available tariff schemes can be used as an input for energy optimization atgorith
that change automated device schedules or derive guidelines that assist osers to
ually optimize their consumption.

The CLS interface brings further potential to a smart home systerm Hecased
to access services via the proxy connection, allow external entities to chaage-par
ters in the system or make devices available to be controlled by third-partiesdhat
inally don’t support a CLS communication. The open nature of the connection allows
to use it for a wide range of different smart home applicationsnitdeile access to
the smart home systefrom the users’ smartphone or the interconnection with ser-
vices such as IFTTT ("If This Then That") [8]. Figure 2 summarthesusage o&
smart home system in the BSI framework.
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Fig. 2. Integrating Smart Home to the BSI Infrastructure - Adapted from@SPP-0077V2-
2015 [6].



In the AnyPLACE approach, both described HAN interfaces are used fputhese
of energy management functionalities of a smart home system. Tlegr@i@spective
system has been enabled to interact with the CLS as well as the endterfaecen
The approach is described in the following chapter. The implementatibe iArty-

PLACE project has been realized with the openHAB framework [2}Hisl concept
is also applicable to other smart home systems.

3.2 Implementation HAN end user interfacein Smart Home Systems

Regarding the end user interface, the SMGW can be modeled as a gatevedoy that
stracts the access to a number of different meters. A smart home sgst@onnect

to the HAN interface to receive meter readings in specified intervals (e.gnlifes
specified by the configuration profiles).

As implementation example, the home automation software openHAB has been
extended to support the connection to an SMGW. It uses an information thadel
abstracts all connected devices as so called things. Each thing is configyrad by
rameters and provides channels that represent information from the deincesth8
gateway concept is also common in many smart home protocolsaseommunica-
tion bridges to wireless network technologies), the information neatehlso repre-
sent bridges that are usasigateways for the things.

In this context, the SMGW can be implemented as bridge, while all meters
things. Different thing-types for the different meter-types (eleggritieat, wateior
gas) provide different channels and can be semantically enriched with predefined
channel categories. This enables openHAB to read information from the metérs
would from any other connected device. Auto-configuration can alsmfdemented
to automatically create all meters that a user has access to via the SMGW as things.
Figure 3 shows the implemented things including the SMGW and metersated to
the SMGW (in this example one electric meter). Figure 4 shows channels of the
SMGW and the attached electric meter, which have been realized in the binding.
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Fig. 3. The SMGW and an electric meter as things in openHAB.
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Fig. 4. The channels of the things in openHAB.

3.3 Implementation HAN CL Sinterfacein Smart Home Systems

The connection of smart home systems to the CLS interface provides thmliposs

access external services from the system, to publish controls téeanadservice, or

to make selected devices as well as aggregated prosumption available to be controlled
and configured by authorized external market entities. The CLS connectiemde

a client-certificate based connection establishment. Each CLS device is assigned with
a client-certificate to connect to the SMGW. The regulatory guideline [5] sgecif
three communication use cases: CLS-initiated, EMT-initiated, and SMGW-initiated.

The CLS-initiated communication is implemented as SOCKSv5 connection. The
CLS establishes the proxy connection and afterwards accesses the EMT 3éwvice.
SMGW checks if a profile for the tuple <CLS, EMT> is available, forwahéscon-
nection establishment, and provides a communication channel between CL%® and th
EMT.

The EMT-initiated communication starts with a request from the EMT to the GWA
for a connection to the CLShe GWA sends a respective wake-up packet to the
SMGW. If a profile for the tuple <CLS, EMT> exists, the SMGW establishes a con-
nection to both the CLS and the EMT. Then, the EMS can send a requesCidsthe
device.

The SMGWe-initiated communication is similar to the EMT-initiated one. But i
stead of the EMT requesting a connection establishment, this is triggessddwent
inside the SMGW (e.g. when a new measurement is available or a tariff hgegha

In the example of openHAB, an extension to support CLS-communiceediore
implemented in different ways. One possibility is the provisiothefRESTful API,
that can be used to access and control all connected devices, to the EMT-(see fig



ure5). A plugin uses the SMGW bridge to establish a CLS channel and to provide an
interface thats used to access the API. After an EMT initiates the CLS connection, it
is able to control openHAB. For this use case, the smart home sydiereauires a
single CLS certificate to provide the EMT with a full control over the systainita
connected devices.

28]
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Fig. 5. openHAB serves as a single CLS device

Another possibility is the provision of single items (i.e. channela tiing) to be
accessed and controlled by an EMT (see figure 6). The user carl_8elthiGgs that

are assigned with individual items or things. This allows a fine gradedigsion
control and demands an individual CLS certificate for each item og.tfihis im-
plementation reflects the same scenario as if all connected devices aca@b®-

by themselves. The advantage over the first possibility is that thecaserontrol
which devices are made available to the EMT. Both use cases can be impleémented
the EMT-initiated communication scenario.

Thing 1 <>

Thing 2 <> SMGW

openHAB

Fig. 6. openHAB serves as multiple CLS devices.



4  Consideration of Security Aspects

4.1  Security test arrangement

In the development of the proposed architecture, security issues needomdid-
ered. Former related work concentrated on the security of the gatew#yeameerall
architecture (e.g. [9]). The focus in the current implementation tireréef on analyz-
ing and addressing the potential existence of security issues in tieenempation.

The test arrangement shown in figure 7 is segmented to the(Léddl Area Net-
work), which is normally operated by the end user and the WAN, whioperated
by the grid operator. In the WAN segment the SMGW is connected via thd WA
interface to the GWA and an EMT. In the LAN segment the SMGW is connected via
the two HAN interfaces End-User and CLS to openHAB, which is pathefAny-
PLACE Platform. Based on the BSI Infrastructure standard the openHAB CIdS Bin
ing can be controlled by the EMT via the proxy functionality of the SMGW.

WAN
AnyPLACE Core [«

EMT

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Customer
Internet
Access

Internet

Fig. 7. Test arrangement for the security evaluation.

4.2  Security test scenarios

The test scenarios are divided into the assumption of a compromise @ff theenet-
work segments (LAN or WAN) and network components (An&BE Platform,
SMGW, EMT or GWA).

In the first scenario the assumption is that the LAN segment is carig@o. This
enables an attacker to attack the RbfCE Platform and the SMGW via the end



user and the CLS interfaces. The attacker has no further information éeagrin
addresses, open ports, certificates, details about encryption, details about authentica-
tion, etc.) about the devices in the LAN segment.

As second scenario it is assumed that the WAN segment is compromiseat- The
tacker has no further information about the WAN communication. Hettack the
WAN interface, the GWA and the EMT. Since the GWA and the EMT ara patt
of the project’s implementation, only an attack of the WAN interface is considered.

As a third scenario the compromise of the AnyPLACE Platform is considered.
Through the compromise the attacker will receive the certificates for thasen and
CLS connection between the AnyPLACE Platform and the SMGW. He can u$e certi
icates to generate valid messages, authenticate himself against the SMG¥\cand h
attack the EMT because of the proxy functionality of the SMGW. Since tlye An
PLACE Platform is connected to the internet, there is also the possibility that th
EMT is attacked from the internet via the path AnyPLACE Core - openHAB
SMGW. This scenario is not in the scope of the tests, since the seceihs rof the
EMT are not part of the project’s implementation and the EMT must generally make
provisions against this scenario.

In the fourth scenario the assumption is that the SMGW is compron@isethe
LAN segment the attacker can attack the AnyPLACE Platform, the CLS davite
the infrastructure of the retail customer. On the WAN segment the attacker cén attac
the GWA and the EMT. This scenario is not considered since at this poinhtte w
security infrastructure would be inactive.

In the fifth scenario the attacker manages to compromise the EMiE, can attack
the SMGW on the WAN side or the AnyPLACE Platform and the CLS device due to
the proxy functionality of the SMGW. It will be also analyzed if the attackerat-
tack the network infrastructure of the end user in this scenario.

The sixth scenario is the compromise of the GWA. Through the ronige of the
GWA the attacker will get access to the SMGW. This scenario is not considered since
at this point the whole security infrastructure would be inactive.

4.3  Security test methodology

For the security evaluation, several suitable methods described in [1(3elected.

Network sniffing: With a network sniffer the network traffic cam tecorded and
analyzed. Normally an attacker uses network sniffing as first attack to eesmine
knowledge about the network. The metadata like IP addresses, used pratoseld o
ports provide information which can be used for further attackénifation of net-
work sniffing is that only services which communicate during the auedighe net-
work sniffer can be identified.

Port scanning: A port scanner is an application to scan a devicepdor ports
(TCP and UDP). Since port scanning is an active method where ead$ fested, it
is possible to find services which c¢e be identified with network sniffing. The
information about open ports will be used for further attacks.



Fuzz testing: Fuzz testing is a technique where unexpected or random @ is s
to the input of a computer. The aim is to trigger errors like crashegeditaws. In
the case of network security, fuzz testing is used to analyze theidrebfgervices
on manipulated messages. Fuzz testing can be a very efficient methatl volfier-
abilities on devices. This requires access to debug functionalities in order toidketerm
which kind of error was triggered by the fuzz test.

Replay attacks: This is an attack where a recorded message is repaatiedisty.

For example, the message from an EMT to a CLS device to activate someridsel ca
recorded and replayed. If the message is encrypted but has no pnodegctiost re-
play attacks, this attack will also work although the attacker will not khevedntent

of the message.

Marrin-the-middle attacks: This is an attack where an attacker is hooked in a
communication between two devices. He can manipulate, alter, delay or generate
messages in a malicious way.

Testing of protocols: Often protocols support different standardsexample, the
TLS protocol allows a lot of different cipher and some of them are kr®insecure.

It is important to ensure, that none of this insecure standardssede otherwise it
might be possible to attack the communication between devices or a device itself.

4.4 Security evaluation and result utilization

Each test method will be applied on each scenario to identify security estles
implementations created in the project. If a vulnerability is identifiedirtiplementa-
tion will be overhauled to close the vulnerability. For elements of the overadt inf
structure which are not part of the implementations done within the LAXGE pro-
ject and thus not possible to modify, respective recommendationspfueatial im-
provement of security will be formulated.

5 Conclusion and Outlook

The SMGW offers the possibility for end users to access meter data aexltelg
switch loads and generation in the households via its HAN interfaceonecting
smart home systems to the HAN interface an established set of solutibis anea
can be connected to the new smart metering infrastructure. In this wandheser
can easily make use of its additional possibilities.

Different implementation scenarios from the scope of the AnyPLACE progec
been presented. The connection of the open source home automation driamew
openHAB shows the possibilities of the interconnection with the SMGW infrastruc
ture. Furthermore, the definition of security tests shows tiladraugh implementa-
tion and testing is required in order to minimize the added risks thattavduced by
establishing this interconnection.
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