Formal verification of Liedtke's L4 micro-kernel.

• small code base (9 K Loc),

• threads, memory management, IPC, interrupts, capabilitybased AC,

• running on ARM,

• verified using the Isabelle/HOL theorem prover.

Prove:

• Functional correctness (and a lot of safety properties)

• Non-interference Prove & Run has developed a formally verified microkernel ProvenCore

• refinement proof method

• isolation properties.

using their SMART development framework:

• functional, executable specification

• closer to programmer's intuition

• equipped with a dedicated prover

  software -long history of security alerts. 31/01/2017 Thomas Jensen -Formal methods for software security The SEL4 project Project run at NICTA 2004-2014.

  Formal methods for software securityProve & Run's ProvenCore SEL4 uses Isabelle/HOL and Haskell• higher-order logic and lazy functional programming is still not main-stream development tools.

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

• what and when to declassify?

• how much to declassify (passwd, statistics) ?

Information leaks due to other channels • analysis of (obfuscated) binaries.

Access control

• formal models and enforcement.

Attack trees.

Web security

• secure web programming with JavaScript et al.

Privacy

• differential privacy (theory vs. practice),

• software in coherence with legislation (EU GDPR).

31/01/2017 Thomas Jensen -Formal methods for software security Formal methods for software security

• Formal methods can improve the security of software.

• Come with solid foundations and mature tools.

• More and more industrial applications.

• Technology is becoming main-stream.
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Thank you