
IFIP Advances in Information
and Communication Technology 498

Editor-in-Chief

Kai Rannenberg, Goethe University Frankfurt, Germany

Editorial Board

TC 1 – Foundations of Computer Science
Jacques Sakarovitch, Télécom ParisTech, France

TC 2 – Software: Theory and Practice
Michael Goedicke, University of Duisburg-Essen, Germany

TC 3 – Education
Arthur Tatnall, Victoria University, Melbourne, Australia

TC 5 – Information Technology Applications
Erich J. Neuhold, University of Vienna, Austria

TC 6 – Communication Systems
Aiko Pras, University of Twente, Enschede, The Netherlands

TC 7 – System Modeling and Optimization
Fredi Tröltzsch, TU Berlin, Germany

TC 8 – Information Systems
Jan Pries-Heje, Roskilde University, Denmark

TC 9 – ICT and Society
Diane Whitehouse, The Castlegate Consultancy, Malton, UK

TC 10 – Computer Systems Technology
Ricardo Reis, Federal University of Rio Grande do Sul, Porto Alegre, Brazil

TC 11 – Security and Privacy Protection in Information Processing Systems
Steven Furnell, Plymouth University, UK

TC 12 – Artificial Intelligence
Ulrich Furbach, University of Koblenz-Landau, Germany

TC 13 – Human-Computer Interaction
Marco Winckler, University Paul Sabatier, Toulouse, France

TC 14 – Entertainment Computing
Matthias Rauterberg, Eindhoven University of Technology, The Netherlands



IFIP – The International Federation for Information Processing

IFIP was founded in 1960 under the auspices of UNESCO, following the first World
Computer Congress held in Paris the previous year. A federation for societies working
in information processing, IFIP’s aim is two-fold: to support information processing in
the countries of its members and to encourage technology transfer to developing na-
tions. As its mission statement clearly states:

IFIP is the global non-profit federation of societies of ICT professionals that aims
at achieving a worldwide professional and socially responsible development and
application of information and communication technologies.

IFIP is a non-profit-making organization, run almost solely by 2500 volunteers. It
operates through a number of technical committees and working groups, which organize
events and publications. IFIP’s events range from large international open conferences
to working conferences and local seminars.

The flagship event is the IFIP World Computer Congress, at which both invited and
contributed papers are presented. Contributed papers are rigorously refereed and the
rejection rate is high.

As with the Congress, participation in the open conferences is open to all and papers
may be invited or submitted. Again, submitted papers are stringently refereed.

The working conferences are structured differently. They are usually run by a work-
ing group and attendance is generally smaller and occasionally by invitation only. Their
purpose is to create an atmosphere conducive to innovation and development. Referee-
ing is also rigorous and papers are subjected to extensive group discussion.

Publications arising from IFIP events vary. The papers presented at the IFIP World
Computer Congress and at open conferences are published as conference proceedings,
while the results of the working conferences are often published as collections of se-
lected and edited papers.

IFIP distinguishes three types of institutional membership: Country Representative
Members, Members at Large, and Associate Members. The type of organization that
can apply for membership is a wide variety and includes national or international so-
cieties of individual computer scientists/ICT professionals, associations or federations
of such societies, government institutions/government related organizations, national or
international research institutes or consortia, universities, academies of sciences, com-
panies, national or international associations or federations of companies.

More information about this series at http://www.springer.com/series/6102

http://www.springer.com/series/15470


Anja Lehmann • Diane Whitehouse
Simone Fischer-Hübner • Lothar Fritsch
Charles Raab (Eds.)

Privacy and Identity
Management
Facing up to Next Steps
11th IFIP WG 9.2, 9.5, 9.6/11.7, 11.4, 11.6/SIG 9.2.2
International Summer School
Karlstad, Sweden, August 21–26, 2016
Revised Selected Papers

123



Editors
Anja Lehmann
IBM Research Zurich
Rüschlikon
Switzerland

Diane Whitehouse
The Castlegate Consultancy
Malton
UK

Simone Fischer-Hübner
Karlstad University
Karlstad
Sweden

Lothar Fritsch
Karlstad University
Karlstad
Sweden

Charles Raab
University of Edinburgh
Edinburgh
UK

ISSN 1868-4238 ISSN 1868-422X (electronic)
IFIP Advances in Information and Communication Technology
ISBN 978-3-319-55782-3 ISBN 978-3-319-55783-0 (eBook)
DOI 10.1007/978-3-319-55783-0

Library of Congress Control Number: 2017934641

© IFIP International Federation for Information Processing 2016
The chapter ‘Big Data Privacy and Anonymization’ is licensed under the terms of the Creative Commons
Attribution 4.0 International License (http://creativecommons.org/licenses/by/4.0/). For further details see
license information in the chapter.
This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.
The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, express or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

Printed on acid-free paper

This Springer imprint is published by Springer Nature
The registered company is Springer International Publishing AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland

http://creativecommons.org/licenses/by/4.0/


Preface

The year 2016 saw a raft of advances in data protection regulation. Globally there were
many questions raised about how to introduce and adopt data protection and data
privacy legislation appropriately.

In Europe, the General Data Protection Regulation (GDPR) poses challenges to
organizations and businesses that provide services based on personal data. Adopted in
April 2016, the regulation will come into force in May 2018. While it retains the main
principles embedded in the former Data Protection Directive 95/46/EC, it introduces
new measures and strengthens others. Major changes in areas to be regulated include
data subjects’ rights to be forgotten and data portability, the requirement for data
controllers to enable privacy by design and default, and the introduction of potentially
serious fines for non-compliance with the law for global players. These elements have
the potential to improve privacy and data protection, but they also pose a number of
difficulties regarding scope, feasibility, and implementation. Other forms of legislation
also changed the regulatory scene, with their effects on privacy and identity. The 2015
Cyber Security Directive and the “Privacy Shield,” which replaces the Safe Harbour
Agreement, also raise new questions.

Yet legislation is not the only driver of change in the fields of privacy and identity.
Technological advances such as the use of open data, big data, and sensor development
in the Internet of Things are rapidly changing who holds what data, where and how that
data may be used, and the transparency of data processing. Business development is
increasing in fields related to surveillance, control of mass movement, security, safety,
and identity management. Cities, towns, communities, streets, house, and modes of
transportation are all becoming smarter. Fields of organizational activity are merging.
There are many dilemmas for communities and societies: in achieving better and safer
infrastructures so that people can communicate freely without being observed either by
commercial or by governmental bodies (user empowerment); in improving the rela-
tionship between individuals and institutions (especially concerning the privacy pro-
tection goals of transparency and participation); and in setting up democratic processes
for effective oversight over the consequences of new technologies.

These questions, as well as many others stemming from current research on privacy
and identity management in general were addressed at the 11th Annual International
Federation for Information Processing (IFIP) Summer School on Privacy and Identity
Management, which took place in Karlstad, Sweden, during August 21–26, 2016.

This school was the 11th in a series that continues to take a holistic approach to
society and technology and support interdisciplinary exchange through keynote and
plenary lectures, tutorials, workshops, and research paper presentations. Participants’
contributions combined interdisciplinary approaches to bring together a host of per-
spectives: technical, legal, regulatory, socioeconomic, social, societal, political, ethical,
anthropological, philosophical, and psychological.



The 2016 summer school was a joint effort between IFIP Working Groups 9.2, 9.5,
9.6/11.7, 11.4, 11.6, Special Interest Group 9.2.2, and several European and national
projects: The EU H2020 CREDENTIAL project, the German Privacy Forum (Forum
Privatheit) project, and the EU H2020 Marie Curie Innovative Training Network,
Privacy&Us. Moreover, it was supported by the research center, HumanIT, at Karlstad
University.

The 2016 school’s keynote introduction was delivered by Roger Clarke. Invited
lectures were given by Amelia Andersdotter together with Anders Jensen-Urstad,
Jan Camenisch, Jolanda Girzl, Marit Hansen, Rainer Knyrim, Steven Murdoch,
Charles Raab, Bernd Stahl, Angela Sasse, and Vicenc Torra. A tutorial on the state of
academic research in Tor was presented by Linus Nordberg. Several other workshops
were organized. In particular, reflecting the school’s theme, a lively panel debate was
held between Roger Clarke and Sarah Spiekermann on the ethical responsibilities of the
information systems discipline when working on privacy and personal data markets.
The school ended with a panel moderated by Harald Zwingelberg on future directions.

This summer school brought together more than 90 junior and senior researchers
and practitioners from Europe, North and Latin America, Australia and Asia, including
many young entrants to the field, who came from many disciplines. They came to share
their ideas, build up a collegial relationship with others, gain experience in making
presentations, and have the opportunity to publish a paper through these proceedings.
Sessions were held on a wide range of topics: clearly on privacy and identity man-
agement, as the school’s name suggests, but also more specifically on the GDPR and
data protection in general, the law, privacy frameworks, taxonomies, transparency, and
user rights. Other elements of the program focused on research methods, research
ethics, privacy technology progress, privacy of personal health data, cloud privacy, and
cyber security issues.

One of the school’s goals is to encourage the publication of thorough research
papers by students and young researchers. To this end, the school had a three-phase
review process for submitted papers. In the first phase, authors were invited to submit
short abstracts of their work. Abstracts in the scope of the call were selected for
presentation at the school, and the authors were then encouraged to submit the full
papers of their work. All papers appeared in the unreviewed online pre-proceedings on
the school’s website. After the school, the authors received two or three reviews from
the Program Committee members, and were given time to revise and resubmit their
papers for inclusion in these proceedings. In total, we received 36 short paper sub-
missions, from which finally 20 research papers evolved and were submitted to the last
review round. Out of these submissions, nine papers were accepted, including the paper
by Claudia Quelle, which was judged to be the best single-authored student paper
during the school.

We are particularly grateful therefore to the Program Committee, the many
reviewers of abstracts and papers, and those who advised the authors on their revisions.
We also acknowledge help and support at different stages of the school’s preparation by
Ronald Leenes and Sarah Spiekermann. Our thanks, too, to Karlstad University, and
especially its Privacy and Security Group (PriSec) at the Computer Science Department
and the Conference Department for their support of the school’s activities.
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Reflecting the school’s theme of “Privacy and Identity Management – Facing up to
Next Steps”, it is clear that 2017 brings international challenges to many different
stakeholders, not only in terms of privacy and identity management. We hope for, and
are committed to, continued advocacy for the effective realization of citizens’ and
organizations’ rights in these two highly crucial fields.

February 2017 Anja Lehmann
Diane Whitehouse

Simone Fischer-Hübner
Lothar Fritsch
Charles Raab
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