N

HAL

open science

High Capacity FFT-Based Audio Watermarking
Mehdi Fallahpour, David Megias

» To cite this version:

Mehdi Fallahpour, David Megias. High Capacity FFT-Based Audio Watermarking. 12th Communications and
Multimedia Security (CMS), Oct 2011, Ghent, Belgium. pp.235-237, {10.1007/978-3-642-24712-5_22). <hal-

01596185)

HAL Id: hal-01596185
https://inria.hal.science/hal-01596185v1

Submitted on 27 Sep 2017

HAL is a multi-disciplinary open access archive
for the deposit and dissemination of scientific re-
search documents, whether they are published or not.
The documents may come from teaching and research
institutions in France or abroad, or from public or pri-
vate research centers.

L’archive ouverte pluridisciplinaire HAL, est des-
tinée au dépot et a la diffusion de documents scien-
tifiques de niveau recherche, publiés ou non, émanant
des établissements d’enseignement et de recherche
francais ou étrangers, des laboratoires publics ou
privés.

Distributed under a Creative Commons CC BY 4.0 - Attribution - International License


https://inria.hal.science/hal-01596185v1
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr

High capacity FFT-based audio watermarking

Mehdi Fallahpour and David Megias

Estudis d'Informatica, Multimédia i Telecomunicacio
Internet Interdisciplinary Institute (IN3)
Universitat Oberta de Catalunya, Barcelona, Spain

E-mail: {nf al | ahpour, dnegi as} @ioc. edu

Abstract. This paper proposes a novel high capacity auditenvearking
algorithm to embed data and extract it in a bitetxaanner based on changing
the magnitudes of the FFT spectrum. The key ide#oiglivide the FFT
spectrum into short frames and change the magnitalde of the FFT samples
based on the average of the samples of each fidsieg the average of FFT
magnitudes makes it possible to improve the rolmsstnsince the average is
more stable against changes compared with singielsa. In addition to good
capacity, transparency and robustness, this schasi¢hree parameters which
facilitate the regulation of these properties.

Considering the embedding domain, audio watermarkéufpniques can be
classified into time domain and frequency domainthoés. In frequency
domain watermarking [1-7], after taking one of tfeaial transforms such as the
Discrete/Fast Fourier Transform (DFT/FFT) [4-6].etiModified Discrete
Cosine Transform (MDCT) or the Wavelet Transform (Vffm the signal [7],
the hidden bits are embedded into the resultingsfoam coefficients. In [4-6],
which were proposed by the authors of this paperFFT domain is selected to
embed watermarks for making use of the translatisariant property of the
FFT coefficients to resist small distortions in tfme domain. In fact, using
methods based on transforms provides better peralegtality and robustness
against common attacks at the price of increasihg tomputational
complexity.

In the algorithm suggested in this paper, we s¢termiddle frequency band of
the FFT spectrum (4-12 kHz) for embedding the sdiite. The selected band
is divided into short frames and a single secreistembedded into each frame.
Based on corresponding secret bit, all samplesdh #ame should be changed
by the average of all samples or the average nlielfifpy a factor. If the secret
bit is “0”, all FFT magnitudes should be changedtbhy average of all FFT
magnitudes in the frame. If the secret bit is “W& divide the FFT samples
into two groups based on the sequence and, thechamge the magnitude of
the first group using a scale facter, multiplying the average of all samples
and the magnitude of the second group multiplyig-(a) by the average.
These changes both in embedding “0” or “1”, keep @verage of the frame
unchanged after embedding. Using the average oémaef is very useful to
increase the robustness against attacks, wherdasdeing a secret bit into a
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single sample is usually fragile. In addition, @sFEFT magnitudes, sqrt(réal-
imagf), results in better robustness against attacks acedyto using the real or
the imaginary parts only.

The Objective Difference Grade (ODG) has been ugedevaluate the
transparency of the proposed algorithm. The OD@hés of the output values of
the ITU-R BS.1387 PEAQ standard, where ODG = 0 meardegradation and
ODG = -4 means a very annoying distortion. Addiityy the OPERA
software based on the ITU-R BS.1387 has been useahtpute this objective
measure of quality.

The experimental results show that this methodeaes a high capacity (about
0.5 to 4 kbps), provides robustness against comsigimal processing attacks
and entails very low perceptual distortion (ODGalsout —1). The proposed
scheme is robust against several attacks such @@ykiNoise, ADDFFTNOoise,
Addnoise, AddSinus, Amplify, Invert, LSBZero, RC_Higs#3, and
RC_LowPass of the Stirmark Benchmark for Audio [9]

The method proposed in this paper has been compéttedeveral recent audio
watermarking strategies. Almost all the audio dhiding schemes which
produce very high capacity are fragile against aligprocessing attacks.
Because of this, it is not possible to establistomparison of the proposed
scheme with other audio watermarking schemes whigh similar to it as
capacity is concerned. Hence, we have chosen aefesnt and relevant audio
watermarking schemes in the literature. We complaeeperformance of the
proposed watermarking algorithm and several reaardio watermarking
strategies robust against the MP3 attack. [1, 8, 3] and the proposed scheme
have capacity equal to 2, 2.3, 4.3, 2996, 689,50&lto 4025 (bits per second)
respectively, also transparency in term of Objeciifference Grade (ODG) is
(-1.66 to —1.88), Not reported, Not reported, —0l6t reported and (—0.1 to —
1.5).

[1, 2, 8] have low capacity but are robust agadeshmon attacks. [3] Evaluates
distortion by using the mean opinion score (MOShicl is a subjective
measurement, and achieves transparency betweencepgible and perceptible
but not annoying (MOS = 4.7).

Capacity, robustness and transparency are the geproperties of an audio
watermarking scheme. Considering a trade-off betwdwse properties is
necessary. E.g. [1] proposed a very robust, lowac@p and high distortion
scheme. However [3] and the proposed scheme leatjltocapacity and low
distortion but they are not as robust as the lopaciy method described in
[1]. The scheme presented in [4], which was alsmppsed by the authors of
this paper, has good properties, but the schempoped in this paper can
manage the needed properties better since ther¢hare useful adjustable
parameters. For example, in the proposed schernsibyg a frame size af=8
getting robustness against MP3-64 is straightfaiw@n the other hand, in [4],
low bit rate MP3 compression was not considered.

In short, we present a high-capacity watermarkilggrithm for digital audio
which is robust against common audio signal prangs#\ scaling factor, the
frame size and the selected frequency band arthtbe adjustable parameters
of this method which regulate the capacity, thecggtual distortion and the
robustness of the scheme accurately. Furthermbee,stiggested scheme is
blind, since it does not need the original sigmal éxtracting the hidden bits.
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The experimental results show that this schemeahlgh capacity (0.5 to 4
kbps) without significant perceptual distortion govides robustness against
common signal processing attacks such as addee,nfiiering or MPEG
compression (MP3).
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