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Abstract. In the paper are presented solutions for secuhiagcore University
Business Processes. A Method for identification WHzisiness processes are
critical for security point of view, on which isqeired to pay more attention for
its securing. For securing of the elected Businessgsses is developed a new
security system — Extended Certification AuthorBpecial Secure eDocument
Management Architecture is developed, on which base developed the
solutions for securing the following University Basss processes - Delegation
of exam permissions to lecturers, Recording examksnaand Exchange
management documents.

Keywords: Securing business process, Extended Certificationthdkity,
Secure eDucument Management Architecture.

1 Introduction

There are few definitions of the term “Businesscess”, which are not too different
each other. In our research we have accepted tfieitidea of [4], which under
Business process understands a set of interrefas&d leading to create a product or
a service. Each Business process needs to havieeggacurity of its execution. This
means the process should provide the securitygieaof parameters Availability,
Confidentiality, and Integrity, in an appropriagvél.

University is like any other enterprise — with & sEbusiness processes, from which
some are more critical from security point of viéihe criticality is coming from the
generation of the university end result — the degtecument, where all exam marks
make its content. The processes leading to forrttieguniversity end result defines
the set of core processes. Based on the mentioitedecfor the criticality, it is not
too difficult to list the university core busingsocesses.

The main goal of the current research is to idgntihat level of security the core
business processes need, e.g. which the core sitywbusiness processes needing
higher level of security are, what is the needaaisey level, and how to provide that
security.



2 Method for selection of core business processes needing high
security

There is not standard way for selection of cordrtmss processes which need some
level of security. There are some practical appieac [5] and [6], which resolve
particular private needs, but no one exists fovensity business processes security
evaluation. For this reason we have developed Metlfod for selection of core
business processes needing high security”.

The proposed Method works with number of Univerdtysiness processes, which
core set consists of 11 processes, identified meigd, and more specifically for the
case for our particular research — University oftibveal and World Economy
(UNWE), Sofia, Bulgaria. These 11 University Busiad’rocesses are:

« Delegation of exam permissions;

¢ Recoding exam marks;

« Exchange Academic Counsel (AC) reports;

* Exchange Rectors’ Counsel (RC) reports;

e Exchange Faculty Board reports;

e Exchange Departmental Meeting reports;

* Review Public statements;

e Change the Educational Curriculums;

« Admittance of new students;

« Admittance students from 2nd to 3rd year;

¢ Change student status.

These business processes are evaluated from tHecdhsecurity point of view via 9
criteria, grouped in 5 groups. The evaluation @vjgted with metrics 1 to 3, where 1
means needed low security requirement, 2 meansumednd 3 means high. The
following criteria are identified with the specifisalue and security impact:

a) Business Continuity — the criterion identifies wlaaé the requirements for
the Business continuity from the University busepsocess;

b) Disaster Recovery — the criterion identifies theddor available recovery
and the time for recovery of the University busspsocess;

¢) Event management — the criterion identifies hovicai are the events for
security violation for the business process;

d) Availability — the criterion identifies how crititas the business process to
be available. Normally the availability is measunegbercentage, but for the
purpose of the current Method, these percentagetansformed into value
1to 3 (from O to 33% - value 1, from 33% to 66%atue 2, and up to 99% -
value 3);

e) Confidentiality — the criterion identifies how dcil is to have encryption of
the information for the business process and thel lef encryption. This is
an integrated criterion, where the percentage efahcrypted messages is
evaluated, the type of encryption (symmetrical ynametrical), the key
length, and the period of key refreshment;



f) Integrity — the criterion identifies the need ofarmation integrity provided
via security means;

g) Business impact — the criterion identifies whathis Business impact of the
Business process to the entire University busisessirity. This criteria is
formed from a few sub-criteria:

Relative number of beneficiaries (students, prafess staff)
impacted from the Business process;

Relative humber of providers (external and intérivapacted from
the Business process;

Level of cost of this Business process comparetl thié total cost
of university processes;

Level of monthly transactions executed from theiBess process;
Political sensibility of the Business process, whielates to the
view of the University to the country and to thdienworld, the
effect of the Business process to the reputatiothefUniversity,
the effect of the Business process to the high-ailut process in
Bulgaria and Europe;

What is the overall impact to the University fromet specific
Business process;

What is the overall impact to professors (lectyreasd students
from the specific Business process;

The collection of values from the above mentionglot-sriteria for Business impact is
proposed to be done via a table — Table 1;

Table 1. Forming of Business Impact criteria

Relative
number
of benefi
ciaries
impacted

Business
processes

Relative | Level of What's the
Level of costs of thIL , What's
number ! of " overall |What's thd Total
business process| Political the
of average

. monthly .. .| impact on| impact on|.

. compared with tota) sensitivity] impact o
providerg . transacH the professor score
: cost of university | . S studentg
impacted tions University|

BP #1

BP #2

etc.

Each sub-criterion is also evaluated via the meastrom 1 (low level) to 3 (high
level). For each Business process a Total average $s created, which is rounded to
the values 1, 2 and 3. This value is the definddevéor Business Impact for the
specific Business process.
h) Risk level — the criterion identifies the level which the risk of the entire
University business can raise, based on the cubresiness process. The
University Business strategy and University Segusirategy define levels

of risk

(there are no many universities in the wonthich have developed

Business strategy and Security strategy, like tige dorporation. In the

current

case of UNWE, the research team has idkhtiie appropriate risks,

based on interviews with the university management)



i)  Minimum acceptance level — the criterion identifigsich is the minimum
security level, which is needed for the specifiedsiBess process.
criteria is formed from a few sub-criteria:

= Eligibility - inquires and responses of the Busmpsocess;
= Enrollment and Disenroliment of data for/to the Bess process;

= Authorization — requests and responses to the Bssiprocess;

This

= Claims — receipts and adjudications from the exeoubf the

Business process;

= Claims status - requests and responses from theugse of the

Business process.

The collection of values from the above mentionedb-criteria for Minimum
acceptance level is proposed to be done via a tabbble 2;

Table 2. Forming of Minimum acceptance level criteria

Claims
. Eligibility — Authorization { Claims — Status —| Total
Business| . . Enrolments . R )
inquiries & | . requests & receipts & | inquiries | average
process Disenroliment o
responses responses |adjudication$ & score
responseg
BP #1
BP #2
etc.

Each sub-criterion is also evaluated via the measstrom 1 (low level) to 3 (high
level). For each Business process a Total average $s created, which is rounded to
the values 1, 2 and 3. This value is the definddevéor Minimum acceptance level
for the specific Business process.

The proposed Method for selection of business msE® and their level of needed
security uses a table, shown in Table 3 below.

Table 3. Business processes selection for needed security.

Participating in: Degrade level Bus. | Risk | Min Total
# Business process Bus. | Dis. | Event| Avai- | Confi-| Inte-| . Accept.
K | impact | level score
Cont. | Recov | Mgmt]| labil. | dent. | grity Level

1|Delegation of exam permissions 2 2 2 2 3 2 3 1 3 20
2|Recoding exam marks 3 3 2 3 3 3 3 2 3 25
3|Exchange AC reports 3 3 1 2 1 1 3 1 3 18
4|Exchange RC reports 3 2 1 2 1 1 3 1 3 17
5|Exchange Faculty Board reports 2 1 1 1 1 1 2 1 2 12
6|Exchange Departm.Meet. reports 2 1 1 1 1 1 1 1 1 10
7|Review Public statements 3 1 1 3 1 1 3 2 3 18
8|Change the Educ. Curriculums 1 1 1 1 1 1 1 1 1 9
9|Admittance of new students 3 3 2 3 1 1 3 2 2 20
10|Admittance students 2nd to 3rg year 3 2 2 3 1 1 2 1 1 16
11|Change student status 2 2 1 2 2 3 1 1 1 15




For the target object — UNWE, particular values aesulted into the table. From
those results we have concluded, that the coreetsity business processes from
security point of view are:
» Delegation of exam per missions (Protocols) to lecturers;
* Recording exam marks; and
» Exchange management documents
o Exchange AC reports;
o Exchange RC reports;
The Business process “Admittance of new studeras’ dlso relatively high score —
20, but because it is with relatively small infrasture part of the University IS
infrastructure, we will exclude it from our resdamctivities. The Business processes
Exchange Academic Counsel (AC) reports and Excharegetors’ Counsel (RC)
reports we can combine for the future presentatioresearch results, because their
security requirements are closed. In this way weeike an aggregated business
process called “Exchange management documents'thireason, the mentioned 3
core business processes will continue to be thasfo€the further research, presented
in the paper.

3 Extended Certification Authority

For securing the core university business procesequired a special solution with
involvement of Certification Authority (CA) and PlibKey Infrastructure (PKI). The
required functions for securing the core busingssgsses are logically between the
functions of CA and functions of PKI.

Certification Authority generally is either indemlmt system or it is an agent of a
PKI. The user can do the main certification funesidhrough its keys and certificate —
authentication, encryption, digital signature, dat#egrity, non-repudiation, etc.,
while the certificate can be used also for repetaidientification, timeframe for
validity and specification of possible security ¢tions. The security credentials are
linked to the CA via the digital signature of thertificate, where the Public key is
included, and the Public key recognizes the paimeation with its Private key. CA
is an entity that issues security keys — Privat Rublic and Digital Certificates for
use by other parties. The functions of the CA caistimmarized into:

* Has its own Root certificate;

«  Verify the identity of entities asking to issue tifezate;

e Generate Private and Public keys;

« Issue digital certificate attesting to the identity

< Digitally sign the certificate via its Root certéite;

« Store certificate and keys in the secure tokens;

* Play a role for the trust party;

e Maintain Certification revocation (CR) process, Qkst and

Repository
e Use OCSP protocol (On-line Certificate Status Rrofjofor access
to CR List



From other side, the PKI is set of hardware, safwpolicies and procedures needed
to issue and maintain Asymmetrical and Symmetrikays and Public Key
Certificates incorporating different user's idgasif and also to order, issue, register,
store, distribute, renew, revoke and manage PHaic Certificates. PKI serves as a
trusted third party between many end-users. Thetioms of the PKI are much bigger
and complex than the CA, and they can be summaiized

« Operate with CA, Registration Authority (to veriind accept requests for
certificates) and Repository (repository for céctifes and CR List);

* Provide Backup and Recovery for the purpose tooresibst or damaged
Certificates;

« Update Key History — at any certificate changeupalate the history logs
(because of expiration or a name change). Any siatared using the older
keys would not be accessible unless the older &ey&ept in an archive;

 Revoke Certificates, when the Certificate is no raose valid or it is
discredited:;

« Automatic Key Renewing and Certificate renewingfterathe expire of the
certificate, new Private key and Public key habddssued, on which base a
new Certificate has to be issued for the same usé&h a process of
automatic renewal of them to the end-used repgsitasmart cards or USB
devices. Automated key recertification can updagedertificate with a new
expiration date when necessary, without manuatvatgion;

e Cross Certification — used to establish a trustdationship between separate
PKI's. This allows for a distributed and decentzadi infrastructure;

e Support for Non-Repudiation — prevents a certiicatvner from denying
that data was sent using the owner’s certificate;

e Time stamping — certifies that the time stamp angécured data is set and it
is accurate and valid;

« Client APl — A means for an application to usedbevices offered by a PKI.

PKIl is an expensive and difficult to operate syste@nly limited number of
companies has the luxury to own a PKI. Universignerally does not operate with
budgets of the big companies, for which reasors ihat practical to expect that a
University will create or buy a PKI. The world hastablished and easier approach to
the PKI, defining “Small PKI”. Small PKI was borrubof a joint effort to overcome
the over complication and scalability problemsrafittional PKI, decreasing the role
of RA, Repository, and some of the functions. Timections of the Small PKI cover
all functions of the CA, with incorporation of soriunctions of the PKI. In summary,
the functions of Small PKI can be listed as:
» Full CA functions;
» Mechanisms to support security in a wide rangenterhet applications,
including IPSec protocaol,
» Keys renewal and key management;
» Encrypt electronic mail and WWW documents;
 Range of Secure application functions requiring wdePublic key
Certificates as ePayment and B2B;



e Support a range of trust models.

The analysis of the security needs for securingctite university business processes
shows that the functionality of the Small PKI i® tach from security point of view
and a university does not need of such a systeme We have to add that the Small
PKIl is also an expensive system for the univerbitgget and to securing the core
University Business Processes we need a systerchvilmnctions are between those
of CA and Small PKI. We call such a system “Exteh@@A” and position it in the
functional axe of crypto functionality in a way,ostn in figure 1.

Certification Authority {CA) PKI

¢

Functional diversity

~

Core CAfunctions Core PKl functions

Extended CA .m

Fig.1. An axe of crypto functional systems, where theglaf “Extended CA” is defined to be
between CA and Small PKI

The authors have analyzed the functions neededsdouring the core university
business processes, providing cost-functions aisal@n this base a crypto system
with the name “Extended CA” was designed, whichréatively cheap from
university budget point of view and functionallyaod for security point of view. We
have found that the Extended CA has to be a CA WIBAP, Web server for
communications, and supporting some PKI serviceh |s digital signature, keys
exchange, email encryption, and secure token stuppéier that analysis, we have
concluded that the Extended CA has to have theviitig functions:
» To function of Full Certificate Authority (CA) arglpport of Certificate
Revocation Lists (CRL);
e To operate with Directory server for storing seggucredentials;
e To use Web server for users’ communication, excbarignformation and
auditing of all security transactions and operatjon
e To provide Kerberos authentication;
e To use tokens (Smart cards and/or USB devicessmiidrt cards) to store
the security credentials inside;
* To support Securing web servers;
e To support Securing email;
* To provide Digital signature in off-line and ondimodes;
» To execute Application signatures (i.e. Signedehswor ActiveX controls);
e To support Encrypted File Systems (EFS) and wotk appropriate
recovery agents;
e To support Smart Card Logins.



There are two standards (RFC) for certificates —Pfoblic Key Certificates [7] and
for Attribute Certificates [8]. The most used clctites in the world are the Public
Key Certificates. At the same time, the Attributertfficates provides some futures,
which can be used for securing in a good way thieeusity business processes.
Generally, attributes in Attribute Certificate affaser's short-lived information and
dedication, such as user's roles and access p@ansssvhich suite the university
short term access permissions, like giving accéssprofessor to exam marks for a
subject, valid for a block or semester. For thesmn the capabilities of the attributes
in Attribute Certificate is preferably to use ftwetuniversity purposes. For this reason
we have analyzed the suitability of incorporatiattbcertificates values into a single
certificate, covering the international standand& went to a conclusion, that the
Extended CA can provide certificates, which combitihe usability of both
certificates.

Our proposed solution for a Certificate, issuedhry Extended CA is to include the
necessary attributes, which normally are part & #ttribute Certificate, in the
Private Extensions of the Public Key Certificat@plying the proposed approach, the
certification issued by the Extended CA will havee tfollowing value-added
functionality:

e Secure identification and authentication using @B®&t protocol +
LDAP server,

e Separation access control based on SSL managéfitatas;

e Add complementary security credentials, e.g. secoP@,
Biometric identification, etc.;

« Easy to manage Private information in Corporatecofm case —
University) systems;

e Public Key Certificate (PKC) is per user, the &tttes are “per
group”, and integration of both is for relativelyedium-term
certificate, e.g. per semester;

* Provide “Revocation” for attributes;

e Security policy defined per medium-term (per see®st

e Provide trust from different CA/PKI via incorpordteadditional
PKC (another way for cross certification);

* Incorporate Privilege attributes as Copy rightseRs, Trademarks,
access to management documents (levels and spgcific

* Internet and Intranet specific rights;

* Role based control using attributes.

4 SecureeDocument Management Architecture

The elected core University Business Processesedourity operate predominantly
with electronic documents. Like in any corporatoimation System, solutions for a
few problems can be a single integrated architattsmlution. For this reason we
have developed a special Security architectureghwmill be the base for the securing
the elected core University Business Processesdéheloped architecture we called



“Secure eDocument Management Architecture”. Theppse of the offered in the
paper architecture is to manage in a secure differeanagement documents,
providing for them the necessary security featuwesich do not exist in general
electronic documents. The Secure eDocument Managekehitecture has two
focuses of security features:

a) Securing the elements of the electronic documdm¢ament);

b) Securing the transactions with the eDocuments.

The Secure eDocument Management architecture egenath Lecturer’s PC, where
the Secured document is processed, and with Welersewhere the University
Business processes have centralized for treatrdenpart of the Web site is the
explained above Extended Certification AuthorithheTSecured document operates
with 3 security features:

» Marcos, activated on loading the document;

» eButton with integrated macros, activated on prestie Button;

» Security fields, keeping encrypted information, e¥his decrypted

on Lecturer's PC.

Graphically, the Secure eDocument Management Agchite can be presented in
figure 2.

Lecturer's PC University Web site

- - - - - =-===-= | — " L e
y  Secureddocument " " . ></// \\\\
.
1 I e
] Q___Iilan'os 3 I \ v Extended |
1 o I HTML 1 CA
| T | Saipt
s ) | [ Emttong] ! =
toleen 1 ~ I -
| [ Security fields :“' P =
ll 1
1
! I

Fig.2. Conceptual architecture of Secure eDocument ManageArchitecture

The mentioned 3 security features are part of ecament. Having at least one of
those security features, the eDocument is convéstedSecure eDocument. Each one
of those 3 security features can exist in manyaimss in the Secure eDocument. The
first security feature - Macros are programs, wlaoh executed during the transaction
(transferring) of the eDocuments from the Web gidethe Lecturer's PC. For
example, when a document is loaded from the Unityevgeb site to a Lecturer’s PC,
one of a few Macros can be executed automatic@ilhe second security feature -
Buttons are also programs, but activated by the aisthe eDocument. For example,
when a lecturer wants to digitally sign a documéset,has to press a button, which
keeps virtually a program code executing the proaddigital signature. The third
security feature — Security fields are part ofél®cument, which can be treated with
different security algorithms, for example the dielan be encrypted and only with the



wish of the end-user (lecturer) the field woulddeerypted and represented in a plain
text (via pressing of a button or executing of achéa).

The developed Secure eDocument Management Araitecs used in securing of
the presented below 3 core University Businessqeses.

5 Secure Process: Delegation of exam permissionsto lecturers

The exam permission is a university document cafestocol, which specify which
students to which subject have rights to be exaghitg which lecturer. Not all
student studying appropriate subject have rightsetiexamined at the end of given
semester — they are different university procedpegmitting under which conditions
a student can go to be examined, for example fifaized all assignments during
the semester.

The current process can be secured using the agplai the previous section Secure
eDocument Management architecture. We have desighedMacros embedded in
the eDocument — Protocol to provide the followingdtions:

*  Full document protection via Password (via thedeats ID);

» Partial Confidentiality — some fields are only rab® by the
specified lecturer - Protocol name, Protocol numbsemester
validity;

» Document data integrity — Protocol checking on inéog;

» Checking the document time period validity: Documetata
creation — Document date receiving;

» Document digital signature verification.

The Macros also provide 3 additional security fiond, related to the entire
eDocument:

* Protocol cannot be read and used by non-dedicattdrér;

» Protocol cannot be operated by non-dedicated lectur

» Lecturer cannot take a Protocol, which is not @eaby the
University Information Security system.

The eDocument-Protocol is developed with 2 buttons:
» Accepting the document after visual control;
* Non-repudiation of receiving the eDocument.

6 Secure Process. Recording exam marks

The process of Recording the exam marks is assodciwgith moving the exam marks
from the eDocument-Protocol to the Information sgst'Student”, where all exam
marks are recording. Based on those exam markgeaerated the degree documents.
The manual process is related to many paper recandsusing many clerks. At the
end, the responsibility for the exam results ish® lecturer, but many other people



participate between the lecturer and the compweord of the exam marks. To
eliminate all those interim people who do not keegponsibilities, is developed the
current security process.

The securing of that business process uses a fawityefeatures:
e Secure eDocument-Protocol;
« Digital signing of the Protocol by the lecturer,fdre entering it into the
system “Student”;
e Using of One Time Password (OTP) for additionalhautication of the
lecturer;

The sequence diagram of the securing of the spdcifiniversity business process is
presented in figure 3.

Lecturer's PC Web site

¥ Pressing eButton “Digitally Sign”:
+Change Protocol format Excel-» XML
*Request for receiving DigSgn.exe; = *Accept the request;

*Send DS(DigSign.exe);

+Download Ha DS(Digsign.exe};

*Verify USB CryptoDevice PIN;

+Verify and Extract DigSign.exe

+Signing XML Protocol with DigSign.exe, the

resultis XMLProtocol /DS;

*Upload XMLProtocol /DS; *Receiving XMLProtocol /DS;

*Verify XMLProtocol /DS -> XMLProtocol;

«Control XMLProtaocol for ProtocolNumb,

LecturerName, CertificateValidity;

+Certificate checkin Certification Revacation List;
*Screen—GIVE PASSWORD

TP generationof PW;

+0TP-send PW via GSM network;

*Recaive SMSwiththe PW; S B
*Encrypt, DS and send the encrypted PW;
<1 +Receive, verify, decrypt and check the PW;
*Send OK;
+Generate "Protocol Received”; +Transfer XMLProtocol results into DB “Student”

Fig.3. Control flow of the secure technologies used tusethe Business process “Recording
the exam marks”

There are few special security technologies usekahdiagram:

a) The program for Digital signing of the eDocumenttcol is always loaded
from the University Web site, just before the signi This ensure correct
digital signing;

b) The lecturer uses an USB Crypto device, which sttihe Private key and
the Certificate of the lecturer. To access thoseurtly credentials, the
lecturer should enter the PIN code of the USB QGryjsvice;



c) During the signature verification, the major elemsef the lecturer's
certificate are checked, like whether that lectunas right to enter the
Protocol in the system “Student”, what are the itriéty of the lecturer in its
certificate according to the subject for which éh@ms are entering, etc.;

d) The complex signature verification includes alse ttheck whether the
certificate is part of the Certification Revocatibist (CRL). In the proposed
solution CRL is not web accessible, but via anriraéinterface, because the
check is provided inside the University Web sitdeve the Extended CA is
also part of;

e) The OTP has a special solution which ignores itpmgecurity weakness —
man-in-the-middle. This solution implement encrgptand digitally signing
the received password by the lecturer and then geadhe Web site. These
both technologies identify and authenticate exatilg lecturer and the
University Web site, working with entering the examarks.

7 Secure Process. Exchange management documents

The Business process of Exchange management dotaiisetiesigned as Peer-to-
peer exchange of encrypted documents. This peped¢odink is a logical link, using
the University Web site as an interim and conttatisn. The main message moving
mechanism used in the proposed solution is thel@mailhe idea is to use exactly
two interim stations — Web site and email servére Web site is part of the Secure
eDocument Management Architecture, which use assegjlent messaging
mechanism for emailing. The conceptual architectiréhat security architecture is
presented in figure 4.

It is important to mention that the email serviedsich are involved in the solution
can be a corporate Email server or a Cloud Comgu@mail services.

The developed solution provides as additional sgcf@atures:
» Detail logging of all transactions — in the Webvegr
» Auditing of all transactions — also in the Web segrv
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Fig.4. Architecture for secure exchange of managemenirdents

9 Conclusions

The presented security solutions for securing of ttore University Business
Processes are based on electronic document inetiqpisecurity program code in a
few ways, integrating existing security technolagibut executed in a secure ways,
using new security system — Extended Certificatiathority. The prototyping of the
proposed solution uses documents based on MS Offidale the security
technologies for them have been developed in tvatfggims — Java and VB-.Net.
Both platforms showed equal flexibility for operati and security quality. The
proposed research has few open research problekes, al Framework for
development of Extended Certification Authority,dawell securing the University
Web site (with integration with Extended CA), ifi not in the University Intranet,
but on open Internet.
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