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The report examines the possibility of establishing of realtime system for analysis and assessment of information security of computers, systems and networks in Internet/Intranet/Extranet environment, using TCP/IP protocols. In the paper are presented known information attacks. Separate classes of malicious software investigations are considered concerning different work platforms (produced by different Computing Systems), work environments (produced by different Browser Systems) and work places (produced by different Antimalware Systems). Methods that can be used to implement the systems are suggested. The capabilities of real-time systems are commented at the end of the paper.

The Problem

The modern information society requires the use of various types and configuration computers, systems and networks in TCP/IP environment. These computers, systems and networks are subject to permanent attacks with respect to their information security, which determines the need of investigation on methods and means for their protection.

A common strategy for protecting computers, systems and networks includes using of antivirus and security software. In addition the development of suitable for those computers, systems and networks security policy could be included.

Within the above research opportunities may apprise that it is appropriate to examine this problems of individual stages.

For the purpose of this paper can say that it is necessary to analyze the benefit of building of real-time system for assessment of information security of various types computers, systems and networks, exposed to one or more attacks, taking into account the impact of the protection methods in the face of various antivirus and security software.

Since the 70-th of century the problem for security and protection of computers, systems and networks has drawn developers' and constructors' attention in the area of information technology [START_REF] Denning | A lattice model of secure information flow[END_REF]. With the first malattack in the 60th of last century [2], a progress in the area of information security of computers, systems and networks is observed and requirements for their information security are increased. As a result for short time ideas significantly reducing the risk in the management of computers, systems and networks are realized.

Actuality

The main open problem, which can be placed within this paper, is related with the investigation of public known information attacks on one hand and most popular computing, browsers and antimalware systems on the other hand.

The main hypothesis will be linked with the ability to analyze and evaluate the effectiveness of a real-time system for assessing information security used as a means of determining the security policy with the lowest risk for individual computers, systems and networks.

Further analyses and investigations can be made towards precise planning of the economic costs of conducting a security policy for different configurations computers, systems and networks.

Goal and tasks of the investigation

The studies, which may be planned, should be linked with an analysis of the current state and development prospects of known information attacks, computing systems, browser systems and antimalware systems. Their scientific generalization in the form of real-time systems for assessing of information security is necessary because only in their mutual relations can be achieved the best analysis and therefore the best solutions for information security of computers, systems and networks.

The main goal

As a result of mentioned above the main goal of the paper can be specified: to analyze the effectiveness of the integration of the separate classes of malicious software investigations concerning different experimental work platforms, experimental work environments and experimental work places.

The integration is represented by a real-time system for presenting the obtained results with the help of which analysis and assessment of information security of computer systems and networks in the TCP/IP environment can be made.

Main tasks

The following main tasks are set in reaching the goal: 1. To identify and systematize information attacks known until the moment of investigation; 2. To identify and systematize investigated:

2.1 Operating Systems (OS), used by the Computing Systems; 2.2 Browsers, used by the Browser Systems; 2.3 Antivirus and security software, used by the Antimalware Systems.

Work definitions

For the goal of this paper the following work definitions are proposed [START_REF] Brotby | Information Security Management Metrics: A Definitive Guide to Effective Security Monitoring and Measurement[END_REF]:

1. As information security we will note the protection of the information in computers, systems and networks from a random or purposeful access of their resources aimed at reading, transferring (coping), modifying or destroying the information; 2. As information attack we will note any attempt to break the integrity of information objects that can be bit, byte, sector, file, directory system, browser systems, antimalware systems, operating systems, network systems, etc.; 3. As computing system we will note combination of hardware and software tools for solving specific application problems using preliminary prepared algorithmic solutions; 4. As browser system we will note software tools (programming tool), which is designed to perform requests for serving in client-server architecture and web functionality; 5. As antimalware systems we will note combination of different types of protecting system's components, which includes the following: anti-virus, antiadware, anti-spyware, anti-trojan horse, anti-downloader, etc.

Analysis of information attacks

The information attacks can be divided into two main categories: malware and malattacks (Fig. 1). The main difference between them lies in the fact that in case of malware the direct participation of a user at the moment of the attack is missing, while in case of malattack the user's presence is required [START_REF] Parsons | New Perspectives Computer Concepts 2010: Introductory[END_REF], [START_REF] Radhamani | Web Services Security and E-business[END_REF].

The following attacks can be collected from the current information base of National Laboratory of Computer Virology of Bulgarian Academy of Sciences [6]. It collects information for the information attacks, which were carried out to a separate personal and/or corporate computers, and/or networks, and/or systems for the 2009. This is a generalization of the attacks, implemented in Bulgaria, Balkan Peninsula and south-east Europe.

Fig. 1. Main categories information attacks

Table 1. Description of information attacks and their corresponding groups for the MALWARE category.

Malware

In the category MALWARE are included 64 different information attacks, divided into 20 groups (Table 1.).

Malattacks

In the category MALATTACKS are included 24 different information attacks, divided into 13 groups (Table 2.). Note: Roman numbers in are used later as identifiers of the names of the information attacks groups.

Work platforms, environments and places

Work platforms

Different experimental work platforms can be investigated for experimental study and analysis of malware for computing systems. The most popular currently using computing systems are based on the operating systems Windows, Linux and Mac. Therefore, for the purposes of this paper, they can be described as basic. On this basis, a reasonable mix of investigations into each one of them may seek and along with it to seek a reasonable summary of their mutual influence.

Fig. 2 shows a percentage distribution of accomplished attacks to Windows OS, Linux OS and Mac OS. 

Experimental work places

With respect to the work environments for investigating and analyzing malware for Browser Systems may say that at the current state of information threats can be assessed that the main problem for the security of home, corporate, government networks is the type of the installed browser. Achievements in this area of the various developers are measured not by days, but by hours. With regard to this is sensibly to analyze some chosen from the top 10 classification browsers for the different operating systems.

Fig. 3 shows chosen top 10 the most popular browsers for Bulgaria, Balkan Peninsula and south-east Europe for the main operating systems.

Fig. 4, Fig. 5, and Fig. 6 show percentage distribution of information attacks, accomplished to the separate operating systems with respect to the separate Browser Systems.

Work places

With respect to the work places for investigating and analyzing malware based on Antimalware Systems may say that when assessing the information security of the endpoints in the information structure is necessary to report the presence/absent of specialized antivirus and security tools. Depending on the type and nature of the activity and depending on the available funds, different antivirus and security solutions with respect to their functionality and with respect to the end user competent can be chosen. Therefore it is extremely difficult to find a widely applicable antivirus and security solution. This necessitates creating of top 10 antivirus and security solutions classifications which can be used for different investigations. 

Used methods

Methods which can be used for the realization of real-time system for assessment of information security of computer networks can include:

1. Creating a reference binary sequences describing the behavior of malware through which planned actions in different platforms, environments and locations are carried out; 2. Creating a data containers for cyclic accumulation, processing and archiving; 3. Creating a graphical environment for online visualization of the obtained results with respect to the selected parameters as a function of other selected parameters.

Possibilities of the real-time system

The real-time system for assessing the information security will be able to provide a possibility for:

1. Assessing the velocity propagation of malware, the kind of attacked objects and the methods for reducing the impact of malware over TCP/IP environment.

The methods for reducing the impact include: The assessment for approbation gives an opportunity for each selected place, which claimes a certain volume functionality applicable to a certain combination platform-environment, to be officially confirmed, that it has the announced functionality.

Conclusions and recommendations

The chosen formulation for investigations of malware for different computing systems (presented by operating systems), browser systems (presented by the top 10 most popular browsers) and antimalware systems (presented by the top 10 most popular antivirus and security software) contains the necessary potential for extensive research in this and other neighboring areas.

The results obtained by the real-time system for assessing the information security, give an opportunity for concrete planning of security policy of different configurations computers, systems and networks.

Conditions for precise planning of economic expenses, related to the performing of security policy for determinate configuration computer, system and networks, are created.
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 2 Description of information attacks and their corresponding groups for the MALATTACK category.

	Malattacks Groups	Single Attacks
	XXI. Using accessible	(65) Audit Trail; (66) Traffic Analysis;
	information	
	XXII. Overflow	(67) Buffer Overflow;
	XXIII. Vulnerabilities	(68) CGI (Common Gateway Interface)
		Vulnerabilities; (69) Hijacking;
		(70) Packet Attacks;
	XXIV. Content	(71) Content Attacks;
	XXV. Data Encapsulation	(72) Data Driven;
	XXVI. Denial of Service	(73) DDoS (Distributed Denial of Service);
		(74) Flooding;
	XXVII. Spoofing	(75) DNS Spoofing; (76) EFT Spoofing;
		(77) Ethernet Spoofing; (78) IP Spoofing;
		(79) Screen Spoofing; (80) SET Spoofing;
		(81) TCP Dump Spoofing;
		(82) Trace Route Spoofing;
		(83) Tunnel Spoofing;
	XXVIII. CrackPasswd	(84) HTCrackPasswd;
	XXIX. Wire/Wireless Phones	(85) Phreaking;
	XXX. Physical Analyze Devices	(86) Physical Perimeter Penetration;
	XXXI. Social Engineering	(87) Social Engineering;
	XXXII. EMI/RFI Intercepts	(88) Wireless Intercepts;
	XXXIII. Zombie Computers	(89) Zombies;

Malware Groups

Single Information Attacks I. Ads [START_REF] Denning | A lattice model of secure information flow[END_REF]