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Abstract. Cloud computing - the new paradigm, the future for IT con-
sumer utility, the economy of scale approach, the illusion of un infinite
resources availability, yet the debate over security and privacy issues is
still undergoing and a common policy framework is missing. Research
confirms that users are concern when presented with scenarios in which
companies may put their data to uses of which they may not be aware.
Therefore, privacy and security should be considered at every stage of
a system design whereas advantages and disadvantages should be rated
and compared to internal and external factors once a company or a per-
son decides to go into the business of cloud computing or become just
an user.
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“As long as we live and breathe
we’ll be paranoid. We always have
to be careful, but it isn’t going to
stop the movement of this
technology” (David Barram)

1 Introduction

The need to search and meet ever increasing IT demands has often been seen
and based on purely an economical base, transforming computing into a utility
where performance and efficiency have become a part of the product. Internet
was just the tool, the infrastructure that provided the platform for utilization of
new services.

Cloud computing has already proved that it can reduce infrastructure costs
and offer the ability to pay for services only when requested. Some experts even
argue that services delivered via cloud computing should be used as a public
utility [1].



In a similar way, others argued that companies will increasingly purchase IT
as a utility service from outside suppliers [2]. Others call it the “age of planetary
computing” [3].

The cloud computing has been on the market for years (e.g. Microsoft Ex-
change/SharePoint, Google Apps, Amazon’s Simple Storage Service, Twitter,
Facebook and others) but it was analysed in details by professionals the last
two years ago and it took some time until a common definition emerged. One
of the very recent working definitions is brought up by the United States Na-
tional Standards for Information Technology that defines cloud computing as a
model for enabling convenient, on-demand network access to a shared pool of
configurable resources that can be rapidly provisioned and released with minimal
management effort or service provider interaction [4].

Cloud computing is based on abstraction of infrastructure, it is service ori-
ented with the opportunity to offer dynamics and elasticity and at the same time
minimise consumption and billing. The abstraction level takes part between the
physical infrastructure and the owner of the information being stored and pro-
cessed. The most common model of cloud computing consists of the three major
components: software, platform and infrastructure.

Consumers are not paying for infrastructure, rather they pay for capability.
For instance, Microsoft’s product Exchange and SharePoint are available online
for a monthly subscription instead of buying the full license for their use. This
provides for a better utilization of computing resources. In addition, it has also
an application in the national security domain which allows the intelligence
community to execute missions at all levels by utilizing simultaneously the large
volume of capabilities the technology can offer [5].

To understand the scale of cloud computing, one should look at analysis
that estimate that within the next five years, the global market will grow to 95
billion dollars and that 12% of the worldwide software will move to the cloud [6].
Another study reveals that 66% of Americans connected to the Web use some
kind of cloud service since most popular consumer-facing services that enable
better collaboration are cloud based [7].

The most important question a company or a natural person should ask itself
is not whether to move to a cloud but what part of the IT to move. Researchers
argue that companies are forced to switch over to cloud computing in order to
meet business’ needs. Given the dynamic business environment and the focus on
globalization, there are only a few enterprises that do not outsource some part
of their business [8].

One can argue that this new approach is the future of networks capabil-
ities and an innovative economical tool that would help companies to boost
their performance by outsourcing fully their information systems and informa-
tion technologies. But there are hidden costs and these are reputation, security
and privacy. There are even experts that argue that the definition of cloud com-
puting is unclear and that the benefits to the business are not being presented
well [9]. The objective of this paper is to give the essence of security and pri-
vacy concerns that this new technological mean is facing and thus be a virtual



checklist for all managers who consider or have considered the implementation of
could computing approach. We are reaching a point where the implementation
of cloud computing is inevitable.

2 Security Implications

It is well accepted in the business world that along with the benefits come risks
and security concerns that must be taken into account. Managers should also
consider the fact that new initiatives are most likely, unless fully examined, to
bring potential for high risks. In general terms, information security is often
associated with the tree principles of confidentiality, integrity and availability.
Security risks such as viruses, Trojans, warms, spoofing, root kits and many
others should not be ignored. Once they get into the cloud not only a single
“customer” is at risk but the whole cloud with all its users. In that sense the
security implication of a weak IDS and IPS will only increase the scale of damages
caused not only to the cloud owner but to all the parties involved.

The very most well defined security concern is the abstraction between the
physical infrastructure and the owner of the information being stored and pro-
cessed. The traditional approach is based on the ownership of computer hardware
where the data is stored. With cloud computing consumers do not own the com-
puting infrastructure and often it is no longer clear who owns and controls the
data if the third party is further outsourcing some of its infrastructure or services
[10], [11] or if the real owner is not mentioned in the provider’s term of services.
For example, if a government agency owns the provider, terms of service that
allows sharing with affiliates could result in all of the user’s information being
obtained by prosecutor or intelligence agencies without further notice or process.
In most cases, the provider would also maintain a full record of user’s activities
and these records for instance might be well used in a law case [12].

There is always the risk of compromising confidential information by third
parties. Users are required in most cases to establish their identity by providing
personal information [13]. With regard to this, personal information could be
misused if not properly protected. The cloud provider has also responsibility
to safeguard this personal information in accordance with the data protection
legislations.

In general, critics do not accept counter-arguments that cloud computing
may reduce the number of severity of breaches in comparison to those suffered
by desktop users, as well as users who store data with third parties outside the
cloud [14].

Criticality of the data handled is yet another risk to be considered. Security
is no longer of use if the data is not stored and managed in a proper way. The
cloud is a very dynamic structure and in time of crises and disasters information
can not be available not to exclude also the unavailability of Internet at the
user’s end because of his physical location. That is why an important part of
any contract should be the incident response policy. It is unrealistic to expect
that no incident will ever happen with a cloud service provider irrespective of



the measures he has taken to restrict damages and impact. This can also be
linked to the physical risk which is also a major security concern. The facility
where the data is stored should have adequate measures for physical protection.

The level of risk can be determined by whether an organization is outsourcing
a service or infrastructure or not. In that sense, in a multi-tier service provider
arrangement, each of the parties involved share the risk of security.

Companies providing cloud services need to understand that authorisation
is a key point when dealing with many customers. Methods such as two-factor
authentication are desirable but it is a question of applicability. If a company
uses this method it has to reflect on whether it is possible to transfer it to the
cloud and what the implications would be?

Current cloud computing security is weakened by the fact that most compa-
nies don’t have a cloud strategy yet [15] and those who have, very often, over
time not update their security policies and it is quite possible that they do not
meet the current threats and vulnerabilities which make the security procedure
very “relaxed”.

Users should be well aware of what they can and cannot do in the cloud
and therefore it is critical to set up their rights and responsibilities at the very
start. Yet another problem is again whether the cloud provider would support a
role-based model which will allow users to know exactly their user rights and to
access that particular data or service for which they are authorized to.

Many cloud providers use third-parties for security audit and so they show
their willingness to be accountable and reliable to their customers. The audit
itself could be followed by obtaining some form of an accreditation. In general
there are two benefits of an audit report: it evaluates the security risks of the
cloud provider and so it gives a feedback to the user and on the other hand, it
is beneficial to the cloud provider for future improvements.

However, there are certain systems which are not subject to audit by external
auditors since the legal regulations do not allow such. Such an example is the
US Health Insurance Portability and accountability Act [16], [17].

There are different clouds with different security models and it is up to the
manager to assess the services he would like to outsource or take advantage
of and the residual risks that would be the result of his choice. The human
factor should not be excluded [18]; it is indeed one of the highest security risks
in any company. The people who are “running” the cloud should undergo a
background check otherwise a company may face not only theft of data but also
lack of competence in running a cloud service.

Once the expectation of the parties involved are clear, one can set up clear
rules with regard to handling, use, storage and availability of information. A
solution to the security problem would be the proper classification and labeling
of information.

In addition to the above mentioned risk, there is also the possibility that
the cloud provider may behave unfaithfully with regard to the users’ outsourced
data. For instance, for monetary reasons, reclaiming storage by discarding data



that has been rarely accessed or not accessed at all, or in the worst case, hiding
data loss as to maintain a reputation [16].

The common practice of cloud providers to encrypt data does not imply that
clients should not encrypt data themselves before sending it [19]. However, if an
intruder can figure out how to access your information in the cloud bypassing
all authentication means he potentially can access all data and services.
Cloud services should be addressed clearly by information security policies of
the companies.

A recent survey by ENISA indicates the most important risks: lock-in, fail-
ures in mechanisms separating customers’ data and applications, and legal data
protection legislation [20].

Many experts argue that unless one’s company is in the security business it
is quite clear that one’s company would be less secure [13]. With that respect,
cloud providers should use the principle of applying the highest security measures
to the most risky client that would be in the cloud. Although security can be
the weakest link of many cloud providers it can be also the strongest advantage
of a service provider whose core business is information security. Therefore, one
can argue that when we compare internal versus external information security
we can be in favor of external.

Some cloud computing service providers argue that cloud computing is more
secure than desktop-based and enterprise computing [3]. If the right security
measures are in place on can argue that no data can ever be lost when a laptop
is stolen or a desktop is attacked by unauthorized users since data is kept on
private clouds and encrypted with access only provided to authorized users [2].

The reason for that is very simple: Many companies have IT security as their
core business. In order to examine why IT security is hard to achieve we should
consider the following [21]:

1. The number of highly skilled and experienced security technologists is very
small.

2. Good security is expensive.

3. Your IT and security staff has an interest in the contents of your data.

4. Any resource (employees, contractors, service workers) in your organization
that has access to your datacenter has access to all your data.

5. Most internal IT organizations grew with the business (Meaning that differ-
ent systems over the time share common infrastructure).

And what happens if a vendor goes out of business?

To sum up, one of the few very important security issues before selecting a
cloud vendor should cover privileged user access in order to know what people are
oversighting such information and what the control over their access is. At second
place, vendors should be willing to undergo an external audit and authentication.
And last but not least, a vendor should state where exactly data is stored, under
which jurisdiction and whether they will make a contractual commitment to
obey privacy requirements [22].



3 Privacy Concerns

In the context of European data protection the issue of data security is very
much bound to the data controller who is responsible and remains such for
the collection and processing of personal data also in the cases where data is
processed by a third party. Some European data protection authorities require
data controllers to obtain a prior consent before data is transferred abroad and
very often this is followed by a detailed description of why this needed and the
means for protection of the receiving body [23].

It has to be stressed that not all types of could computing raise the same
privacy and confidentiality risks. It is depends what type of information is pub-
lished and the way it relates to a particular person and whether it was published
with his consent. In reality these rights are ignored since consent has become a
mechanism for guaranteeing continuous data flows, rather than a tool to protect
individual rights [24].

The most common form of explicit consent nowadays is still the written
contract. However, in the world of electronic transactions explicit consent is
not that easy to come by. There is no comprehensive protective framework for
safeguarding interests in the face of privacy of these new emerging technological
applications.

Virtually every government worldwide would have a regulation that would
allow an access to information that resides on a cloud. Cloud providers should
discuss all these privacy and security implications and if necessary encrypt the
data. This should be done in accordance to the current governmental legislation
as not to be later considered a national threat.

A clear example for what the Government can do is the Patriot Act in the
United States [25] where the federal government has the right to request details
of ones online activities without the knowledge of the person. With that respect
sometimes the forensics procedure may not be clear and so a third party can
access your information in the cloud.

On the other hand, although the Government may have his legal right, a
bigger concern should be the weak security systems of the websites where a
phishing attack or key logging can happen easily. Even more than before, the
importance of a strong password and any other form of authentication has came
up so important [26].

It is quite interesting to note that information could be physically located in
two or more different locations. And if the vendor moves this information without
the knowledge of the owner then it is the case of changing the legislation and
therefore suffering different legal consequences.

The trend toward adopting privacy and data protection legislation has con-
tinued consistently to the present. Most central European nations, as well as
other jurisdictions, such as Australia, New Zealand and Hong Kong, now have
so called “omnibus” data protection legislation.

The United States, however, has not adopted omnibus data protection legis-
lation. The current culmination of three decades of European policy development



is reflected in the European Directive 95/46/EC [27]on the Protection of Individ-
uals with the Regard to Processing of Personal Data and on the free Movement
of such Data.

The EU Directive contains a significant extraterritorial provision that the
flow of personal data from any EU member country may be halted, if the juris-
diction to which it is being transferred is deemed not to have an adequate level of
protection for personal data. American companies doing business in Europe have
had to adhere to the data protection laws of each of the jurisdictions in which
they operate. As a matter of fact, many American companies know how to and
have been complying with omnibus data protection legislation in the countries
that require it. The irony is that these companies may not be providing the same
level of protection of personal data for Americans or individuals in other parts
of the world where there is no statutory requirement. Law seems to be powerless
when it comes to international boundaries [28].

There is a common practice of cloud service providers to keep information in
place after it has been removed from the user is in place. Most social networks
misuse the information of their users and do not inform them about the privacy
changes they made and in the worst case they inform them after the actual
change leaving the users with no choice to delete or edit the information they
have uploaded on the cloud.

In many instances a user may not be aware of the existence of a second-degree
provider and often the cloud provider offers its facilities to the users without an
individual concept. Changing the terms of the policy without limit would find
a user a step back when he realizes that the privacy policy has changed and he
has not had the opportunity to remove sensible data.

One of the greatest privacy concerns is the risk of compromise of confidential
information which can pose a significant complication with regard to the fact
that data could be handled and stored in different geographical locations. Com-
pliance to regulations and laws in different geographical locations can be quite
challenging. Although the legislation itself could be a solution to the privacy
problem, during the years it has proved that in certain cases it would fail [23]
Unless there is a legislation explicitly governing cloud computing, no security
means would be able to substitute for it. It is often the case that law is behind
the technology developments.

Another security risk posed by could computing is the mix up of information
assets which is usually the result of high-availability systems without the set up
of private networks [7].

In March 2009 the Electronic privacy information center filed a complaint
and request for injunction before the Federal trade Commission exposing the
security flaws of Google’s Cloud Computing. In the above mentioned case, Google
was unable to protect usernames and passwords allowing outsiders to “snoop
on users’ e-mail”, another vulnerability was the security flow resulting from a
vulnerability in Google desktop and Internet Explorer. [29].

Privacy is not only about companies’ and enterprises’ data but it is very
often a matter of revealing personal information as it was in the case of Google.



A more recent case was brought up to the light in February 2010 when the an
Italian judge decided to invoke a six-month suspended jail sentence on Google’s
global privacy council and two other company executives. This case proves the
public need to maintain privacy and to make even executives accountable which
is also believed to be the first time in privacy history [30].

Users should be enabled to give informed consent once the cloud provider
proves that they are trustworthy and handle the information with care. The
privacy commissioner of Ontario argues that companies need to understand that
identity management is not only a business process but also a user activity.
The infrastructure must account for many devices and allow for a unified user
experience over all devices [31].

It is common for a cloud provider to offer cloud services or infrastructure
without individual contracts. If the user is bound by the general published terms
of services it would be very difficult to stop the provider to acquire a variety of
rights on the information [12].

It could also happen that the cloud provider acquires information that re-
veals transactions and relations which may have purely a commercial value. The
simplest example would two companies negotiating a merger or being rivals on
the market.

The core of privacy that law protects should be clearly defined in terms of
harmful uses and remedies. Imaginary harms must be addressed by communi-
cation and education, not by legislation and regulation [32], [33] Once people
understand the business use of information, the benefits of free flow, and the
cost of privacy, their privacy preferences may well appear to be not what we
believe them to be. One of the latest developments in this area is the launch
of the Privacy Impact Assessment by the UK Information Commissioners Office
[34]. Similar Acts exist also in the USA, Canada and Australia where privacy
commissioners are the primary privacy and data protection authorities. Most
commonly, concerns arise when it is not clear why their personal information is
requested or how it will be passed on to other parties [35].

4 Conclusions

Companies need to be very specific in choosing a provider. Accountability is one
possible way to state the responsibility of the company offering cloud computing
services independent of the place it resides or is processed. Still, legislation should
be in place and must be a must.

There is no doubt that cloud computing is becoming more of a utility than
simple capability delivered over a network. One big advantage is the concept
of risk-share but if you do not know what you are sharing then you can not
define and demand a proper security frame. Furthermore, only the minimum
information should be collected or stores, and so inform the users what type of
information one is storing and for what purposes.

Unless your organization in the security business it is likely that the company
will be less secure than the cloud provider. For that reason, one should first



compare the levels of security of his company and the cloud provider. Cloud
computing has significant implications for the privacy and security of information
not only for private but also for business information.

Security and privacy will remain a major concern until users become fully
aware of the “depth” of the cloud: who manages it, how he does it and whether
the company can afford to “give away” its information - decision that can only
be taken after a careful risks analysis and policy considerations otherwise we
may simply get lost in the cloud.
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