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Abstract. Organizational control is one of the fundamentanctions of
management. Although controls come along with perémce constraints,
organizations rely on control mechanisms to dim@iténtion, motivate, and
encourage organizational members to act accordirgganizational goals and
objectives. Managers build their decision on cdndiesign on the degree of
knowledge about the value creation process andptiedictability of the
outcome. In this paper, we enhance a popular thieareframework for
organizational control design by enclosing IT-eedbtontrols. We explore the
framework empirically in a multiple case study onov@rnance, Risk
management, and Compliance information systems (GR{Cal popular new
trend in organizational control design. Our findingrovide evidence that IT-
enabled controls enable a new control mechanissk, aontrol, for situations
with perfect knowledge about the transformationcpss and high ability to
measure output. As research implication, we recomdman extension of
organizational control theory to incorporate thefees of information
technology on control design. As practical implicaf we provide decision
support for the selection of GRC controls, dependingituational factors and
the expected value proposition. In sum, this reteanhances the body of
knowledge on organizational control design witlsl-based perspective.

Keywords: Risk Control, Organizational Control, Risk Management,
Compliance, Governance, GRC, Uncertainty.

1 INTRODUCTION

Organizational control refers to management mechasito direct attention,
motivate, and encourage organizational memberst@ecording to organizational
goals and objectives (Cardinal et al. 2004; EisedthiE985; Lange 2008; Ouchi 1979;
Tannenbaum 1962). The dominant model of organimati@ontrol design (Ouchi
1979) suggests certain control mechanisms, depgrmuirthe dimensions availability
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of outcome measures and knowledge of the transtmarocess. The framework
allows managers to decide between input contrgl @mployee selection, training),
behavior control (e.g., specific procedures fottaiartasks), and output control (e.g.
quality assurance). However, research criticizesfitamework as too static (Cardinal
et al. 2004), implementing wrong informal contr¢#drsch et al. 2002), and lacking
performance and integration (Liu et al. 2010).

In this paper, we find that the existing organiaa&l control mechanisms decision
framework omits the rising uncertainty in organiaas and the IT-enabled
possibilities of automation and mass-data procgssiiis leads to the following
research questiortiow does Information Technology affect organizadlocontrol
design?To answer this question, we derive two hypothdses IS and control
literature to reveal the effects of IT on orgari@aal control theory. We evaluate our
hypotheses in practice through analyzing the curreend of IT-enabled
organizational control design, called Governandsk Rnanagement and Compliance
(GRC). We argue that IT enables a new control mgishafor situations with perfect
knowledge about the transformation process and afility to measure output. We
propose a new control mechanism, based on extehsigaledge about business
processes and management’s ability to gather dshigiormation early enough to
permit time for countermeasures.

The remainder of this paper is organized as folthwihe next section gives an
overview over the current state of GRC IS. Theofelhg section reviews prior
literature on organizational control. Subsequertjjpotheses are presented, followed
by the description of the research methodology andoverview of the empirical
results. The paper ends with a discussion of theltse implications for research and
practice, and concluding remarks.

2 CURRENT STATE OF GRC IS

Looking at the current practical developments imtom design, the Sarbanes—
Oxley Act (SOX) in 2002 and its equivalent regudas in other nations (Wiesche et
al. 2011) caused the development of new, IT-enabtadrols which can be found
under the label of GRC IS, which today is certaiptpminent in practice (Dittmar
2007; Parry 2004). For this research, we underst&RIC as the integrated
Governance, Risk, and Compliance perspective oranizgtional controls for
management (Volonino et al. 2004). GRC IS provideadety of controls ranging
from procedures to monitor user access to infolwnasystems, to monitor process
performance and provide enterprise-wide risk mamag¢. Besides controls, GRC
also implements mechanisms to report on compliamee to manage existing
business processes (Heiser 2010).

In the disciplines of audit and consulting, GRGliscussed as the automation and
observation of controls (Doyle et al. 2007; Pai®p4£). Research furthermore focuses
on control deficiencies (Ashbaugh-Skaife et al. @0&nd the effects on the financial
outcome (Doyle et al. 2007). Research on GRC iregwnce literature includes the
IT-business alignment and adequate and efficieatdination of tasks (Chan 2002).
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Compliance-related discussions rather focus orceéffe controls (Jensen 1993), cost
reduction (Wagner et al. 2006) and the integrityndéérmation systems (Volonino et
al. 2004). Literature on software-based controtulises effectiveness of measures
(Nolan et al. 2005). Software development compas@diing GRC solutions focus on
segregation of duty and process control (Heise©Op(Arom an Information Systems
perspective, research on GRC IS focuses on frankswior the design of GRC IS
(Beneish et al. 2008; Racz et al. 2010).

3 THEORETICAL FOUNDATION

Before elaborating on control mechanisms and sitmak conditions, it is helpful
to recapitulate organizational control theory. Balihg Tannenbaum’s understanding
of organizational control as interpersonal influenelations within organizations,
organizations are arrangements of individual humgaractions (Tannenbaum 1962).
Control enables idiosyncratic behavior and comgkawith the strategic plan and is
therefore fundamental for any organization. Forraad summary of the various
understandings of organizational control refer @mnge (2008) and Walsh et al.
(2006). Although there has been criticism (Eisedhd©85; Nilakant et al. 1994),
Ouchi’s organizational control framework (1979¥f8l the most prominent in current
research (Nixon et al. 2005) and will be introdugethe following.

3.1 Different Control Mechanisms

To control relations within organizations, sevetahtrol mechanisms exist. All
control mechanisms are based on two underlyingrabsirategies (Lange 2008). The
first, formal control strategy forces coercion andnipulates rewards and sanctions.
This control strategy requires explicit, formalas) procedures, and policies to both
monitor and reward organizational performance. Theguires the continuous
collection and aggregation of information. The setdnformal control strategy aims
at minimizing the divergence of personal and comypgoals. To establish an internal,
value based control strategy, the principal hagetiine norms, values, and culture to
ensure goal congruence with the agent. Using ergfd recruitment and company-
wide beliefs, and norms, the principal can alige #gent’'s behavior to suit the
organization’s goal. The following four control neamisms are implementations of
the two control strategies (Lange 2008).

When implementing output control mechanisms, thiecgal monitors the agent’s
achievements at the end of the given tasks. Thatanory of the output of the value
creation process implements the formal controltetya through analyzing the output
of the performed tasks. Implementing output contegluires a clear understanding of
the results of the value creation process and bil¢yato evaluate the outcome (Das
et al. 2001; Ouchi 1979).

Behavior control implements control mechanisms thatp the principal to
evaluate the agent’s behavior. It implements thené&b control strategy through
evaluating the tasks that are performed by the eyepl on appropriateness and
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alignment with the overall strategy. Behavior cohtrequires knowledge of the
transformation process and understanding of thelwed resources (Das et al. 2001;
Ouchi 1979).

control
Formal Informal Control
control control strategy
Output Behavior Input control Social Contrql
control control control mechanism

Fig. 1. Control Typology

Input control refers to the selection of appromgriagents who reveal goal
congruence with the principal. Input control is aywto implement the strategy of
socially aligning goals through selecting good esgpks who share goals that suit the
organizational strategy. Implementing input contemjuires the ability to measure the
agent’s alignment with the principal’s goals andtarmore the existence of agents
who have the required characteristics (Ouchi 1979).

Social control refers to the development of shabetlefs, values and norms
through guidelines and top management commitmempledmenting social control
requires the ability to influence the agent’s afigmt with the principal’'s goals
through guidelines and code of conducts (Ouchi L9F8r further examples for
control mechanisms refer to Kirsch (1997) and Laf2§98).

In the following section we will introduce factormfluencing the decision for
either control mechanisms. For now, we assert libhgavior control is effective but
output control the more efficient choice (Ouchi 27 Management should
commonly prefer behavior control to output contiloke to the ability to implement
the right countermeasures before the end of theevaleation process. Input control
requires the lowest operational costs and shouldhbsen if the turnover within the
organization is low (Ouchi 1979). Due to phenomkke the ongoing war for talent
(Chambers et al. 1998) it might sometimes not ke&sipte to either design effective
input controls or find the right candidates.

3.2 Decision Model for Control Mechanisms

To decide which control mechanism suits the currerganizational decision
situation, the underlying information charactedstiof the agency situation are
important (Ouchi 1979). Depending on the charasties of the situation, the
principal can decide which control mechanism to. usterature suggests that the
ability to design certain controls depends on thigipal's knowledge of the
transformation process and principal's ability teasure the result of the value
creation process early or at a later stage of tbegss (Figure 2).
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The dimension knowledge of the transformation psecefers to the principal’s
knowledge how the value creation tasks have todyéopned by the agent (Ouchi
1979). If the principal exactly knows which taske tagent has to accomplish, the
knowledge of the transformation process is higheWthe principal does not know,
which factors influence the value creation anddf@e the necessary tasks the agent
has to perform, the knowledge of the transformagimtess is low.

The dimension ability to measure refers to thegipial’'s ability to determine the
result of a certain task. While literature agreaskaowledge of the transformation
process, the second dimension is discussed consiallg It is argued that the
suggested dimension output lacks the integrationngkrtainty and controllability as
fundamental factors influencing the decision (Efsadt 1985; Nilakant et al. 1994).
Especially modern, complex organizations strugglgh wincertainty about the
outcome of the value creation process (Weick eR@f7). Decisions are based on
uncertain information, e.g. forecasts or assumptiof employees. Complexity,
interdependencies and quick changes in market #re surrounding areas lead to
non-predictability of the process outcome and itskat success.

Knowledge of transformation

process
Perfect Imperfect

o = tput
s K- Behavior or outpu OQutput control
? = control
)

>
€ g
35
> O
E g Behavior control Input control

Fig. 2. Organizational Control Framework (Ouchi 1979)

The author argues that the developed dimensiongidqaadecision support for
specific managerial situations (Ouchi 1979). Altgbuhis is true for three quadrants
of the matrix (Figure 2), the framework does nobvle decision support for
situations with high ability to measure output apdrfect knowledge of the
transformation process, e.g. the suggested “Apptlmgram”. Although the author
suggests that in this situation, “the lower costraltive will be preferred” (Ouchi
1979), the framework lacks decision support for $iteation with high ability to
measure output and perfect knowledge of the tramsftion process:

“We can completely specify each step of the transfition process which must
occur in order for a manned capsule to get to thdfaxze of the moon and back to
earth, thus giving us the possibility of behaviontol. However, we also have an
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unambiguous measure of output: either the capseis there and back, or it doesn't.
Thus we have a choice of either behavior contradfasutput contral’ (Ouchi 1979)

4 EFFECTS OF IT ON ORGANIZATIONAL CONTROL

Since GRC IS, as the current trend in organizatiooatrol design, focuses on the
integration of IT, we will discuss the effects df dn organizational control design in
the following.

IT-enabled control mediates direct supervision lod agent through electronic
surveillance and therefore adds to management'svienige on the value creation
process. With the evolving of ERP systems in corgsrna new form of control
emerged: the panoptic control. The panoptic contefers to what Bentham
suggested for prison design in the early nineteeethtury (Foucault 1977). The
prison is built with a central tower that enablesigls to see all prisoners from one
position. This type of visibility creates an inditesituation of ubiquitous inspection
and surveillance (Clegg 1998). Due to its compleaitd the required high effort of
manual monitoring, this concept could not be tramsfl on organizational control
design. However, the development of integratedukh as ERP systems enables such
panoptic controls (Quattrone et al. 2005). SinceidTintegrated in almost every
employee’s task, continuous monitoring like witpianoptic control becomes feasible
for organizational control design. A study at aniafts hospital confirms that
implementing ERP software enables panoptic corf@@ et al. 2002). Similarly to
the panoptic prison, all business processes arematically monitored, gaining
management access to all process steps at anyTimeuthors observe that panoptic
control was automatically added as an additiongtrlaon top of existing controls.
Introducing ERP systems enables management toatakeser look at all IT-related
behavior, performed by their employees. Hence, fddbéed control adds to
management’s knowledge of the transformation pmces

There has been extant research on the managemengariizational processes.
Starting with business process reengineering (Bi#Rhe fundamental redesign and
radical new development of the whole organizatiothe core processes (Hammer et
al. 1993), process management evolved to a leskatadnd more focused
management of organizational processes (Daven®83)1 Literature finds that one
of the major reasons for process management iddbementation and visualization
of existing processes (Gunge 2000). Introducingeti@bled control extends this
documentation perspective for organizational cdstravith the combination of the
knowledge on the necessary value creation task$Taadabled control, management
is able to closely monitor and control the orgatireal value creation process.
Hence, IT enables the visibility of company proess@nd creates transparency
among procedures and tasks. This leads to thewfwitp hypothesis, which adds to
organizational control theory:

Hypothesis 1: The adoption of IT increases the kedge of the transformation
process in organizational control situations.
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IT-enabled automation allows the processing of nueda. Using IT enables the
principal to gather and evaluating high amountdaif efficiently (Orlikowski 1991).
Focus can be laid on either value creation relgasis or not value creation related
behavior. Since management is able to evaluatbugihess process related behavior,
non-compliant behavior can be recognized earliesh@ 2007). The automatic and
intelligent pre-selection through thresholds andrtal helps management gather
dubious information early enough to permit time tmuntermeasures. Before the
introduction of IT-enabled controls it was not eiint to react on every vague,
uncertain possible threat: organizational decisiorakers focused on precise
information (Ansoff 1975). IT-enabled transparenei¢hin the organization allows
the collection of specific information with reasbiea effort. With the introduction of
mass data processing and automation in controlgdesnanagement can explore
dubious, but vague information at an early stagktharefore develop better planned
countermeasures.

IT-enabled data processing enables realtime andtigbaend data processing.
Management can monitor their employees throughnaated IS which run in the
background of the employee’s working station. Her@eenabled control does not
reduce organizational performance, gives managee&sy access to vague failure
data, and allows the implementation of early waggifAnsoff 1975; Weick et al.
2007). Therefore, using IT to support organizati@aatrol mechanisms increases the
amount of data that can be processed. Accordinbly, following hypothesis is
proposed:

Hypothesis 2: Using IT to support organizationahttol mechanisms increases
management’s ability to measure output.

In sum, the reviewed literature suggests that theact of IT on organizational
control design affects especially situations witghhability to measure output and
perfect knowledge of the transformation processalldws new controls through its
ability to create transparency and process mass bfathe following, we will provide
empirical evidence, revealing the need to extemdekisting organizational control
decision framework (Figure 2).

5 RESEARCH METHODOLOGY

For scrutinizing the theoretical foundation of Ifabled controls, a multiple case
study was chosen (Yin 2008). This approach seemptbpriate to understand how
GRC IS influences control design and its impactsamtrol efficiency. We conducted
qualitative data analysis (Strauss et al. 1998)4pxpert interviews.

We derived hypotheses from literature before anadyzhe case data, not to
imitate quantitative research, but to test thegeotheses from various perspectives
on the topic of GRC. This approach allows theoryiding (sampling logic) and
model development (generalization) (Yin 2008). Tevelop the model we built on
existing research on organizational control andvadradditional influencing factors.

Since this case builds upon existing theory, theusoof selecting comparison
groups for theory building was on maximizing divers(Glaser et al. 2001).
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Maximizing diversity increases the possibility afiding different and varying data
belonging to one sample. The differences suppaegoay building and summing up
the data.

5.1 Sampling and Data Collection

To achieve highest diversity, a broad view on GR&swhosen, including all
perspectives that relate to IT-enabled controldiwibrganizations (Table 1). The
professions and disciplines relevant for this regeancluded audit, consulting,
governance, compliance, risk management, IT, aatsus terms of GRC IS.

Table 1. Perspectives on GRC Controls and Interviewees

Perspective Expert ID Language | Length Background Eperience
Audit Auditor 1 German 1 h 04 min Business 8 years
Audit Auditor 2 German 1 h 04 min Accounting 4 year
Consulting Consultant 1 English 1h 25 min Business 10 years
Consulting Consultant 2 German 0 h 59 min Audit yaars
Governance Governance expert {1 English 1h02min uditA 16 years
Governance Governance expert 2 English 1h15min ompliance 10 years
Usage Company expert 1 German 0 h 51 min Computer | 6 years
Science
Usage Company expert 2 German 1h 13 min Computer | 12 years
Science
Compliance Compliance expert 1 English 1h 07 min| inafice 16 years
Compliance Compliance expert 2 German 1h49 min narde 22 years
Software IT professional 1 German 1 h 22 min Actimg 17 years
Software IT professional 2 German 1 h 59 min Comaput 11 years
Science
Risk Risk manager 1 German 1 h 04 min IS 14 yearg
Risk Risk manager 2 English 1 h 02 min Risk 3 years
Management

Since the different perspectives on GRC providdediht focal points, we
interviewed two experts from each perspective usimgvenience sampling. We met
experts on GRC workshops in Germany and used miofes discussion groups and
blogs to identify potential respondents. All expeniad between 3 and 23 years of
experience in their profession; the average expegiewas more than 12 years.
Although having different backgrounds, we groupdte texpert's perspective
according to their current job description (Table We conducted the interviews
using guidelines with semi-structured questiongluiding questions about GRC



Understanding the Role of Information Technology forOrganizational Control Design:
Risk Control as New Control Mechanism 157

systems as well as questions regarding the dewldpenabled controls. We tailored
the interview guidelines to the hypotheses on thpaict of IT control design. The
interviews were open-ended phone interviews, ttexrew with compliance expert 2
was held face-to-face. We conducted nine interviem@erman. The interviews with
the governance and risk experts, compliance eXpeahd consultant 1 were held in
English.

5.2 Data Analysis Procedure

We tape-recorded, transcribed, and anonymizechehiiews. We integrated the
transcripts from the 14 interviews into a hermeiteuhit comprising 67,761 words
and 58 pages of text using the software ATLAS.theTcoding procedure was
conducted following Glaser and Strauss’ (2001) glings. First, the first author read
and coded the interview transcripts line by linging phrases from the transcripts that
describe the phenomenon (open coding). Similaabgead phenomena with the same
phrase. This resulted in a list of 129 codings 868 phrases. Following the coding
by the first author, the second author likewiseembthe transcripts independently.
We discussed and agreed on the differing codethemext iteration (axial coding),
we grouped the developed phrases to concepts. Wehpuderived concepts in
coherence and then aggregated them regardingetffiest on control.

6 RESULTS

Controls in the context of GRC range from segregatif duty to policies and code
of conduct. Prominent controls include behaviortmanmechanisms, referred to as
process control. This incorporates the automatfanternal control management for
SOX-compliance as well as similar requirements antkegration with risk
management solutions. GRC incorporates further\iehaontrol to monitor certain
organizational risks with the integration of vamoparticipants and stakeholders.
Experts gave several examples ranging from theggneector to risk management
solutions for IT companies, providing automateditgsof controls. Further, ethical
guidelines and codes of conduct exist and providamples of social control
mechanisms. In terms of output control, existin@lify assurance solutions were
integrated in the organization’s GRC portfolio. Buontrols are often implemented
too late in the value creation process and thezefioeet only regulatory compliance
aspects. In the context of ERP solutions, the mppaghinent control is segregation of
duty, called access control. Access control inctudetomation of end-to-end access
and authorization management with strong integnatidgthin the access control
solutions. Such controls can be implemented eartiié organizational value creation
process and provide first insights on fraud or otivedesirable behavior. Controls like
access control are enabled by IT, making it posdiblprocess masses of data in real
time.

“With GRC concepts, companies can implement casitwdlich [...] support the
early processing of information and providing infaation on possible company risks
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which might be blurred, but if ignored might resintserious to the organization.”
(Governance expert 1)

6.1 The Role of IT in Increasing Knowledge of the Tranformation Process

An aspect which persistently appeared in the stwdg the ability to create
transparency through ubiquitous controls, which murbackground of existing IS.
The different GRC perspectives reveal certain nes$or creating transparency. From
an audit and compliance perspective, transparencglerates audits and therefore
reduces costs. Practitioners actually operating GRlQtions use transparency for
decision support and compliance reasons. FromTkmetspective, the main reason
was for decision support. The functional units mepon their situation and
management uses this information as basis for tHewisions. Therefore, this
information needs to be reliable. Before the dgwelent of IT-enabled controls,
management had to rely on their input and sociahtrob mechanisms, not
guaranteeing reliable results. With the developmeifit IT-enabled controls,
management is able to verify the given informatma to equally compare different
reports. Consistent with hypothesis 1, interviewaegued that with 1T-enabled
controls, management can enhance knowledge ofghsformation process:

“Management had to rely [on] reports and estimasowith different quality and
hierarchical level from various functions acros® thrganization. At the end of the
day, they had to decide [...] based on this infororatiThe new approach enables
management to have transparency through reportingctires and work tasks. | am
convinced that it creates transparency and bettewiedge of the employee’s tasks.”
(IT professional 2)

From management perspective, this issue becomes elearer. Before the
implementation of IT-enabled control, management twarely on their employee’s
engagement. Organizations were not able to knowtadlbtasks performed on each
hierarchical level. Therefore, they had to trusitemployees and could only monitor
the results at a reasonable level of costs. AutedhdT-enabled control mechanisms
are able to process high amounts of data and prawidrmation in real time. This
enables management to get information on certasybe critical processes with
reasonable efforts and supports hypothesis 1.

“As a manager, you should know how your companyksd...] He has to know
which tasks have to be performed to create a aenaiue. The implementation of
GRC systems helps him to gain this knowledge cespexific [...] and gain
information [to] found his decisions on.” (Compaexpert 2)

From governance perspective, governmental reguktand the eager to found
decisions on good data motivate management toaeleértain rules and procedures to
provide this information. Management requests tiea@ information on the risks, the
organization is currently facing. This knowledgeganed from risk management at
the operational level of the organization. Therefothe organization needs
transparency from a top-down perspective. Espgdiatl performance based controls
it is important to develop integrated controls watmilar measures.
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Extending the process oriented value creation petse, GRC enables
optimization of the companies value creation ta€lansultant 1, an interviewee with
more than 20 years of experience in the field ofdhsulting, argues that GRC is the
natural successor of process management. HistigrickB design moved from
mainframe to functional computing. Following thathe integrated process
perspective, BPR and business process managemPi)(Brose, enabling more
control for management. The last years revealeéduseshortcomings in this process
oriented ERP based solution. SOX and other regylajuidelines demanded formal
aspects, sometimes questioning the usefulnessngbl@nce rules and organizational
benefit. The expert argues that GRC enables a mmusfon business process
optimization from a control perspective. The newntt of GRC controls helps
companies meet this new type of requirements armeases management's
knowledge of their value creation processes. O#xgrerts confirm this argument,
claiming that process control increase transpareacy therefore increase the
knowledge of the transformation process.

“Beyond governance and legal issues, [with the rideGRC] there is a trend
towards process optimization. It enables comparigsdirectly optimize their
portfolio and their internal structures.” (Consuh&?2)

“Process control applications optimize [...] busineggerations and help ensure
compliance and mitigate risk by centrally monitgritkey controls for business
processes and cross-enterprise IT systems.” (Ripkré 2)

Overall, the study illustrates the hypothesis tffagnabled controls increase the
knowledge of the transformation process. There vaméous reasons for creating
transparency, but they all lead to the aim thafptfirecipal enhances his knowledge on
the tasks performed by the agent and therefor&rbeiledge on the transformation
process.

6.2 The Role of IT in Enhancing Management’s Ability toMeasure Output

Regarding hypothesis 2, the study results reveelear evidence that IT-enabled
controls increase the ability to integrate weakualg. In organizations, there are often
enough warnings that, if correctly interpreted, Idogprevent certain negative
outcomes from happening. To understand why thesaimgs are often ignored, the
existing control mechanisms give an understandihthis shortcoming (figure 3).
Input and social controls do not provide relialiliin certain happenings. Output
control provides this reliability, but too late itmplement correcting measures on this
specific output to prevent the negative outcomea Igetting of outcome certainty,
where all outcome-influencing factors are known aedierminable, process control
enables reliability on the desired outcome.
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Fig. 3. Temporal Perspective on Control Mechanisms

However, today’s organizational settings becomeentmmplex and intricate and
it is often impossible to monitor all influencingdtors and control the necessary
tasks. Although there has always been early inftonaon possible negative
outcomes, there was hardly any possibility to exemall indicators and derive
preventing measures. The implementation of IT-basedrols enables management
to continuously monitor and rate weak signals tpassibly lead to negative
outcomes. Automation helps both, mass data prowpssid reduction of reaction
time.

“[...], whistle blower mechanism can be automatedaddition to improving the
amount of data processed within GRC solutions.”r(pbance expert 1)

»S50, companies would surely not document [transpayg with such detail and
rigor, if there were no governmental regulations,cfing them to provide evidence.”
(Auditor 1)

This indication for the second hypothesis is furttepported by arguments from
the interviewees. Although there are various cdntmechanisms, the interviewees
implicitly ranked their examples according to cartariteria. The experts claimed
that control quality depends on control effectiveeDeepening this argumentation,
the study reveals that control effectiveness depemdtwo factors: point in time and
certainty. Ideal controls would be applied earlytle organizations value creation
process and the effects of the controls would hieedy clear. Since there are no such
controls, the experts stated that the tradeofitieelate usage or high uncertainty. In
some cases (by the experts referred to as prooesol, the certainty is relatively
high and it can be done early in the value cregtimtess. As soon as there is higher
uncertainty, the controls can either just be at fthal product or service (quality
management) or early with high effort and some uaggy on the effects of the
situation and possible controls (e.g. access cntro
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»You generally develop various controls. [...] Fingtlaccess controls (technically,
reporting tools) which give an overview on the aiion. Secondly, you develop
guidelines for your employees and monitor thatrdlizj you have to measure your
results.” (Consultant 2)

7 DISCUSSION

This study was motivated by the need to improveuhderstanding of the value
proposition of IT-enabled control on organizatiomaintrol design. We used the
prominent example of GRC IS to show that IT-enablamhtrol reveals new
perspectives on organizational control design.

Based on the study results, we propose a new d¢amiohanism to support an
early anticipation of potential future happeningattendanger the outcome of the
value creation process. It enables fast reactionearly warnings that threaten
organizational success, the reduction of trust iwittontrol relationships and in
combination with legal regulations improves thecoute certainty of the value chain.

7.1 IT enables Organizational Controls

The results confirm the assumption that in toddyéserogeneous organizational
environment a combination of various control medésms is necessary (Meiselman
2007; Orlikowski 1991). Especially auditors and saltants confirm that there are
different GRC IS application contexts. These ddfar goals imply different
expectations and results. Management can decidevebet various controls,
depending on the underlying organizational situatfbiu et al. 2010). The results
furthermore reveal that management increasinglggen IT-enabled controls.

As presumed above, the found IT-enabled controlsnadbfit in the described
classifications in literature (Table 2). As behaviend output control can only
implemented within the value creation process, nakded controls are implemented
without clear connection to these pure functionacpss but rather with an object
oriented perspective. Since input and social coérdoofocus on the organizational
unit but are informal, the found IT-enabled cordrobnnot be classified within the
existing frameworks.
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Table 2. Classification of control types with new type righntrols

control type organizational necessary
. B . strengths weaknesses e
mechanism integration conditions
input in- organizational | - low supervision - high level of trust - availability of
control formal | unit costs necessary qualified agents
- reliability due to | - highly qualified - low turnover
goal congruence | agents necessary
social in- organizational | - low setup costs - high level of trust - ongoing
control formal | unit - no supetrvision necessary trainings
costs - hard to evaluate necessary
- suits unknown - unreliable effects - continuity
situations - low turnover
output formal | functional - low costs of - requires full know- - concrete
control process supervision ledge on process outputdefinition of value
- unambiguousness - point in time of creation
- clear scale of measurement might be - ability to
measurement too late measure output
behavior formal | functional - possibility to - high supervision costs - transformation
control process change direction - reduces task process must be
during the process | performance known
- monitor agent’s - no clear measurement- behavior needs
task performance | scale to be measureable
risk control | formal | organizational | - early warning of | - high degree of - business
(IT-eabled) unit success threats interpretation intelligence
- interpreting weak | - mass of information | - mass data
signals - high cost processing

7.2  Introducing an IT-enabled Control Mechanism: Risk Control

The results reveal that IT enables new and fundéahecontrols within
organizational control design. Since these contolabine characteristics that cannot
be found in literature, we propose a new controtimaism called risk control. The
controls introduced by the GRC experts, e.g. inftiom systems for access control
and risk management, are characterized by theirsf@n organizational unit rather
than functional processes and allow implementintyesarning systems to interpret
ex-ante signal before incidents occur. Due to waign of IT, risk controls can
process a high amount of data from various sousithén the organization.

Risk control refers to the principal's early undamsling of the uncertain,
surprising, or non-assessable future happeningsethdanger the outcome of the
value creation process. As seen in the currentoggpes in practice, organizations
use risk management to gain transparency, integamy warnings and hence provide
decision support. Using IT-enabled risk managenmigcipals can control situations
with high knowledge of the transformation procesd high ability to measure output.

Risk control implies the tedious collection of higlmounts of data and the careful
analysis of this data with respect to signals afaoizational failure. It is useful in
vital and complex environments. It enables orgditra to react early and possibly
prevent major negative consequences at an eagg sfethe process (Ansoff 1975). It
turns organizational control from reactive to pmdge actions. Risk control allows
performance-steadiness through ubiquitous mongofi agents. It is based on
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effective risk management and IT support. Risk rganzent allows the prediction of
strategic surprises and threats to value creatimtesses (Ansoff 1975). This is
possible through the integration of IT in the origational control design. IT enables
data collection across various functions at a nealsie amount of time and costs. To
create resilience and prevent negative surprissls,control provides early help in
uncertain environments. The study reveals sevamafral mechanisms that can be
applied in situations with low outcome certaintydahigh knowledge of the
transformation process. Access control, informasgstems for risk management or
whistle blowing are examples for risk control maukas.

Although risk controls create transparency aboganizational units and allow ex-
ante management of possible threats, they havedigedvantage of being cost
intensive and interpretation dependent.

7.3 Placing Risk Control in the Organizational Control Framework

Existing literature on organizational controls does$ provide decision support on
control design for high knowledge of the transfotiora process and high ability to
measure output (Ouchi 1979). The author uses additindicators (costs) to suggest
the most suitable control mechanism. The suggestaettol mechanism risk control
uses IT to enable early information retrieval onide data basis but needs both, high
ability to measure outputs and perfect knowledgethef transformation process
(figure 4). Within the suggested decision framew@@uchi 1979), the suggested
control fits in the upper left corner with perfdatowledge of the transformation
process and high ability to measure output. Itsadtaristics of using automation and
mass data processing allow handling high amounti&tat at an early point in time. It
is further characterized by processing not onlycpss related data, as it was
characteristic for formal controls before, but alo integrating data relating to
specific organizational units. Hence, the suggesi®d control is the most suitable
control mechanism for organizational situations hwjterfect knowledge of the
transformation process and high ability to measuttput.

Knowledge of
transformation process

Imperfect

(]
= ]
(% _‘g’ Risk control Qutput control
3 2

p
E2
- 3
> O
% _3 Behavior control Input control
<

Fig. 4. Adopted Organizational Control Framework (Ouchrap
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7.4 Implications and Limitations

This research contributes to organizational corttrebry by integrating the effect
of IT-enabled controls on organizational contrasida. We explain the benefits from
automation and transparency through implementingrdbled controls within GRC
IS. We propose risk control as a new control meigmanincorporating weak signals
within organizational control. Based on the assuompbf higher goal incongruence
and performance ambiguity, we argue that risk @rtrechanisms help to identify
weak signals and prevent future threats to the nizgdon. The adopted
organizational control framework gives additionacidion support for designing
organizational controls through being the optimtdraative for situations with high
ability to measure output and perfect knowledgtheftransformation process. Within
GRC IS, risk control is frequently implemented,.a@lgough information systems for
access control and risk management.

However, there are several limitations to take iatwount. First, it should be
conceded that this study is based on only 14 imess: Although it's exploratory
nature and the aim of maximizing diversity allovestain broadness at the expense of
depth, selecting only two experts from each GRGestive could bias the findings
through their personal opinion or specific exper@nAlthough we used a broad
sample from various organizations, it might be pmeghat the suggested concept of
risk control is not suitable in all organizatiorsgttings. Especially in settings of
emerging organizations or loose structures (Catdinal. 2004), risk controls have to
be explored. Furthermore, we might have overlooadditional GRC stakeholders
and hence additional value propositions.

In addition, although being the most obvious, orgaional control theory might
not be the appropriate theoretical lens for reseagcGRC IS. As it is more output
oriented, goal-setting theory might also be anrmdtive (Locke et al. 2002). Instead
of using theories from management and organizdtisciance, we could also have
used theories from computer science or IS which lmarextended to accounting
information systems as well. For example, the theof technology dominance
(Arnold et al. 1998) might also help in assessihg tmpact of IT on control
especially in terms of decision support. We alsau$®d on exploiting existing control
potentials. We focused on GRC solutions for consisiomation and coherence and
hence lack a self-contained perspective on exptorat

8 CONCLUSION

In this paper, we ask the research question hoehAnhges organizational control
design. We examined the prominent control trend GieCanswer the research
guestion. We provided evidence that IT-enabled rotsitwithin GRC IS change
organizational control design. We extend organireti control theory by proposing a
new control mechanism called risk control. Risk tooinenables organizations to
prevent possible major negative consequences aawmy stage of the value creation
process. It allows reduction in variance and pentomce-steadiness through
ubiquitous monitoring of agents. Risk control alkbwnanagers to react early and
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possibly prevent major negative consequences ahdy stage of the process. It helps
managers to interpret weak signals but requirdgtadegree of interpretation and the
ability to deal with high amounts of data.
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