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Abstract. This paper illustrates how nuclear crisis are managed in France. It
proposes IT solutions dedicated to event management that could help to
resolve such a crisis by facilitating coordination between actors and
increasing situational awareness. This study has been conducted as part of the
European project PLAY. Requirements have been collected from different
stakeholders through reviews of the literature, internal reports and websites,
and interviews. Our proposal consists in the construction of a simulation tool
to validate the complex-event processing architecture and the associated
platform. The aim is to show the potential added value from the PLAY
platform in the context of the response to a nuclear crisis.

Keywords: Complex-event processing, distributed systems, crisis management,
modeling, collaboration

1 Introduction

A large quantity of radioactive substance is accidentally released in the atmosphere,
due to a critical accident in a French nuclear plant. To resolve this crisis, a lot of
heterogeneous actors may be involved. The services provided by these actors are also
diverse and varied, ranging from psychological assistance to traffic duty. This
heterogeneity is probably the main cause of the difficulty to manage such a crisis
situation. But there are many other difficulties to cope with. For instance, there are a
lot of critical dependencies between the actions of these heterogeneous actors. A
decision to evacuate will depend on the actual level of radioactivity measured, but
also on weather forecasts and assessments of the situation in the nuclear plant.
Collaborative processes describe the chronology of activities but also how activities
might be pre-condition or post-condition for each other’s. Besides, crisis situations are
obviously the kind of context where agility, especially reactivity and flexibility, is one
critical point. It is crucial that workflows and actions remain perfectly adapted to the
situation and its possible changes. Japan’s last disaster provides many examples of the
vital importance of timely and accurate diffusion of information between actors, but
also toward population.
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To help to resolve such a crisis, our research work consists in developing IT solutions
that could facilitate coordination between actors. We have chosen to develop a
simulation tool that should be used with the complex-event processing architecture
and the associated platform designed and built within the framework of the ongoing
European project PLAY [14]. The main benefit of using the platform built for PLAY
is that the management of the crisis would be facilitated by the increased situational
awareness provided by the platform. In addition to that, the platform would ensure a
timely and adequate diffusion of information to relevant actors. All these
characteristics make this nuclear use case an accurate illustration for Internet of
Services, although it is not easy to imagine this context as a strongly computed
environment where services could easily send their events to the clouds.

To reach this goal, we have developed a two-step approach. The first step is to
gather knowledge about the current situation and to propose a structured analysis of
the situation, as it would be if PLAY platform was used to facilitate the management
of the crisis (process description and analysis). The second step is to build a tool to
simulate various collaborative workflows, actors’ behavior, and event production.

Complex Event Processing

Events
generated by
the workflows

Events sent to
the workflows

QA O
USRS
rategic Workflow

O,

"

Operational Workflow 070

Fig. 1. Nuclear Crisis Use Case, Actors and Events

This article develops this approach in order to turn the whole “natural language”
use case description into a set of relevant, representative and usable business process
models containing the numerous pieces of information, interactions and events to take
into account in such a situation. In order to build a simulation tool dedicated to run the
nuclear crisis example use case, we have to identify and characterize all the involved
services and the events generated by these services from heterogeneous partners. At
this condition, we will be able to experiment the elastic and reliable architecture for
dynamic complex event driven interaction of the PLAY proposal.

Concretely, the purpose of this part of the research work is to collect data and
identify the processes of realization, in order to identify specific requirements for each
of them. Specifically, this analysis will identify the strengths and weaknesses of the
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current situation in order to successfully acquire end-user requirements. But as many
stakeholders are involved in the crisis management process (see. Figure 1),
discussions with IRSN, France’s public service expert in nuclear and radiation risks as
well as with Nuclear plants technical experts or field actors such as firemen are
undergoing. A review of the literature, available reports and websites has also
complemented those discussions. See [11] [4] [2] [5] among others.

2. The Nuclear Crisis Cell: a Need for a Interoperable IT Platform

To resolve the crisis, many stakeholders are involved. The crisis cell, in charge of
operation, is managed by the prefect (representative of the national authority), outside
the nuclear plant. Inside the nuclear plant, the company in charge of the plant is
managing operations. Delegates of each actor are present in the crisis cell. Firemen,
policemen, and any other actor involved in the response processes has one
representative in the crisis cell, to validate the feasibility of decisions, link with the
field and ensure communication between actors. Consequently, this crisis cell is
distributed. Most of the decisions are made locally, where prefect and delegates are
gathered, but decisions may also come from the national authority, local or national
responsible of the nuclear plant or experts. (See. figure 2).

DISTRIBUTED CRISIS CELL

— Control
ot Advice Outside the nuclear plant
Information
O Actors on National responsible of the! National authority
field nuclear plant + experts Interdepartmental cell

Scientifics,
measures

epresentative of the loca
Local responsible of the authority (prefect) +

delegates of each actor

nuclear plant + experts .
firemen, policemen, etc.

Fig. 2. Distributed crisis cell and actors

This distributed cell, combined with the lack of a proper IT system to ensure timely
and accurate exchange of information often results in delays or inconsistence at many
levels. No one has a clear awareness of the situation or a precise knowledge of all
latest information. For example, mid-March 2011 in Japan, many dysfunctions
regarding communication of information have been deplored. “Employees confirmed
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a second blaze at the reactor, but it took another 35 minutes for them to inform a fire
station in nearby Tomiokamachi” [13]. “Complicating matters, a lack of phone
service meant that they had little input from upper management” [3]. Japan’s prime
minister deplored that “though there was a direct broadcast of explosions on national
TVs, it took [TEPCO, the electric power company] more than an hour to inform the
government.” [8] A few days later, communication had not improved. For example, it
took nine hours between the publication of an sky-high level of 134 iodine, which
created panic among international experts, and the communication of corrected
values, without any information on the new number, except that it was “under the
limit” nor any explanation on why the first figure was wrong. [1]

3. Step 1: Gathering and Structuring Knowledge

We have chosen to follow a Business Process Modeling approach to implement our
research work. Consequently, in this first step, our objective consists in transforming
the three classical levels of business processes that exist in any system (decisional,
operational and support processes) in workflows in order to support the agility of both
orchestration (internal business processes) and choreography (interactions between
actors) of the coordination.

Concretely, to resolve the nuclear crisis described in introduction, seven sub-
processes have been identified and divided into the three levels evoked before (see.
figure 1).

e 1. Strategic level - To manage nuclear crisis: This first level is dedicated to
present the decisional part of the process cartography. It concerns decision
taking during the crisis management.

e 2. Operational level - To resolve nuclear accident and its consequences: This
second level deals with the concrete operational part of the process
cartography. It concerns mainly the actions performed on the crisis site.

e 3. Support level - To support nuclear crisis response: This last level concerns
the supporting activities dedicated to provide means to other processes and to
ensure logistic aspects of the crisis management.

From the seven business processes identified during the global analysis, we
decided to focus our attention only on the five that concentrate the main coordination
problems. Concretely, those business processes concern activities that occur outside
the nuclear plant. Moreover, decisions and operations within the plant are not
managed by the same authority than the rest of the crisis. They also depend on the
nuclear plant itself, and the technology it uses. Furthermore, those operations are
really technical, not always available, and does not affect the rest of operations
(radioactive measurements and previsions are sufficient).

Those business processes are as follow:

1.2 To plan and control relief process and means (Decisional)
2.2 To protect population (Operational)
2.3 To provide aid to employees and population (Operational)
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3.2 To back relief operations (Support)
3.3 To assess situation (Support)

From these five business processes, we detailed sixteen sub-processes, as described
in figure 3.

1.2.2 Define and adapt security perimeter
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Fig. 3. Low-level structure: 16 sub-processes identified

4. Step 2: Supplying the Simulation Platform with Events

In our case of nuclear crisis management, the scenario is very complex and as
explained before, a lot of sub-processes are involved. We plan to simulate this use
case through a demonstration platform able (i) to run all these sub-processes in a
Service Oriented Architecture (SOA) context, and (ii) to simulate the CEP platform.

Implementing a real exercise implying all the expected actors, services and events
is not an easy task. The simulation tool compensates this difficulty and enables the
validation of the complex-event processing architecture. We suppose that a business
service matches with a single technical operation (i.e. a single operation of a
WebService).
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The demonstration platform provided will be based on SOA principles [10] and on
the ESB PETALS [7]. Such a technical infrastructure requires describing processes as
workflows in a runnable language (for instance BPEL, Business Process Execution
Language [6]). In order to make that task easier and to ensure coherence into the
whole approach, all the sub-processes will be described with BPMN language
(Business Process Modeling Notation) [9][12]. Furthermore, this language is not only
strongly aligned with computer implementation of workflows but also structurally
event-oriented (events are represented through circles and can be typed). BPMN is so
perfectly at the intersection between PLAY project specificities (event-based) and
technical requirements of the demonstration platform to be provided (proximity
between BPMN and workflow language). Figure 4 shows one of the BPMN built for
this project.
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Fig. 4. One example of BPMN — To protect population

6. Motivations

Three main elements make this use case a relevant illustration for Internet of Services,
although it is not easy to imagine this context as a strongly computed environment
where services could easily send their events to the clouds:
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® The heterogeneity of actors is taken into account. Actors involved operate
with their own information system, which may already use web services,
but may also be fairly basic.

¢ High volumes of heterogeneous information is exchanged

¢ Changes in orchestration (internal business processes) or in choreography
(interactions between processes) are possible. and driven by events

With its complex-event processing architecture, European project PLAY can

contribute significantly. The management of the crisis would indeed be facilitated by
the increased situational awareness provided by PLAY’s platform for event
processing. In addition to that, PLAY would ensure a timely and adequate diffusion of
information to relevant actors.
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