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Abstract. The new German electronic identity card will allow service providers 
to access personal data stored on the card. This imposes a new quality of data 
processing as these data have been governmentally verified. According to 
European privacy legislation any data processing must be justified in the sense 
that the personal data are necessary for the stipulated purpose. This need-to-
know principle is a legal requirement for accessing the data stored on the eID 
card. This text suggests a model as basis for deriving general guidelines and 
aids further discussion on the question whether collecting personal data is 
necessary for certain business cases. Beyond the scope of the German eID card 
the extent and boundaries of what can be accepted as necessary data processing 
poses questions on a European level as well.1  

Keywords: Necessary data processing, identity management, anonymous 
authentication, German electronic identity card, neuer Personalausweis. 

1   Introduction 

Since November 2010 a new German identity card, called “neuer Personalausweis” 
(nPA) is being rolled out. The nPA promises new functionalities allowing the holder 
to securely and trustworthily identify herself online. Security is meant in relation to 
the underlying technology. Trustworthiness refers to the identifying information on 
the nPA which are verified by governmental bodies.  
The legal regulation on which the nPA is based took into account the protection of the 
holder’s privacy and enacted the requirements following from the European legal 
framework. The purpose binding principle is reflected by the law which requires that 
data collected from the nPA must be necessary for a previously specified and legally 
allowed purpose, § 21 sec. 2 PAuswG.2 Generally only the minimum data required for 
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the stated purpose may be collected [1, p. 14]. As further details on which personal 
data may be deemed necessary are missing in the law, this assessment is left to (1) 
legal practitioners at the Bundesverwaltungsamt (BVA), a German federal authority 
issuing the permit to access the data, (2) the data protection authorities supervising the 
use of access credentials and, eventually, (3) courts in case they become involved. 
The law provides for a final control of the holder prior to a transmission of any data 
from the nPA to data controllers. Contrary to other European eID solutions, the 
German solution employs a double-sided authentication [2, p. 4] requiring data 
controllers to transparently display their identity prior to any collection of personal 
data from the nPA. This requirement is enforced as access to data on the nPA is 
possible for third parties only when they present a valid access certificate containing 
their own identity to the holder of the nPA [3, p. 43; below section 2.1].  

Governmental eIDs such as the German nPA also introduce a new level of privacy-
related issues: The personal data stored on the card have been proven and confirmed 
by a governmental authority. This provides a higher level of certainty for parties 
relying on the information and a safeguard against identity fraud. However, the use of 
such accurate data may have privacy-infringing aspects as well because it may 
become harder or even impossible for users to employ services anonymously or 
pseudonymously. It thereby contravenes basic concepts of modern privacy-enhancing 
identity management systems [4, p. 16]. While integrity of identifying information is 
valued and necessary in many business transactions, it would highly compromise 
privacy if personal information was always provably correct. In such a scenario 
humans were incapable to plausibly deny anything logged by a machine. In 
consequence information technology could take over control over personal privacy 
[cf. 5]. Therefore a balance between integrity of information required for trusted 
transactions and deniability preserving privacy was sought by the legislator and found 
by allowing the use of verified information only where necessary for the legitimate 
purpose at hand. Additional policy-related requirements in this respect are the 
principles of data minimization and purpose limitation that both may be derived from 
existing European and Member States’ privacy legislation [1, p. 14][6 at para. 2.30, 
2.89]. Applying these principles to the nPA, the German law requires a governmental 
proof that the personal data transferred to a third party are actually necessary for the 
transaction in question. This proof must be provided in form of an access certificate.  
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Necessity for processing of personal data / necessary data processing: According 
the German law, accessing personal data on the nPA is only allowed if it is necessary 
for a legally allowed purpose. This paper analyzes common use cases for the 
deployment of the nPA. It aims to identify general guidelines for the assessment 
whether the data processing is necessary.3 Such evaluation of the necessity will be 
done by the German authorities prior to allowing access to data stored on the nPA. 

The holder of an nPA is the customer or citizen involved in a transaction with the 
need to identify or authenticate himself towards a service provider or, in case of 
citizens, towards a public authority. The service provider offers any kind of service 
or goods. For the nPA, the German government acts as identity provider 
administering the personal data stored on the nPA. 

2   Regulatory framework 

The German regulatory framework for processing personal data in connection with 
the nPA is strongly influenced by the European Privacy Directives, namely the Data 
Protection Directive 95/46/EC (DPD) and the Directive on Privacy and Electronic 
Communications 2002/58/EC (e-Privacy Directive). The Directive 2009/136/EC 
amending directive 2002/58/EC has not been transposed into German law yet. 

2.1   The German Personalausweisgesetz 

The legal basis for data processing with the nPA is the German Personalausweis-
gesetz (PAuswG) passed in June 2009. The nPA contains a chip which stores certain 
personal data on its holder. The data available for the identification service comprises: 
lock flag, expiry date, family name, given name, doctoral degree, date of birth, place 
of birth, address, type of document, service-specific pseudonym, abbreviation “D” for 
Germany, information whether the holder is older or younger than a given age, 
information whether the place of residence is identical to a given place, and a stage 
name for artists. This exclusive list is provided in § 18 sec. 3 PAuswG. Additional 
personal data such the holder’s picture or fingerprints are reserved for use by certain 
authorities with the right to identify persons (police, customs, tax fraud investigation 
and border police) [7, p. 672 et seq.]. These biometric data will not be available as 
part of the eID function and are therefore not part of this analysis. 
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The personal data will be transmitted only when the service provider has shown the 
holder of the nPA an access certificate indicating the service provider’s identity, the 
categories of personal data to be transmitted, the purpose of the planned data 
processing, the address of the data protection authority in charge and the expiry date 
of the certificate, § 18 sec. 4 PAuswG. Prior to the actual transmission the holder has 
to give consent to the request which is displayed together with the access certificate in 
the software to be used with the nPA (called AusweisApp). At this stage she is 
enabled to deselect some of the information which will then not be transmitted to the 
service provider. This provides a certain extent of user control over the data 
transmission. For enhanced transparency every data transmission could be stored in a 
protocol file also including information about the receiving service provider. This 
protocol should be stored on the local machine under the user’s control. Whether such 
a feature will be part of the official software is unknown to the author but certainly it 
is advisable to keep such a protocol.  

Attaining an access certificate is a two-step process.4 To attain an access 
certificate, a service provider must first apply for an authorization issued by the BVA. 
At this step the BVA checks whether the purpose of the data processing is not 
violating the law and that the personal data is actually required for the stipulated 
purpose, § 21 sec. 2 no. 1 and no. 2 PAuswG. Authorizations are valid for a period up 
to three years. Access certificates issued on the basis of the authorizations by 
privately owned trust centers allow multiple accesses for the purposes fixed in the 
authorization and named in the certificate. This paper will identify patterns and 
develop guidelines for the question whether certain personal data are necessary for a 
given type of use case, e.g., a certain business or governmental process. 

2.2   Staged approach 

The system set forth by the PAuswG allows practically for three legal consequences: 
denial of access to the personal data stored on the nPA, disclosure only of the pseudo-
nym or derived information, e.g., being over 18 years of age, or allowing access to 
those personal data necessary for the purpose at hand. The analysis done on basis of 
use cases provided a bigger picture showing that the amount of necessary data 
processing correlates with stages of typical contract negotiations. Another result of 
the analysis had been that besides the stage of the negotiations also other factors such 
as the chosen payment method are of major relevance. As the model helps to identify 
such issues this approach has been suggested for the assessment of the necessity of 
data requested by service providers when applying for an authorization at the BVA 
[8]. The staged model could also provide a basis for future discussion on the 
assessment of which processing of personal data can be deemed necessary. A better 
understanding of what processing is necessary will be useful for the development of 
privacy enhancing technologies such as automated matching and negotiating of user’s 
privacy preferences with a service provider’s privacy preferences [cf. 9]. 
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In Stage 1 the holder only seeks information about a service. At this stage 
processing of personal data is usually not necessary. Rather the services should allow 
the holder to access the information anonymously or under pseudonym. This is also in 
conformity with European privacy legislation, [cf. recital 9 of the e-Privacy 
Directive]. Thus at the stage that an interested person contacts a service provider to 
get further information on a service or goods and the communication does not require 
personal information, in particular if the inquiry is done online and thus no mailing 
address is needed. The retrieval of answers should be possible anonymously as well. 

Stage 2 refers to all cases where proof is necessary, that the same person is acting 
at a later point of time. This may be accomplished by a means to recognize the person 
which is currently done with cookies or a pseudonymous username and password 
combination. The nPA provides for a specific pseudonym function allowing the proof 
that the same person is acting. Such a proof may be required for early contact 
negotiations where an interested person asks for a personalized service such as the 
conditions for a personalized insurance contract. Here the data controller does not 
need to know the identity of the interested person until the interested person decides 
to conclude the contract under the conditions offered. 

At Stage 3 some kind of auf authentication of the holder is required, e.g., being of a 
certain age for viewing age restricted previews on a video portal or the proof is 
needed of being domiciled in a certain municipality for accessing services reserved to 
its citizens. At this stage the holder may still remain anonymous as only the requested 
information is necessary but not an identification of the person acting. 

Stage 4 requires an identification of the holder which may be the case when the 
service provider bears a financial risk due to delivering the service prior to receiving 
full consideration in return or where identification is required by law. In relation to 
public authorities a clear identification is always necessary when an administrative act 
addresses just a single person. 

The described pattern has been derived from typical negotiation processes where 
the stages often follow each other in a chronological order and seem to correlate with 
specific needs to gain information about the other party. But the stages may also 
appear in parallel and will then relate to different purposes such as an age verification 
required by law or the need to collect the address to ensure payment. 

Summarizing the conclusions from the model, it can be said that when assessing 
the necessity for a certain data processing due regard must also be held to the stages 
of the underlying negotiation process. Often it may not be not necessary to collect 
personal data immediately but rather at a later point. For the German nPA the 
conclusion has to be drawn that some data controllers may need more than a single 
certificate for certain business cases. For example allowing access to age restricted 
video previews on a website only requires the anonymous age verification but another 
certificate is needed to identify the holder when she eventually subscribes to the 
service. 

2.3   Disclosures to third parties 

An imminent danger, also seen by the legislator, is that the verified information may 
be disclosed to third parties. In consequence the service provider may even become an 



identity provider herself thus undermining the security measures of the nPA. There 
are business models imaginable which are well justifiable and probably even benefi-
ciary to the holders such as having verified identities on online auction platforms for 
increased trust. However, a transfer of the collected data to third persons would 
usually constitute a change of purposes and thus lay beyond the purposes for which 
the authorization has been issued and is not permissible, § 21 sec. 2 no. 1 PAuswG. 

An interesting legal question in this context is whether holders may allow such a 
change of purposes by means of informed consent. While consent in the sense of the 
DPD is system immanent for the nPA, as it is required for every transaction and 
ensured by the requirement to show the service provider’s access certificate before the 
holder may even enter her PIN to release the data. It is not, however, mentioned that 
consent may replace the proof of the necessity for clearly specified purposes. While 
the German legislator blocked processing for purposes of business-like transfer of 
data to third parties (e.g., address brokers or credit rating agencies) with the provision 
in § 21 sec. 2 no. 2 PAuswG [3, p. 43], it is not so clear whether uses such as having 
verified identities on social networks or online auction platforms may constitute an 
acceptable purpose. On the one hand one should bear in mind the danger that third 
party identity providers will undermine the security measures provided with the nPA 
and its underlying infrastructure. On the other hand introducing eIDs in Germany and 
other Member States of the European Union aims at making identification of oneself 
in electronic interactions easier so these opportunities for a voluntary identification 
should not be limited in an overdue manner. In particular having a verified identity in 
communities where participants other than the service provider itself rely on such 
information, should be possible. But the holder must still retain power over the 
provided information and the data must only be passed on to third parties in certain 
predefined cases such as breach of contract. The holder must be able to revoke the 
consent for the future or for future transactions respectively. Besides this she should 
still be able to act under a pseudonym 

2.4 Enforcement of limitations 

To be effective the limitations on the use of personal data attained from an nPA 
require enforcement and continuous control by the responsible public authorities. For 
this the German law provides for possibilities to revoke authorizations and the BVA 
and federal and state data protection authorities (DPA) should stay in contact to 
ensure interpretation of the law consistent with the DPAs’ view on processing of 
personal data outside of the limited scope of application of the nPA. 

In respect to the enforcement of the limitations the German law provides that the 
authorization and in consequence any certificate issued on basis of the respective 
authorization must be revoked if the service provider received it by providing false 
information or if it should not have been issued according to the law in the first place, 
§ 21 sec. 5 PAuswG. Besides these cases, the authorization should be revoked when 
the DPA for the specific service provider demands this as facts indicate that the 
service provider processes the data in an illegal manner, § 21 sec. 5 PAuswG. While 
all other legal instruments provided to the DPAs to react to illegal processing of 
personal data such as administrative fines remain unaffected and should be deployed 



as appropriate in a given case, the specific measure of asking the BVA to revoke 
authorizations should always be duly considered by DPAs whenever data retrieved 
from nPA are subject matter of the illegal processing. 

Even though § 21 sec. 5 PAuswG provides for a measure to correct individual 
decisions by the BVA in case of illegal processing, it seems preferable to maintain an 
ongoing information exchange between the BVA and the DPAs. For individual cases 
such a collaboration is already stipulated in § 29 sec. 3 of the German Personal-
ausweisverordnung (PAuswV, German Regulation on Identity Cards). This allows the 
BVA to obtain a comment of the competent DPA whether a specific service provider 
applying for an authorization is known for practices of illegal processing. Further, 
periodical meetings between the BVA and representatives of the DPAs to exchange 
experiences and opinions are highly recommendable.  

3 Necessary data processing – standard use case 

Some standard business applications and use cases have been analyzed and evaluated 
in [8]. In the following the most central use cases will be shortly introduced showing 
the practicability of the staged model described above. The use cases have been 
drafted with the nPA in mind, but they may also aid to the understanding of what 
constitutes necessary data processing in general. So far the necessity of data 
processing has been analyzed in Germany for a set of individual cases, however, none 
of which directly related to applications of the nPA. The general rule used so far in 
data protection law is rather vague and states that processing is not necessary if a 
purpose may be reached without deployment of personal data in particular as an 
adequate and reasonable alternative is equally or even better able to serve the desired 
purpose [10 at § 28 BDSG para. 14 et seq. with further references and historic 
overview][11 at § 28 BDSG para. 48]. 

3.1   Cases where the law requires an identification 

Processing of personal data is generally allowed where specifically required by legal 
provisions.5 Some legal regulations require that the service provider identifies or 
authenticates6 its customers. This is for example the case for telecommunication 
service providers in Germany that are required by law to collect name and address for 
potential inquires by public authorities.7 Also German banks are required to identify 
customers opening an account due to regulations against tax fraud8 and money 
laundering9. According to the principle of purpose limitation set forth in Art. 6 sec. 1 
b DPD, the data collected for such purposes must be stored separately from other 
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personal data and must not be used for other than the legally required purposes which 
made collecting the data necessary [cf. 6 sec. 2.89 et seq.][12, p. 49]. 

3.2   Exchange of goods and services 

For the probably most frequent transaction in practice, the exchange of goods or 
services for payment, an identification of the customer is necessary only when one 
party bears the risk of not getting the agreed benefit in return. This is particularly the 
case when one party is obliged to perform the contract before the other party. Filing a 
lawsuit against the customer may then become necessary. For this the civil procedural 
codes of the Member States presently require that name and address of the debtor 
must be indicated.10 Also within European civil procedural law it is accepted doctrine 
that the defendant must be served with the document which institutes the proceedings 
in sufficient time and in such a way as to enable him to arrange for his defense or 
otherwise recognition and enforcement of a judgment may be declined.11 In the 
absence of other reliable means to serve such documents knowledge of the name and 
address of a potential defendant can be deemed necessary. For the mentioned cases of 
pre-performance of the selling party the necessity of accessing data stored in the 
buyer’s nPA must be accepted while in cases where a risk of loss of payment is absent 
it may not be necessary to process personal data at all. In particular such a necessity 
cannot be derived solely from the fact of having concluded a contract with the data 
subject. This assumption is also backed by German and European data protection law 
which allows processing of personal data only to the extent necessary for the 
performance of a contract to which the data subject is party, see § 28 sec. 1 no. 1 
BDSG and Art. 7 lit. b) DPD. 

The flowchart in Figure 1 below shows how to assess whether a risk for a loss of 
payment may be assumed for the service provider making the processing of personal 
data from the nPA necessary. Note that in the opposite direction customers of services 
or goods are usually allowed to identify the service provider as the law grants the 
customer guarantees and other rights and remedies in case the service or goods lack 
conformity12 while the rights of the service provider usually extend only to the full 
and timely payment. 

As any processing that is required by law (see 3.1) to identify or authenticate 
customers is necessary this question must be answered first and independent from the 
risk of financial losses. If no duty to identify the customer exists and the service 
provider has fully received the payment, e.g., in cases of prepayment via bank 
transfer, processing of any personal data cannot be considered necessary. The same is 
true when a safe payment method is chosen that ensures that the service provider 
receives the payment, e.g., if the credit card company bindingly acknowledged the 
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jurisdiction and the recognition and enforcement of judgments in civil and commercial 
matters (Brussels I Regulation), see also the almost identical rules in the so called Lugano 
Convention of 1988 applicable in relation to Iceland, Norway and Switzerland. 

12  In relation to consumers within the European Union see Art. 3 et seq. of Directive 
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transfer or if the payment is done in direct exchange for the goods. If, however, a 
financial risk remains for the service provider, identifying information required to 
raise a civil lawsuit (name, address, as well as the date of birth) are necessary and 
may be processed. 

 
Figure 1: Necessity to process personal data for contracts with non-recurring obligations 

The necessity to collect name and address of contractual partners due to the 
potential need to file an action in court may fall away once alternatives for the reliable 
service of documents become available. In Germany a draft Act for a verified form of 
e-mail is currently in the parliamentary process.13 The so-called De-Mail service will 
provide a proof valid in court proceedings that a document has been received by the 
addressee. In consequence Art. 2 of the current draft of the De-Mail Act provides an 
amendment to § 174 sec. 3 German Code of Civil Procedure (ZPO) allowing service 
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Vorschriften as of October 13th, 2010, available online: 
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of documents (law: the formal delivery of a document such as a writ of summons) via 
the De-Mail service. Whether this will lead to the consequence that users of the De-
Mail service may provide the De-Mail address instead of the name and address and 
which consequences follow for existing authorizations needs to be evaluated in the 
future. 

3.3   Contracts with recurring obligations 

Similarly in contracts with recurring obligations a need for identifying information 
may be given, particularly if one party is obliged to advance performance and thus has 
a risk of not receiving what has been promised in return. However, some specialties 
of recurring obligations should be taken into account. The necessary decisions to 
assess whether processing of personal data is necessary are displayed in Figure 2. 
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Figure 2: Necessity to process personal data for contracts with recurring obligations 

 
Again a legal duty to identify or authenticate the customer always allows the 
collection and processing of personal data, while the use of this information is limited 



to fulfilling the said legal requirements. For contracts with recurring obligations the 
risk for the service provider differs from contracts described in section 3.2 above 
when she is legally allowed and able in fact to terminate the service immediately and 
unilaterally (e.g., pay-per-view services, prepaid mobile phone cards). A substantially 
higher risk for the service provider must be accepted where she is unable to withhold 
the service unilaterally as for example goods need to be returned (e.g., a rented car). A 
financial risk may even exist when the provider is able to terminate the performance 
unilaterally but the customer is bound for a fixed duration and obliged to pay for the 
whole period of the contract irrespective of quitting the use of the service (e.g., 
membership in fitness clubs or newspaper subscriptions with a fixed duration). In this 
case the service provider runs the risk of not receiving the whole payment unless the 
customer has paid for the whole period in advance.  

3.4   Pseudonymous access 

Besides providing the classical identifying personal data, the nPA also offers the 
possibility to use pseudonyms. The pseudonyms generated from the certificates of the 
held by the service provider and stored on the user’s nPA allow a secure re-identifica-
tion of a holder using the nPA by a service provider. Anytime where the primary use 
of the nPA is to securely re-identify a person, the pseudonym should be used instead 
of other personal data from the nPA, thus making it unnecessary to collect data such 
as the (verified) name and address. The pseudonyms will be created for every relation 
of an nPA and a service provider, thus avoiding any risk to link a holder’s activities 
across websites of different providers. 

With the pseudonym function the nPA offers a secure token-based method for 
authentications. But the effective necessity for such functionality will have to be seen 
in practice. At present cookies provide a similar functionality of re-identifying a user, 
at least wherever the sensitivity of a service does not require a more secure token-
based authentication. While non-sensitive services such as virtual shopping carts for 
online stores may be implemented with cookies this evaluation will change for more 
personalized services. A potential use case for the pseudonym function of the nPA 
may be the request for individual insurance conditions by providing data such as age, 
weight or previous diseases without disclosing ones identity. The secure re-identifica-
tion will then allow retrieval of calculated individual insurance rates and the conclu-
sion of the contract under the previously stipulated conditions.  

The current version of the nPA does not allow disclosing the identity of the holder 
using a pseudonym in case this may become necessary. This may be the case if 
disputes arise requiring a civil lawsuit. Lacking the capability to reveal the true 
identity of the holder under certain predefined conditions the pseudonym function will 
not be able to replace the verified name and address in the abovementioned 
contractual relationships. If eventually future versions of the German nPA or other 
European eID schemas offer such recoverable pseudonyms, the necessity to process 
personal data must be reconsidered. In this case it would be very desirable from a 
privacy perspective if the recoverable pseudonym would not substitute the existing 
pseudonym but rather complement it for the use cases mentioned above. 



3.5   Claiming the right of access 

The nPA will also be useful for verifying that only the authorized person claims the 
right of access to her personal data as granted by Art. 12 DPD and § 34 German 
Federal Data Protection Act (BDSG). But identifying oneself in general or even using 
the nPA must not become a prerequisite for claiming the right of access granted by 
the DPD. Rather the data controller has to send the requested information to the 
address stored in his system unless there is doubt regarding the identity of the 
requesting data subject, e.g., when persons with identical names and birthdates appear 
in the database [11 at § 34 BDSG para. 26]. Identification with the nPA will be 
necessary if the information is asked to be transferred elsewhere than to the address 
registered with the data controller. The nPA may in particular promote the right of 
access insofar as it enables data controllers to offer easy access to data subjects in 
online environments and eventually in real time. But again data controllers must not 
use the data collected for the identification of the requesting person for other purposes 
than complying with the right of access. In particular the data provided must not be 
used to update or complement existing customer data. 

5 Conclusion and outlook 

The model described in section 2.2 above allows the assessment of the necessity to 
process personal data in a variety of use cases. It provides a first refinement and aid 
for legal practitioners that need to evaluate the question of necessity in a given case. 
In particular the model allows checking whether less information may suffice. A 
central finding that needs to be communicated to the legal practice is that the amount 
of data required depends massively on the stage within the process of contractual 
negotiation. As there is no need to collect information about customers that just seek 
for first information on goods or services, it is in consequence not allowed to force 
users to disclose personal data unless a contract is concluded (see above sections 3.2 
and 3.3). For the nPA this will mean that businesses cases in which earlier stages of 
the negotiation require a safe identification will need more than one certificate to 
collect the data from the nPA.  

The anonymous proof of the holder’s age and place of living provided by the nPA 
is a major advancement for the user’s privacy as it makes more detailed 
identifications unnecessary when actually only an age verification is required. From 
the privacy viewpoint a desirable improvement of the nPA would be the support of 
the anonymous credential technology as is currently provided by IBM’s Identity 
Mixer14 and Microsoft’s U-Prove15 system. This would allow for anonymous 
authentication of claims such as being member student of a certain university or 
employee of a certain entity. Here the nPA might be of value in the process of 
attaining these certificates online from the issuer (a trusted party, e.g., the 

                                                           
14  Binaries, source code and documentation are available online at: 

http://www.primelife.eu/results/opensource/55-identity-mixer. 
15  Documentation available online: http:// 

connect.microsoft.com/site642/Downloads/DownloadDetails.aspx?DownloadID=26953. 



university).16 Once such a technology is widely available, a re-evaluation of the 
necessity of data processing will presumably show that in many cases processing of 
personal data may become dispensable as anonymous credentials issued by a trusted 
party can replace the identification while still providing the needed security and trust. 
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