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IFIP - The International Federation for Information Processing

IFIP was founded in 1960 under the auspices of UNESCO, following the First
World Computer Congress held in Paris the previous year. An umbrella organi-
zation for societies working in information processing, IFIP’s aim is two-fold:
to support information processing within its member countries and to encourage
technology transfer to developing nations. As its mission statement clearly states,

IFIP’s mission is to be the leading, truly international, apolitical
organization which encourages and assists in the development, ex-
ploitation and application of information technology for the benefit
of all people.

IFIP is a non-profitmaking organization, run almost solely by 2500 volunteers. It
operates through a number of technical committees, which organize events and
publications. IFIP’s events range from an international congress to local seminars,
but the most important are:

e The IFIP World Computer Congress, held every second year;
e Open conferences;
e Working conferences.

The flagship event is the IFIP World Computer Congress, at which both invited
and contributed papers are presented. Contributed papers are rigorously refereed
and the rejection rate is high.

As with the Congress, participation in the open conferences is open to all and
papers may be invited or submitted. Again, submitted papers are stringently ref-
ereed.

The working conferences are structured differently. They are usually run by a
working group and attendance is small and by invitation only. Their purpose is
to create an atmosphere conducive to innovation and development. Refereeing is
less rigorous and papers are subjected to extensive group discussion.

Publications arising from IFIP events vary. The papers presented at the IFIP
World Computer Congress and at open conferences are published as conference
proceedings, while the results of the working conferences are often published as
collections of selected and edited papers.

Any national society whose primary activity is in information may apply to be-
come a full member of IFIP, although full membership is restricted to one society
per country. Full members are entitled to vote at the annual General Assembly,
National societies preferring a less committed involvement may apply for asso-
ciate or corresponding membership. Associate members enjoy the same benefits
as full members, but without voting rights. Corresponding members are not rep-
resented in IFIP bodies. Affiliated membership is open to non-national societies,
and individual and honorary membership schemes are also offered.
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IFIP World Computer Congress 2010
(WCC 2010)

Message from the Chairs

Every two years, the International Federation for Information Processing (IFIP) hosts a
major event which showcases the scientific endeavors of its over one hundred technical
committees and working groups. On the occasion of IFIP’s 50th anniversary, 2010 saw
the 21st IFIP World Computer Congress (WCC 2010) take place in Australia for
the third time, at the Brisbane Convention and Exhibition Centre, Brisbane, Queensland,
September 20-23, 2010.

The congress was hosted by the Australian Computer Society, ACS. It was run as a
federation of co-located conferences offered by the different IFIP technical commit-
tees, working groups and special interest groups, under the coordination of the Inter-
national Program Committee.

The event was larger than ever before, consisting of 17 parallel conferences, focusing
on topics ranging from artificial intelligence to entertainment computing, human choice
and computers, security, networks of the future and theoretical computer science. The
conference History of Computing was a valuable contribution to IFIPs 50th anniversary,
as it specifically addressed IT developments during those years. The conference
e-Health was organized jointly with the International Medical Informatics Association
(IMIA), which evolved from IFIP Technical Committee TC-4 “Medical Informatics”.

Some of these were established conferences that run at regular intervals, e.g.,
annually, and some represented new, groundbreaking areas of computing. Each con-
ference had a call for papers, an International Program Committee of experts and a
thorough peer reviewing process of full papers. The congress received 642 papers for
the 17 conferences, and selected 319 from those, representing an acceptance rate of
49.69% (averaged over all conferences). To support interoperation between events,
conferences were grouped into 8 areas: Deliver IT, Govern IT, Learn IT, Play IT,
Sustain IT, Treat IT, Trust IT, and Value IT.

This volume is one of 13 volumes associated with the 17 scientific conferences.
Each volume covers a specific topic and separately or together they form a valuable
record of the state of computing research in the world in 2010. Each volume was
prepared for publication in the Springer IFIP Advances in Information and Communi-
cation Technology series by the conference’s volume editors. The overall Publications
Chair for all volumes published for this congress is Mike Hinchey.

For full details of the World Computer Congress, please refer to the webpage at
http://www.ifip.org.

June 2010 Augusto Casaca, Portugal, Chair, International Program Committee
Phillip Nyssen, Australia, Co-chair, International Program Committee

Nick Tate, Australia, Chair, Organizing Committee

Mike Hinchey, Ireland, Publications Chair

Klaus Brunnstein, Germany, General Congress Chair



Preface

These proceedings contain the papers of IFIP/SEC 2010. It was a special honour and
privilege to chair the Program Committee and prepare the proceedings for this confer-
ence, which is the 25th in a series of well-established international conferences on
security and privacy organized annually by Technical Committee 11 (TC-11) of IFIP.
Moreover, in 2010 it is part of the IFIP World Computer Congress 2010 celebrating
both the Golden Jubilee of IFIP (founded in 1960) and the Silver Jubilee of the SEC
conference in the exciting city of Brisbane, Australia, during September 20-23.

The call for papers went out with the challenging motto of “Security & Privacy —
Silver Linings in the Cloud” building a bridge between the long standing issues of
security and privacy and the most recent developments in information and communi-
cation technology. It attracted 102 submissions. All of them were evaluated on the
basis of their significance, novelty, and technical quality by at least five member of
the Program Committee. The Program Committee meeting was held electronically
over a period of a week. Of the papers submitted, 25 were selected for presentation at
the conference; the acceptance rate was therefore as low as 24.5% making SEC 2010
a highly competitive forum. One of those 25 submissions could unfortunately not be
included in the proceedings, as none of its authors registered in time to present the
paper at the conference.

In addition to sessions on important and timely subjects such as Security Manage-
ment, Security Governance, Privacy, Network Security, Authentication, Intrusion De-
tection, Trust Management, Models, Software Security, Assurance, and Access Control
SEC 2010 features a panel “Research Methodologies in Information Security Research:
The Road Ahead”, whose introduction is also included in these proceedings.

SEC 2010 would not have been possible without the commitment of many people
around the globe volunteering their competence and time. We would therefore like to
express our sincere thanks to the members of the Program Committee (and especially
to those who carried out shepherding tasks in a very competitive process), to the addi-
tional reviewers and last but not least to the authors who entrusted us with their
works. Many thanks also go to all conference attendees, who are honouring the work
of the authors and presenters.

Special thanks go to our distinguished keynote speaker Sebastiaan H. “Basie” von
Solms, Academy for Information Technology, University of Johannesburg, South
Africa, who is to receive the Kristian Beckman Award of IFIP TC-11 to honour his
never tiring work towards broadening the meaning of Information Security in various
aspects, e.g., by adding management aspects to the academic perception of informa-
tion security and by creating the field of Security Governance. It is also to honour his
work as Chair of TC-11, when he strongly demonstrated the importance of informa-
tion security within IFIP and the entire field of information processing, and his vari-
ous achievements in the area of IT Security Education on all levels.



VIII Preface

We would also like to thank Nick Tate, Chair of the International Organising Com-
mittee and Deputy Chair of the IFIP International Program Committee, as well as
Mike Hinchey, WCC 2010 Publications Chair, for their great support. These thanks
include Klaus Brunnstein, General Chair of WCC 2010, and Augusto Casaca, Chair
of the IFIP International Program Committee, but we especially thank Klaus and
Augusto for entrusting us with the Chairship of SEC 2010.

These proceedings are dedicated to Mats Ohlin (Sweden), Member of the SEC
2010 Program Committee, who sadly passed away during the preparation of this con-
ference. His wise comments and contributions have helped many TC-11 events and
include inspiration for the development of SEC 2010’s motto. Mats will be greatly
missed.

June 2010 Kai Rannenberg, Co-chair PC, Goethe University Frankfurt, Germany
Vijay Varadharajan, Co-chair PC, Macquarie University Sydney,

Australia

Christian Weber, Publication Chair, Goethe University Frankfurt,

Germany
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