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Preface

Over the last decade, we have witnessed a growing dependency on information
technology resulting in a wide range of new opportunities. Clearly, it has become
almost impossible to imagine life without a personal computer or laptop, or
without a cell phone. Social network sites (SNS) are competing with face-to-
face encounters and may even oust them. Most SNS-adepts have hundreds of
“friends”, happily sharing pictures and profiles and endless chitchat. We are
on the threshold of the Internet of Things, where every object will have its
RFID-tag. This will not only effect companies, who will be able to optimize
their production and delivery processes, but also end users, who will be able to
enjoy many new applications, ranging from smart shopping, and smart fridges
to geo-localized services. In the near future, elderly people will be able to stay
longer at home due to clever health monitoring systems. The sky seems to be
the limit! However, we have also seen the other side of the coin: viruses, Trojan
horses, breaches of privacy, identity theft, and other security threats. Our real
and virtual worlds are becoming increasingly vulnerable to attack. In order to
encourage security research by both academia and industry and to stimulate the
dissemination of results, conferences need to be organized.

With the 11th edition of the joint IFIP TC-6 TC-11 Conference on Com-
munications and Multimedia Security (CMS 2010), the organizers resumed the
tradition of previous CMS conferences after a three-year recess. It is with great
pleasure that we present the proceedings of CMS 2010, which was held in
Linz, Austria on May 31 — June 2, 2010. The conference was organized by the
Department of Secure Information Systems, Upper Austria University of Applied
Sciences, School of Informatics, Communications, and Media, Hagenberg.

The program committee (PC) received 55 submissions out of which 23 papers
were accepted. We would like to thank all the authors who submitted papers.
Each paper was anonymously reviewed by three to four reviewers. In addition
to the PC members, several external reviewers joined the review process in their
particular areas of expertise. We are grateful for their sincere and hard work. We
tried to compile a balanced program covering various topics of communications
and multimedia security: VoIP, TLS, web services, watermarking, biometrics,
risk management, just to name a few.

This year, the conference featured a poster session in which authors could
present “work in progress”. We are grateful to Taher Elgamal (Axway Inc),
Edward Humphreys (XiSEC) and Klaus Gheri (phion AG - a Barracuda Net-
works company) for accepting our invitation to deliver keynote speeches.

We hope that you will enjoy reading these proceedings and that they may
inspire you for future research in communications and multimedia security.

May 2010 Bart De Decker
Ingrid Schaumiiller-Bichl
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