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Abstract. Playfair cipher is a digraph cipher which is noéfprred now a day

for two main reasons. Firstly, it can be easilycka if there is enough text and
secondly, frequency analysis of digraph is anywagsible. This paper pro-
poses a new solution, which encrypts / decrypth &égte by applying the Play-
fair on its nibbles with the help of a reducedi&Key matrix. This byte by byte

encryption supports any character (even multilimgharacter), number (of any
base), symbol and any type of media file and themisures flexibility. Ran-

domness of the algorithm is achieved by rotatirgkby matrix randomly after

encryption / decryption of each byte. Several opamna are performed to sup-
port the mechanism of lightweight cryptography. Treposed method is im-
plemented and compared with other popular cipherthe basis of certain pa-
rameters, like Avalanche Effect, Time ComplexitydaBpace Requirement.
The result obtained demonstrates efficiency ofpteposed algorithm.

Keywords: Playfair cipher, Digraph, Encryption, Decryptidkalanche effect.

1 Introduction

Playfair cipher was invented by Charless Wheatsfohim 1854 but was named after
Lord Playfair who prompted the use of the cipherPlayfair cipher, the alphabets are
arranged in a 5x5 key matrix based on secret kagugdh there are 26 alphabets in
English language, Playfair cipher can handle oflyalphabets. So either Q is to be
discarded or any one of i/j can be used. Despitgiibven efficiency the algorithm
lacks on several areas. Over the years severah@tiehave been made to modernize
the algorithm2], [3], [4], [5], [6], [7], [8], [9], [10] to increase its acceptances by elimi-
nating its limitations. This paper provides a neMuson approach to overcome the
shortcomings of the Playfair algorithm.
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1.1  Algorithm

Playfair cipher is a symmetric encryption techniqugich uses digraph substitution
[1]. This cipher encrypts alphabets based on arerée 5x5 key matrix which is
formed from the given key- PASSWORD.

Table 1. Key Matrix

Pl[A]s]w[]o
R|D|[B|cC|E
Fle| H| W] K
LIMI[N|QI|T
Uulvi|ixly]|z

Now two alphabets are taken at a time from thecsoptaintext file and then with the
reference of this key matrix a new pair of ciphetttare obtained. Despite of its prov-
en efficiency, the main drawback of Playfair Ciplies in its limitations. The limita-
tions of the cipher are as follows.

« Only 25 alphabets of English language are supported

* No support for numeric characters.

< Only either upper cases or lower cases are supporte

* No special characters (viz. blank space, new poectuations etc.) can be used.
« Unable to deal with languages other than English.

« Any type of media files cannot be encrypted.

Beside these limitations playfair is a poly alph#beipher. So by testing the fre-
guency of occurrence the plain text can easilyéeked.

1.2 Related Work

The main limitation of playfair algorithm lies itsi support strictly limited to
25 alphabets of English language. Over the yeamsrakattempts have been made to
increase the character limit of its dataset. Sorodifications increase the matrix size
to enhance the character set. A 6x6 matrix sup@&tsharacters, which include 26
alphabets of English language and all 10 decimallars (0-9) [2]. But it needs more
character support in order to be able to work avédarge range of text file. To in-
crease the character set the matrix size is fuitiveeased to 8x8 to allow 64 charac-
ters, which includes 26 English alphabets, 10 datimumbers (0-9) and a selected
set of 28 symbols [3]. Though these modificatiorgéases the character set, but still
they were limited. Especially 64characters areatdll sufficient in modern day en-
cryptions. Keeping this in mind some modificatidasus on the use of ASCII values
in playfair. The use of 7-bit ASCII values increddbe character support to 128 char-
acters. To deal with the matrix manipulation ofyfiéér the concept of interweaving is
introduced. It actually jumbles the binary valuéshe ASCII codes of a set of char-
acters. Use of multiple iteration and charactersstiion further increases the secu-



rity. These interweaving and iteration actuallydgeao lots of confusion and diffusion
[4] [5]- These modifications are useful for texceyption, but for modern day encryp-
tion of multilingual character or media files, thgorithm must be modified to sup-
port binary file encryption. To achieve the desicedput some adaptations are made
on traditional playfair cipher. The binary valuek 7bit ASCII codes corresponds
colors of ARGB color model. To utilize the maximwwolor limit some further calcu-
lations are made before choosing the next colorthef cipher based on the
key/password [6]. But still a 7-bit ASCII suppoirnits the scope to English language
only. Multilingual characters are not supportedefiag this in mind another modifi-
cation focuses on the incorporation of DNA codingdhe playfair cipher. Binary 8-bit
ASCII values are initially replaced by DNA basesdahen converted into amino acid
groups before applying normal playfair algorithn}. [This actually solves the prob-
lem of limited character support but due to its pboated and lengthy process it
takes more time to encrypt / decrypt. These maalifimis actually treat the plaintext
file as binary data stream and thus enrich theadher set. Another major problem of
the traditional playfair is the predictability dfe cipher by using frequency testing of
character occurrences. To overcome this a new apbreas introduced which keeps
track of the frequency of occurrences of each amdyecharacter in English language
and replaces the every next occurrence of the ctearaith a character of least fre-
quency of use [10]. Though this provides a variaiio case of repetitive characters
but it also takes extra time as it searches forfbguency table for each and every
replacement. Another efficient way to deal with grveblem is to use Random Num-
bers [3] [8] is a popular technique. Unpredictablifferent random sequences are
produced from Linear Feedback Shift Register byiway logic functions and taps
based on key. But the use of random numbers dossupersedes probability of
breaking it on the basis of the frequency test. Soesearch is also done on integra-
tion of several encryption algorithms. To be prelyisf suggests use of a hybrid tech-
nigue blending of both classical encryption techrigs well as modern techniques to
provide better security [9].

1.3 Contribution

This paper provides a new solution approach to amrae the shortcomings of the
Playfair algorithm. Enhanced Binary Playfair Algbm uses a reduced 4x4 key ma-
trix to encrypt each byte of the plaintext file. dwibbles of each byte are applied on
the reference key matrix and a new pair of niblales obtained, which form the ci-

pher byte. This algorithm also uses a dynamic magarrangement to incorporate
randomness in playfair instead of conventional pallghabetic block cipher tech-

nique. The proposed Binary Playfair Algorithm isstheam cipher which uses dy-
namic byte substitution. This algorithm also isoagdficient in respect to time com-

plexity and space complexity and power consumpétsenit uses simple XOR and

assignment operations. For these features thisalgght encryption algorithm can be
used, where resources are limited in terms of- nmgnremmputing time, computing

power, battery supply, especially in the case agstion/decryption in mobile de-

vice.



2  The Modified Binary Playfair Cipher

The new approach to overcome the limitations of glayfair cipher, which is dis-

cussed in this paper, treats each file as a bifileargnd applies the playfair algorithm
on each byte of the file. The nibbles of each karee used to encrypt / decrypt with
the help of a reduced 4x4 reference key matrix.ibble consists of 4 bits having a
value of range 0-15. On the other hand, the 4xdreete key matrix also contains 16
values, in the range 0-15. So, each pair of thbleshof a byte is replaced with a new
pair of nibbles and thus new byte is obtained. Hfgorithm encrypts / decrypts the
file byte wise and hence the reminder offset or lethdjth word problem doesn't arise.

2.1  Algorithm

This algorithm consists of two phases: Key MatrorRation and the main Encryp-
tion / Decryption phase.

Password / Key Matrix formation:

Step 1: Read the key file K

Step 2: XOR both nibbles of the byte and put the resultigah a key-buffer.

Step 3: If the XOR value already exists in the buffer, the next value.

Step 4: After putting the values if the buffer-size is labgsin 16 put the remaining
values in the buffer, so that no repetition occurs.

Step 5: Put the values of the key-buffer in the key-mairixany specific arrange-
ment order, based on the key value.

Encryption / Decryption:

Step 1: Read the plaintext filesP

Step 2: Take a byte of the plaintext file to encrypt/dedryp

Step 3: Take two nibbles of each byte as reference andydplalyfair to get two
resultant nibbles.

Step 4: Combine these two nibbles to get the encrypted. byte

Step 5: Write the byte in cipher text fileC

Step 6: Rearrange the key matrix on the basis of plaintextie and present key
matrix arrangement.

Step 7: Repeat the steps 2-6 for next byte value untiplatext is empty.

2.2  Step by step illustration for an example string

Now to understand the algorithm more clearly, letake a more detailed illustration
of the algorithm.



1. Create Key-Buffer: Let us assume that the key file contains text ‘W'

Table 2. Creating unique key buffer

Key | ASCII | HEX-Code Nibble 1|Nibble 2| XOR | Buffer
I 73 49 4 9 D (13) 13
T 84 54 5 4 1 1
( 40 29 2 9 B (11) 11
c 99 63 6 3 5 5
w 101 65 6 5 3 3
e 119 77 7 7 0 0
) 41 30 3 0 3 4

Now, the remaining values (that are not alreadgqila are placed serially start-
ing from 0. So the total key buffer is given below.

131 115 3 0 4 2 6 7 8 9 10 12 14 15

2. Key Matrix Arrangement: Initially key matrix can be arranged in different
variations. Some of the possible options are dsvisl

Table 3. Some possible key arrangements

80| 9] 1 12| 11| 4| 3
4 | 12| 5| 13 13| 10| 5| 2
10| 2| 11} 3 141 9| 6| 1
6 (14| 7| 15 15| 8| 7| O
0| 1| 5| 6 o|1] 2] 3
2|1 4| 7|12 11| 12| 13| 4
3 (8] 11 13 10| 15| 14| 5
9 | 10| 14| 15 98| 7|6

3. Encrypt / Decrypt: After the arrangement of key-matrix the main entoy
decryption is performed. Let us assume the firse lof the plaintext is K (HEX
value: 4B). And the present state of Key Matrimagsfollows.

Table 4. Key Matrix
8| 0| 9| 1
5112 5| 13
10| 2| 11| 3
6 | 14| 7| 15




The nibble values 4 & 11 of K are applied on thg k®trix and the output nib-
bles are 5 & 10. So the output cipher is 5A whiesembles Z.

4. Key Matrix Rotation: The size of the reference key matrix is reducethis
algorithm. So to prevent frequency based trackinig paper suggests a compul-
sory rotation / rearrangement of the referencerkajrix.

VIV T

Figure 1: Some possible key re-arrangements

2.3 lllustration with an example file

To understand the algorithm more clearly, let k& tan example and see its illustra-
tion. Let us assume the key / passwor®isdT (cwe).

And the plaintext is® Switch to prudential home insurance and you couwdt &
"25%" introductory discount for the first year afyr policy.

1. Create Key-Buffer: According to Table 2 of the previous example, fatlo
ing key buffer is formed from the password IT(cwe).

131 125 3 0 4 2 6 7 8 9 10 12 14 15

2. Key Matrix Arrangement: Initially key matrix is arranged as follows.

Table 5.Key Matrix

9 | 12| 14| 15
4 6| 7| 8
0| 3|11 2
13| 1| 10| 5

3. Encryption/Decryption: The first byte of the plaintext is S (HEX value:)53
The nibble values 5 & 3 of S are applied on the k&trix and the output
nibbles are 1 & 2. So the output cipher is of HEMue 12 which resembles
DC2 (Device Conctol 2).



4. Matrix Rotation: Based on the key matrix of Table-5 and previougmpsat
character S (Ascii value: 83) the matrix is rotats8d the current key-matrix
is as follows.

Table 6. Key Matrix

3| 9] 12| 14
0| 4| 6| 15
13| 11| 7| 8

1|10 5| 2

5. Encryption/Decryption: The second byte of the plaintextis(HEX value:
77). The nibble values 7 & 7 of are applied on the key matrix and the out-
put nibbles are 8 & 8. So the output cipher is &4value 88 which resem-
bles the symbol ‘?".

These two steps of Encryption/Decryption and Ma®otation will be re-
peated for each bytes of the plaintext / ciphertéat the plaintext of this
example it will repeated for 118-times.

And the corresponding cipher & L?$:—B??b9|—[?#@©B?é9®§e|??}|iR|
Y4001,CO}€?140E?-v?-?2108-;22qN2QOE 18] £ Uv?|PEDL] £+E~y Ol
eA00 ta5 ul_ nUax?0A\'M8-ik

3 Experimental Results

The proposed Enhanced Binary Playfair algorithmmplemented on java platform
[11] and a number of tests are considered to obstrg encryption efficiency in
terms of certain parameters like avalanche effieey, randomness and time. Two
more algorithms DES (Data Encryption Standard) [A2 DNA-Playfair [7] algo-
rithms are considered for comparative encryptioalyis with the proposed algo-
rithm. In respect of the above mentioned parameterse experimental results are
given below.

3.1 Avalanche Effect

The avalanche effect refers to a desirable propmEryryptographic algorithms. The
avalanche effect is evident if, when an input iarged slightly (for example, flipping
a single bit) the output changes significantly (e.85% of the output bits flip).

In the proposed enhancement of playfair the avalkamdfect is tested on a number of
randomly generated 100 files. The result of Avalen&ffect lies between 46% -
55%. The ideal case or strict avalanche criter®AQ) is the probability of 50% bits
change. So the obtained result proves the effigieiche algorithm very strongly.



Though in this algorithm the type or varity of rida is fully dependent on ‘key’ and
on the ‘content of the plaintext file’, the resulay vary for different files.

A details comparison of Avalanche effect betwedfedint algorithms is given in the
chart below.

S{JU{J ﬂ.i v.I 'l:nlv
Playfair
5 40% ONA
8 Playfair
= 30% 4
o
o
T 20%
[
E
< 10% A DES
o

Algorithm Type

Figure 2: Avalanche Effect of different algorithms

Figure 2 shows the avalanche effect of differemrgption algorithms. It can be ob-
served that the proposed Binary Playfair algoritffiies avalanche effect of almost
49% change, which satisfies nearly the strict anala criteria of 50%. Thus, it can
be inferred that the Enhanced Binary Playfair atbor gives comparatively much
better result than other two encryption technigDES and DNA Playfair which show
6% and 30% avalanche effects respectively.

3.2 Repetitions of characters

The chance of repetition of a character is very. 8w, it is safe from frequency track-
ing. The repetition a of character in the procdssneryption of a 16 KB file on its

every occurrence a particular byte “#” with hexaded value of 23 is encrypted as
follows.

37 1F 6C 68 3A 50 Cl1 DF ODb 9D 95 BD 03 A1
Cr 35 01 DB 1B 42 1C 10 84 75 B2 CE F9 V4
35 52 06 7D 37 58 D6 8D C4 B2 1B 37 DF BA
FC 71 8F 78 52 05 3D E2 6B DC F6 30

The above box shows that it is almost impossibler&ak the cipher using frequency
of the character occurrence testing.

A frequency count is also computed on the ciphgrrkatrix to analyze what are the
most and least common character occurrences icigther. Experimental analysis for
character repetition has been conducted on a &agef files of varying sizes and the



proposed algorithm has been compared with DNA Blaynd DES. Two sizes of
file, 4 KB and 12 KB are chosen. The percentageashre obtained from the aver-
age of large set of small size and large size.fllég results are shown as below.

Table 7. Comparison of Character Occurrences

File Size Algorithm Percentage of Repetition
Binary Playfair 15%
4 KB DES 24%
DNA Playfair 40%
Binary Playfair 29%
12KB | DES 32%
DNA Playfair 79%

It is observed in Table 7, that for small size filee frequency tracking of the pro-
posed algorithm is almost difficult and byte repeti is around 15% in comparison
with DNA Playfair and DES of values 24% and 40%pegively. Although for large
file size, the chances of byte repetition is liketybe more and hence percentage of
repetition gets higher. Still Binary Playfair isoped to be more lightweight and effi-
cient as claimed in our algorithm in compariso®dtéA Playfair and DES algorithm.

3.3 Random Rotations

After encryption of each byte the matrix can beated in n! (i.e. 2092278988800)
where n = rowxcolumn = 16) number of different wagsnong these rotations, in
some cases repetitions may occur in the cipheowfand col represents the number
of rows and columns of the key matrix, and Nr reprags possible number of unique
rearrangements of the matrix. Then in each casetafion/rearrangement, the actual
number of variations where no repetition will occan be expressed as follows.

Nr= n! — [ (“"C2x2!) x(*'Cax21) ] x (n — 4)! ] 1)

In case of this modified version of playfair a 4kdy matrix is used. So, row=4,
col=4, n = (rowxcol) = 16

Nr= 16! — [ (C2x2l) x (*C2x2!) | x (16 — 4)! = 43536 2)

This 43536 is a huge number of variations, forygptanalyst to search in each byte of
the cipher in order to break it. Hence the cipbesacured.



3.4 Low Space Requirement

The space requirement of this modified Playfaioathm is very low. It uses a 4x4
matrix. Only a buffer of 16 nibble is required.dddition, two bytes are required one
for file read/write buffer and the other for matmanipulation buffer.

3.5 Low Time Requirement

The time requirement for encryption of this modifiBlayfair algorithm is substan-
tially low. The proposed algorithm has been appitiomly on a set of 100 files of

different in order to calculate the average timgureement for encryption / decryp-
tion.

3000

2730

Time (inillisec)

2500

2230 -

100 1o 120 130 140 150

File Size (KB)

Figure 3: Average Encryption / Decryption Time

In Figure 3, the average time is depicted to ertcPypfiles of size ranging from 100
KB to 150 KB. It is observed that on an averagee@ 832 millisecond time is re-
quired to encrypt a file of size 122 KB. As a matiéfact, it can be well inferred that
average time required to encrypt increased numblerge size files will be more.

A detailed comparison of different algorithms netjag time requirement to en-
crypt / decrypt a file of size 103 KB is given hetchart below.
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Figure 4: Time requirement versus different encryption athons

Figure 4 depict the average time taken by diffeedgorithms to encrypt files of size
100 KB. A large number of randomly generated text hinary files of size 100 KB
was used in the experimentation. It can be cleabgerved that the proposed En-
hanced Binary Playfair algorithm is taking leasteiof 2.150 seconds to encrypt the
file. For other algorithms like DES and DNA Playfaihe time requirement for en-
crypting the same file are more, which are arours®@ seconds and 5.234 seconds
respectively.

4 Conclusion And Future Work

The original Playfair cipher uses a digraph substih technique to encrypt/decrypt
alphabets based on a reference 5x5 key matrix whiébrmed from the given key.
The algorithm is strictly restricted to “Englishpklabet”, that to either in uppercase
or in lowercase character. No numbers, punctuatéont other characters are sup-
ported. Several modification attempts have focuseelimination of several limita-
tions. Some methods have increased the charadtef-Hee key matrix, others have
used the ASCII values and others have incorponaedomness. But these modifica-
tions stand strong in their own purposes. The dMamitations of the cipher were not
eliminated by these individual modifications.

This paper proposes a modification of the Playdégorithm which strongly increases
the security of the cipher. The proposed algoritises the 8-bit ASCII values of the
plaintext file to encrypt/decrypt in the binary neodThus it supports any type of
plaintext be it any alphabet of any language, ampt®l, any number system, any
type of media file or anything else. This algoritlacts as a stream cipher rather than
conventional poly alphabetic block cipher. Theradsneed to adjust reminder offset
or odd length word. Randomness is incorporated bgna of random specific rear-
rangement of key matrix. The algorithm uses a 4eytkatrix. So space efficiency is
achieved. It uses simple XOR, shift and assignmeetations straightway. The time
complexity of the algorithm is O (n), where n igtfile size. For these features, this



lightweight encryption algorithm can be used, whegeurity requirement is high but
resources are limited in terms of memory, computimg, computing power, battery

supply.

The future work can focus on a larger key matrixalwhmight enhance the security
further and also reduce the time complexity. Anitigigal indexing can be introduced
to sort out the order and total number of rearraregg techniques based on the key /
password. This algorithm can further be implemeritea¢hip level to embed it in
mobile sensors networks.

Acknowledgement

Authors acknowledge UPE-II program of Jadavpur lérsity for partially supporting
this work.

References

1. Playfair Cipher, http://en.wikipedia.org/wiki/Playfacipher, 21/10/11.

2. Babu, Ravindra. Uday Kumar, S. Vinay Babu, A. Adity&| N. S. Komuraiah, P.: An Ex-
tension to Traditional Playfair Cryptographic Methddternational Journal of Computer
Application. Vol. 17, No. 5, March 2011, pp. 34-37

3. Srivastava, Shiv Shakti. Gupta, Nitin.: Securitpexts of the Extended Playfair cipher, In-
ternational Conference on Communication Systems agtdvdtk Technologies, 2011, pp.
144-147

4. Umakanta Sastry, V. Shankar N. Ravi, Durga BhabaniA 3/odified Playfair Cipher In-
volving Interweaving and Iteration, Internationalidnal of Computer Theory and Engineer-
ing, Vol. 1, No. 5, December 2009, pp.597-601

5. Umakanta Sastry, V. Ravi Shankar N. Durga BhabaniA 34odified Playfair for a Large
Block of Plaintext, International Journal of Computéreory and Engineering, Vol. 1, No.
5, December 2009, pp. 592-596

6. Kallam, Ravindra Babu. Udaya Kumar S. Reddy, M. Thatbp.: A Block Cipher Genera-
tion Using Color Substitution, 2010 Internationalidwal of Computer Applications (0975 -
8887), Vol.1 — No. 28, 2010, pp.25-27

7. Sabry, Mona. Hashem, Mohamed. Nazmy, Taymoor. Khalilohamed Essam.: A DNA
and Amino Acids-Based Implementation of Playfair @ph1JCSIS) International Journal
of Computer Science and Information Security, VoIN8. 3, 2010, pp. 129-136

8. Murali, Packirisamy. Kumar, Gandhidoss Senthil.:dified Version of Playfair Cipher us-
ing Linear Feedback Shift Register, 2009 InternaioBonference on Information Man-
agement and Engineering, 2009, pp. 488-490

9. Saeed, Fauzan. Rashid, Mustafa. Integrating Cladsimalyption with Modern Technique,
IJCSNS International Journal of Computer 280 SciemzeNetwork Security, Vol.10 No.5,
May 2010, pp. 280-285

10. Mondal, Uttam Kr. Mandal, Satyendra Nath Pal Choughd. : A Framework for the De-
velopment Playfair Cipher Considering Probability@xdcurrence of Characters in English
Literature, 2009 International Journal of ComputereBce and Network Security, Vol. 8,
No. 8, August 2008.

11. Bishop, David.: Introduction to cryptography withvdsapplets, 2005.

12. Stallings W.: Cryptography and network security:npiples and practice, Fifth Edition,
Prentice Hall International, 2010.



