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Abstract. This paper mainly propose a service of networkisgcdefense pro-
vide by the network service provider, and the sergystem is built on the orig-
inal ISP network structure, the security decisioaster build on the ISP's core
network which is making the policy decisions of ggty event, and built a de-
fense system on border routers to form a secureaiocalled security domain,
the service provider will join the user who is ugithe service to the security
domain, through the defense system to networkidrafonitoring and filtering
malice package to provide users of network secthityat defense services. Us-
ing Service Level Agreements (SLA) to representsiseeds, so that users can
choose services according to their needs, netwenkrity defense system pro-
vide different type of defense services based @n needs. Finally, we analyze
the usage of the defense resource, furthermorermeufate the mechanisms of
policy for the client's needs, and how to allocegsources in the case of re-
source saturation for the defense to satisfy serpioviders obtain the best
benefits of the service strategy, and design theham@sm of resource man-
agement.

Keywords: Security Policy Managenent, SLA

1 INTRODUCTION

In recent years, the network attacks is changeitilyapnd it's impossible to de-
fend effectively. For the user who not familiar vihe security issue to operate the
security software is difficult. In such situatidhese users usually use the setting by
default, we are not sure whether the default gettam be able to against these attacks
or not; On the other hand, for the network admiatst is familiar with network secu-
rity management, will still be subject to the halmaof cyber-attacks. Such as the
recent years, Sony and Google was be hacked, artthttkers steal a large number of
customers' personal data. Only enterprise colleictiedmation alone is not sufficient
to prevent attack. These prevention methods athdruser side to install their own
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network security software or hardware, as well iasthve user or the network manag-
ers to manage the data information.

This paper proposes the architecture to provideertsecurity services by the In-
ternet Service Provider (ISP). The service provideresponsible for managing the
customer's network security, taking a protectiowugtomers using the Internet from
the malicious so that customers do not need talingteir own network security
software or hardware. The service is known as ngtwecurity and defense services.
However, the degree of network security needs ol eastomer are different, it must
be customer-oriented, according to the securityle@é each customer to provide the
appropriate network security.

For these motivation, this paper will be based e gecurity system architecture
[4] to explore the application environment and s&s designed to modify the system
according to the needs of the application envirannaad services, and incorporate
the concept of user demand to provide network #gcsystem; Finally, we have to
analysis of the defense system usage behaviorfuatiter development the mecha-
nisms of customer demand and planning the seaudiyagement.

2 Background

A. TheDistributed defense system.

In the paper [4] [5] proposed a distributed segusigstem architecture like Fig.1
(Security Policy Decision Server, system architext®PDS) as the policy decision,
and communication with the other domains to achigwefense. The routers in the
domain of the system are to deploy security roatepacket forwarding, monitoring
and filtering. And the SPDS policy decision panstjmainly about the mechanisms of
the Policy Management security policy.

Signaling
seryer

S

Fig. 1. Thesystem architecturef distributedprotectiondevice



B. The policy management

Aib, [1] proposed an architecture be called Polésnulator. The operation of the
Policy Manager starts when all new events are ldabtethis architecture, we placed
in a framework of SLA management mechanism andtssecurity policy according
to the Business of behavior, as shown in Fig. 2.
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Fig. 2. The architecture of Policy Simulator

3  Thesystem architecture

3.1  System environment

This paper proposed to provide network security defénse services by the Inter-
net Service Provider industry (ISPs), the netwatusity defense system built on the
original core of the network structure of the ISRe Fig. 3 is the system environment
in this paper. In this figure, the bottom of thestgyn environment for the Internet
Service Provider (ISP) is the inherent networkcttite. The gray cloud, said Internet
service provider's core network (Core Network), anthe core network border has a
router to connect to each domain. The interneticemproviders in order to provide
network security and defense services to the imheretwork structure, setting up the
defense system on the entrances and exits of eanhid of the core network border
router which mainly responsible for network moniitgrand defense of each domain.



This system called security Router (SR), and tHertf® domain was monitored as
the security domain (security domain).

For the purpose of collecting the network attacKsrimation in a distributed envi-
ronment, there are more than one security mongsistem to monitor each domain.
Furthermore, in the core network can build a ségutécision center for the policy-
making and decision-making, not only collect theamek monitoring information but
also manage and control the defense system fog®heThe network security deci-
sion-making center is through setting a few segurilicy decision-making systems
(security Policy Decision Server, SPDS) which cehsif decision-making center.
The aim is managing the SR which in their secuditynain distributed in order to
achieve load balancing.

In the Fig. 3, the systems environment context rdiaghas the solid line and the
dotted line, where the solid lines represent theriret Network, which is the network
used by the general user (or customer), while ttted line represent the private
network of defense systems which known as the ggddanagement network also
as a communication network between the SPDS andl&SiRes. There are many
different customers in each security domain, ararthetwork security needs are
different, as shown in Fig. 3, presents the custsmethe security domain may be
general user, enterprise or factory and so on.

---------- Security Management Network

Internet Network

Internet Service Provider

Pl
=S
General user The factory

Security Domain

General
user
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Security Domain

Fig. 3. The system environment

3.2  System architecture

Network security defense system architecture diagsadivided into two physical
components, namely, the defense system (SecurityteRoand security policy
decision-making system, the system works accortbngur research previously. As
shown in Fig. 4.
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4  Theoverview of the Defense Resour ce M anagement

The defense resources mentioned in this papersrédethe defense module of the
defense system (SR), which is used to set the sigfnules, but the resources of the
defense system has the limit. However, there armymdifferent demands of
customers in each security domain. It means thanwhe customers increase, the SR
has to protect these customers by using more defeesources because each
customer's demands are not the same. Owing tortpogtion of defense resources
for each customer is not the same, when the defessmmirces become saturation,
how to allocate defense resources will be the ingmbissue.

The following will explore the design of the meclan about the defense resource
management, and the network security defense systrhanism show as the Fig. 5.

One of the properties of “Provider Resource” referthe resources of the defense
system, another property of the “user requirementsans the defense requirements
of customers, and the “Service Policy” as a serpicider business strategy. In this
paper, the service strategy of network security defénse services is to get the best
interests and benefits for the service provideos v will explore how to allocate the
use of the fixed defensive resources in order toeae the best results. The service



management mechanism is a mechanism of the entstens operation, and the
defense resources management also belongs toeStefhnse resource management
mechanisms must be user demand-oriented, as wedicesrding to the service
strategy to manage defense resources.
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Fig. 5. The service management mechanism

5  TheNetwork security and defense services

A.  Service environment modeling

First, we assume that the system module of thear&teecurity defense system is
hardware-based filtering system or firewall systeamg the maximum available de-
fense resources for the defense module is . Funtire, we assume that the defense
module processing performance is not affected byntimber of flow size and defen-
sive rules, within the maximum available defensoueces.

Assuming that the network service provider indugtrgvide network security and
defense services, in accordance with the commowonktattack types, which can
provide several event types of projects for defeoseustomers to choose such as
Table 1ll. And the maximum available defense resesarfor the network security
defense system which service provider industry iolexVis .

As the charges of the service, the service provigl@nalyzing the characteristics
of various types of attacks, then further analg$ithe degree of damages for custom-
ers, and develop the hazard rating, charges ( Yr@ndompensation ratio ( ); For the
service provider, there were two sets of fee ferdtiferent needs of customers, one is
the general-type customer and another is enterpyjsecustomer, However, the haz-
ard rating of the characteristics of both types el level of charges are different,
such as Table |, and Table II.

When a customer selected a type, then it will heveSLA contracts to be corre-
sponding to the customer, For example, when a mestavas selected general-type,
then the SLA contracts will be such as shown inl@&lh. The customers will be able
to choose the services in the SLA project accordingheir demand, and to sign a



contract with the service providers to complete ghechase of services process. The
service providers also can provide the PTP infoienatwhich is including the costs
of the defense services and the service time, agcshown in Table IV. The infor-
mation of costs is to indicate that how many resesimust be using when the ser-
vices projects set up the defense, that is, it si&amv many rules need to set up. The
information of defense time is means that how |timg defense rules exist for the
defense services. However, in the service proypdetr of the balance sheet of income
and compensation planning for the month of settlgme other words, it will calcu-
late the total revenue and the total compensati@ach month.

The total revenue is the total of the fee paid Ibgwstomers, but the total compen-
sation has to determine whether there is a brehchstomer needs, The criterion is
decided when the attack behavior is detected elfetlis not take the defense during a
certain time, or there is take the defense but feas a threshold, then it will be
judged as not to meet customer needs. Finallyillitavsum all the compensation for
all unmet customer service projects, which is ttaltamount of the compensation of
the service provider. As to the total gain, thaltgfain is the total income after de-
ducting the total compensation.

B. The model of the defense resources usage

This part will analyze the overall operation of thgstem behavior for the use of
defense resources to develop the formula of statisanalysis. This paper presents a
scheme for the system management and resourcatiio@ccording to the service
strategy, which means that the behavior of theallveystem operation and the use of
resources for defense must be consistent withaheaf the service strategy.

In this paper, the target for the service providen get the best benefits, which is
to get the best profit. According to the modelifgacservice environment mentioned
before. We assume that the best benefit the sepvmaders get, the less the amount
of compensation is. So, the goal of the statistwallysis is to strive for the maximum
benefit basically, and to pay the minimal compensato customers for the service
provider.

However, the need of compensation is decided orthehdéo meet the customer
needs. To meet the customer needs, the servicedproveed to consume defense
resources to defense attacks but do not requir@ensation to customers; if not, then
it do not consume resources to defense attacksdmat to compensate customers. The
decision-making parameters of statistical analysisvhether the defense to meet
customer demand.

The formula of statistical analysis is based on thede of operation and
limitations of the overall system, such as the asafgthe defense resources must be
lesser than the maximum available, in the meanwhiten the defense services that
the customer does not need and the attack evemhwtds not occurred, then the
service provider has not to take the defense. Bdfidroducing the model of defense
resource usage, we first described the parametdrabile V.

The defense resource model developed under theatomditions is as follows :

1) Decision values :



Xgt = {(1) , Represent that whether there are demand for thesteraer in t

defense services.

2) Objective :
max (Zs Zt Sstcst - Zs Zt 0-stsst(l - Xst)Pst)y seS,teT

3) Subjectto:

e Te Tt CestOstXst Tt < F,s€S,t €T, e €EE. 1)
Vs o1 — 8)xsc =0,sES,tET. )
2sZtOst(1 —8s)Xst =0, S ES,tET. (3)
Y1 —0g)(1 = 8s)%st =0 ,s €S, tET. (4)
Y itest =1,Ve=1,..,m,s€SteT. (5)

[Te(1 —gest) = (1 —0g),Vs=1,..,n Vt=1,..,5 e €E. (6)
The objective of the analysis of the defense resmurmodel is getting the
maximum benefit; the model has following six lintitans :

(1)
@)

®)
(4)
®)
(6)

The usage of resources must be less than F.

During the firsts customer int defense type has no attacks.€ 0), thex
equal 0.

When the firsts customer int defense type has no demaré £ 0), thex,,
equal 0.

When the condition conform the limitation (2) ar8), (then the,, also equal
0.

Each event will only attack one customer, and dmyongs to one type of
event;

As limiting the first s customer in t defensive égof projectsd;;), which is 1
when the events occurred, and 0 represent not®wentirred.
Table 1.
@ The hazard rating of the general customers
Hazar Ch C ti
Harmful behavior & ompc.enw 10
dleve (1) ge nratio
Be unauthorized
. i NT$ )
1 manipulation of the R P_ratio,
ev.
computer (or server) !
The confidential
information of individuals NT$ .
2 L P_ratio,
(or organizations) was Rev,
stolen
Attacker detection the
device weakness (the NT$ .
3 . P_ratiog
device can be computer or  Revs,
server)
Be attacked by
multiple sources, resulting NT$ .
4 P_ratio,

in the system (or service)  Rev,
operate abnormal




Cause the system (or NT$

. P_ratiog
service) operate abnormal  Rev.

Table 2.
The hazard rating of corporate customers
Hazar Harmful behavior Char Compgnsaﬂ
dleve (1) ge on ratio

Be attacked by multiple
sources, resulting in the NT$

1 . P_ratio,
system (or service) operate Rev,
abnormal
Cause the system (or NT$ .
2 . P_ratio,
service) operate abnormal  Rev,
Be unauthorized
. . NT$ )
3 manipulation of the R P_ratios
ev.
computer (or server) 3
The confidential
information of individuals NT$ .
4 o P_ratio,
(or organizations) was Rev,
stolen
Attacker detection the
device weakness (the NT$ .
5 . P_ratiog
device can be computer or  Revs
server)
Table 3.
The SLA example of the general customers
Sel , Fee/
Defense Services .
ect compensation
Denial-of-service
NT$ Revg / -NT$ P,
(DoS) $ Revg $P,
The Distributed
Denial-of-service (DDoS) NTS Rev, / -NTSF,
Vulnerability scanning
NT$ Rev; / -NT$ P.
(Scan) $ Rev, $ P
Backdoor (Spyware) NT$ Rev, /-NT$
P
Table 4.
The Protection Type Profile (PTP)
Num- Defen )
ber (1) Defense type = codts Defensetime




Denial-of-service

(DoS) ry ProtectionTime,
The Distributed
Denial-of-service r, ProtectionTime,
(DDoS)
Sca::]l:]lir:%ra(lglcl:g):\) Iy ProtectionTime,
Bas\t(;ircg(;r (Spy- Iy ProtectionTime,
Trojan, Bot
Detection and I's ProtectionTimeg
Prevention
Tableb.
The parameter description Table
Parameter Explain Valu
e
E The collection of events detected during a 1,...,
certain time m
The customers collectio§,= S; U S,,
S S,is the Collection for enterprise customers, "'
S,is the collection of general customers
T As a defensive type collection ; '
When value equal 1, indicating that the target of 0or
€est the event for the e times attack is s customer, the
type of event is t
Represent that whether there are attacks during 0 or
Ost the s customer in t defense services 1
5 Represent that the whether there are demand for 0 or
ot s customers in t defense services 1
Represent the amount @dmpensation of the
P defense services of the s customers in t defense
services
c Represent the amount dfar ge of the defense
ot services of the s customers in t defense services
Represent that defense type t need to consume
how many of the defense resources
e (Eg: How many of rules the demand has to
set ?)
F Represent the maximum available total defense

resources for the defense system




6  Theanalysisof defenseresources usage

A. Fig.s and Tables

Based on the above planning service environmentjefisas refer to the statistical
results of the attack with intent [6] and majorweatk security company Network
Threat statistics [7] [8] to conFig. the types ek$§ and compensation, further to
conFig. each network attacks and the proportiotheftypes of customers, to do the
statistical analysis of the behavior of defenseusses usage. In addition assume that
the network service provider to provide networkwsig and defense services, which
the available resources of the defense system(8 @0 = 2000). Table VI and Table
VII are the parameter settings for each fee typabld VIII represent the PTP
information set.

The following analysis will be mainly focus on tdefense resources of a single
security domain, analyze the resource usage by ubks model which we proposed.
The following major analyze the influence betwelea humber of services and profit
for different types of customers, which controliafe is to control the proportion of
customer types, the operating variable is the nunofecustomers in the security
domain, and the fixed factors are the maximum aisgl resources for the defense
system, the number and proportion of each evet wigen the events occur.

(NTS ~ S0000

X

The Service revenue
40000

—3—51(100%)
AN, —8— S1(75%)52(25%)
—3— 51(50%)52(50%)
—@— 51(25%)52(75%)
52(100%)

20000

The amount of
revenue

10000 —

0 —f— The best allocation
2 6 10 14 18 22 26 30 34 38 42 46 50
strategy+
The number of customers
(customers)

Fig. 6. The chart of Service revenue

Fig. 6 indicates that represent the proportionriémorise customers, and repre-
sent the proportion of general customers. This €&g. be seen the more proportion of
enterprise customers, the more pre-earnings wilMbieen the defense resources be-
come the full load, the earnings growth will beslem the late, the lower proportion
of enterprise customers will be more income. Ferdérvice provider's point of view,
we can make an inference to the ideal situatioredbam the above data. The ideal
situation is no matter how many the customers theamount of the proceeds must
be the best. After analyzing the allocation stratefythe various types of customers,
we found that when the defense resources is seffficiwe can give the priority to
accept the enterprise customers, when either atlegledense resources, began to



accept the general customers, but no longer aesgptprise customers, as the trian-
gle curve in Fig. 6.

The statistical analysis data of the best allocasivategy to compare the other five
types of the different proportion of customers,fagnd that the best customer alloca-
tion strategy with the type df (25%), (75%) proportion, their final income and the
number of customers is the most similar. So usestitegegy that the final proportion
of customers will be close to (25%), (75%) .

7 Conclusion

In this paper, according to the operation of therall system, we propose a model
for defense resources management basis on theibelwdthe usage of resources,
and further assume that the service environmenttamndnalysis of defense resources
usage. We found that the more proportion of therpnise customer, the more initial
income will be, but with increasing in the numbdrcastomers will make the re-
sources into full, the growth of earnings will bewslower. Through the observation
of a variety of data of the proportion of customensd to design the best strategy to
satisfy the customer’'s demand from the providespective. As for the best strategy
for defense resources, when the resources areisuffi then priority by adding en-
terprise customers, when the resources becameilthedd, began to accept the gen-
eral customers. Finally, as the load of resourezdime full, we can choice one type
of allocation of defense resources to design andefeesource management mecha-
nism, while in the future, we can based on the abesults applied to defense system
of resource management to implement.
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Table6.

The hazard rating of the general customers

Hazard Char Compensation
Harmful behavior g p-
level (1) e ratio
Be unauthorized
. ) NT$
1 manipulation of the computer 400 50%
(or server)
The confidential
. . Lo NT$
2 information of individuals (or 350 45%
organizations) was stolen
Attacker detection the NTS
3 device weakness (the device 150 40%
can be computer or server)
Be attacked by multiple
sources, resulting in the NT$
4 ) 15%
system (or service) operate 200
abnormal
Cause the system (or NT$
5 ) 15%
service) operate abnormal 150
Table7.
The hazard rating of corporate customers
Haza i
) Cha Compensati
rd level Har mful behavior .
rge on ratio
0]
Be attacked by multiple
sources, resulting in the NT$
1 ) 95%
system (or service) operate 650
abnormal
Cause the system (or NT$
2 . 90%
service) operate abnormal 500
Be unauthorized
. . NT$
3 manipulation of the 400 80%
computer (or server)
The confidential
information of individuals NT$
4 L 75%
(or organizations) was 380

stolen




Attacker detection the

device weakness (the NT$ 50%
device can be computer or 100 °
server)
Table8.

The Protection Type Profile (PTP)

Num- Defense type Defen Defense
ber (t) yp se costs time
Denial-of-service
1 (DoS) 5 5-days
The Distributed
2 Denial-of-service 8 5-days
(DD0S)
Vulnerability
3 scanning (Scan) 1 5-days
4 Backdoor (Spy- 4 5-days
ware)
Trojan, Bot
5 Detection and 6 5-days

Prevention




