\

HAL

open science

Data-Minimizing Authentication Goes Mobile

Patrik Bichsel, Jan Camenisch, Bart De Decker, Jorn Lapon, Vincent Naessens,

Dieter Sommer

» To cite this version:

Patrik Bichsel, Jan Camenisch, Bart De Decker, Jorn Lapon, Vincent Naessens, et al.. Data-Minimizing Au-
thentication Goes Mobile. 13th International Conference on Communications and Multimedia Security (CMS),

Sep 2012, Canterbury, United Kingdom. pp.55-71, {10.1007/978-3-642-32805-3_5). <hal-01540904)

HAL Id: hal-01540904
https://inria.hal.science/hal-01540904v1

Submitted on 16 Jun 2017

HAL is a multi-disciplinary open access archive
for the deposit and dissemination of scientific re-
search documents, whether they are published or not.
The documents may come from teaching and research
institutions in France or abroad, or from public or pri-
vate research centers.

L’archive ouverte pluridisciplinaire HAL, est des-
tinée au dépot et a la diffusion de documents scien-
tifiques de niveau recherche, publiés ou non, émanant
des établissements d’enseignement et de recherche
francais ou étrangers, des laboratoires publics ou
privés.

Distributed under a Creative Commons CC BY 4.0 - Attribution - International License


https://inria.hal.science/hal-01540904v1
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr

Data-minimizing Authentication goes Mobile

Patrik Bichsel, Jan CamenisdhBart De Decket,
Jorn LapoR, Vincent Naessedsand Dieter Sommér

1 IBM Research — Zurich, SwitzerlanBmail: { pbi , j ca, dso} @uri ch. i bm com
2 |BBT - Distrinet — KU Leuven, BelgiumEmail: bar t . dedecker @s. kul euven. be
3 MSEC - KaHo Sint Lieven, BelgiunEmail:

{jorn.lapon, vi ncent. naessens} @ahosl . be

Abstract. Authentication is a prerequisite for proper access cotrnaiany e-services.
Often, it is carried out by identifying the user, while geaby; verification of certified
attributes would suffice. Even worse, this kind of autheaitan makes all the user’s
transactions linkable and discloses an excessive amouyrgrebnal information, and
thus erodes the user’s privacy. This is in clear contraatictd the data minimization
principle put forth in the European data protection legisia

In this paper, we presemtata-minimizing mobile authenticatiomwhich is a kind of
attribute-based authentication through the use of anongneeedentials, thereby re-
vealing substantially less personal information aboutuber. We describe two typi-
cal scenarios, design an architecture, and discuss aypetotplemented on a smart
phone which minimizes the disclosure of personal data inea-testerminal authen-
tication setting. The prototype uses the Identity Mixer amoous credential system
(Idemix) and realizes short-range communication betwéensmart phone and the
terminal using visual channels over which QR codes are exggth Furthermore, the
security has been improved and unauthorized sharing oéntidis prevented by stor-
ing the credentials’ secret key in a secure element hostatidoynobile phone. Our
measurements show that the use of smart phones for daterziimj authentication
can be an actual “game changer” for a broad deployment ofyamons credential
systems.

Key words: privacy, anonymous credential systems, mobile computknglroid, se-
cure element, visual communication channel

1 Introduction

Intoday’s service-oriented world, users regularly havauthenticate to a clerk, a terminal, a
door, or an on-line service to gain access to a desired resadost often, this happens using
a physical credential (e.g., a badge), or a user name and@ak®r an X.509 certificate and
the corresponding private key. In all these cases, auttaitth leads to thalentificationof
the user, which is often not required by the underlying besinprocesses (e.g., to access a
newspaper site, it suffices that the site is convinced tleatiier has a valid subscription and
does not need to know the identity of the user). These tmawitiauthentication protocols
also have the adverse effect that multiple authenticatigtisthe same (or even different)
service providers are linkable and allows for compilingemstive user profiles.

Many of the scenarios that use identity-based access ¢auntd be adapted to use
attribute-based access contiiolstead, that is, the authorization to access a servicesistha
on proven properties of the user’s attributes that arefemttby a trusted identity provider.



An example is age verification of a customer who wants to bugleoholic beverage in a

bar. It should suffice for her to prove to the bartender thatvgas born more than 16 years
ago, instead of having to show her identity card, therebglaééng not only her exact date
of birth, but also other identifying information such as hame or address.

Anonymous credential systefd®, 8, 7, 4] can be used to realize such attribute-based au-
thentication. They allow a user to selectively releasermgttion about the attributes embed-
ded in a credential or even combine multiple credentialsrfaking more complex identity
statements. For instance, as in the example above, the&iethttribute can be used to prove
to be older than 16, without revealing the birthdate itdalthe sequel of this article, we will
focus on anonymous credential systems in which multipleratdtions performed with such
credentials are unlinkable [12, 8, 2], unless the releaseithae information makes them
linkable (e.g., a unique serial number or a unique comtnatf attribute values). Creden-
tial systems are, from a privacy point of view, the most slld@aechnology for realizing
attribute-based authentication. A drawback of credestiatems is that they require sub-
stantially more computational effort than traditionaltartication technologies. However,
today’s most advanced mobile phones, the so called smangshare computationally suffi-
ciently powerful to execute anonymous credential protoaok reasonable time. They also
have sufficient memory to store all the user’s credentiald, @an optionally be extended
with a secure element (e.g., a smart microSD card) to prthectorresponding user’s se-
crets. Smart phones are particularly well-suited as hasfqyim for credential protocols
because they are usually kept around, they allow for rejimtuitive graphical user in-
terfaces, and they can connect to other devices via shogeraommunication channels.
Currently, ongoing developments in the area of trusted i@t environments go into the
direction of strengthening future smart phones to make teeem better suited for hosting
the credentials of a user.

In this paper we illustrate how mobile devices can faci#itattribute-based authentica-
tion of a user sitting in front of a terminal. Users will autitieate with their mobile phone to
an authorization authority with the restriction that orilg tiser sitting in front of the terminal
is able to perform the authentication. We denote these sosrasuser-to-terminal authen-
tication. Some real-world examples are: the age verification of costs in a bar when they
order alcoholic drinks, access control to the premises efsoemployer, or to an event for
which one has to acquire a ticket. In all cases, it is impdtaat no third party can perform
the authentication instead of the user at the terminal.

Contributions and paper structureln this paper, we describe two scenarios for attribute-
based authentication with a mobile device. We pregeatocols that make use of short-
range channels between the user’s smart phone and a tetmigthblish an authenticated
channel between the mobile and an authorization server 83ethe mobile will perform
attribute-based authentication by using the Identity Migeedential system. The use of
short-range communication channels ensures that onlydtigealin front of the terminal
can execute the protocol. We preserslyatem architecturefor realizing those authentica-
tion protocols using visual short-range communicatiometeds based on QR-codes (Sec. 4).
The architecture also supportsacure elemeni{smart microSD card) for handling secret
key material throughout their life cycle, that is, storitngin and performing all computa-
tions involving them. A prototype system has been built orAadroid smart phone. We
presenimeasurementsof the key metrics that determine protocol execution tingec( 5);
the results are very encouraging so that a practical agiglicaf anonymous authentication



technologies on standard smart phones can be considessolée#\Ve conclude in Section 6
and provide an outlook on future research that is requirgdisnarea.

Related Work.Chari et al. [11] presented a taxonomy on different m-conumecenarios
with mobile devices. Our user-to-terminal scenarios fiti@itKiosk-CentricandFull Con-
nectivitymodel, respectively. Similarly, our solution also fits i ttmodel of Claessens [13],
in which the mobile is combined with a workstation in orderhtave a higher degree of
security and mobility.

Many schemes have been presented that use physically @ioestchannels [18, 22, 19,
16, 23,25] in order to obtain a secure communication chaoebeen two nearby devices
(e.g., audio, motion, QR codes or radio profiling). Althoubby are often related to device
pairing, they also apply to our user-to-terminal authextiom. However, privacy is often of
a lesser concern (e.g., for device pairing). In our solytieem combine the short-range com-
munication channel with a more privacy-friendly autheatiien mechanism, namely anony-
mous credentials, partially implemented on a secure elemen

Bichsel et al. [3] presented a full Java card implementatibanonymous credentials
similar to the ones used in the Identity Mixer library. Shog/a credential takes aboutis
for a 1280-bit modulus. Other implementations requireiphttust on the host. Sterckx
et al. [24] made an implementation of the DAA protocol whishclosely related to Iden-
tity Mixer credentials, taking about2s for a credential show using a 1024-bit modulus.
Danes [14] presented another approach, similar to ourshiohaonly the master secret is
kept on the card. We present a solution based on a proof oflkdge of a discrete logarithm
in hidden order groups.

There are also prototypes implementing U-Prove [4] anonyswoedentials, which take
about 05s for showing a credential [20]. Note that in order to remuilinkable, the U-Prove
system requires the issuance of a new credential for eagkatction, which may quickly
exhaust the EEPROM of the card [3] and also relativizes thengggly good performance.

2 Requirements

In the introduction, we argued why the user’s smart phone isl@al device for storing the
user’s credentials. First, we list its major advantages:

the mobile device has ample storage capacity;

it has sufficient processing power;

it is equipped with a camera,;

it has several means of communicating;

it can often be extended with a secure element (spn@B card);

— it has a high resolution screen that can realize user-fiyanterfaces;
it is kept around all the time, hence, it is almost always latée.

In this paper, we focus on anonymous Idemix credentialsothér kinds of credentials
can also be supported although they do not offer the samkdépeivacy for the user and
the same level of assurance for the relying party.

The requirements can be summarized as follows:

1. authentication should only happen with the user’s cansen
2. authentication should only be possible by the user intfobthe terminal;
3. sharing of credentials (e.g., with friends) should beasgible;



4. when the smart phone is lost or stolen, the credentialsidimm longer be usable.

Thefirst requirementiemands that for every authentication, at least sosee interac-
tion is necessary (e.g., at least a click on an OK-button).

The second requiremeris more difficult to realize. The authentication processdsee
to involve a short-range communication channebetween the terminal and the mobile
device. An ideal channel would be an NFC-channel. Howevestrsmart phones do not yet
support this kind of communication and terminals even IBégetooth is not really short-
range, and WiFi certainly not. Therefore, our scenariobusi avisual channel QR-codes
will be displayed on the screen and scanned by the camera déttice at the other end of the
channel. Since the camera must be positioned a few centinetieont of the displayed QR-
code, this way of exchanging information certainly reaizeshort-range communication
channel.

Thethird requirementan be realized by introducingsacure elementin our scenarios,
we will assume that the smart phone has a free slot fe8B card. A (secure) smagtSD
card is used to store the user’s secrets of the credentiadsy Eredential is associated with
a secret; when using a credential, the user needs to provedahge of the corresponding
secret. Since the user has no longer direct access to thers¢sséhe original Identity Mixer
library that we use as anonymous credential system, hadrwbiéied as follows:

— the user secret is generated on the sm&MD card and never leaves the card;

— the credential issue protocol and the credential show pobttave been adapted so that
all computations (exponentiations) that involve the useret are delegated to the smart
uSD card.

Since one needs the user secret for showing a credentialsendecrets are kept in a secure
element, it becomes impossible to share credentials.

For thefourth requirementthe use of the smaptSD card is further restricted: the card
will only perform an operation if the corre&IN-code is given. Hence, when the mobile
device is lost or stolen, the new owner will not be able to hgestored credentials since she
cannot "activate” the card via the correct PIN-code.

3 Scenarios

In this section, we present two typical uses of the smart pta@na tool to prove the user’s
attributes:

— a customer wants to buy an alcoholic beverage from a vendaghime and needs to
prove that she is older than 16 (cf. Section 3.2);

— a user wants to access protected articles of a newspapeitevebd needs to prove that
she is a genuine subscriber to that paper (cf. Section 3.3).

Before we discuss the protocols in detail, we first desctilgentotation used, the basic
building blocks and the assumptions for these settings.



3.1 Notation, Building Blocks and Assumptions

In the scenarios, several different communication chanare used, going from secure con-
nections, over visual connections to GUI-based connegtitable 1 lists the symbols used
in the protocol descriptions and their meaning. The arrdwswhe direction in which infor-
mation is exchanged; a double arrow means that in this ictierg information is exchanged
in both directions (possibly in several rounds). Sets greasented by, ... }.

Table 1. Meaning of symbols used in the protocol descriptions

|[Symbol  [Meaning |

—, <, <> |unprotected communication channel (e.g., a TCP-conrmecter a wired or
wireless network)

= , <, & |secure communication channel (e.g., a wired connectidrigtimaccessible to
external parties or a TLS/SSL-protected connection)

Ll visual communication channel, where messages are exah&®m®R codes

RE & unprotected radio communication channel (e.g., GPRS, WiFj

{...} set of items

T policy

Q statement or claim (e.g., the credential holder is olden ttand has a valld
subscription to the newspaper)

ok statementp fulfills the policy T

= payload added to a protocol message

We also use a few cryptographic building blocks:

Encryption schemes. Public key encryption is used for protecting both the caarfithlity
and integrity of messages. We will use the following funati®o indicate public key encryp-
tion/decryption:

ciphertext— AsymEnc(PK, plaintex)
plaintext<— AsymDec(SK, ciphertexj}

wherePK andSKrepresent the public and private keys, of which the publi; R&, can be
certified in a certificate, Cert.

Anonymous credentials. In the protocols, signed proofs of knowledge are geneflayatie
function:

SPK+« ConstructSPK(rr ¢; PIN){msg}.

It has four parameters: a policy, which specifies what has to be proven, a set of creden-
tials, ¢, the PIN-codePIN, for activating the secure eleménand the messagmsg to be

4 The secure element, a smar$D card, holds all the credentials’ secrets and executesatessary
operations with these secrets to generate the requiredtsigs. The PIN code is necessary to
activate the card, so that unauthorized usage is prevdhtaalsecure element is used, the PIN can
be omitted. This, however, requires substantially morsttiruthe mobile device.



signed. The signature can be verified with
Verify(SPK info)
whereSPKis the signed proof of knowledge amfo extra information necessary for the

verification (e.g., a reference to the session or selectkclpo

Roles. Fig. 1 depicts the roles active during user-to-terminaghentication. A uset) com-
municates through his mobile devibewith a terminalT. The terminal communicates with
the authorization authoritp. In Scenario 1, the relying party (i.e., the vending machine
contains both the terminal and the authorization authdritgontrast, in Scenario 2 the ter-
minal is not trusted by the relying party (i.e., the websit&nce, the authorization authority
coincides with the relying party.

RP

:

RF] \
QR
S T
P
g
U

(a) Scenario 1 (b) Scenario 2

Fig. 1. Roles and Setup fd@cenario 1: a vending machimmdScenario 2: a newspaper website

Assumptions. If the connection betweeh andA is unprotected of is not controlled by the
RP, an SSL/TLS-channel will be set up betweEmndA. We will omit this in the protocol
descriptions.

3.2 Scenario 1: a Vending Machine

As presented in Fig. (a), in the first scenario a vending nmecfur soft drinks and alcoholic
beverages will only sell alcohol to customers older thanréageage (e.g., 16 years). The
main goal is to prevent that youngsters buy alcoholic beyesaithout the consent of an
adult, so that the machine can operate unattended (even in playdsar in schools), while
complying to regulations.

We assume that the vending machine is equipped with a (ss@ken of sufficient
resolution (to be able to show QR codes) and a camera ablano@R-codes. The vending
machine contains both the termirfabnd the authorization servar We do not assume that
A is online; hence, revocation of credentials will not haveretantaneous effect. However,
each time the machine is replenished, the revocation irdtiom can be uploaded into the
machine.

Table 2 describes the protocol in detail. When the custosiects an alcoholic beverage,
RP needs to verify the age of the buyer. Therefore, it sends eedlp), its identity (1Dgp)



and its policy (ip) to the terminall’ (1). T encodes these items into a QR-code and displays
it on its screen (2). The customer scans the QR-code withrhartphoneM (3-4).M then
selects a set of credentigsSthat can be used to fulfill the poliogkp thereby taking the user
preferences iy into account (5). The smart phoné displays the polic§ and credential
selection toU in a user-friendly manner on its screen (6). The useselects the claim(s)

to prove (@) and the credential$(*) to use and enters her PIN-code to unlock the secure
element §E) (7). Then, the smart phorid and the secure eleme$iE will execute together
the signing protocol, thereby proving the claim(g) X with the selected credential®’()

and signing the nonceé\R) and the identity (IRRp) of the vending machine (8). Note that
SE will only collaborate if the correct PIN-code has been esddry the user. The signature,
claims and possible extra paylda(E) is then encoded as a QR-code, displayed on the
smart phone’s screen and scanned by the vending machimeésa#9-11). The data is then
forwarded to the authorization servar(9), which verifies whether the claims fulfill the
policy and checks the validity of the signature (and pogditd payment) (12).

Table 2. Scenario 1: the vending machine

(1) T<«< A : Na, IDrp, Tkp
2) T : M = EncodeQR(N,, IDRp, Tkp)
3 ME&ET S my
(4) M . {NA, IDRp, Tﬁqp} = ScanQR(ml)
(5) M : € = selectCreds(Trp, Yu)
6)U<« M . Present Trp, %
MHU=» M D CC, @ Trp, PINgE
(8) M« SE : SPKy = ConstructSPK(q@y, ¢*; PINsg){Na, IDrp}
9) M . Mp+— EncodeQR(qy, SPKy, =)
(10) ME T D mp
(11) T : {@,SPKy, =}« ScanQR(m)
(12) T= A : @,SPKy,=
(13) A if (e mwp) || ! Verify(SPKy, {@u, Na})) abort

Note that this scenario cannot prevent that youngsters lsoyalic beverages by using
the smart phone of an adult. However, this assumes a calllssitween the youngster and
the owner of the phone since the youngster will need the RIdedo activate the secure
element. This is similar to the situation where the adult buys thedbage and gives it to
the youngster. Also, a relay-attack can be arranged: thegaiar's smart phone could relay
the machine’s nonce, ID and policy to the smart phone of art éelig., via a Bluetooth
connection), which then generates the required signahdeeturns it to the child’s phone.

5 The user preferences specify which credentials can be nsethich transactions. They can also
restrict the kind of claims that can be proven with each angde

6 The policy may offer different options: e.g., the user camvprthat she is older than 16 by using
an elD credential and proving that her birth happened mam® 116 years ago or by using a driver
license credential and simply proving that she possessakdsone.

7 E.g. if the smart phonephone is capable of doing paymengsa@at information can be added here.

8 Without a secure element, the youngster could surrepsitygiborrow” the phone of an adult, and
buy the alcoholic beverage unnoticed.



Again, this assumes a collusion: additional software n&els installed on the adult’s phone
and signatures will only be generated after entering theddie (which suggests the adult’s
consent). Also, the use of a Bluetooth connection assumes the aguttgmity.

3.3 Scenario 2: a Newspaper Website

In this scenario (see Fig. (b)), the user, sitting behinddpsop or desktop, visits the web-
site of a newspaper and wants to access a protected artiden@b server wants to verify
whether the visitor is currently subscribed to that newspay/e assume that subscribers
possess an anonymous credential which lists the subseripgriod. The main goal is to
prevent that subscriptions are shared among friends sdliff@tent users can access the
articlessimultaneously

The differences with the previous scenario are:

— the terminalT is under control of the user or an external entity;

— the web server coincides with the authorization server;

— T may not have a webcam; hendemay not be able to scan a QR-code;

— the smart phon®1 has Internet access via a radio channel (e.g., GPRS, Wifyi, ..

Table 3 describes the protocol in detail. We assume thattaeseommunication channel
has been set up between the termifigk.g., an applet within the browser) and the autho-
rization servelA.

In step (1),A sends a nonce, its policy and its certificate getb T. The certificate
contains besides Ig also the public key oRP. Steps (2)-(8) are similar to those in scenario
1. Next, the smart phonkl encrypts the user’s claimsy), the attribute-based signature
(SPKy) and a possible payload with the public key of the relyingyé&®). The ciphertext is
then sent directly (via a radio channel) to the authorizesierverA (10), which will decrypt
the ciphertext (11) and verify the claim(s) and the sigrafdp).

Table 3. Scenario 2: Access to a newspaper website

(1) T<«< A : Np, mCergp
(2) T : my = EncodeQR(Na, Cerkp, Tkp)
3) MET D my
(4) M : {Na, Cergp, Rp } = ScanQR(my)
(5) M : € = selectCreds(Trp, Yu)
6)U<+ M . Present 1%
MU= M D CE, @ Trp, PINsE
(8) M« SE : SPKy = ConstructSPK(q@y, ¢*; PINsg ) {Na, Cerirp. SUBJECT}
9) M : mp = AsymEnc(Cergp.PK, {q@,SPKy,=})
(10) M 5 A :nmp
(11) A : {q@,SPKy,=} = AsymDec(SKrp, M)
(12) A if (N (@u - mRp) || ! Verify(SPKy, {@u, Na})) abort

9 When the adult's smart phone is also infected with a key4ogthe PIN-code could have been
captured in a previous interaction with the secure elenfdtitough not impossible, we deem that
the youngster being able to buy the alcoholic beverage taishighly unlikely, since the attack is
only possible when the adult's smart phone is nearby.



The nonceN, serves two purposes: it prevents replay attacks and itials®the authen-
tication interaction (over the RF-channel) to the conmectietween the terminal and the
web server. This protocol ensures for the web server thaeeamwith a valid subscription
is sitting in front of the screen of the terminal. If the sm@inbne is equipped with a secure
element §E), a subscription credential can no longer be shared amamys.

3.4 Discussion

The previous two scenarios fulfill all the requirementselisin Section 2.

Both scenarios require theser’s consentince the user has to select which claim(s) to
prove with which credentials. Also, a PIN-code must be exttdry the user to activate the
secure element (cf. line 7); hence, a lost or stolen smarigtdll not allow the new owner to
make use of the stored credentials. Malware can circumiieneigquired user interactions by
automating them. A key logger can also capture the PIN-caitieugh this is less obvious
when digits are entered via the smart phone’s touch scrieeniser interface can even shuffle
the digits or substitute them with pictures to make loggixigeanely difficult.

Both scenarios also use a short-range communication ch@fidime 3 and 8 in scenario
1, and line 3 in scenario 2). Thereforeyigual channels used, over which QR-codes are
exchanged. A QR-code can only be scanned when the camersitisped a few centimeters
in front of the screen displaying the code. This ensuresdhBbt the person positioned in
front of the terminal can read the information. In the firstrsario, a visual channel is used
to return the signature to the terminal; in the second si@nte signature is sent over an
RF-channel, because the terminal might not be equippedamitiebcam. The signature is
based on information received via the (first) short-rangmalel. In the second scenario, the
signature is encrypted with the relying party’s public k&lso, the signature is based on
IDgrp; hence, a phishing attack, wheR® tries to reuse the user’s authentication signature
to get access to another server’s (S) protected resourdidailyiunlessRP is able to get a
trusted certificate with 1R andPKgp.

In both scenarios, we cannot exclude, with protocol mecmasj a relay-attack, where
the smart phone forwards the received information via thaised QR-code to another smart
phone. However, this assumes the consent of the owner ofliee smart phone. Moreover,
when Bluetooth is used for relaying the information, it gigesumes the proximity of the
other user. Although the relay-attack cannot be excludedatithentication architecture de-
scribed in this paper is certainly much stronger than theecipractice, both in terms of
the privacy of the user (where identification is replaced tylbated-based authentication),
and in terms of assurance for the relying party (where thelaied attributes or properties
thereof, have been certified by a trusted identity provid&m)additional advantage for the
relying party is that it has to store less personal infororatf its clients; hence, less effort
and budget has to be spent to protect this sensitive inféemas is required by legislation.

4  Architecture and Prototype

We have designed an architecture and implemented a pretfdypalidating our scenarios
and showing the practical feasibility of our ideas. The #edture comprises the handheld
deviceM, the terminalT, the authorization serveX, and the identity providelP as intro-
duced in Section 3. We next elaborate on the general arthigdconcepts and give some
details on the implementation. Figure 2 illustrates a pitti@user interface of the prototype,
namely the main menu and a listing of the available credisrgtared on the mobile.
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Fig. 2. Screenshots of (a) the main menu and (b) a list of credentials

Communication.The short-range communication channels are realized makvehannels
over which QR-codes are exchanged. Most smart phones aiggeduvith a camera. Both
the mobile device and the terminal have a screen on which @iRsccan be displayed. If
the terminal possesses a webcam, a bi-directional visaalrei can be realized; otherwise,
only a visual channel from the terminal towards the mobilda@keis possible.

We used ZXing, a multi-format 1D/2D barcode image procegibrary in the imple-
mentation.

The architecture uses the REST [21] framework provided b REt [17], a lightweight
and comprehensive open source REST framework for the Jaifanph. It supports all major
Internet transport protocols, data formats, and serviserg&ion standards. The framework
is extended with a newonnector typéo support the QR-based visual channel.

Access control.To support attribute-based authentication, a securitpétgork was imple-
mented for client and server entities. It includes threeagan components: Traedential
managelimplements the cryptographic protocols for issuing andwshg credentials. It in-
vokes technology-specific credential handlers. For thigepave implemented a credential
handler for the Identity Mixer Anonymous Credential Syst@imestorage managenandles
the storage and retrieval of credentials on the host deaite thepolicy managehandles
service access policies. We use CARL [9] as formal languagsgecifying those policies.
The CARL language offers adequate expressiveness to adaiteanced authentication re-
quirements and allows for privacy-preserving, i.e., daitaimzing, statements, while at the
same time allowing for user accountability. The followingaeple policy specifies that the
service may be consumed by a requester owning a EuropedroaiedD certifying that the
requester’s age is over 18 and with the elD not being expired:

o1 0WnN p :: elD issued-byEU- Gov
o« wherep.dateOfBirth< dateMinusYearsoday(), 18)



Ap.expDate> today()

In the RESTlet [17] framework each resource of a party isquetd by ayuard, also called
ChallengeAuthenticatowhich enforces the authentication requirements an acegagster
needs to fulfill in order to get access to this resource. Accentrol at the entitied® and

A is technically implemented through such guards. For atteihased authentication, a new
type of guard has been implemented which invokes the propeager components of our
security framework. Thereby, the guard encapsulates th@enduthentication and access
control process on the services site.

Secure elementOur architecture supports the use of a secure element fangtie user’'s
secret key and performing all related computations. Asreeelement, we used the secure
Mobile Security Card SE 1.0 by G&D, a microSD card comprisingamper resistant Java
Card chip. We have implemented the portions of the idemixqmals comprising operations
on the user’s secret key as an applet to be executed on the2ssdement. The protocol
implementation of idemix oM has been adapted to invoke the computations on the secure
element for those portions. The implementation usesGWeChip 2.0 Bignat libraryfor
computing with arbitrary precision integers on a Java Card.

The secure element requires a PIN code to be unlocked whe(@Es of) a proof
protocol is to be computed.

Entities. The following table shows the hardware used for the diffeesttities:
Entity Realization

M Samsung Galaxy i9000: 1 GHz ARM Cortex-A8, 512MB RAM,
480x800 WVGA Super AMOLED screen, 2592 x 1944 Camera
The smart phone is running Android 2.2

T, A, andIP|DELL E4300: Intel Core2 Duo P9600 @2.54GHz, 4GB RAM, W
dows 7(64), 1280x720 Webcam

The three entities are run as separate services on a singtioWs PG

n_

On the mobile devic® runs an Android application on top of our framework which is
explained earlier. Communication is handled by the clg&dé implementation of the REST-
let framework.

The terminalT is realized as a GWT (v. 2.1.1) browser application, usirgRESTIet-
GWT module and the PC's display and webcam as hardware fbzirgathe visual chan-
nels.

The authorization servek and identity providetP are realized as Tomcat (v. 6.0) ap-
plications, featuring the RESTlet communication frameuwdhe Identity Mixer and other
authentication protocols.

Registration olU with IP. There are several ways for the user to obtain an anonymous cre
dential from the identity providdP. For each credential typ& has a guard that specifies
the policy for obtaining such a credential (i.e., the reguoients that have to be met). For in-
stance, the policy may specify that the user first has to atittege with his Belgian elD card.
The attribute values that are obtained during this autbetitin can then be used bl as
attributes of the credential to be issued (iLB.re-certifies these values in a new anonymous
credential).

The guard- and policy-based design of the identity provisierery flexible and can be
easily adapted to whatever authentication is required.

10|n real-world deployments, these services can easily higlised over multiple machines.



Authentication of) to A. The authentication message flow follows the protocol sppatitin

of Section 3. The policykp, specified in the CARL-language, is converted into an easy-t
understand format, which is then displayed s screen.U is required to choose how
to fulfill the policy and to give her consent to the informatticelease. Next, the user is
challenged to enter her PIN code to activate the secure ateme

5 Measurement Results

In this section we present and discuss the measurementsweehtained with respect to
our prototype. We considered three different metrics tlaaeha major effect on the overall
system performance:

1. The runtime of a cryptographic idemix proof, that is, thatimes of the prover and
verifier sides of the proof;

2. The additional overhead of an idemix proof incurred byuke of the secure element;

3. The encoding size of the idemix proof, which is relevarthmcontext of the bandwidth-
limited visual channels we employ.

5.1 Identity Mixer Proof Runtimes

We present measurements for a spectrum of different var@ritentity Mixer proofs. All
experiments have been repeated with three different sizid®e GRSA modulus: 1024 bits,
1536 bits and 2048 bits. For the experiments, we used diffayges of credentials and
different kinds of proofs.

(a) credentials with no embedded attributes (the user can thigrpoove to possess a valid
credential)
(b) credentials with three embedded integer attributes:
(b.1) all attributes remain hidden;
(b.2) all attributes are disclosed;
(b.3) the proof contains one inequality proof over an attribukes values of the at-
tributes remain hidden (e.@|D.dateOfBirth< dateMinusYearsoday), 16));
(b.4) the proof contains a proof over an enumeration-type atiitihe values of the
attributes remain hidden (e.glriverLicenseypee [A,B,EB]).

We use the following encoding triple as a shorthand notdtorthe structure (i.e., at-
tributes and used features) of a proef: f,, F] with & the total number of integer attributes
embedded in the credentia},the number of revealed attributes, dnd feature to be proven
or 0 in case of no feature.

Table 4 summarizes the average of the values we have measuhedrover and verifier
side (without secure element) of the protocol and the olaratime for the proof variants
(a)-(b.4) with the three different modulus sizes. The comitation overhead has not been
taken into account.

Note that revealing all attribute values (b.2) is almostfisient as proving possession of
a credential without attributes (a), which can be explaimgtiow the cryptographic proof is
computed (cf. [15], Sec. 6.2.3): disclosed attributes anggn with modular exponentiations
with exponents that are small compared to the actual attrikimes and, hence, have no major
influence on the overall protocol runtiffe

11 Other experiments, not-shown here, confirmed that the eagktas expected, is linear in the number
of attributes that remain hidden.



Proof (b.3) illustrates the computational overhead of &gjirality proof (30, ineq), such
as proving that one’s birth happened more than 16 years agda8y, in (b.4) (3 0,enum),
proving that an attribute has one of several possible valdds additional overhead (cf. the
protocol specification [15]).

A modulus size of 2048 bit, which is recommended for highasiézapplications, shows
a total runtime overhead of at least 0.9 seconds (which ie$arthan the time necessary for
scanning the QR-codes). The experiments revealed thabthpwtation time on the mobile
phone is comparable to that on the server, although the pside of the protocol needs to
perform more computations [15]. This is unexpected as tHé &ffhe phone is substantially
slower than the PC’s CPU. We discovered, however, that thiiger class in the Android
environmentinvokes native code, while on the PC, the ctasatirely implemented in JAVA.

Table 4. Timing results (average over 100 runs), in millisecondevpr verify, and total.

(ms) 1024 1536 2048
(at,ar,F) iprove verify totaliprove verify totaliprove verify total

() 00,0 103 78 181 240 187 427 495 375 870
(b) 3,0,0 139 125 264: 323 265 588: 634 515 1149
(c)33,0 102 78 180 243 187 430 495 375 870
(d) 3,0,ineq i 481 436 917:1182 1077 2259 2358 2184 4542
(e)30,enum 247 213 460 617 510 1127 1259 1014 2273

5.2 Overhead Caused by the Secure Element

We have measured the overhead incurred by the use of the g8lantard as secure element
for storing the user’s secrets, including the communicetietween the mobile device and
the secure element.

The figures in Table 5 show a substantial additional overlespared to the timing
results in Table 4. The overhead for each modulus length éslfand independent of the
proof specification. Of course, it does not influence thefiezis side. As an example, in a
basic proof (type (a)) with a 1024 bit modulus, an additiamadrhead of 1.26s is added to
the 0.18s necessary for the proof generation without sesfareent, which results in a total
of 1.44s. Note that a basic proof without attributes is coraple to the DAA scheme [5].
In related work, implementations of the DAA scheme were ntaden entirely on a secure
element [24, 3]. For the same key length, a proof takes 4.2s.

Table 5 also shows that a significant share of the additiomah@ad comes from the
communication between the smart phone and the secure dlehiéscan partially be ex-
plained by the current implementation requiring four rosimd communication. This can
be reduced to two rounds, by piggy-backing the messagedNbvétification and protocol
selection {ssue or prove) to the messages required by the idemix library.

Note that for the 1024 and 1536 bit modulus the communicatiay is the same, while
for the 2048 bit modulus, the communication takes longeis Ehdue to the fact that com-
munication happens in message blocks of 254 bytes. For 2@48ddlulus, two message
blocks are necessary.



Table 6. Size of the message,

(bytes) 11024 1536 2048

Table 5. Overhead, in milliseconds, incurred by the (a)p?;c?é? ggg 5775? 81825
secure element header info ;| 147: 148 148
(ms) 1024 1536 2048 response inf{ 57 ; 56 : 56

build proof 1262 160p 2082 (b);c?éffl) %01513 é;;’ 31(1)327

communicatiof 310| 310| 375

computation | 95212961707 MEECEr T § dlse) eily 2657

response inft 56 { 57 | 57
(d) 3,0,ineq 3243 4031 4855
proof 2867:3657:1504
header info { 215! 317 216
response inft 57 { 57 | 57

5.3 Size of QR Codes

Proofs generated by the idemix library are formatted in XMk.the visual channels used
for exchanging the QR-codes are severely limited in banthyathd since the idemix proof
is the largest part of the content to be transferred overdh@nel, a customized space-
efficient binary format has been used for representing igdgmaofs, instead of XML. Ta-
ble 6, presents the size of the messaggeof which SPK; is the major part. In the table, the
message size is decomposed into: pheof size, being the number of bytes of the idemix
proof; theheader infosize, being the size of additional information requirednoae the
idemix proof in the custom format (such as attribute namedemgths of proof values); and
theresponse infgize, being the size of additional information required iy telying party
(such as a reference to the chosen policy).

Table 6 also shows that different proof specifications tesujuite different proof sizes.
For the more complex proofs, e.g., proof (b.3), the size efphoof becomes too big to
be encoded in a single display-readable QR-¢&dBvo solutions exist: either, scenario 2
is used in which the proof is sent via the radio channeAt@r, the message is split into
multiple chunks which results in a series of QR-codes that#@played one after another.

Note that the generation of the QR-codes on the mobile deviaently takes a substan-
tial fraction of the overall protocol runtime. For showingredential without attributes, the
QR-code is generated in about 0.8s. For the case of an ihfgo@ with 2048 bit modulus,
two (larger) QR-codes are generated in about 2.5s.

6 Conclusion & Future Work

Building on mobile devices, we provide a feasible solutiorstipport attribute-based cre-
dentials as a privacy-preserving authentication solutiée presented protocols that employ
short-range channels to establish an authenticated chi@tvecen a mobile and a relying

party. Therefore, our system architecture realizes thibate-based authentication protocols
using visual short-range communication channels basedryed@es. Nevertheless, other
short-range channels can be supported as well.

12 The QR standard specifies that only about three kilobyteinaip data may be included in one QR
code.



For increased security and assurance, our system archéeotd implementation comprises
an optional secure element based on a seg8i@ token. This achieves not only sharing and
theft protection for the user’s secret key material, bup alstronger binding between a user
and her mobile device through authentication between those

As a validation, a prototype has been built on an Android splaone that implements two
scenarios: authentication to a vending-machine, and tonateewebsite. Nevertheless, our
system is applicable to a wide range of practically-relégathentication scenarios. We pre-
sented measurements that demonstrate the feasibilityrabdution and obtained encourag-
ing results regarding the practicality of anonymous auibation technologies on standard
smart phones.

Today’s smart phones suffer from vulnerabilities that makeithe software-based compu-
tations or the 1/0 between the user and her device untrustgd,captured or influenced by
a virus. Therefore, Trusted Execution Environments allewtain processes to be executed
with a higher level of assurance, thereby, e.g., ensuriagrb virus can change compu-
tations or intercept the I/O of such process to the user. Bpmeents on this are ongoing
and can be employed as orthogonal mechanism in our systdritegtare once they will be
deployed on mainstream platforms.

Future extensions on the protocol level may comprise thedhniction of the user ac-
countability property [1, 10] through the use of verifiableryption [6], or the support of
credential revocation mechanisms, e.g., based on dynamioraulators. Currently, access
to the card is protected by a four digit PIN code, but may b&ega by gesture locks or bio-
metric access control for increased usability and securitgugh, the CARL language offers
adequate expressiveness to address advanced authentiegtiirements, it lacks a number
of useful properties. For instance, the language could tieduextended to support the gen-
eration of (domain-specific) pseudonyms and once revataisupported, there should be
a proper way to provide revocation-specific information.tAkse features are not concep-
tually changing the constructions or architecture, whighthe main focus of this paper, but
rather require some additions, like for key management.
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