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Abstract—In symbolic verification of security protocols, pro-
cess equivalences have recently been used extensively to model
strong secrecy, anonymity and unlinkability properties. However,
tool support for automated analysis of equivalence properties is
limited compared to trace properties, e.g., modeling authentica-
tion and weak notions of secrecy. In this paper, we present a
novel procedure for verifying equivalences on finite processes,
i.e., without replication, for protocols that rely on various
cryptographic primitives including exclusive or (xor). We have
implemented our procedure in the tool AKISS, and successfully
used it on several case studies that are outside the scope of
existing tools, e.g., unlinkability on various RFID protocols, and
resistance against guessing attacks on protocols that use xor.

I. INTRODUCTION

Protecting authenticity and confidentiality of transactions by
the use of cryptography has become standard practice. Security
protocols such as TLS, SSH, or Kerberos are nowadays widely
deployed. However, history has shown that designing secure
protocols is challenging, because of the concurrent execution
of protocols in an adversarial environment. Many attacks
exploit flaws in the protocol logic rather than, or sometimes
combined with, weaknesses in the underlying cryptographic
primitives, e.g., [13]. During the past two decades, several
efficient automated verification tools have been developed to
detect logical flaws, e.g., ProVerif [16]], AVISPA [6]], Maude-
NPA [28]], Tamarin [38], and they have successfully discovered
many attacks in academic protocols [34]], standards [10] and
deployed protocols [5].

Authentication and (weak forms of) confidentiality are mod-
elled as trace properties: they are checked by verifying that
each possible trace of the system satisfies some predicate. The
verification of such properties is nowadays well understood
and enjoys efficient tool support, as discussed above. However,
some properties such as resistance against guessing attacks,
strong secrecy, anonymity and unlinkability [24], [27], [4],
[L7] are expressed in terms of indistinguishability, a form of
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process equivalence [2], [1]. Automated verification of equiv-
alence properties is not yet as mature as for trace properties.
Several tools have recently been extended with the possibility
to verify a strong equivalence called diff-equivalence [15],
[L1], [37]. This equivalence can only relate processes that only
differ in the messages that they use, but not in their control
flow, which is too strong for some applications. Dedicated
tools for verifying process equivalences on security protocols,
in the case of a bounded number of sessions, have also
been developed. The SPEC tool [39] decides a symbolic
bisimulation, which implies trace equivalence, for protocols
that use a fixed set of standard cryptographic primitives. It
does not support protocols with else branches. The APTE
tool [[19] decides trace equivalence for processes including else
branches, and a fixed set of standard primitives. The AKISS
tool [18] is able to check trace equivalence for processes
without else branches but supports various cryptographic prim-
itives, including most standard ones as well as, e.g., blind
signatures and trapdoor bit commitment.

Some protocols use cryptographic primitives that have al-
gebraic properties [25]. Exclusive or (xor) is such a primitive,
and protocols implemented on low-power devices, such as
RFID tags, often rely on it because of its computational effi-
ciency [41]. There exist many results for taking into account
algebraic properties for trace based properties, in particular
for the xor operator [23], [21], [33]. However, only a few
procedures for equivalence properties take algebraic properties
into account. Delaune et al. [26] have studied equivalence
of constraint systems, showing in particular that the theory
for xor is decidable in PTIME. However, they only consider
the case of pure group theories, not allowing any other
equations, e.g., those modelling encryption. When considering
an unbounded number of sessions, tools that can verify diff-
equivalence do not effectively support xor. The Tamarin tool
supports a theory for Diffie-Hellman exponentiations, but not
xor. The Maude-NPA tool supports xor in principle, but when
verifying equivalence properties it does not terminate even
on simple examples. For trace properties such as secrecy and
authentication, termination is achieved in practice on several
examples, e.g., a xor based variant of the NSL protocol, the



IBM CCA crypto APIL: sometimes, attacks are discovered
by bounding the search depth to avoid non-termination; the
analysis of CCA also relies on Never Patterns, a technique
that allows to prune the search space, but which requires an
external, protocol-dependent [32] justification.

AKISS in a nutshell: The procedure that we present in
this paper builds on previous work by Chadha et al. [18],
and its implementation in the AKISS tool. This tool checks
equivalences for protocols modelled as processes in a calculus
similar to the applied pi-calculus [[1], but without else branches
nor replication. It actually checks for two equivalences which
over- and under-approximate the standard notion of trace
equivalence for cryptographic protocols, allowing one to either
prove or disprove trace equivalence. The coarser equivalence
also coincides with trace equivalence on the large class of
determinate processes.

The AKISS tool supports cryptographic primitives that can
be expressed through a convergent rewrite system enjoying
the finite variant property [22]]. Termination is guaranteed for
the subclass of subterm convergent rewrite theories, but also
achieved in practice on several examples outside this class.

The procedure is based on a fully abstract modelling of
symbolic traces of the protocols into first-order Horn clauses.
Each symbolic trace is translated into a set of clauses called
seed statements, and a dedicated resolution procedure is ap-
plied to this set to construct a set of statements that have a
simple form, called solved statements. It is shown that these
solved statements form a sound and complete representation
of the symbolic trace under study. Therefore, only the set
of solved statements is required to decide whether a given
symbolic trace is included in some process. To decide trace
equivalence between processes P and (), the procedure checks
whether each symbolic trace of P is included in () as described
above, and vice versa.

Contributions: We design a new procedure for verifying
trace equivalence of protocols that use the xor operator,
extending the work by Chadha et al. [18]. Our procedure
follows the general structure of the original one, modelling
protocols as processes in (a variant of the) applied pi-calculus
(Section [lI) and translating symbolic traces into Horn clauses
(Section [III). The xor operator is not supported in AKISS
because it cannot be modelled by a convergent rewrite system.
Our approach consists in first orienting the equations of
Xor into a convergent rewrite system modulo associativity
and commutativity (AC), then generalizing the procedure of
Chadha et al. to reason modulo AC (Section [[V). A direct
generalisation would be sound and complete, but would not
terminate even on very simple examples. We therefore com-
pletely redesign the resolution procedure, using a new strategy
to forbid certain steps that would yield non-termination. Show-
ing that these steps are indeed unnecessary requires essential
changes to the completeness proof. The modified procedure
yields an effective algorithm for checking trace equivalence
(Section [V]). Although termination is not guaranteed, we have
implemented our procedure as an extension of AKISS and

demonstrated its effectiveness on several examples, including
unlinkability for various RFID protocols [41] and resistance
against guessing attacks for password based protocols [30],
[31]. To the best of our knowledge, our tool is the first that
can effectively verify equivalence properties for protocols that
use xor. As with all of the above-mentionned tools, our results
are restricted to the (symbolic) model under consideration:
when our algorithm concludes that there is no attack, it is
only meaningful in that model. A proof in the computational
model would be stronger, but would still bear some limitations.
A natural question is whether our symbolic model could be
computationally sound. Note that the impossibily result of [40]]
does not apply here, since we only consider bounded runs.
Nevertheless, we do not claim computational soundness, and
argue instead that symbolic security proofs are already useful
information.

Outline: In Section [, we introduce our formalism for
modelling protocols, a variant of the replication-free fragment
of the applied pi calculus. In Section we provide a fully
abstract representation in Horn clauses of protocols expressed
in our calculus. Next, we present our saturation procedure
based on Horn clause resolution in Section We present the
algorithm for checking trace equivalence, its implementation,
and our case studies in Section [V]

II. PROCESS CALCULUS

We introduce the process calculus and the notion of equiva-
lence that we use to model protocols and indistinguishability.
Our calculus has similarities with the applied pi-calculus [1]]
which has been extensively used to specify security protocols.
Participants in a protocol are modeled as processes, and
the communication between them is modeled by means of
message passing.

A. Term algebra

As usual in symbolic models we model messages as terms.
We consider several sets of atomic terms:

o N is a set of names, partitioned into the disjoint sets Npry

and Ny of private and public names;

e X is the set of message variables, denoted z, y, etc.;

e W ={wj,ws,...} is the set of parameters.

Intuitively, private names in AN, represent nonces or keys
generated by honest participants, while public names in Ny
represent identifiers available both to the attacker and to honest
participants, and attacker nonces. Parameters are used by the
attacker as pointers to refer to messages that were previously
output by the protocol participants.

Given a signature X (i.e., a finite set of function symbols
together with their arity) and a set of atoms .4 we denote
by 7(X,.A) the set of terms, defined as the smallest set that
contains A and that is closed under application of function
symbols in ¥. We denote by vars(t) the set of variables oc-
curring in a term ¢. As usual, a substitution is a function from
variables to terms, that is lifted to terms homomorphically. The
application of a substitution ¢ to a term u is written uo, and we
denote dom(o) its domain, i.e. dom(o) = {x | o(x) # x}.



The identity substitution, of empty domain, is noted (). The
positions of a term are defined as usual.

We associate an equational theory E to the signature .
It consists of a finite set of equations of the form M = N
where M, N € T (X, X), and induces an equivalence relation
over terms: =g is the smallest congruence on terms, which
contains all equations M = N in E, and that is closed under
substitution of terms for variables. To model protocols that
only rely on the xor operator, we consider ., = {$, 0}, and
the equational theory E,,, below:

T ®x 0 @ (yd2)
r®d0 = =« TPy =

(z@y) @2
yoT

We denote by AC the equational theory defined by the
two equations on the right. We may also want to consider
additional primitives, e.g. pairs, symmetric and asymmetric
encryptions, signatures, hashes, etc. This can be done by
extending the signature as well as the equational theory.

Example 1: Let ¥}, = Y, W {(:, "), proj;, projs, h}, and
consider the equational theory Ef, extending E,, with the
equations proj; ((z,y)) = =z, and proj;({z,y)) = y. The
symbol (-,-) models pairs; the proj, symbols model projec-
tions; the unary symbol h models a hash function. Take id €
Npub to model the identity of a participant, and 71,72, k € Ny,
to represent two random numbers and a key, a priori unknown
to the attacker. Let ¢y = (id @ ro, h((r1,k)) @ r2). We have

that (projy (to) @ id) & projy(to) =g+ h((r1,k)).

In this paper we consider a signature 3 such that 3,,, C 3,
together with an equational theory generated by a set of
equations of the form

E=Eor U{M=N|MNET(EN S X)}.

Hence, E models xor in combination with any other equational
theory that is disjoint from E,,.

B. Finite variant property

A rewrite system R is a set of rewrite rules of the form
¢ — 1 where {,r € T(2,X), and vars(r) C wvars(f). A
term ¢ can be rewritten in one step (modulo AC) to w,
denoted t —x ac u, if there exists a position p in term ¢, a
rule £ — r in R and a substitution ¢ such that ¢|, =ac fo
and u = t[ro],, i.e., the term at position p in ¢ is equal to
o modulo AC and u is the term obtained by replacing, in
t, the subterm t|p with ro. The relation —>;‘z7 ac denotes the
transitive and reflexive closure of —x ac.

A rewrite system R is AC-convergent if the relation —73 ac
is confluent and strongly terminating. We denote by ¢} ac (or
simply ¢|) the normal form of a term ¢. In the following we
only consider equational theories E that can be represented by
a rewrite system R which is AC-convergent, i.e., such that

u=gv < ulgac =AC Vg ac-

~r of Example [1| can
be represented by the following AC-convergent system:

Example 2: The equational theory EJ

@ (xdy) =y
z®0—x
r®x—0

proj; ((z,y)) = =

RE = .
proj, ((z,y)) =y

Xor

Let to = (id @ ro,h({r1,k)) ® r2). We have that:
proj; (to) @ projs(to)

—rtac  (1d ®1r2) & projy(to)
—rtac (id@r2) @ (h((r1, k) & ra)
—rt ac  idSh((r,k))

Note that the first rule in RJ, is essential in last rewriting

step above, and more generally for R, to represent E,o,.

Given an AC-convergent rewrite system R, we define com-
plete sets of variants, first introduced in [22].

Definition 1: Consider a rewrite system R that is AC-
convergent, and a set of terms 7. A set of substitutions
variantsg ac(T) is called a complete set of variants for
the set of terms 7T, if for any substitution w there exist
o € variantsg ac(T), and a substitution 7 such that:

e 2wl =ac zolr for any x € vars(T), and
o (tw)] =ac (to)r for any ¢t € T.

The set of variants of ¢ represents a pre-computation such
that the normal form of any instance of ¢ is equal (mod-
ulo AC) to an instance of tol for some o in the set of
variants, without the need to apply further rewrite steps. A
rewrite system has the finite variant property if for any set
of terms one can compute a finite complete set of vari-
ants. We will often write variantsg ac(t1,...,t,) instead of
variantsg ac({t1, ..., tn}).

Example 3: Considering the equational theory EJ in-
troduced in Example [I] and the rewrite system defined
in Example We have 0 = {z +— (r1,22)} €
variantsg ac(proj; (x)). Actually, o together with the identity
substitution form a complete set of variants for proj; ().

The following substitutions, together with the identity sub-
stitution, form a complete set of variants for x & y:

ceor={z—ydz},oi={y—xdz},

eoy={z—a®z,y—y &z},

e 03 ={y+— z}, and

e 0y ={x— 0}, 0} ={y— 0}

This finite variant property is satisfied by many equational
theories of interest, e.g., symmetric and asymmetric encryp-
tions, signatures, blind signatures, zero-knowledge proofs.
Moreover, such a property plays an important role regarding
equational unification. It implies the existence of a complete
set of unifiers, and gives us a way to compute it effec-
tively [29].

Definition 2: Consider an AC-convergent R and a set
of equations ' = {u; = wvy,...,u, = vx}. A set of
substitutions S is a complete set of R, AC-unifiers for I if:

1) for each 0 € S and i € {1,...,k}, ujol =ac viol;



READER
k, id

nonce 71 -

nonce 1o

(1d © ro,h((r1, k) ©72)

<

id & (id ® r2) @ (h((r1,k)) ®r2)

ra)
(i1, k)
|

Fig. 1: The KCL protocol

2) for each 6 such that u;0] =ac v;0] foralli € {1,...,k},
there exists o € S and a substitution 7 such that 6| =ac
xot] for any = € vars(T).

Such a set is denoted csugr ac(I"), or csuac(I') when R = (.

C. Process calculus

Let Ch be a set of public channels. A protocol is modeled by
a finite set of processes generated by the following grammar:

PP P ,P = 0 null process
in(c,z).P input

out(c, t).P output

[s=t].P test

where x € X,s,t € T(X,NUX), and ¢ € Ch.

As usual, a receive action in(c, ) acts as a binding construct
for the variable z. We assume the usual definitions of free
and bound variables for processes. We also assume that each
variable is bound at most once. A process is ground if it does
not contain any free variables. For sake of conciseness, we
sometimes omit the null process at the end of a process.

Following [[18], we only consider a minimalistic core calcu-
lus that does not include parallel composition. Given that we
only consider a bounded number of sessions (i.e., a process
calculus without replication) and that we aim at verifying trace
equivalence, parallel composition can be added as syntactic
sugar to denote the set of all interleavings [18]]. Therefore, in
this paper, a protocol is simply a finite set of ground processes.

Example 4: Following a description given in [41], we
consider the RFID protocol depicted in The reader
and the tag id share the secret key k. The reader starts by
sending a nonce ;. The tag generates a nonce r» and computes
the message to = (id @ r2, h((r1,k)) @ r2) introduced in
Example [I] When receiving such a message, the reader will
be able to retrieve ry from the first component, and by xoring
it with the second component, he obtains h((r1, k)).

Using our formalism, we can model the two roles of this
protocol with the following ground processes:

Piag = in(c, z). out(c, (id ® ra, h({z,k)) & 12)). 0

Preader = out(c,71). in(c, y).
[(proj; (y) @ id) & proj(y) = h({r1,k))]. 0

where 71,72,k € Ny, id € Nyyp, and z,y € X. The protocol
itself corresponds to the set of ground processes obtained by
interleaving these two roles.

The aim of this protocol is not only to authenticate the tag
but also to ensure its unlinkability. An attacker should not
be able to observe whether he has seen the same tag twice
or two different tags. We will formalize this later on, relying
on a notion of trace equivalence, and we will show that this
protocol fails to achieve this unlinkability property.

To define the semantics of our calculus, we introduce the
notion of deducibility. At a particular point in time, after
some interaction with a protocol, an attacker may know a
sequence of messages t1,...,t, € T (2, ). Such a sequence
is organised into a frame ¢ = {wy — t1,...,w; — t;} that
is a substitution of size |p| = L.

Definition 3: Let o be a frame, t € T(X,N) and R €
T (3, Nowp U dom(y)). We say that t is deducible from ¢
using R, written ¢ g t, when Ryl =ac tJ.

Intuitively, an attacker is able to deduce new messages by
applying function symbols in X to names in Ny, and terms
stored in ¢. The term R is called a recipe.

Example 5: Continuing Example [4] consider the frame
© = {Wl =71, W — <Zd D ro, h(<7‘1,]€>) D T2>}.

We have that h((r1, k)) is deducible from ¢ using the recipe
R = (proj; (w2) & projy(w2)) @ id.

We now define the semantics of our process calculus by
means of a labelled transition relation on configurations. A
configuration is a pair (P, p) where P is a ground process,
and ¢ is a frame used to record the messages that the
participants have sent previously.

. ¢ .. .
The relation — where /£ is either an input, an output, or an
unobservable action test is defined as follows:

in(c,R)

RECV (in(c,z).P,p) —— (P{z — tl},p) if pbFgrt

out(c)

SEND (out(c,t).P, @) —= (P, U{w|y|+1 — tl})

if s| =ac t}

test

TEST ([s =t].P,p) — (P, ¥)
The label in(c, R) indicates the input of a message sent by
the attacker over the channel ¢ where R is the recipe that
the attacker uses to construct this message. The label out(c)
indicates a message sent over channel ¢, and transition rule
SEND records the message sent in the frame. Finally, the rule

TEST checks equality of s and ¢ in the equational theory and
is labelled by the unobservable action test.



in(c,r1)

{wy = (id @ ro, h((r1, k) © 12), wo > (id @ rh, h((ry, k') @

Awr = (id ® 7o, h({r1, k) ©72)})
r5)})

(Puairr, 0)  ———  (out(c, (id @ ro, h({r1,k)) @ r2)).Pag, 1)
MO, (Bhgs {w = (id @ ra, h((ry, k) @ 72)})
BTy out(e, (id @ 1, h((r1, k) @ 14)).0
out(c)
(0,
(P @) in(c,r1),0ut(c),in(c,r1),out(c)
sames

<Ov {Wl = <Zd D ra, h(<’l"1,]€>) @ 7n2>7 Wa <Zd @rév h(<7'1a k>) @ 7’/2>})

Fig. 2: Some derivations (see Example @)

Example 6: Consider the ground process Py that models
an execution of the tag id (who shares the key k& with the
reader) followed by an execution of the tag id’ (who shares

the key &’ with the reader), i.e., Pyt = Plag- Rag where:

5 <id D ro, h(<1'7 k>) D T2>)
Pag = in(c, 2').out(c, (id" © v, h((z', k")) ® b))

Pag = in(c, z).out(c

We also consider the ground process Psame obtained from Flyjs
by replacing the occurrence of id’ (resp. k') by id (resp. k)
(but keeping the nonce 74). This process models an execution
of two instances of the protocol by the same tag id (who shares
the key k with the reader). Following our semantics, we have
the derivations described in Figure E] where r; € Npub, ie. ry
is a public name known by the attacker.

When 14 7& test we define = to be ﬂ> 4 ﬂ) and we

lift 5 and & to sequences of actions. Given a protocol P,
. 01,0, . .
we write (P, <p) 14> (P’, ¢') if there exists P € P such

D. Process equivalence

In order to define our notion of equivalence, we first define
what it means for a test to hold on a frame.

Definition 4: Let ¢ be a frame and Rl, Ry be two terms in

T (3, Noup U dom()). The test Ry = Ry holds on frame ¢,
written (Ry = Rs)ep, if Ripl =ac Rapl.

Example 7: Consider the frames @git = {w1 — t,wo — t'}
and psame = {w1 — t,ws — t"'} where the terms ¢, ¢/, and
t" are as follows:

ot = <Zd D Tro, h(<7"17 ]C>) D ’I"Q>,

o t' = (id @1l h((r, k') Drh),

o t"=(id B rh h({r, k) &rl).

They correspond to the frames obtained at the end of the
executions considered in Example [] The test

. . ? . .
proj; (w1) @ proja(wi) = proj; (wz) @ projy(wa)

holds in @game but not in ¢gr. An attacker can xor the
two components of each message and check whether this
computation yields an equality or not.

Definition 5: A protocol P is trace included in a protocol
Q, denoted P C Q, if whenever (P, ) LTEEUN (P, ) and

(R1 = R3)p, then there exists a configuration (Q’,¢") such

that (Q, (/)) === (@', ¢') and (R; = R2)¢’. We say that P
and Q are equivalent, written P ~ Q, if PC Q and Q C P.

This notion of equivalence does not coincide with the usual
notion of trace equivalence as defined e.g. in [20]]. It is actually
coarser and is therefore sound for finding attacks. Moreover,
it has been shown that the two notions coincide for the class
of determinate processes [18].

Definition 6: We say that a protocol P is determinate if

whenever (P, () EEEUN (P, ), and (P, 0) BN (P, ¢),
?

then for any test Ry = Ry, we have that: (R; = Ry)y if, and
only if (Ry = Ra)¢’

In general, checking determinacy is as difficult as checking
equivalence. However, it is typically ensured easily in practice:
for instance, any protocol whose roles have a deterministic
behaviour can be modeled as a determinate process using
a different channel for each role. In case processes are not
determinate, the above relation can be used to disprove trace
equivalence, i.e., find attacks. It is also possible to check a
more fine-grained notion of trace equivalence which implies
the usual notion of trace equivalence. This fine-grained notion
can be verified straightforwardly by using the algorithm for
verifying the above defined (coarse-grained) trace equivalence
in a black-box manner, cf. [18]] for details.

Example 8: Going back to our running example, we
have that Psame = {Psame} and Pgist = {Pgs} are not
in equivalence according to our definition (as well as the
usual notion of trace equivalence since these two protocols
are determinate). More precisely, we have that Psgme £ Piits.
Indeed, we have shown that:

. (Psame, @) in(c,r1),0ut(c),in(c,r1),out(c) (07 (psame); and

o (proj; (w1) & proj,(w1)=proj; (w2) & projs (wW2))Psame-
However, the only extended trace (P’,¢’) such that

(Pdiff,@) in(ca"'l)70ut(c)7i"(077'1)70“t(c) (P/, (,0/)

s (0, pgifr) and we have seen that proj;(wy) @ projs(wi) Z
proj; (wz2) @ proj,(w2) does not hold in g (see Example [7)).

However, we have that Pgitf = Psame- This is a non trivial
inclusion that has been checked using our tool.

III. MODELLING USING HORN CLAUSES

Our procedure is based on a fully abstract modelling of a
process in first-order Horn clauses.



(Po,0) F res,...en
(PO, 900) ): kfl,...,én (R7 t)

if (Po, o) I, (P, 1) ..

Lo, (P, ) such that ;] =ac Lip;—1] forall 1 <i<n

. Ly Lo Ly
if when (Po,gpo) — (P17<,01) —_— ... — (Pna(pn)

such that /;| =ac L;pi—1] forall 1 < i <n, then v, Frt

(P0> 900) ): ifhmln (R7 Rl)
(P07 300) ': riely---vgn (R7 R/)

if there exists ¢ such that (Py, po) = ke, ... ¢, (R, t) and (Po,¢0) = key,...0
if (POa QOO) ): rfl,m,en and (P07 QDO) ': iely---ven (R7 R/)

(R',t)

n

Fig. 3: Semantics of atomic formulas

A. Predicates

We define symbolic runs, denoted wu,v,w, as finite se-
quences of symbolic labels

¢ € {in(c,t),out(c),test | t € T(X,NUX),c e Ch}.

The empty sequence is denoted e. Intuitively, a symbolic run
stands for a set of possible runs of the protocol. We denote
u Cac v when u is a prefix (modulo AC) of v.

We assume a set ) of recipe variables disjoint from X,
and we use capital letters X,Y,Z to range over ). We
assume that such variables may only be substituted by terms
in 7 (X, Npup UWUY). Our logic is based on four predicates,
whose semantics is given in Figure [3] where w denotes a
symbolic run, R, R’ are terms in 7 (X, Npuy UW U Y), and ¢
is a term in 7 (X, N U X). Intuitively:

e reachability predicate: r,, holds when the run represented

by w is executable;

o intruder knowledge predicate: k., (R, t) holds if whenever
the run represented by w is executable, the message ¢ can
be constructed by the intruder using the recipe R;

e identity predicate: i,,(R, R") holds if whenever the run w
is executable, R and R’ are recipes for the same term;
and

o reachable identity predicate: ri,,(R, R') is a shortcut for
rw N iw(R, R').

A (ground) atomic formula is interpreted over a pair con-
sisting of a process P and a frame ¢, and we write (P, ) = f
when the atomic formula f holds for (P, ) or simply P |= f
when ¢ is the empty frame. We consider first-order formulas
built from the above atomic formulas using conjunction,
implication and universal quantification. The semantics is as
expected, but the domain of quantified variables depends on
their type: variables in X may be mapped to any term in
T(X,N), while recipe variables in ) are mapped to recipes,
ie. terms in 7 (X, Npyp UW).

Example 9: Continuing our running example, let w =
in(c, 1), out(c),in(c, 1), out(c), to = id ® h({ry,k)), and
R; = proj;(w;) @ proj,(w;) with ¢ € {1,2}. We have that:

(Psame» 0) = rw A ku(R1,t0) A ky(Ra2,to) Atiy(R1, Ry).
Consider t = (id ® 9, h({x, k)) @ r3) and the formulas

o f1=VX, 2. lin(c,x),out(c) < ke(Xv $);

o fo=VX . kin(c,x),out(c)(wlvt) < ke(X, 2).
We have that Psame = f1 and Psgme = fa.

B. Seed statements

We shall be mainly concerned with particular forms of Horn
clauses which we call statements.

Definition 7: A statement is a Horn clause of the form
H < ky, (X1,t1), ..., ky, (Xn, t,) Where:

o H e {ry,, kug (R, %), in, (R, R'), riy,(R,R)};

e Uy, U1, ..., U, are symbolic runs such that u; Cac ug for

any i € {1,...,n};

L] t,tl,...,tn S T(Z,NUX),

e RR € T(X,Noupb UWUY); and

e X1,...,X, are distinct variables from ).

Lastly, vars(t) C vars(ti, ..., t,) when H = kg, (R, ).

In the above definition, we implicitly assume that all vari-
ables are universally quantified, i.e., all statements are ground.
By abuse of language we sometimes call ¢ a grounding
substitution for a statement H < Bj,...,B, when o is
grounding for each of the atomic formulas H, By, ..., B,,. The
skeleton of a statement f, denoted skel(f), is the statement
where recipes are removed.

Miorltmort = AKeiory,t; 10r L (X, 250TL) F e Rm)
forall 0 <m<n
for all o € CSUR’Ac({Sk = tk}kET(m))
for all 7 € variantsg ac(¢10,...,4m0)

kfla"rJ, ..... Zmari(W\S(m)h thT\L) <~
Keyort,t; 1071 (X5, 20T} jer(m)
for all m € S(n)
for all o € csug ac({skx = tk‘}k:ET(m))
for all 7 € variantsg ac(¢10, ..., 4n0, tn0)

ke(c,c) <
for all public names ¢ € N,

kfl,...7l,,L (f(Yi7 ey Yk:)a f(y17 v ayk)TJ/) <~

{kerotn (Y5 y5m ) bieqa,
foral0 <m<n

for all function symbols f of arity k
for all 7 € variantsg ac(f(y1,---,Yk))-

Fig. 4: Seed statements
As mentioned earlier, our decision procedure is based on

a fully abstract modelling of a process in first-order Horn
clauses. In this section, given a ground process P we will



fo+ i ke (X1 @ Xo, 21 @ @) < ky (X1, 1), ki (X2, 22)
f1+ s k(X1 @ X, x1) < ke (X1, 21 @ x2), ke (X2, 22)
f2+ i k(X1 @ X, @ ag) <

ki (X1, 21 @ 23), key (X2, 22 ® 23)
0 kw(X1® X2,0) <= ky (X1, ), ke (X2, 7)
i k(X1 ® Xo, ) <= ke (X1, 1), ke (X2,0)

where w = {1, ...,4,, is as defined in Section [[I[-B

Fig. 5: Definition of f; and its variants.

give a set of statements seed(P) which will serve as a starting
point for the modelling. We shall also establish that the set
of statements seed(P) is a sound and (partially) complete
abstraction of the ground process P. In order to formally
define seed(P), we start by fixing some conventions.

Let P = aj.as..... a, be a ground process. We assume
w.l.o.g. the following naming conventions:

1) if a; is a receive action then a; = ¢; = in(¢;, ;);

2) if a; is a send action then a; = out(c;, t;), £; = out(c;);

3) if a; is a test actions then a; = [s; = t;], and ¢; = test.
Moreover, we assume that x; # x; for any ¢ # j.

For each 0 < m < n, let the sets R(m), S(m) and T'(m)
respectively denote the set of indices of the receive, send and
test actions amongst ay, . .., a,,. Moreover, we denote by |S]
the number of elements in such a set. Formally,

e Rim)={1i | 1<i<manda; =in(c;,x;) };

e S(m)={i | 1<i<mand a; = out(c;,t;) };

e Tim)={i | 1<i<manda;=[s; =1t }.

Given a set of public names N, € Noub, the ser of seed
statements associated to P and N;?ub’ denoted seed(P, N[?ub),
is defined in Figure l] We may note that while constructing
the set of seed statements, we compute a complete set of
unifiers modulo the whole equational theory E w.r.t. all tests.
In addition, we also apply finite variants. This allows us to get
rid of the rewriting theory in the remainder of our procedure.

The first kind of seed statement models the fact that the run
represented by /107, ..., ¢,,07] is executable as soon as the
attacker is able to feed each input with terms that will allow
one to successfully pass all the tests. Following the same idea,
under the same hypotheses, the attacker will be able to learn
the output term. The two last families of statements model
the deduction capabilities of the attacker who knows all the
public names, and is able to apply a function symbol on top of
terms that he already knows. These abilities can be used at any
stage. However, since we will give the attacker the abilities to
transfer his knowledge, we only have to express the fact that
he knows public names initially.

If J\/'F?ub = Npub, then seed(P, Npyp) is said to be the set
of seed statements associated to P and in this case we write
seed(P) as a shortcut for seed(P, Npyp).

Example 10: Continuing our running example, let

e u=in(c, z).out(c), v = in(c, z').out(c);
o t = <Zd D ra, h(<£L’, k>) 5>} 7"2>;
o t' = {(id®ro,h({z', k) ®ra).
The following statements belong to seed(Psame):
ru < ke(X, ) ruw <= ko (X', 2"), ke (X, )
ky(Wi,t) < ke(X, ) kyp(wa,t) < ke (X', 2'), ke(X, 2)
When considering the last kind of statements in Figure [4| with
f = proj; and the empty run, we obtain:

ke (proji (X), proj; (z)) <= ke(X, z)
ke(proj; (X), 1) <= ke(X, (21, 22))

Figure [5| shows those obtained for f = @ and an arbitrary w.

C. Soundness and completeness

We show that as far as reachability and intruder knowledge
predicates are concerned, the set seed(P) is a complete
abstraction of a process. However, we need one more definition
to state this fact.

Definition 8: Given a set K of statements, H(K) is the
smallest set of ground facts such that:

f= (H¢Bl,...,3n) €K
o grounding for f with skel(fo) in normal form
Bio e H(K), ..., Bho € H(K)

CONSE
© Ho € H(K)

ku(R.t) € H(K)

E
MDY (R 1) € H(K)

Theorem 1: Let P be a ground process.

o P = f for any f € seed(P) U H(seed(P));

o If (P,0) 222 (Q, ) for some (Q, ¢), then

D) riyol,. Lmel € H(seed(P)); and
2) if © Fgr t then kLupi,m,Lm@i(Rv t\L) S ’H(seed(P))

We will see that the completeness of seed(P) can be built
upon to achieve full abstraction, i.e., also including identities
of the process P and a procedure for checking equivalence.

IV. SATURATION

We shall now describe how to verify equivalence given
the protocol representation as Horn clauses introduced in the
previous section. Given a ground process P and a protocol Q,
we saturate the set of seed statements for P to construct a set
of simple statements which we will call solved statements. The
saturation procedure ensures that the set of solved statements
is a complete abstraction of P. Then, we use the resulting
solved statements to decide whether P is trace included in Q.
Repeating this procedure for all P € P, and doing similarly
for processes in Q, we are then able to decide whether two
determinate protocols P and Q are in trace equivalence.

In this section we will describe the saturation procedure. It
manipulates a set of statements called a knowledge base.

Definition 9: Given a statement f = (H < By,...,B,),



o f is said to be solved if for all 1 < i < n, we have that
Bi = ke,,...0;, (X, ;) for some x; € X, and X; € ).
o f is said to be well-formed if whenever it is solved and
H =k, ... 0. (R,t), we have that t & X
A set of well-formed statements is called a knowledge base.
If K is a knowledge base, Ksoned = {f € K | f is solved }.

Given an initial knowledge base K, the saturation proce-
dure is a non-deterministic process which produces another
knowledge base. At each step of the saturation procedure, a
new statement is generated and the knowledge base is updated
with the new statement. This two-step process is repeated until
a fixed point is reached. We denote by sat(K) the set of
reachable fixed points starting from the initial set K.

Before describing these two steps in Section [IV-B| we
explain in the following section why a naive adaptation of
the original AKISS procedure would not be effective.

A. Difficulties

In the original procedure [18]], the saturated knowledge
base is obtained by applying (among others) the following
resolution rule based on most general unifiers (mgu):

f=(H < kyw(X,t),B1,...,B,) € K
g = (kw(Rv t,) ~ Bn+17 sy Bm) € Ksolved
o =mgu(ky(X,t), ky(R,t")) ted X

K=KUh

where h = «LI¢:Bh.”,Bn,Bn+h.“,Bm)a>

This rule is close to a standard resolution step, between
an unsolved statement f and a solved deduction statement g.
Note, however, that we do not impose the two symbolic runs
involved in this resolution step to be unifiable but we only
require that w is unifiable with a prefix of the other symbolic
run (namely w). Intuitively, this comes from the fact that the
knowledge of the attacker is monotone (the attacker never
forgets any data), and a term t'c deducible in the run wo
will remain deducible in any extension of this run.

For the sake of simplicity, we consider here that the update
operator U simply adds h to K. A naive approach to add
the xor operator consists in replacing the condition o =
mgu(ky (X, 1), ky (R, 1)) by o € csuac(ky(X, 1), ky (R, 1)),
i.e, performing unification modulo AC instead of simply
computing the mgu between these two terms. The obtained
procedure would be correct but would rarely terminate.

Example 11: Let P = in(c, z1).in(c, 22).[22 = a®2z1].0 and
w = in(c, z1),in(c,a ® z1). The set seed(P) contains (among
others) the following statements:

~ ke(Zth)akw(ZQva’@Zl)
< ku(X,2),ku(Y,y)

F'w test

kn(X©Y, 20 y)

The resolution rule can be applied on these two statements,
and one of the substitutions is

o={z—aPz1, Yy 212, 21> 211 P 212}

resulting in the following statement:
fwe <= ke(Zh 211 @ 212)7 kwa(Xa ao® 211)7 kwa(Yv 212)~

This statement can again be resolved using the same statement
as before, yielding an infinite loop.

B. Saturation procedure

We now explain our saturation procedure which is inspired
from the one given in [18]]. First, as expected, we perform
resolution modulo associativity and commutativity (AC) to
capture algebraic properties of xor. Second, in order to achieve
termination in practice, we constrained the resolution rules in
various ways while preserving completeness of our procedure.

1) Generating new statements: Given a knowledge base K,
new statements f are generated by applying the rules in
Figure [6] Each of these rules generates a new statement h.
Roughly, as already explained, the rule RESOLUTION applies
the standard rule of resolution from first-order logic between
an unsolved statement f and a solved deduction statement g
and allows us to propagate constraints imposed from a partial
execution of a trace to its possible extensions through the
unification of the symbolic runs u and w.

The rule RESOLUTION+ does essentially the same for the
statement g = f0+ but applies some special treatments to
avoid non-termination issues. The rule EQUATION allows us
to derive new identities on recipes that may be imposed by
the execution of the protocol. The rule TEST allows us to
conclude which identities necessarily hold in an execution of
the protocol. Once the statement h is generated, we update the
knowledge base K with h. This process is explained below.

More precisely, we restrict the use of the resolution rule
and we only apply it on a selected atom. To formalise this, we
assume a selection function sel which returns L when applied
on a solved statement, and an atom k., (X,t) with ¢t € X
when applied on an unsolved statement. Resolution must be
performed on this selected atom.

In order to avoid the termination problem illustrated in the
previous section when considering equational theories that
include xor, we introduce a marking on atomic formulas in
the hypothesis of unsolved statements. The marking is used
to disallow resolution against a statement in f; . We denote
unsolved statements with their marking as

H<Bi,...B, | M

where M C {By,...,B,} is the set of hypotheses of the
statement which are marked. Marking will only be used for
unsolved statements, and we implicitly set an empty marking
on newly generated solved statements. Statements in f;
and f2+ will be marked directly when constructing the initial
knowledge base. More precisely, we mark the two hypotheses
of any statement in f;” U f, (see Definition . Intuitively,
completeness is preserved as derivation trees in H(K) can
always be reorganised by pushing the use of CONSEQ rules
with statement in f; below those with statements in f;"



and f;". Other statements will be marked dynamically in rule
RESOLUTION+, i.e., when performing resolution against a
statement in f0+ : to decide which of the two new hypotheses
has to be marked we rely on the following notions.

Definition 10: Given a term t, we define factor(t) =
{t1,...,tn} when @,t; = t and none of the t; is itself a
sum. The function rigid(¢) returns a term ¢; € factor(¢) such
that t; ¢ X or L if no such t; exists.

When performing RESOLUTION+ with a selected atom for
which a rigid factor can be found, we mark the hypothesis of
the generated statements that contains the factor returned by
rigid. This factor has to be rigid in the sense that it cannot be
a variable. Again, we can show that we preserve completeness
when marking this hypothesis. When we need to derive a term
which is a sum, and we decide to split this sum in two parts, we
will assume that the chosen rigid factor has to be obtained in an
atomic way (it cannot be the result of a sum anymore). This
amounts to favour one arrangement among all the possible
ones up to associativity and commutativity of the xor operator.

Example 12: Going back to Example [II] we have that
RESOLUTION+ will be applied between these two statements,
and rigid(a@®z1) necessarily returns a. Therefore, the resulting
statement becomes:

Ffwo <= ke(Z1,211 @ 212), kwo (X, a @ 211), kuwe (Y, 212) || M

where M = {kyo(X,a ® 211)}.

This forbids the use of RESOLUTION+ on kq,o (X, a® 211).
Provided that our function sel returns ky,(X,a @ z11), the
saturation procedure can now only do a RESOLUTION rule
on the next statement and therefore the non termination issue
mentioned in Example [T1] is avoided.

Example 13: The marking of f1+ and f2+ is also important
to ensure termination in practice. Indeed, otherwise, it would
be possible to apply the RESOLUTION+ rule between f;" (and
f3) on the atom k,, (X1, 71 @© 2). However, the term x1 @ 2
has no rigid factor, and among the resulting statements, we
will find the following one:

kuwo (X1 @ Xo @ X3, 211 ® 212) < kuo (X1, 211 ® 221),
kwo (X2, Z12 ® T22),
ko (X3, 221 ® z22) || 0

As no literal is marked, whatever is the selection function,
the RESOLUTION+ rule could be applied and the saturation
procedure would enter an infinite loop.

Finally, the RESOLUTION and RESOLUTION+ rules induce
a parent/child relationship between the unsolved statement
used in the rule and the generated statement, which will
eventually be added to the knowledge base after canonization
(see below). This relation allows us to define the ancestor
of any statement to be the parent of its parent etc. until we
reach an unsolved statement in the initial knowledge base. In
the following, we need to distinguish all deduction statements
whose oldest ancestor belongs to f;™U f;~ (with marking). We
call these statements VIP statement, and they will deserve a
privileged treatment in the update.

2) Update: We will now define the update operator U
which adds statements generated by the rules of Figure [f]
to the knowledge base. We first need to introduce the set of
consequences of a knowledge base.

Definition 11: Let K be a knowledge base, the set of
consequences, conseq(K), is the smallest set such that

AXIOM

kuw(R,t) < ky(R,t), By,..., By, € conseq(K)

ky(R,t) < By,...,B, € K o a substitution
Bio<=(Cy,...,C, €conseq(K) 1<i <n

RES
km,(R, t)O’ <= (4,..

., Cyn € conseq(K)

We shall see that a weak form of update is sufficient
when considering a deduction statement that is already a
consequence of the knowledge base up to a change of recipe.

Definition 12: The canonical form f{} of a statement
= <H¢Bl,...,BnHM)

is the statement obtained by first normalizing all the recipes,
then applying the rule REMOVE as many times as possible,
and for solved deduction statement, applying the rule SHIFT
as many times as possible.

H < kyy(X, ), ko (Y, 8), By, . ..
with X & vars(H)
H <k, (Y,t),B1,..., By || M\ ko (X, 1)

s B || M

REMOVE

kuv (R, t) < ky(X, ), By, ..., By, with « € factor(t)

SHIFT
kun(R® X, t ® a)) < ky(X, ), B1,..., B,

Definition 13: Let K be a knowledge base, and f a
statement. The update of K by f, denoted K U f, is K
when skel(f) is not in normal form (the statement is dropped).
Otherwise, two options are possible:

e KUf=KU{fi}

e« KUf=KU{i,(R},R'|) < By,...B,} provided that

- fl= (kw(R,t) = Bl,...Bn), and
— f is a solved statement but not a VIP one, and
- (kw(R’7t) < Byq,... Bn) € conseq(Kolved)-

Note that the update is not a function because there may
be several R’ for which the second option can be chosen.
Even when such an R’ exists, we may still update the base by
choosing the first option. These choices are implementation
details, and our results hold regardless.

3) Initial knowledge base: We finally define on which
knowledge base we initiate the saturation procedure.

Definition 14: Let P be a ground process, and Np?ub be a
set of names. We have that

seed(P, Npup) = fo Wi W fi W f W ffws



f= (H < keo(X, 1), By, ..., By | M) € K such that ko (X, t) = sel(f)

g= (kw(R, t) < By, .., Bm) € Koned ~ fif
K =K U {ho | 0 € csuac(ku(X,t),ke(R,t"))}
(H < Bi,....Bn,Bus1,...,Bp | M~ {kuU(X,t)})

RESOLUTION

where h =

f=(H = ka(X,8),B1, ... Bul| M) € K such that ky (X, £) = sel(f) and k, (X, ) ¢ M

RESOLUTION+
K =KU{ho | o € csuac({X, 1), (X1 ® Xo, 21 © x2))}

where h = (H<:Bl,..

. aBny ku(Xla‘rl)a ku(X27x2) ” M/)

and M’ = M U {ky(X;, ;) | rigid(¢)o € factor(x;0) and i € {1,2}}

f7g€(KsoIved\f(;L) f: (ku(R7t)<:BlaaBn) 9: (ku'v'(Rlatl)<:Bn+l)"'7Bm)
EQUATION — - S
K =KU{ho | 0 € csuac({u,t),(u',t"))} where h = (iy (R, R") < B1,...,Bn)
f79 S Ksolveda f = ('u(R7 R/) <~ Bla---an) g= (ru’v’ <~ Bn+17-~-aBm)
TEST

K =KU{ho | o € csuac(u,u’)} where h = (fiys(R,R') < Bi,..., Bp)

Fig. 6: Saturation rules

where f; (with 0 < ¢ < 4) are defined as given in Figure |5
and S are the remaining statements. Let K be the set of
statements which contains:
1) deduction statements in f;" N seed(P, Now)s
2) deduction statements in (f;" U f57) N seed(P, Now) with
their two hypotheses marked:

k(X1 @& Xo,t) < B1, B2 || {B1, B2}

The initial knowledge base associated to seed(P,Ng,,),
denoted K;pnit(seed(P, ./\f;)ub)), is defined to be K updated by
the set S, i.e.,

Kinit(seed(P, Np,)) = (Ko U g1) U gs) . . . g)

where g1, ..., g is an enumeration of the statements in .S. We
sometimes write Kinit(P) for Kinit(seed(P,NJ,p)).

When building the initial knowledge base we first add some
of the variants related to €. Note in particular that we mark all
hypotheses of the variants in f;" and f,~ (Figure 3), and we
do not add statements in f;~ and f; . All other seed statements
are simply added using the update operator.

Please observe that K;,;:(P) depends on the order in which
statements in seed(P) are updated. The exact order, however,
is not important and our results shall hold regardless of the
chosen order. The saturation procedure takes K;nit(P) as an
input and produces a knowledge base Kyt € sat(Kinit(P)).
The reason for choosing Kinit(P) instead of seed(P) as the
starting point of the saturation procedure is that seed(P) may
not be a knowledge base (recall that a knowledge base is a set
of well-formed statements). The fact that the set K (P) is,
however, a knowledge base follows directly from the fact that
we apply our SHIFT rule (through the canonization process)
before adding a deduction statement to the current set.
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in(R,R') € He(K)

E
M (R R € Ho(K)

R
(R R) € Ho(K)

c iw(Rl,Rll),...,iu,(Rn,R;L) EH(K) feX
0
i (F(Ry, .. Rn) F(R,,...R.)) € Ho(K)
iw(R1, R2) € He(K) R;l =ac Rl i€{1,2}
MoD-I e
|w( 1,R2) € He(K)
riy(R1, R2) € He(K) Ril =ac R} i€ {1,2}
MoD-R1 —
riw (R, Ry) € He(K)
ko(R,t) € H(K)  iw(R,R) € Ho(K
Eq. CONSEQ. (R,1) e H(K)  iw( ) € He(K)

ko (R, t) € He(K)

Fig. 7: Rules of H.(K)

C. Soundness and completeness

We shall show that the solved statements of any
K € sat(Kinit(P)) form a complete abstraction of P, with
respect to some extension of 7 that we define next.

Definition 15: Let K be a set of statements. We define
He(K) to be the smallest set of ground facts containing H (K)

and that is closed under the rules of
Theorem 2: Let K € sat(Kin(P)) for some ground

process P. We have that P = f for any f € K U H(K)
and, if (P,0) 2L (Q, ), then:

D MLigl,....Lnpl € He(Ksolved);

2) if ¢ Fr t then kLlapi,,A..,Lan,L(Ra ti) € He(Ksolved);



3)if ¢ Fr tand ¢ Fg ¢, then in oy . 1,0 (R, R) €
,He(KsoIved)'

The proof follows the same general outline as in the original
argument without xor [18]. However, some points that were
irrelevant or straightforward in the original proof require
special attention here.

As explained before, our marking discipline is justified by
means of rearrangements of CONSEQ rules with f0+ statements
in derivation trees of #(K). Due to these rearrangements,
inductions on derivation trees are not straightforward anymore.
We sometimes have to prove the existence of a derivation tree
which is smaller only for a complex measure, where in the
original proof a standard induction on the size of the derivation
tree or on the size of the recipe of the head was sufficient.
The existence of these other derivation trees themselves relies
on invariants of the saturation procedure that we enforce by
the canonization rules and the distinguished VIP statements.
This is in sharp contrast with the original proof where the
canonization rules only act as an optimization to terminate
faster.

We finally note that our saturation procedure also brings
new improvements that are not directly related to xor (e.g.,
removal of non normal terms, canonization for unsolved
statements) but which we had to introduce (and justify) to
obtain an effective procedure supporting xor. Discarding these
unnecessary statements could also improve the efficiency of
the original AKISS procedure.

V. ALGORITHM

In this section, we first discuss the effectiveness and termi-
nation of the saturation procedure, and describe our algorithm
to verify trace inclusion for determinate processes.

A. Effectiveness of the procedure

The termination of the procedure has been proved for the
original version of AKISS but only for subterm convergent
equational theories. It is shown, among others, that the initial
knowledge base only needs to be derived from finitely many
seed statements, and in particular it does not need to contains
all fresh nonces the attacker can generate. As stated below,
this result is also true in our setting.

Lemma 1: Let P be a ground process, Np’;b - Npub be the

finite set of public names occurring in P. We have that:

sat(Kin;t(P)) B}

{K Uext(K) | K € sat(Kinit(seed(P,N1p)))}-

where ext(K) is the set containing the following statements:
e ke(n,n) < for any n € Ny ~ NE:
o ic(n,n) <= forany n € Npu ~ N
e riy(n,n) < By,...,B, for any r, < By, ...
in solved form, any n € Npyp Npﬁb.

, B, € K

Another issue is that, when computing the update operator,
we need to check whether there exists R such that the
statement k,,(R,t) < Bi,...B, is a consequence of a set

of solved statements. This can be achieved using a simple
backward search, similar to the one in [18]].

However, with the addition of the xor, the saturation pro-
cedure may itself not terminate even if the initial knowledge
base is finite and each saturation step is computable. A first
reason would be the use of an unsuitable selection function. In
order to avoid termination issues, we will consider a selection
function that selects in priority a marked literal when it exists,
a literal which is not a sum otherwise, and one that contains a
rigid factor as a last resort. In case there is no other choice than
selecting a literal containing a sum of variables the saturation
enters an infinite loop as illustrated by the following example.

Example 14: Consider the ground process:
P =in(c, z).in(c,y).in(c, 2).[z = y ® z].0.
Among others, the set of seed statements will contain:
Fw = kuy (X, Y @ 2), ki, (Y, 9), kus (Z,2) || 0

where w = in(c,y @ z).in(c,y).in(c, z).test, and for some
wy, we, and ws that we do not specify since they are not
relevant here. The RESOLUTION+ rule will be applied on the
first hypothesis, and since there is no rigid factor in y ® z, no
hypothesis will be marked. We will therefore generate (among
others) a new statement of the following form:

r<= k(Xlayl @Zl), k(X2ay2@Z2)a
k(Y,y1 ©y2), k(Z,21 @ 22) || 0

on which the same RESOLUTION+ rule can be applied again,
entering an infinite loop.

Even though this example illustrates that termination is not
guaranteed, we were able to verify a large range of different
protocols, as illustrated in Section

B. Description and correctness of the algorithm

Our procedure is described in Figure [8| Let P be a protocol,
i.e., a finite set of processes, and P be a ground process.
Let K € sat(Kinit(seed(P,NFﬁb))) be a saturation of P
where J\/p’;b is the set containing all public names occurring
in P. In our procedure the process P will be represented by

the set Kgowed of solved statements of K.

The test REACH-IDENTITY (K .4, P) checks whether each
reachable identity ris,, 4 (R,R') < By,..., By, in K2 4
holds in P. To perform this check for a given reachable
identity, we first compute the recipes R; that allow the
process P to execute the trace {10,...,{,0. The substitution
o replaces variables by fresh names in order to close the run.

Next we check whether the corresponding trace (M, ..., M,)
is executable in P and whether the test Rw ~Z R'w holds
in the resulting frame ¢, i.e., the frame reached by P after
performing M, ..., M,. If all the tests succeed, P is trace
included in P. If one test fails, the algorithm returns this test
as a witness of non equivalence.



REACH-IDENTITY(KY 4, P)
For all rig, . ¢, (R, R") <= kuy, (X1,21), -+ s K, (X Ti) €

let ¢y, ..

¢
in(d;, R;)
My

let M; = { if ¢; =in(d;, ;)

M,

KO
., ¢x be fresh public names such that o : vars(¢y, ...
for all ¢ such that ¢; = in(d;, t;), let R; be such that kg, ¢, ,o(Ri, ti0) € H(
if ¢; € {test,out(c) | c € Ch}

solved
) U{q,.. .,Ck} is a bijection

[1<i<k})

.,$m} — {Cl,..
Koolved U {k6(0i7 ci) =

S

check that (P, () === (P, ¢) and Rwp| =ac R'wp| where w = {X; — x;0}.
Fig. 8: Test for checking P C P

Theorem 3: Let P be a ground process, and ./\/Ffjb C Npub
be the finite set of public names occurring in P. Let P be a

protocol, and K° € sat(Kini:(seed(P,N.L,))). We have that:

pub

e if P C P then REACH-IDENTITY (KD, ., P) holds;

o if P is determinate and REACH-IDENTITY (KD ..
holds then P C P.

Note that REACH-IDENTITY requires to compute, for each
input of the run, a recipe R;. It necessarily exists (as the run
l1,...,0, is reachable) and its computation amounts to finding
R such that k,(R,t) € H(K) given w,t, K. This can be
achieved using a simple recursive backward search, as in [18]].

P)

VI. IMPLEMENTATION AND CASE STUDIES

Given that our procedure may not terminate, our main goal
was to evaluate whether termination is achieved in practice.
We validate our approach by integrating our procedure in the
tool AKISS [3]] and by testing it on various examples.

A. Integration in AKISS

Our implementation includes the marking strategy, a se-
lection function that returns in priority an hypothesis that is
marked and reasoning modulo AC. In general, it is difficult to
implement unification and computation of variants for theories
involving an AC operator. We leverage an existing tool, namely
Maude [35], which implements such algorithms efficiently. To
minimize the high cost of external calls to Maude, we also
implement a naive algorithm for AC unification that handles
most of the simple cases internally, and we only call Maude
for solving the difficult cases (~ 3% of cases in practice).

To ease the specification of the protocols our tool supports
additional operators in the process calculus for parallel compo-
sition (P || @), non-deterministic choice (P ++ @), sequential
composition (P :: @), and a phase operator (P> Q). The
latter allows at any moment during the execution of P to
proceed to the execution of ) and will be used among others
to model resistance against guessing attacks as done e.g.
in the ProVerif tool [16]. All these operators are syntactic
sugar and can be translated to sets of (linear) processes in
a straightforward way.

To mitigate the potential exponential blowup caused by this
translation, partial order reduction techniques [8]], [9] can be
used. We integrate some of these optimisations which notably
consist in automatically prioritising outputs when protocols are
determinate [9].
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Note that for AKISS finding attacks or proving their absence
are equally difficult tasks, as for both it first completes
the saturation of the traces. However, for some equivalence
properties, one of the inclusions is trivially satisfied. In such a
case, we only check the inclusion that is not trivially satisfied
and therefore reduce by two the number of symbolic traces
to explore. Note that our procedure easily allows to check
inclusion instead of equivalence.

We now report on experimental results that have been
obtained by running our tool on a 20 core Intel(R) Xeon(R)
@ 3.10GHz with 300 GB of RAM.

B. Unlinkability of RFID protocols

We analyse an unlinkability property on various RFID
protocols that rely on the xor operator. A description of these
protocols can be found in [41], [36], [7], and one of them,
namely the KCL protocol, is detailed in Example [4]

We model unlinkability as an interaction between the reader
and either tag; or tag, assuming that the attacker has previ-
ously observed a session between the reader and tag,;. We use
the process Prag (Example E]) to model the tag. The processes
Piag, and Pgg, are slightly different versions of Pag. More
precisely, they are obtained from Pag by replacing id and k
by id; and kq (resp. ids and k). Then, we consider a process
Pt to model the outputs observed by an attacker during an
honest interaction between tag, and the reader:

Poir = out(c, ). out(c, (idy ® ' h((r, k1)) @& 1r')). 0
Using non-deterministic choice we model that the reader
may engage a session with tag; (using id; and key k;) or
tag, (using ids and key k»):
Preader = .Out(c, r1). in(c, y)
([(proji (y) ® id) & projy(y) = h({r1, k1))]. 0)
++ ([(projy (y) @ id) @ projy(y) = h((ry, k2))]. 0)
Unlinkability can finally be expressed as the following
process equivalence:

P (Ptag1 | Preader) = Pnit = (Ptalg2 | Preader)

The (known) attack explained in on a simplified
scenario (without the readers) is again found by the tool. A

possible fix would be to replace the message h({ry, k))&, by
h({r1, k®r2)). Our tool is then able to establish unlinkability.

In total we modelled 7 RFID protocols: KCL, LD, LAK,
OTYT and YPL from [41]; MW from [36]; and AT from [7].



Note that one inclusion trivially holds: when considering two
different tags less equalities hold than in the case of two iden-
tical tags. We can therefore avoid unnecessary computations
and only check the other inclusion, i.e.:

P (Ptag1 H Preader) C Pt = (Ptag2 || Preader)

On 4 of the 7 protocols we find (known) attacks which
violate unlinkability. The results are summarised in Figure [9]
and confirm termination of the saturation procedure with our
resolution strategy when analysing unlinkability on various
RFID protocols. When there is no attack, we consider an
additional scenario where the attacker can abort its first
observation to start a new session:

P ((Ptag1 | Preader) > (Pag, || Preader))

N Linit = ((Pta92 | Preader) > (Ptag2 | Preader))
RFID Protocol | # sessions | # traces time | result
KCL (Ex. 1 1 s | X
KCL 1 20 3s X
KCL fixed 1 20 <ls v
KCL fixed 2 980 | 1m47 v
LD 1 20 <ls X
OTYT 1 20 <ls X
YPL 1 20 <ls X
LAK 1 20 <ls v
LAK 2 980 30m v
MW 1 40 7s v
MW 2 4280 10h v
AT 1 20 1s v
AT 2 1040 33s v

We note v/ when AKISS concludes that the property holds and X
when it reports an attack.

Fig. 9: Summary for RFID protocols

C. Resistance against offline guessing attacks

We analyse resistance against offline guessing attacks on
various password based protocols that rely on the exclusive-or
operator from [31]. Protocols which rely on passwords are
often subject to off-line guessing attacks: an attacker may
observe, or even actively participate in an execution of the
protocol and then, in a second, offline phase, verify if a
guessed value is indeed the real password without further
interaction with the protocol. During this offline verification
phase, the attacker has to try all possible values for the
password and perform a test to check whether a guess is
the real password or not. This can be modelled relying on
trace equivalence by checking whether the attacker can make
a difference between a scenario where the real password is
revealed at the end, and another one where a wrong password
is revealed [24], [12].

We illustrate this encoding on the so-called direct authenti-
cation protocol [31] whose description is detailed below.
Direct authentication protocol. A and B initially share a
poorly chosen secret pw, and wish to establish a session key k.
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To achieve this goal, A generates a public key pub and sends it
to B encrypted with pw together with a challenge ra. B replies
by computing a ciphertext that contains fresh nonces nbi,
nbg, and another one cb called a confounder. This ciphertext
also contains an encryption of the challenge ra with pw for
authentication purposes. Then, A generates a fresh key &, and
a challenge response mechanism is used to ensure that both
parties agree on the key.

A— B: ra,{pub}pu

B — A: {B,A, nby,nbs,cb,{ra}pwtpub
A— B: {nbi,k®nbs}pu

B— A: {fi(ra),rb}y

A— B: {fg(?‘b)}k

This protocol has been designed to be resistant against guess-
ing attacks. An attacker should not be able to perform an
off-line verification of whether a guess of the password is
successful or not. Actually, several examples of such protocols
are described in [31]. They try to achieve the same goal relying
on slightly different primitives or considering a different
environment (e.g. some of them rely on a trusted third party .S).

We model resistance against guessing attacks by checking
an equivalence property between a scenario where the real
password is revealed at the end, and another where a wrong
password (modeled through a fresh name) is revealed [24],
[12]. For each protocol, we consider one session between
two honest agents A and B (and the trusted third party S
when needed). Resistance against guessing attacks is expressed
through the following equivalence:

(P4 || Pg) > out(c,pw) =~ (P4 || Pg)> out(c, pw’)
where pw is the real password, and pw’ is the fresh name.

In total, we modelled 5 password-based protocols: the Toy,
Nonce, Secret Public Key, and Direct Authentication protocols
from [31]], as well as a protocol by Gong [30]. For each
protocol we first verify resistance against guessing attacks in
the presence of a passive adversary, i.e. a pure eavesdropper.
Whenever this equivalence holds, we analyse the active case
for one session. Since one inclusion trivially holds, we only
check the other one, i.e.:

(P4 || Pg) > out(c,pw) C (P4 || Pg) > out(c, pw’)

The results are summarised in Figure [I0] and illustrate that
our tool can also be effectively used to analyse resistance
against guessing attacks on various password-based protocols.
The Direct Auth protocol has been tested with two instances
of each role in parallel, the other protocols (Nonce and Sec
Pub Key) require more than 50Gb of memory and have not
been successfully tested.

D. Other case studies

We have also encoded some authentication properties as
equivalences for both RFID protocols that guarantee unlinka-
bility (the LAK and fixed KCL protocols) and for a xor-based
variant of the NSL protocol [21]. For both LAK and NSL-xor



passive case active case
time | result || #sessions | # tr. | time | result
Toy <ls v 1 5| <ls X
Nonce <ls v 1 90 4s v
Sec PubKey | <ls v 1 90 4s v
. 1 29 | <ls v
Direct Auth | <ls v ) 18K om v
Gong 26s X not relevant

We note v when AKISS concludes that the property holds and X
when it reports an attack.

Fig. 10: Summary for password-based protocols

we are able to find (known) attacks. The attack on NSL-xor is
a variant of Lowe’s classical man in the middle attack which
is prevented on NSL, but possible on NSL-xor. To find the
attack we analyse a scenario where A starts a session with the
attacker and B a session with A.

Finally, on the NSL-xor protocol we verified strong secrecy
of the nonces n, and n;, as defined by Blanchet [14]: the
adversary initially provides two values and must be unable
to distinguish the situations where the first, respectively, the
second value is used as the secret. For instance strong secrecy
of the nonce n, is modelled as follows.

in(c,x1).in(c, z9) :: NSL{"1 /,,. }

~
~

in(c, z1).in(c, 22) :: NSL{*?/,,, }

We show that neither n, nor n; are strongly secret, even
when we only consider one honest session among A and B.
The results are summarised in Figure [T1]

Protocol # sessions | # traces | time | result
LAK auth 1 1 <ls X
KCL fixed auth 1 1 <lIs v
KCL fixed auth 2 36 3s v
NSL xor
-auth 1 3 <ls X
-strong secrecy nq 1 6 9s X
-strong secrecy np 1 6 <Is X

We note v when AKISS concludes that the property holds and X
when it reports an attack.

Fig. 11: Summary for other protocols

VII. CONCLUSION

We presented what we believe is the first effective procedure
to verify equivalence properties for protocols that use xor.
The need for such verification techniques is among others
motivated by the unlinkability property in RFID protocols.
Our procedure builds on the theory underlying the AKISS tool
and presents a novel resolution strategy which we show to be
complete. Even though termination is not guaranteed the tool
did terminate on all practical examples that we have tested.

Directions for future work include adding new canonization
rules to extend the termination proof of AKISS [18]] to theories
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including the xor operator. Another direction is to consider
other AC operators such as Diffie-Hellman exponentiation
and bilinear pairings, which are supported by the Tamarin
tool [38]].
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APPENDIX
PROOFS REGARDING SEED STATEMENTS

As the construction of the seed is similar to the one in [18]],
the proof closely follows the original proof, generalising it to
reason modulo AC.

A. Soundness

The soundness part of Theorem [I] is a consequence of
Lemma 2 and Lemma 3]

Lemma 2: Let P be a ground process. We have that P = f
for any statement f € seed(P).

Proof. We suppose the same naming conventions for P as
in Definition of seed statements (see Section [[II-B). We prove
that for each statement f € seed(P) we have that P |= f.
There are four kinds of seed statements (see Figure [d) which
we consider one-by-one.

Case 1. Let m be such that 0 <m <n, o and 7 be sub-
stitutions such that ¢ € csug ac({sk tk}rer(m)) and
T € varlantsg ac(f10,...,0n0). Let f be the following
statement:

Morltmort = AKeyory,.t;_10rL (X5, 250TL) e R(m)

We have to show that P |= f. Let w be an arbitrary
substitution grounding for f. We assume furthermore that
P ): (k6107¢7,..,éj,1a'rj,(Xj7ijTir))w for any j € R(m) We
have to show that P |= (rpory,... 0,00, )w. In fact we will
show a stronger statement. We show that

P = (reyory,... tp0r))w forall 0 <p < m.

We proceed by induction on p. When p = 0, we have that
(rglgw)“,lpgw)w =r, and P ': (I’glm—%m)gptﬂ—l)w trivially.
Now, assume that p > 0, and P = (re 07,0, 07y )w. We
have to show that P |= (rg,5ry,....¢,0r))w Dy case analysis
on a,. Before, we do the case analysis, let us first fix some
notations.

Let (Ply%ol) = (P, @) As P ': (rglwij_“’gpflgﬂ)w, we
have that there exist L1,...,L,_; such that forall 1 <i <p

L;
(P, 0i) = (Piy1,pip1) and Lipil =ac LioTlw]

an){z; = zj0mwl}jcp@-1); and
e (p; extends @;_1.

We can now do the case analysis.
1) Case a, = out(cp,t,). We have that £, = out(c,).
Let L, out(cy), Ppr1 = (apy1 an){z; —

zjorll}jerp) ad ¢pi1r = ¢p U {Widom(e,)|41 =
tp,oTlwl}. We have:

Lp
(Ppa ‘Pp) — (Pp+17 @p-i—l)

which is what we wanted to prove.

Case a, = [s, = t,]. We have that ¢, = test. Let
Ppoi1 = (ap+1 an){zj = zjoTlwl}jer(p) and let
Ypt1 = @p. As o € csur ac({5k = tk rer(m))> We have

2)
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sp0l =ac tpol and therefore s,oTlwl| =ac tpoTlwl.
Hence, we have that

(

which is what we wanted to prove.

Case a, = in(cp,x,). We have p € R(p) and ¢, =
in(cp, ).

Let Ppr1 = (ap+1 ap){zj = wjomlwl}jer(p). and
©p+1 = Pp. As p € R(p), we have that

P (keyory,... by 10rl(Xp, 2poTl))w

(this is an antecendent of f). Therefore ¢, Fx o TpoTlw
and, by letting L, = in(c,, X,w), we obtain by the
definition of — that

(

which is what we wanted to prove.

test

T75017)—>(

p

T,

p+1, <)0p+1)

3)

P,

p

P,

L
aQDp) —Z’) ( P+17<)O;D+1)

We have shown that P = (rg,ory,... 0,00 JW-

Case 2. Let m € S(n), 0 € csug ac({sx = tk}rer(m))> and
T € variantsg ac ({10, . .., 0, tmo). Let f be the following
statement:

kll o’T\L,...,ZmUT,L(W|S(m)\ 5 tmOT\L)
< Akeyorl,t; 10t (XG5 50T e R(m)

We have to show that P = f. Let w be an arbitrary
substitution grounding for f. We assume furthermore that
P = (keyory,... t; 1070 (X, 2j07]))w for any j € R(m). We
have to show that P = (kg ory.... 0,0r L (WS(m)[s tmOTL) )w.

Let P, = (a;..... an){zj = xj07lwl}jeri—1) and let

i = Ui<j<)si-n){W) = to(oTwl}

where o(j) = min{x | |S(z)| = j}, i.e. o(j) denotes the index
of the j™ send action.

We distinguish two cases:
1) if there exist Lq,..., L,, such that

(PhsOl) i’ (P2;802) £> “Lln% (Pm+1790m+1)
and L;p;] =ac liorlw] for all 1 < i < m, we have that
Pm+1(Ws(m)|) = to(s(m)) 0 TWL = tmoTw]

and we have that ¢, 11 }—W‘ Sem)| tmoTw] and therefore
Pmt1 Fwjsmy tmoTIw which implies that

P = (keyory,. tpmort (Wis(m)| tmoTL))w.
2) otherwise, we trivially have that:

P =keory,...,
We have shown that 7' |= f.

oL (W S(m)|> (EmoT)])w.

Case 3. Let ¢ be a public name. We have that () . ¢, and
therefore P = (ke(c, c) < ) trivially holds.
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Case 4. Let m be such that 0 < m < n. Let f be a function
symbol of arity k and let 7 € variantsg ac(f(y1,.-.,yx))-
Let f be the following statement:

Key ot (FOY1, oY), (s
ke,

7yk)7—\l/) <=

Lo (Yla le\L)v sy Lo (ka ykT\J/)
Let w be an arbitrary substitution grounding for f. We

assume that P = ke, . ¢, (Yj,y;7})w for all 1 < j < k.

We distinguish two cases:

1) if there exist Ly, ..., L,, such that

,,,,,,,,,,

L L Ly,
(P1,01) = (P2, 02) == ... = (Pruy1, Om+1)

and L;p;l =ac {;omlwl] for all 1 < i < m, we have that
©m+1 Fy;w y;7dw for all 1 < 5 < k. This implies that
Omt1 Feviw,....Yiw) fly17dw, ..., yp7lw), and therefore

P (key,oe (FOY1, 0 Y0) (e, - )T Jw.
2) otherwise, we trivially have that:
P ': (kgl)_”,gm (f(le, e ,Yk), f(yl, . ,yk)TJ,))w.

Hence, in both cases, we have shown that P |= f.

Hence, for any statement f € seed(P), we have shown that

PEf. O

Lemma 3: Let P be a ground process and K be a set of
statements such that for all f € K we have that P = f. We
have that P |= f for all f € H(K).

Proof. We prove this result by structural induction on the
prooftree witnessing the fact that f € H(K). Let 7 be such a
proof tree.

Base case. The prooftree 7 is reduced to a leaf meaning that it
has been obtained by applying the rule CONSEQ on a statement
f'=(H <) (i.e. with n = 0). We have that f = f’o where o
is a substitution grounding for f’. Moreover, by hypothesis, we
have that P |= f’. Hence, as all variables in f’ are universally
quantified, we have also that P |= f'o, i.e. P = f.

Inductive case. We proceed by case distinction on the last rule
which has been applied.

o CONSEQ: We havethat f = (H < B;...B,) € K,ois
a substitution grounding for f’ such that f = Ho, B;o €
H(K) for 1 < i < n, and skel(f’o) is in normal form. As
H < B;...B, € K we have by hypothesis that P |=
H < By...B, and hence P = (H < B;...B,)o.
By induction hypothesis we also have that P = B;o for
1 <i < n. Hence, we conclude that P = Ho.
EXTEND: We have f = ky, (R, t) with k, (R, t) € H(K).
By induction hypothesis, we have that P |= k, (R, t), and
it follows from the semantics of k that P |= ky, (R, t).

This allows us to conclude.

O

B. Completeness

The completeness part of Theorem [I] is a consequence of
the following lemma.

Lemma 4: Let P be a ground process such that
(P,0) =22 (Q, ) then



(A) rLyp),... . Lnps € H(seed(P));

(B) if ©® Fgr t then kLl‘Pwl/w'wLﬂSa\L(R’ tJ,) S H(SEEd(P))
Proof. We prove the two statements by induction on n.

We assume that the two statements hold for any index less

than n and we prove them for n. By hypothesis, we have that

(P, ) Likn, (@, v), and therefore there exists w such that:

b (Ll(pia R Ln‘pi) —AC (éla cee agn)wi; and
o spwl =ac trwl for all k € T'(n).

First, we prove statement (A). We have spwl] =ac trwl
for all k£ € T'(n). Therefore, there exists o € csug ac({sk L
tk}rer(n)) and a substitution 7 such that:

1) sgol =ac tgol for all k € T'(n); and

2) axwl] =ac xom| for any x € vars({sg,tr}rer(n))-

It follows that (¢q,...,0,)wl =ac (l1,...,¢,)om). By
definition of variantsg ac((¢1,...,%,)o), we know that there
exists 7 € variantsg ac((¢1, ..., %n)0) such that

(l1,..., 0y o) =ac (U1,...

for some substitution 7. Let f be the following statement.

An)orlr!

Fiorlytnors < Keyory,.t; 1071 (X, ﬂijTi)jeR(

n)

By the definition of seed(P), we have that f € seed(P). Let
7" be the substitution that extends 7’ by {X; — R;};crm)
where R; are recipes for x;w. Applying our induction hypoth-
esis, we have that ke, o7+ 0, or|r7 (X577, 2507 7") is in
H(seed(P)) for j € R(n). Therefore

Meyorlr! ... lpor|T! S H(SGEd(P))

We have that:

(ngpiﬂ ey Ln@i/) =AC (zla 7£n)w\L
—AC (fl, 7’€7L)O-7T\l/
=ac  (l1,.... lp)oTlT
=ac liorlr", ... lporlT"

Therefore, we conclude that ry, | . 1., € H(seed(P)).

We now prove statement (B). By structural induction on the
recipe R, we show that:

Kiyol,.... Lot (R, Rol) € H(seed(P))

1) If R = c is a public name, and asf = (kc(c, c) <= )
is in the set of seed statements by definition, we have
that k. (R, Rpl) = ke(c, ¢) € H(seed(T')), and therefore
KLigl,....Lnpt (R, Rpl) € H(seed(T')) by the EXTEND

rule.
2) If R = wj, let m be the smallest index such that
|S(m)| = j (i.e. m is the index of the action a,, that

outputs the content of w;) and let ¢,, be the term such
that a,,, = out(c,t,,) for some channel c.

”
Let o € csur ac({sk = tk}rer(m)) be such that

(Cr, o L)l =ac (b1, Ln)om)
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for some 7. Let 7 € variantsg ac((41,---,&m,tm)0)

and 7’ be a substitution such that

(U1, oyt wd =ac (U1, .o by tm)oTLT.

Let / be the following statement:

Zma‘r,l,(wja thT\L)
<= {keyorl, oty 1orl (X, 20TL) b e R(m)

kél oTl

.....

By definition of seed(P), we have that h € seed(P).
For k € R(m), let Ry, be recipes of zyo7m|7" =ac zrwl
in the smallest possible prefix of (. Let

7'” = T/ @] {Xk —> Rk}kGR(m)'

We have that the antecedents of hr” are in H(seed(T))
by the induction hypothesis. Therefore

1"
kelUTiT//,...,éynGTiT// (W]‘, t7n0'7-~lr7- )

=AC kfl ordT! . lpmoT]T! (Wj7 tmO'T\l/T/)

=ac keywl,. ) (W), tmwl) € H(seed(P)).
But (41,...,0n)wl is a prefix of (f1,...,0,)wl
and by the EXTEND rule, ke, .. ¢,0) (W, tmwl]) €
H(seed(T)), i.e. ki, ..ot (R, Rol) € H(seed(T)),
which is what we had to prove.

3)If R = f(Ri,...,Rr), let 7 €

variantsg ac(f(y1,...,yk)) and 7' be such that

Rol =ac (f(y1,-- -, yr)7T)I7" and Ripl =ac yiT) 7’ for
1 < i < k. Let g be the following statement:
kel vl (f(Ylv e 7Yk), f(ylv e 7yk)7—\l/)

<= {keye, Vi uimh) Yieqn,. i)

.....

By the definition of seed(P), we have that g € seed(P).
Let 77 = wU T U{Y; = Rj}ieq,. . k- We have
that all antecedents of g7”/ are in H(seed(T')) by the
induction hypothesis. Therefore, the head of g7’ is also

in H(seed(T)).

This allows us to conclude the proof. (|

APPENDIX
PROOFS REGARDING SATURATION

We show that the update preserved knowledge bases, and
prove Theorem 2]

Proposition 1: If K is a knowledge base and f is a statement
then K U f is a knowledge base.

Proof. A knowledge base can contain any statement except
solved deduction statements h = (k(R,z) < By, ... ,Bn§.
Such kind of statement is not in a canonical form due to the
SHIFT rule, therefore such statement is never added to the
knowledge base. |



A. Soundness

In this section, we prove the soundness part of Theorem [2]
(i.e. item 1). The saturation procedure is a restriction of the
original procedure (as described in [[18]), therefore the proof
is essentially the same as in [18]], and is actually an immediate
consequence of the lemmas stated and proved below.

Lemma 5: Let P be a ground process and f be a statement.

If P = f then P = fJ.

Proof. Consider a statement f.

1) First, we have to normalize all the recipes that occur in f.
This will have only an effect on H, and the resulting
statement f’ is such that P = f’ since ¢ b t implies
o kg t when R’ = R].
Second, we apply the REMOVE rule as many times as
possible. Let us show that applying one instance of such
a rule leads to a statement f’ such that P = f’. In such
a case, we have that:
o f=H < ky(X,t), k(Y 1),B1,...,B, || M,;
o f'=H<ky(Y,t),B1,...,Bn || (M N kyp(X,1)).
Moreover, we know that X ¢ wars(H). Let 7 be an
arbitrary substitution such that T | k,(Y,¢)7, P E
By7,...,P = B,T. We consider the substitution 7" to
be identical to 7 except that 7/(X) = 7(Y). We have
that P |= kg (X,t)7 as well. Therefore, we have that
P = Hr, and this allows us to conclude that P = f'.
Third, we apply the SHIFT rule as many times as possible
when the statement f is solved. Let us show that applying
one instance of such a rule leads to a statement f’ such
that P |= f’. In such a case, we have that:
o [ =kuw(R,t) < ky(X,2),B1,...,By;
e ff=kw(R® X, tdx]) < ky(X,z),B1,...,B,.
Moreover, we know that z € factor(t). Let 7 be an
arbitrary substitution such that

P E=ky(X,2)r, P = Bi7, ...,and P = B,7.
Therefore, we have P |= ky, (R, )7, and thus we have
PEkyw(REX,t®x)r, and P = kyp (RO X, tD )T,
This allows us to conclude that P = f'.
We have shown that all the rules needed for computing the

canonical form are sound and therefore T = f|} whenever
TEf. 0

2)

3)

Lemma 6: Let P be a ground process and K be a
knowledge base. If P |= f for all f € Koed then we have
that P |= f for all f € conseq(Kolved)-

Proof. We show that both inference rules are sound.

Case: AXIOM. Immediate from the semantics of k.

Case: RES. We consider f = k,(R,t) < Bi,...,B, and
gi = Bijo <= C4,...,C,, for 1 < i < n be statements such
that P = f and P = g; with 1 < i < n. We have to show
that

PE (ku(R,t)a =0, ,00)

Let 7 be a substitution such that P E Cy7,...,C,7. We
have that P = Ci7,...,Cp7m and P |= g; with 1 < ¢ < m.
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Therefore, we have that P = B;or with 1 < i < n. Since
P = f, we have that P = k, (R, t)or as well. This allows us
to conclude that P = ky, (R, t)oT. O

Now, we establish the soundness of each saturation rule as
defined in Figure [6]

Lemma 7: Let P be a ground process, f, g, and h be
three statements, and o be a substitution defined as in the
RESOLUTION rule. If P |= f and P |= g then P |= ho.

Proof. We consider the following statements:

f = H<kw(X,t),B1,...,By || M

g = ky(R,t') < Buy1,...,Bm

h = H<Bi,...,Bn || M~ {kuo (X, 1)}
Moreover, we have that k,,(X,t) € sel(f), g is a solved

statement but not in f;", and o € csuac (ku (X, 1), ky (R, 1')).

Let 7 be a substitution grounding for ho and assume that
P = Byor,...,Byor. We will show that P = Ho.

As P = By4107,...,B,,07 and because P = g, we have
that P |= kg (R,t")o7. But ky (R, )or = ky(X,t)oT, and
therefore we have that P = k. (X,t)o7 as well. As all
antecedents of for are true in P and because P | f, we
have that P = Ho7. As T was chosen arbitrarily, it follows
that P |= ho. O

Lemma 8: Let P be a ground process, f, g, and h be
three statements, and o be a substitution defined as in the
RESOLUTION+ rule. If P = f and P |= g then P |= ho.

Proof. The proof is similar to the former one. |

Lemma 9: Let P be a ground process, f, g and h be three
statements, and o be a substitution defined as in the EQUATION
rule. If P |= f and P |= g then P |= ho.

Proof. We consider the following statements:

f = ku(R,t) < By,...,B,
g = ku’v’(Rlvt/) < But1,---, Bm
h = iufv/(R,R/) <= Bq,...,Bnp

where o € csuac((u, t), (v, t')).

Let 7 be a substitution grounding for ho. We assume
that P = Bjor,...,Bnpor. We will show that P |
iwo (R, R)oT.

As P |= Byor,...,B,o7 and because P |= f we have that
P E ky(R,t)or. But ky(R,t)or = ky(R,t)oT by choice
of o, and therefore P |= k,/(R,t)oT, and we also have that
P = ky (R, t)or. As P |= By 1107 ..., By,0o7 and because
P = g we also obtain that P = kyr (R, t')oT.

As P |= kyo (R, t)or and P = ky (R, t')oT, we have
by definition that P |= iy, (R, R')or. We have shown that
the head of hor is true in P. As 7 was chosen arbitrarily, it
follows that ho holds in P. ]

Lemma 10: Let P be a ground process, f, g, and h be three
statements, and o be a substitution defined as in the TEST rule.
If PE fand P |= g then P = ho.



Proof. We consider the following statements:

f = iu(RaR/)<:Bla~--7Bn
g = Iy <:Bn+17"'7Bm
h = tigw(R,R) < Bi,...,Bm

where o € csuac(u, u').

Let 7 be a substitution grounding for ho. We assume that
P = Byor,...,B,,0o7 and we show that P |= ri, (R, R')T.
Indeed, as P = Bjor,...,B,o7 and as P = f, we have
that P = i,(R, R')or. As P = Bp4107,...,B;,0o7 and as
P = g, we have that P |=ry 07,

But o € csuac(u, ') and therefore uoT =ac u'o7. Hence,
we immediately obtain P = riy, (R, R')or, which is what
we wanted. It follows that P = ho. O

Now, we establish the soundness of our update operation.

Lemma 11: Let P be a ground process, K be a knowledge
base, and g be a statement. If P = g, and P = f for all
f e K,then P = f for any f € (K Ug).

Proof. If KU g C K U{gl}, we immediately conclude by
Lemma |5l Otherwise, we have that K U g = K U {h} where:

° gll = ku(R, t) = ku1 (Xl, .Tl), ey k“n (Xn, In) for

some R, t,u,u1,...,un, X1,...,Xn,21,...,2Ty; and

o h=iu(R,R')) < ko, (X1,21),- -, K, (X, Z).
Moreover, we have that ¢’ € conseq(Kolved) Where

g =ku(R' 1) < kyy (X1,21), .y ke, (X, T)-

In order to conclude, we have to show that P = h. Let 7
be a substitution grounding for h such that the antecedents of
hT are true in P. As the antecedents of A7 are the same as the
antecedents of g|l7 and those of ¢'7, andas P = gand P = ¢’
(thanks to Lemma [6), we have that P = k,(R,t)T, P =
ky(R',t)T, and P |= k,(R'],t)7 as well. But this immediately
implies that P }= i, (R, R'})7 (the head of hr). As 7 was
chosen arbitrarily, it follows that P |= h. O

Lemma 12: Let P be a ground process and K be a
knowledge base such that P |= f for all f € K. We have
that P = H for all H € H(K).

Proof. This result is proved by structural induction on the
derivation tree witnessing the fact that H € H.(K). O

B. Completeness

In this section we prove the completeness part of
The first two items are immediate consequences of

and proved below. The third item follows from the
second item of [Theorem 2| and [Lemma 25| proved below.

1) Preliminaries: We start by introducing a variant of H,
called H’, where uses of f; clauses is constrained. Derivations
establishing H € H'(K) (for some ground fact H) are
essentially derivations of H € H(K), decorated with + and
— annotations. In addition to it, we impose that EXTEND rules
are only applied in H’_ derivations, and never repeatedly; this
is done through s and e annotations.
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Definition 16: Given a solved knowledge base K, we define
H(K), H (K), H (K), H*(K) and H*(K) to be the
smallest sets of ground facts such that:

e H (K)=H"(K)UH®(K),

e H'(K)=H_(K)UH, (K), and

f= (H<:Bl,...,Bn) eK\ f
Bio,...,Byo € H'(K) with skel(fo) in normal form

STD

Ho € H®(K)
f=(H <« B1.B) € f§
S Bjo, Byo € H'(K) with skel(fo) in normal form
UM

Ho e H' (K)

ku(R,t) € H”(K)
kuv(R, 1) € H(K)

The sets of derivations associated to H(K), H'(K), H"_(K),
H"(K), H'*(K) and H/ (K) are respectively denoted by
I(K), I'(K), I_(K), I (K), I’ (K) and II’, (K).

We consider a solved knowledge base K, and we introduce
the following notation:

EXTEND’

1) the extraction extract(r) of a derivation tree m € II'(K)
is the set of derivation trees {7} in case = € II' (K);
and extract(m;) U extract(me) where m and 7o are the
immediate sub-derivation trees of 7 in case m € II', (K).
the size S(m) of a derivation tree m € II'(K) is the
number of nodes occurring in 7 excluding EXTEND’
nodes.

the real world W(rm) of a derivation tree m € II'(K)
whose root is labeled with k,(R,¢) is w in case m ¢
IT'*(K), and W(m) = W(x’) where 7’ is the immediate
sub-derivation tree of 7 otherwise.

the I-restricted size S;(r) of a derivation tree w € II'(K)
whose immediate sub-derivation tree are mq,..., T, iS

> AS@m) | W) > 1}

1<i<n

2)

3)

4)

Such a measure allows us to define the set " (K) with
l,x € N as the smallest set of facts that:

o contains any H € H'(K) which has a derivation tree
7 € II'(K) such that §;(w) < k; and
o that is closed under the same rules as He.

Remark 1: The [-restricted size information in the following
proofs is not used to prove the completeness of the saturation
but to prove the correction of the algorithm (Theorem [3).
So for a first reading of the proof, it is safe to skip these
information and to read H.(K) instead of 'Hgl’n)(K ).

We start the proofs with a technical lemma which will allow
us to exploit the flexibility in how a sum can be obtained.

Lemma 13: Let K be a solved knowledge base, and 7 €
IT', (K') with its root labeled with k, (R, @;_, ¢;) (and no ¢;
is a sum). Let &k € {1,...,n}. There exists a partition of



{1,...,n} in A, B, and a derivation tree 7’ € II’, (K') with
its root labeled with k, (R’, @, t;) such that:

e R =AC R/;

o« S(n') = 8S(m);

o the immediate sub-derivation trees of 7’ are:

- m € I’ (K) with root h} = k,(Ra, @, ti); and
- my € II'(K) with root hy = ku(Rp, @;cp ti)-

Proof. We proceed by induction on S(7). Let 7m; and 7o
be the immediate sub-derivations of 7, respectively labeled
with h; and hs. We may assume w.l.o.g. that ¢; occurs in h;.
If m € II"_(K), we conclude immediately. We now consider
that 7; € II’, (K'). We apply our induction hypothesis on ;
to get m, € II"_(K) and m, € II'(K) labeled respectively with
he and hy, and such that S(m,) + S(m) +1 = S(m1). We
apply SUM on 7, and 7 to obtain 7s.

We can conclude with 7} being m,, 7 being 73, and 7’
the result of applying SUM on 7} and 7). We can check that
S(n') =8(n}) + S(m5) + 1 = S(m). 0

Now, after a simple observation on EXTEND (Proposition ),
we establish that H and H’ coincide (Lemma [14).

Proposition 2: Let K be a solved knowledge base such
that f- C K. If k,(R,t) € H'(K), then ky,(R,t) € H'(K)
for any v.

Proof. We proceed by induction on the derivation 7 estab-
lishing that k,(R,t) € H'(K). We distinguish three cases:

1) Case # € II"*(K). In such a case, we conclude by
applying rule EXTEND’ to extend the world with v.

2) Case w € II"*(K). In such a case, its last rule is already
EXTEND’, extending some world u; to ujus = u; we
conclude by modifying this last rule to directly extend
w1 with ugv.

Case 7 € II/, (K). In such a case, its two premises are of
the form k, (R;, ¢;) with ¢ € {1,2}. By induction hypoth-
esis, we have that ky,(R;,t;) € H'(K) for i € {1,2},
which allows us to conclude using rule SUM. (]

3)

Lemma 14: Let K be a solved knowledge base such that
fi" € K. We have that H(K) = H'(K).

Proof. The fact that H'(K) C H(K) is immediate. For
the other direction, we have to show that any derivation tree
7 € II(K) can be turned into a derivation tree in IT'(K) with
the same conclusion. Let 7 be a derivation tree in (K ) with
root labeled with H. We proceed by case analysis on the last
rule of 7.

1) Case 7 ends with EXTEND. In such a case, we apply the
induction hypothesis to its immediate sub-derivation, and
conclude by

Case 7 ends with CONSEQ. In such a case, let f be the
statement and Bi, ..., B, the premisses involved in this
last step. Applying our induction hypothesis, we know
that there are derivation tree 77, ..., m,, € II'(K) labeled
respectively with By,..., B,. We then distinguish two
cases:

2)
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o If f ¢ f we can use STD on 71, ..
HeH (K).

« If f € f7, we proceed similarly but using rule SUM
instead of STD. ]

, ), to obtain

Proposition 3: Let K be a solved knowledge base, and
tet f = (ku(R,t) < Ci,o Cr
f € conseq(K) and 7 be a substitution grounding for f such
that skel(f7) is in normal form, and for all 1 < ¢ < n we have
that C;7 has a derivation tree m; € H(K). Then ky, (R, )T
has a derivation tree m € H(K).

Proof. By induction on the proof tree of f € conseq(K).

« If the AXIOM rule was used, we have that C; = k, (R, )
for some i and, by hypothesis, C;7 € H(K). Using the
EXTENDK rule we conclude.

If the RES rule was used, we have that there exists a
solved statement g = (ku/(R',t’) < Bi,...,B,) €K
and a substitution ¢ such that k,(R,t) = ku (R',t')o
and B;o < C1,...,C,, € conseq(K) (1 < i < n).
We assume w.l.o.g. that o only instantiates first-order
variables that occur in w«/, and #'. Therefore we have
that skel(B;o7) is in normal form as only subterm of
w'o(= u) and t'o(= t) may occur in it, u,t are in
normal form. Since skel(B;o7) is in normal form, we
can apply our induction hypothesis, and conclude that
BioT € H(K).

As (ku/(R’,t’) < By,...,B,) € K and skel(B;oT)
are all in normal form, it follows that k. (R',t")or =
ky(R,t)T € H(K) with derivation tree 7. Using the
EXTENDK rule we conclude. ]

a statement such that

We continue showing several useful properties on identity
formulas in He(K).

Lemma 15: Let K be a solved knowledge base.

1) If ingl,Rg@Rg) € H (K) then iy (R, @ Ro, R3) €
H (K.

2) If iy, (R1, Ro) € HE™ (K) and iy (Ra, R3) € HY™(K)
then i, (R, Rs) € H&™ (K).

3 If iy(R,Ry) € HEI™(K) then iy(Ry, Ry)
H{ (K).

Proof. We prove the three items separately.

1) We apply CONG using iy, (Ro, Ro) € H""™ (K) (obtained
with REFL) to get iw(Rl @ Ro,Ry ® R3 &® RQ) €
'Hgl’“)(K), and conclude using MoD-I.

2) Using CONG, We get i, (R1 @ Ra, Ro® R3) € H™ (K).
We apply CONG again using i, (Ra, Ro) € HI™ (K)
(obtained with REFL), and conclude using MOD-I.

3) We apply twice CONG using i, (R1, R1) € H ) (K)
and i, (Ry, Ry) € HI™ (K) (obtained with REFL) to
get iy(R1 & Ry @ Ro, Ry & Ry & Ry) € H™(K), and
conclude using MoOD-I. ]

S

Proposition 4: Let K be a knowledge base. If
kw(R[T]p,t) € He(K) and iy,(T,T') € He(K), then
kw (R[T']p,t) € He(K).



Proof. By induction on the context R.
Base case. As ky, (R, t) € He(K), it follows that there exist
R such that
ko (R, t) € H(K) (1)

and such that i,,(R, R") € He(K). But i, (R, R') € He(K)
and therefore, by we have that

iw(R", R € He(K). (2)

Using Equations [I] and ] we immediately obtain by the
definition of H, that k,, (R’ t) € He(K).

Induction case. By application of the CONG rule on the top
symbol. O

Definition 17: We write w C w’ whenever w is a prefix of
w': i.e. there exists ¢4, ..., £, such that w’ =ac 41, ..., ¢, and

w =ac l1,...,4n for some 0 < m < n.

2) Dealing with saturation: The following Lemma is a

technical one which will be used in the proof of
and of

Lemma 16: Let K be a saturated knowledge base, and f
be an unsolved statement in /K such that:

f:<H¢B1,...,BnHM)

and B; = kq, (X, ;). Let o be a substitution such that
e o is grounding for f,
e skel(fo) is in normal form, and
o for all 1 < i < n there exist m; € II'(Kqolved) to derive
Bjo and if B; € M then 7; € II"_ (Kgolved )-
Then we have that, during the saturation of K, there was an up-

date with a statement h = (H' < BY,.... B/, || ./\/l’) where
Bj = ky (X}, t;), and there is a substitution w grounding for
h such that:

1) skel(hw) is in normal form;

2) Hw= Ho;

3) for all 1 <i < n/, there exist 7, € II'(Ksolved) to derive
Blw, and if B} € Marked' then 7} € II'_ (Ksolved);

4) Zie{l,.“,n} S(mi) > Zie{l,...,n/} S(mh);

5) Let 7 € II'( Kgolved) be the derivation tree of Ho € H(K)
with sub-derivation trees 71, ..., 7, and 7’ € II'( Ksoved)
be the derivation tree of H'w € H(K) whose sub-
derivation trees are 7,...,m,. For all | we have that
Si(7') < Si(m).

PVOOf. Let Bj = kw]. (Xj,t]') = sel(f)
Case: m; € IT"_ (Ksolved)- We consider the last node of ; Or
the previous node if the last node is EXTEND’ with some word
v’. Let

9= (ku(Rt) < Buyi,oo Bn) € Koo

g# fg' and ¢’ the statement and substitution of this node (we
have w/v'0’ = w;o). Note that by definition of a derivation
tree and S(.), we have that S(7;) = 1+ 3 i1y ™
where (7})n41<i<m are the immediate sub-derivation tree

of m; and also proofs of (B;o) € II'(Ksolved). As o U o’

21

7 € csuac(kw,; (Xj,15), kuw (R',1')) exists. Therefore o U o’
must be an instance of the one element of the complete set of
unifier, let w be a substitution such that o U o’ = Tw.

As K has been saturated by selecting B; and g # f;, it
follows that the RESOLUTION saturation rule was applied to
f and g. We consider h the resulting statement from which K
has been updated:

is a unifier of k., (Xj;,t;) and k. (R',t'), it follows that

h = (H¢Bl7~-~,Bj—1>Bj+17---7Bm ||M)T

We have that w is a substitution grounding for h, that skel(hw)
is in normal form, that 7} € II'(Kgolved) is a derivation tree
for Bitw € H' (Kolved) fori e {1,...,5—1,5+1,....,m},

and that
>

i€{1,.c.j—1,j+1,..,m}

S(m) < > S(m).

i€l..n

Therefore, Condition [] is satisfied. Similarly, Condition [3] is
also satisfied: when W(m;) > [ we have a strict inequality

otherwise we have an equality as for i € {n +1,...,m},
W(ﬂ'i) <.
Finally, the atoms B; for i € {n+1,...,m} are not marked

(g is a solved statement), while, by hypothesis, the others (B;
forie{l,...,5—1,7+1,...,n} ) are marked only if they
have a derivation tree in II”_ (Kolved ). Therefore, Condition
is also satisfied.

Case m; € I, (Kolved). The case where rigid(t;) = L is sim-
ilar to the previous one (since there is no marking). Otherwise,
we apply on m; and the factor rigid(¢;) (the one
chosen during the saturation) to get k., (R, t,) of derivation
tree 7, € IT" (Koived) and ky, (Ry, t,) of derivation tree m, €
H/(Ksolved) such that kw(Rz D Ry, tr P ty) =ac kuw (Rj, tj)d
and rigid(t;) is part of t,o. We also have S(7;) = 147, +m,.

Let o € csuac(kw(Rj,t)), kw(X @Y, z@y)) such that ¢,
is an instance of zot, t, an instance of yo T, R, an instance
of XoT and R, an instance of Yo©. We denote by w the
substitution such that c7w = &

As K has been saturated by selecting Bj, it follows that
the RESOLUTION+ saturation rule was applied to f and f;"
with o as unifier.

We consider h’ the resulting statement from which K has
been updated:

(H < By, By, By,...,Bj—1,Bj41, ..., Bn ||MU{Bm})J+

where B, is marked, B, is not, and the other keep their status.
We have that w is a substitution grounding for h such that
skel(hw) is in normal form, that B;ocTw has a derivation
tree 7, € II'(Keolved) for i € {1,...,5 — 1,5+ 1,...,m}
and that S(m;) + S(m,) + Xicqr,.. jorgt1my S(T) <
> ic1..nS(m;). Therefore, our Condition {4 is satisfied.
Finally, the atoms B; fori € {1,...,5— 1,7+ 1,...,n}
are marked only if they have a derivation tree in IT"_ (Kgojved)-
Therefore our Condition [3| is also satisfied. Similarly, Con-
dition [3| is also satisfied: when W(m;) > [ we have a



strict inequality otherwise we have an equality as for ¢ €
{n+1,...,m} W(m) <l O

Remark 2: Note that the derivation trees of the premisses
of h are the ones of the premisses of f except that the
derivation tree of B; has been replaced by all its immediate
sub-derivation trees.

Lemma 17: Let K be a saturated knowledge base and f €
K be a statement such that

f:<H<:Bl,...,BnHM>

where H is either i, (R, R’), rin(R,R') or r,. Let o be a
substitution grounding for f such that

o skel(fo) is in normal form,

e for all 1 < ¢ < n there exists a derivation tree
m; € W' (Ksolved) Of Bijo and if B; € marked then
T € - (Ksolved)o

For all [ we have that
Ho € 7'lél’llg)(}'{solved)

where x = &j(m) where 7 is the derivation tree whose
immediate sub-derivation trees are the 7;’s

Proof: Let G =3,y 3 S(mi). We prove the lemma by
induction on G.

If f is a solved statement, the conclusion is immediate by
the definition of H{™".

Otherwise, we apply on f and o. We get the
existence of w and h = (H' < Bj,..., B}, || M’) such that
K has been updated by i and which have the six properties
stated in [Lemma 16| Let h| = (H" «< B{,..., Bl | M")
such that {BY,...,B",} C {B},...,B.,}. Since Property
grants that skel(H") is in normal form and that canonization
rules can only replace the term of the head by a subterm, the
skeleton of the considered predicates hl} is still in normal form
and then is not removed: it is added in the knowledge base
by the update. Then due to Property [3] M” corresponds to
the premisses which has a derivation tree in IT"_ (Kyolveq) and
due to the Property [] the measure is strictly smaller so we can
apply our induction hypothesis on hl} to get H"w € )
with ¥° < k due to the property [5| and the set inclusion.
Finally, according to the Property [2| we have H'w = Ho
and by definition of |}, we have H'|w = H"w, therefore,

by definition of ’Hgl’”), we have Ho € 'Hglﬁ)_ 0

Definition 18: We say that a term t has a root variable if
there exists a term ¢’ and a variable z such that t =t @ x or
t=ux.

Lemma 18: Let K be a saturated knowledge base. If
h = ky(R,t) < Bi,...,B,; € Kged has been obtained
by applying RESOLUTION or RESOLUTION+ between a VIP
statement f and g € Kgoveq then ¢ has no root variable.

Proof. Recall that a VIP statement always stems from a
resolution against a solved statement of an unsolved VIP
statement, except for the initial f;" and f;~ VIP statements.

Let f = k(X +Y,2) < ky(X, 2 ® u), k(Y u) | M €
fi". The resolution can only be done on k,, (X, z @ u) against
some g = k,(R',t; & ta) < Bi,..., B, where neither t;
or t2 has a root variable (the SHIFT rule prevents such solved
statement to be added in the database). Hence, x is substituted
by a term which does not have a root variable. Then no
further substitution can lead to a term with a root variable: the
property holds for any solved VIP statement whose ancestor
is in f;.

Let f be a solved VIP statement whose ancestor is k., (X +
Y, 24y) < ko (X, 20u), ke (Y, y®u) | M € f5. By symme-
try, assume that resolution has been performed on k., (X, z ®
u) € f5~ with some substitution o; and another solved state-
ment. The direct child of the ancestor is f1 = ky, (Xo+Y, 20+
y) < Bi,...,Bl kws, Y,y ® uoy) || M’. The previous
argument of the f;" case leads to xo has no root variable. Let
f2,..., fn be the VIP children obtained by resolution on f; 1
and a solved statement with substitution o, . .., o, but where
sel(fi—1) # kwoy...o,(Y,y @ u(o1...0;)). However all these
fi are unsolved since y @ u(oy . ..0;) is not a variable. Once
a resolution is done against the literal k,(Y,y ® u(oy ...04)
with substitution ¢’ the previous argument leads to yo’ having
no root variable. Since neither x nor y have a root variable,
t has no root variable. Therefore, the property also holds for
any solved VIP statement whose ancestor is in f; . O

Lemma 19: Let f, be a solved VIP statement whose
ancestor is fo = (kw(X@K t) = Bo,l,Bo}g || {BO,I; Bo)g}) €
U S, and f; are the intermediate statements. By symmetry,
we consider that sel(fy) = By 1 and therefore that there exists
Bi3 = By2o in the premisses of fi. If B, exists in the
premisses of f; and sel(f;) # B; 2 the resulting statement has
a premisse B; 1 2. The statement f,, has no premisse B, 2.

Proof. We consider two possible cases for the ancestor.

o If fo = kw(X +Yx +y) <= kw(Xax D U),kw(Y,y D
u) || M € £, we observe that none of the two premisses
are solved. As f, is solved both premisses must have
been removed by resolution and the result is immediate.

o If fo =ky(X +Y,2) < ky(X, 2@ u), ky(Yiu) | M €
fi", resolution can only be performed on k(X2 @ u)
against some g = k,(R',t1 @ t2) < Bj,..., B), where
neither ¢; nor ¢y has a root variable. This implies that u
will be substituted by a non variable term ¢’. Therefore
at least one resolution on k., (Y,t') is required to get a
solved statement. ]

Lemma 20: Let K be a saturated knowledge base and h a
solved statement

h = (ku(R,t) < Bl,...7Bn)

such that hll = (ku(R’,t’) < BY,.. .,B;n), t is in normal
form and
o cither Al € Ksoved,
e or g = (ky(R",t') < B, .. .,B,’n) € conseq(Ksopved)
and B/ = (iu(R'¢, R')) < B;,...,B;n) € Kepey for
some R”.



Let o be a substitution grounding for h such that skel(ho) is
in normal form, and for all 1 < ¢ < n, we have that B;o has
a derivation tree m; € II'( Kolved). We have that

(ku (Ra t))CT € He(Ksolved)~

Proof. First note that by definition of the canonical form
{B{,...,B,} € {Bi1,...,B,} and o is grounding for hl
too. We proceed by induction on the number of rules which
have been applied to get A} from h.

1) Base case: hl = h.

a) If h{ is in K, we immediately conclude.
b) Otherwise, by applying Proposition [3| to g and o, we
have that
ku(RH,t/)O' S H(Ksolved)~

Furthermore, as b’ € Kgeq and as all antecedents
Bio,...,B o0 of o are in H(Kolved), We have that

iw(R'|,R"])o € H(Ked)-
It immediately follows that
ku(R/,t/)U S He(Ksolved)7

which is what we had the prove since k,(R',t')o =
ky(R,t)o.

2) If the rule REMOVE has been applied, the conclusion is
immediate as REMOVE only remove premises.

3) If there is a renormalization of the recipe, we conclude
with MoD-I and EQ. CONSEQ.

4) If the rule SHIFT has be applied to h = ky(R,t) <
kw(X,2), By, ..., B, for some w such that w C w to
get B = k(R X, t ® zl) < ky(X,2),By,...,Bn.
By induction hypothesis, we have k,(R® X, t®xl)o €
He(Ksolved)- By definition of He, there is R such that
kuo (R, t®xl0o) € H(Ksolved) and iyo(R”, R®X0) €
He(Ksolved). We distinguish two cases.

o If t # x, since we also have k, (X, z)o € H(Ksolved)s
we get by the rule CONSEQ on f; that k,,(R" @
Xo,(t®zl) @x)o) € H(Ksolved) (and (t & x|) ®
x =ac t). From iua(RmaR 2] XU) € He(KsoIved),
iy(X, X)o € He(Ksolved) and the CONG with P, we
getiyo(R"®Xo,(ROX®X)0) € He(Ksolved). From
Mob-1, we get iy, (R"” @& Xo,Ro) € He(Ksolved)-
Finally from k., (R" & Xo,((t & =) & x)o) €
H(Ksolved), applying EQ. CONSEQ., we obtain that
ku(Ra t)a S He(Ksolved)-

If ¢ x, from kyo(R",0) € H(Ksoed) and

since the base is saturated and contains k,, (0, 0), rule

EQUATION has been applied between k., (0,0) <

and f the statement of the root node of the deriva-

tion tree of ky,(R",0) € H(Ksolved)- This leads
t0 iy (R",0) € H(Ksoled)- By from
iuo (R",0) € He(Ksolved) and iy (R”, R ® Xo) €

He(Ksoived), We get iy (R, X)o € He(Ksolved)- Since

ky (X, x)o € H(Ksolved ), We conclude. O
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Lemma 21: Let K be a saturated knowledge base and f €
K be a statement such that

= (kw(R,t) < B, ... B, ||M)

and B; = ky, (X;, ;). Let o be a substitution grounding for f
such that skel(fo) is in normal form, and for all 1 <4 < n,
we have that B;o has a derivation tree 7; in IT'( Kqoeq), and

if B; € M then m; € II"_(Koved). We have that
(kw (R7 t))o € He(Ksolved)-

Moreover, if f € fi7 U fof, we have for all [ that Sl(ﬂ) <
Si(m) + 31(7‘(2).

Proof: Let G = 3 cqy 3 S(mi). We prove the lemma
by induction on G with a stronger assumption to prove
the measure on f;" and f;7. If f is a VIP statement, from
(kyw(R,t))o € He(Ksolved), We extract the derivation tree 7
of (ky(R',t))o € H'(Ksowed) With R'| = R] whose root is
h =H! < BI, ... Bf of andn! € II'(K.ed) derivation
trees of Bif of, then for all n we have that

Si(r) < 2 (W) 21A 3, m=n} S(mi)+
Z{i\W(m)Zl/\ﬂﬂj, m:ﬂjf}Sl(Wi)-

Finally, we prove the assertion for f;" and f;" by using
Base case. If f is a solved statement, the conclusion is
immediate by the definitions of H and H.: when f is solved,
we have m; = sz , so the inequality of the measure is just
Si(7) <3 (ijw(m)y»1y S(i) which is the definition of & ().
Induction case. If f is not solved, we apply to
get h, w and 7 derivation trees of Bjw where

h= (ku(Rhath) ~ Bi77B;n ”M/)

such that K has been updated by h and which
have the five properties stated in Let
hl = (ku(R},t,) < BY,...,B",|M"”) such that
{B{,...,Bl,} C {Bf{,....B],}. Since Property [I| grants

that skel(hw) is in normal form and that the SHIFT rule
cannot produce non normal skeletons while the other rule
does not alter skel(k, (R},,t},)), ki is not removed.

1) Case where h is not solved. Due to Property |3, M
corresponds to the premisses which has a derivation tree
in II"”_(Kolved) and due to the Property [4| the measure is
strictly smaller so we can apply our induction hypothesis
on hll to get ky (R),, 1), )w € He(Ksolved). Finally, accord-
ing to the Property 2| we have k, (Rp,th)w = ky (R, t)o
and by definition of || when the statement is not solved,
we have k,(Rj{,t})w = ky(Rp,tn)w, therefore, by
definition of H., we have k,(R,t)w € He(Ksolved)-
Finally, we consider that f is a VIP statement. In that case,
t;, cannot be of the form ¢ & z according to
so the rule SHIFT is not applied. From our induction
hypothesis, we have

2

Si(m) < Z
{i|~3j, mj=n{}

{i|3y, wi=m

S(n}).

J

}



From Remark [2| since Vz, S(z) > (), we have

Sim) < Epiwimsings, m=nf} S(Ti)+
2 (i W) 2 A3, mi=nl} Si(mi).

2) Case where h is solved. If f is a VIP statement, due to
L.emma 18/no SHIFT rule has been used and by definition
h is a VIP statement, so hl} has been added to K. We can
then conclude since hl} is just the renormalization of the
head and the removal of some premisses (with Remark
of we have () < > S(mi)). If fis not a

VIP statement, we conclude by O

The following lemma will be used in the proof of Theorem 3]
but is not used to prove the completeness.

Lemma 22: Let K be a saturated knowledge base. If
re € H(Ksolved)s in(R, R') € H(Ksolved) then there exist a
derivation tree 7 € IT'( Kgolyed) of iy, (R, R’) and ri, (R, R') €
HSULK) (Ksolved) with Kk = S\M(W).

Proof. As r, € H(Ksolved), there exists a solved state-
ry < Bl, Ce
o grounding for f such that skel(fo) in normal form and
B;o € H(Kgolved) With derivation tree 7; for all 1 < i < n
and such that u = vo.

Asiy(R,R') € H(Ksoed), there exists, by Lemma[l4] 7 €
Il (Ksoved) Of iy, (R, R'). 7 is such that there exists at its root
or below the EXTEND’ root node a solved statement

9= (1(T.T") < By, Bo)

ment f = ,Bn) € Keolveda and a substitution

and a substitution 7 grounding for g such that skel(g7) is in
normal form, and B;7 € H(Ksoned) With derivation tree m;
foralln+1 <4 <m and such that wu J v Jwr, R=T71
and R’ =T'r.

As vo = u 3 wr, it follows that v = vgv; such that vy and
w are unifiable (o U7 is such a unifier). Let w € csuac(vg, w)
and let # be such that cU7T =w o 6.

As the knowledge base is saturated, the TEST saturation rule
must have fired for f and g and therefore K must have been
updated by h where

h= ((riU(T, T') < By, ..., Bm)w).

We have that skel(h6) is in normal form, and therefore skel(h)
is in normal form too. As h is not a deduction fact, and T', T"
are in normal form, the update must have simply added A to
K and therefore h € K.

We have that B;wf = B;o € H(Ked) forall 1 <i<n
and that B;wf = B;7 € H(Koled) for all n+1 < i < m with
derivation tree ;. By applying Lemma |17| to the statement h
and the substitution € (note that its head is in normal form and
|w;| < |u| fori € {1,...,n}), we obtain that ri, (T, T")wf| =
riy (R, ') and therefore ri, (R, R') € ) (Ksolved) With
£ <Y ictnit,.my S(mi) = S (7). 0

Lemma 23: Let K be a saturated knowledge base. If there is
a derivation tree 7 in II"_ (Kolved) Of ky (R, t) and a derivation
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tree 7' in I (Ksolved) Of Kuo(R',t) then for all [ we have
that i, (R, R') € Hél’”)(KsoWed) for some w C uv with k <
Si(m) + Si(7").

Proof. Let w = {1,...,0 and v = flpy1,...,0. As
ky(R,t) € H(Ksolved), it follows from its derivation tree that
there exist

f= (kw(S,s) ~B,... ,Bn) € Keoped

and a substitution o grounding for f such that skel(fo) is in
normal form, B;o € H(Koned) (1 < i < n) of derivation tree
7; and Ky, (S, s)o = kys (R, t) for some v’ C u a prefix of w.

Similarly, as kq, (R/,t) € H(Ksolved), it follows that there
exist

f’ — (kw’ (S/’ 3’) = Bi, .. ,B,ln) € Ksolved

and a substitution ¢’ grounding for f’ such that skel(f’c’) is
in normal form, Blo € H(Ksoned) (1 < i < m) of derivation
tree 7, and ko (S’, 8" )0’ = kyv (R, t) for v C uv a prefix
of uv.

We have that wo C w, which trivially implies wo C

uv. We also have w'o’ C wv. Let w = fy,...,(, and
w' = (..., 67 and let r = min{p,q}. We have that
,..., 0 o =,....00".

We have that o U ¢ is a unifier of
k(/l WA (_, 5) and kg/l/7.__,a( (_, S/), it follows that
7 € csuac(key,. e (L58), key (L, 8")) exists. As K

is saturated and f, f’ # fgr , it follows that the statement
h— (igfly___,g;(s, S"Y < Bi,...,Bn, B, .. .,B,’n)T

resulting from applying the EQUATION saturation rule to f
and f’ has been generated during the saturation process. The
knowledge base has been updated with this statement. Since
we know that skel(fo) and skel(f’c’) are in normal form, we
have that skel(h) is in normal form, and therefore h is in K
(since S and S’ are necessarily in normal form).

As o U o’ is a unifier of kg ¢ (_,5) and key o (_, ")
and as 7 € csuac(ke, e (L 8),key, e (L, 8")), it follows
that there exists w such that o U ¢’ = Tw.

We have that w is grounding for A and that
Bitw,...,ByTw, BiTw,...,BlLtw € H(Ksolved) With
derivation trees 7y, .. and

> Sm)+

{iW(mi) 21}

Ty Ty e ey T
{iW ()21}
where B; = ky, (X;, 7;) and B} = ky (X/, z}). Therefore, we
have by Lemma [T7] that

i, 0 (S, 8)Tw =lpro 0 o(R,R) € HE™ (Kooived)-

where £ < 3>y S(mi). As (04, £})0 is a prefix
of uv, we conclude. O

Lemma 24: Let K be a saturated knowledge base. Let
{kw;(Ri,t;) | 1 < i < n} be a set of deduction statement
such that 7; € II"_ (Kolved) 18 a derivation tree for ky,, (R;, t;),
@ie{l,...,n} t:l = 0 and w; € {u,uv} for some u,v. We



have that iy, (6D Ry, 0) € M (Keoed) for all I and with
K<, Si(m;).

Proof. We denote ki, (R;,t;) by K;. Wlo.g. for all i,
we suppose that ¢; = ;< t]. We prove this lemma
by induction on )", s(i). If there is some k,, (R;,0), from
the seed, we have ki, (0,0) which has a derivation tree o
in TI" (Kolved) and Sl(’]'ro) 0. By we get
iw(Ri,0) € HE™ (Kooned) with £ < Si(m;) + Si(mo). We
conclude by induction hypothesis on {K,|p # i} and by use
the CONG rule with ®.

Otherwise, since 691 t;d = 0, there exist at least K} of
derivation tree my, K of derivation tree 7; such that ¢}, =
ty © ), and t; = t; ©t; for some t;,;,t;. Let t; be the ¢
of maximal size which satisfies the former relation. We define
Sk, to be the set {i| @, ti, =t,} and define S; similarly.

If tx = t; i i

(l,n)k tj, .from Awe get Iw(RilRIi €
He'™ (Ksolved) With k < Sy(mx) + Sl(ﬂ'j). From .
we get i, (Rr ® R;,0) € Hél"{)(Ksoh,ed). If the set contained
other predicate than K, and K;, we use our induction hypoth-
esis on the set {KG[i ¢ {k,j}}, we get ino (B s ;3 Ris0) €
Hgl’”/)(KsoNed). with ' < Zig{w} Si(m;). Then we con-
clude by applying the CONG rule with &, on the two above
identical predicates. Otherwise we conclude directly.

Otherwise ¢y # t;. We denote by ty = @,ggq, t} ®
Zigé Sk t;i. We apply on the suitable f," or fi
statement (f;" if t; =t or t; = t;, fi otherwise) and o+ :
2 b,y — b, We get kyo(R; @ Ri,ty) € HE™ (Keoived)
with k1 < Sl(ﬂ'k) +<§l(ﬂj). .

We apply our induction hypothesis on the set
{Kili ¢ {k,j}} and obtain that iy(D,¢s , Ri0) €

852 (Koea) with Ky < Y,u0p 1 Si(mi). Finally,
using CONG, MoD-I and [Lemma 15 we get
o (Pigqr gy i @ Re @ R;1L0) € He " (Ksoved) With
k<D, Si(m;) which allows to conclude. O

Corollary 1: Let K be a saturated knowledge base. If
ky(R,t) has a derivation tree ™ € TI'(Kgolved) and ky,,, (R, 1)
has a derivation tree 7' € II'(Kged) then iy, (R,R’) €
H (Kooned) with & < () + Si().

Proof. If m and 7" € II'_(Kolved), We apply to
get in(R, R) € HE™) (Kagned) with #' < Sy(m) + Si(').
Otherwise, it is a direct consequence of applied
on the set of conclusions of extract(m) U extract(n’) and
ILemma 15l O

Lemma 25: 1If ky(R1,t) € He(Ksolved) and ko, (Ro,t) €
He(Ksolved) then iw(Rlv RZ) S 7'[e(-[(solved)

Proof. By definition of H., there exist k,(Rj,t) €
H(Ksolved), kw( IQ,t) S H(Ksolved) such that Iw(Rl,Rll) S
He(KsoIved) and iw(RQa RIQ) S 7'[e(l{solved)- From .
we got that i, (R}, R,) € He(Ksolved). Therefore, using

we derive that i,, (R, R2) € He(Ksolved)- O

Proposition 5: If ky(R,t) € He(K) then ky,(R,t) €

Ho(K).
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Proof. As ky(R,t) € He(K), it follows that k,(R',t) €
H(K)and i, (R, R) € He(K) for some R'. By the EXTENDK
rule, we have that k,,(R’,t) € H(K) and by the EXTEND
rule, we have that iy, (R',R) € He(K). We conclude by
rule EQUATIONAL CONSEQUENCE that k., (R,t) € H.(K),
which is what we had to show. ]

Definition 19: Given a term t = @, , ., t; where no ¢; is
a sum, then width(¢) =n —1 o

Lemma 26: Let K be a saturated knowledge base. If
{kw(R;i,t;)]i € {1,...,m}} is a set of deduction statements
with derivation trees 7; € II'(Kgolved) then

kn( @ Ri, €P til) € He(Keoea)-

1<i<m 1<i<m

Proof. We proceed by induction on ), _,_, width(t;).

Base case. (<<, ti)} = D1<;<,y, ti- We show the base
case by an induction on m. If m = 1 the result is immediate. If
m > 1 then for any pair (j, k), we can build a new derivation
tree of ky, (R; @ Ry, t; ®ty) from i m; and 7. We conclude
by applying our induction hypothesis.

Inductive case. (Pic;c,nti)ld # Di<cicp, ti- If there
exists j such that 7; € II) (Ksned), then we consider
7, and m its immediate sub-trees which prove ki, (Rg,tq)
and k., (Ryp, ;). We conclude by induction hypothesis on the
set where k., (R;,t;) has been replaced by k. (Rq,t,) and
ky (R, tp). Otherwise there exist j, k, m; € I (Ksoved) and
T € HL(Ksolved) such that (tj (&) t}c)l, =+ t; @ tg.

o If ¢ = ty, from [Cemma 23|, we have
iw(Rj, Ri) € He(Ksolved). From |Lemma 15, we

have iw(Rj D Rk,O) S He(KsoIved)- By REFL we have
iw(Big(jny Bir Dig ey i) € He(Ksonea) and using
the CONG rule we obtain that
iw( @ Ria @ Rz) € He(Ksolved)-
1<i<m  ig{jk}

By induction hypothesis, we get

kw( @ Ri,a @ tz\l/) € He(Ksolved)
i¢{j,k} 1<i<m

and we conclude by EQ. CONS.

If t; # t, there exist t’7t;7t’ such that t; =ac t; ot
and t,, =ac t}; ® t'. Applying @ on the suitable
f € fiUfs and the derivation trees 7; and ), we obtain
kw(R; ® Ry, t; ®til) € He(Ksolved). From definition of
He, there exists ky, (R, ;& tr) € H' (Ksolved) of deriva-
tion tree 7’ and i, (R; ® Ry, R') € He(HKsolved)- By REFL
we haYe iu}(@ig{‘ﬁk} Ri?@ie{j7]?} Rz) € 7'Le(I(solved)
and using the CONG rule we obtain that

iw( @ Ri7 @ Rl@RI) S He(Ksolved)~
1<i<m i¢{j,k}
Since width((¢; ®1t))) < width(¢;) +width(ty), by
induction hypothesis, we get

kw( @ Ri@R/a @ tler) ErHe([(:;olved)

i¢{j,k} 1<i<m




and using EQ. CONSEQ. we conclude that

kw( @ Ri; @ tii)gHe(Ksolved)

1<i<m 1<i<m

O

Lemma 27: Let S be a set of seed statements and let
K € sat(Kinit(S)). Then if H € H(S), we have that H €
7'Le(l(solved)-

Proof. We prove by induction on the derivation tree of H €
H(S) that each node of the derivation tree is in He(Ksolved)-
We proceed by case distinction on the last rule that has been
applied to derive H.

Case: EXTENDK. we have that H = k,, (R, t) and k,(R,t) €
H(S) for some prefix u of w, in which case by the induction
hypothesis we have that ky,(R,t) € He(Ksoned) and we
conclude by Proposition [3}

Case: SIMPLE CONSEQUENCE. There is a statement

f:(H@B{,...,B{l) es

and a substitution o grounding for f such that skel(fo) is in
normal form, H = H'c and Blo € H(S). By the induction
hypothesis, we have that Blo € He(Ksolved). W.1.0.g. assume
that B] = Ko (Xi,t}). As Blo € He(Ksolved), We have by
definition of H, that there exist R, such that

B;l = kwio’(R;7t’ILU) S H(Ksolved)v 3)
uto (R, Xi0) € Ho(Fahea) @
forall 1 <4 < n and let 7 be a derivation tree in II' ( Kolved)

of BY.

But wga is a prefix of w, where w is such that H =
predicate,(...) with predicate € {r,k}. Note that as S is
a set of seed statements, predicate ¢ {i,ri}. By applying the
EXTEND rule to Equation @]} we obtain

iw(Rg,XiO’) € He(Ksolved)- (5)

Let ¢’ be the substitution defined to be o except that it
maps X; to R; for all 1 < ¢ < n. We distinguish several cases
depending on the statement f.

1) Case where f is fo, fi, fof, fi or fi7. We conclude

by applying and rules of H..

2) Case where f is not f;, fof, f5 or fi.
We will show that H'o' € He(Ksowed). As K was
updated by f, there are three cases:

a) if f € K, we conclude by or Lemma

(depending on the predicate).
b) Otherwise, f € Keoned or fI = (kw(Rat) =

cy,..., Cm) and there exists R’ such that
(kw0 (R',t) < By,..., Bn> € conseq(Ksolved)
and such that

(iwo (R\L, R/i,) = 317 cee 7Bn> € Ksolved-

In this case we conclude by
We have shown that H'o' € He(Ksoned). We distinguish
several cases depending on predicate:

o predicate = r: In such a case, we have that H'o' = H'oc =
H and we easily conclude.

e predicate = k: In such a case, we have that H'o' =
ke (Ro',ta"). Relying on Equation [5| and applying the
rules CONG and REFL, we deduce that: i,,(Ro, Ro’) €
He(Ksoved)- Since ky, (Ro’,to") € He(Kooved) and to =
to’, using Proposition 4} we conclude that k,,(Ro,to) €
7'le(](solved)~ O

APPENDIX
PROOF OF THE ALGORITHM

A. Proof of Lemma [I]

A first issue is that K,;(P) is infinite. Indeed, the set
seed(P) for a ground process P is infinite because Npyp
contains an infinite set of names.

Lemma 28: Let K € sat(Kiyi(seed(P,NE,))), we have

that K U ext(K) is a saturated knowledge base.

Proof. First, we have that K Wext(K) is a knowledge base.
Second, we show that any rule triggered from K W ext(K) is
either a rule involving two statements of K as premisses (and
thus this has already been done during the saturation of K)
or produces a statement in ext(K).

1) if the rule RESOLUTION is triggered, we have f,g € K.
First, no statement (k(m,m) < | € ext(K) can play
the role of g in the RESOLUTION saturation rule since
t’ = m must unify with ¢t ¢ X. Therefore ¢ must be m,
but m ¢ names(K') by hypothesis and therefore ¢ cannot
be m. Second, no statement in ext(K) can play the role
of f in the RESOLUTION saturation rule since they have
no antecedents. Therefore f,g € K.

2) if the rule EQUATION is triggered, we distinguish 3 cases:

a) if a statement (k(m,m) < | € ext(K) plays the
role of f in the EQUATION rule, then we have that
t = m. As t’ unifies with m, we have that either t’ = m
or t' is a variable. The second case is not possible
since g is well-formed. Therefore ¢’ = m. As m ¢
names(K) by hypothesis it follows that g € ext(K)
and therefore ¢ = k(m,m). Therefore the resulting
statement is i(m, m) € ext(K).

b) if a statement (k(m, m) < ) € ext(K) plays the role
of g, the reasoning is analogous to the case above

c) otherwise f,g € K but since K is saturated this
saturation step has already occurred.

3) if rule TEST triggered, we distinguish two cases:
a) if (i(m,m) < | € ext(K) plays the role of f, then
g=ry, < By,...,B, € K and the result is in ext(K).
b) otherwise f € K. The statement g must also be in K
since ¢ is a reachability statement and ext(K) does not
contain reachability statements. Therefore the rule has
already been applied. (]



We denote by = one step of the saturation relation, and
by =* the transitive closure of =.

Relying on Lemma [28] we are now able to prove

Lemma 1: Let P be a ground process, N oab < Npub be
the finite set of public names occurring in P. We have that:

sat(Kin;t(P)) D

{K Uext(K) | K € sat(Kinit(seed(P,N1})))}-

where ext(K) is the set containing the following statements:

o ke(n,n) < for any n € Nyup ~ N\

o ic(n,n) <= for any n € Noup ~ Nops

e riy(n,n) < By,...,B, forany r, < By, ...

in solved form, any n € Npyp J\f;;b

Proof. Let K1 = {ke(n,n) < | n € Nop ~ N} We
have Kinit(P) = Kinit(seed (P, ./\/Ffib)) U K7. We apply satura-
tion and we trigger only saturation rules whose premisses are
not in ext(K). We get:

Kinit(P) = Kinit(seed (P, N

where K = sat(Kjpit(seed(P, Npub))). Then we can show that
KUK, =* KUext(K) (we apply the rule EQUATION on the
duplication of each element of K7, then the rule TEST between
each reach statement of K and the obtained identical). Finally,

from we have that K U ext(K) is saturated. [

B. Correction of the algorithm

,B, e K

))UKl =* KUK,

In order to prove Theorem [3| we need the following technical
lemmas.

Lemma 29: Let P be a ground process and K €
sat(Kinit(P)). Then for any statement f € K, we have that:

D if £ = (vit o, (B R = {u, (Xt ety ) and
x € vars(ly) then there exists w; = lq,..., [ with &’ <
k such that x € vars(t;).
2) if f = (kll (R,t) = {kwi(Xi,ti)}ie{l,_“’m}) and
x € vars(t) then x €vars(ty, ... tm).
Proof. The seed knowledge base satisfies the above proper-
ties and they are preserved by update and saturation. ]

Lemma 30: Let Py be a ground process, ¢g = () the empty
frame, and {cy,...,cx} names such that ¢; & names(Fy) for
al 1 <<k If

(Po, %0)

and V1 <i <k
o either ¢; & names(Lq,...,L,)
o or there exist R; and ¢; such that ;gy(,)—10 Fr, t; where
0 ={c; — ti}ie{l,...,k} and idx(¢;) = min{j | ¢; €
names(L;)}

Ly
L=

2

L (P 22 (Py, 0n)

then

(POaQDO) (P19,<p19)

where 0’ = {c; = Ri}icqr,.. k-
Proof. By induction on the length n of the derivation.

L»0’

= :> (P60, pn0),

.....

O
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Lemma 31: Let P be a ground process, {ci, ..., cx} be pub-
lic names not occurring in P, 0 : {c1,...,cx} = T(Z,N),
and 0" : {c1,...,ck} = T(Z, Nowp UW).

If PEry, PEky(R,t), and P = kyp(cif', c;0) then
P = kyo(RY,t0).

Proof. Suppose that P = r,9. Otherwise the conclusion
trivially follows from the semantics of the k predicate. Let
w = él én

As P [ r,, we have that (P, (Z))
for all 1 < ¢ < n it holds that L;p] AC l; ¢

As P = r,g, we have that (P,0) ::> (Q',¢") such
that for all 1 < ¢ < n it holds that Ly’] =ac £;0..

By induction on n we can show that ¢’ =ac 6. Finally,
we show by induction on R that ¢ Fr ¢ and @0 ¢ ;0 (for
1 < < k) implies that 8 gy t6. O

=== (Q, ¢) such that

Lemma 32: Let P be a ground process and ¢ a frame such
that (P, ) 22EL (pr o). Let R’ be such that (R = R')¢.

3
Then we have that (P, ¢) LLGLON (P, ¢).
Proof. R and R’ are recipes for the same term in ¢ and
therefore the transition still holds. ]
NE

Theorem 3: Let P be a ground process, and N, € Npub
be the finite set of public names occurring in P. Let P be a
protocol, and K € sat(Kinit(seed(P, NP b))). We have that:

o if P C P then REACH- IDENTITY(KSOOWed, P) holds;
o if P is determinate and REACH-IDENTITY (K ..
holds then P C P.
Proof. Let K € sat(Kini(P)). By Lemma[I] we have that
Kowved = K2 ,eq U KR for some K as defined in Lemma 1] l
We first prove that if REACH-IDENTITY fails then P [Z P. In

such a case, we have that

(ril17~--7ln (Rv Rl) = {k'wi (Xi’xi)}ie{l,...,m}) S Ksoolved

1) either (P,0) H» (P, p) for any (P',p). How-
ever, by (soundness of Kgoeq and thus of

K?,q), We have that there exists (P”,¢”) such that

(P,0) 2 M, (P”,¢"). Hence, we have that P IZ P.
2) or for any (P’, ¢) such that (P, ) BRI (P', ) and

any grounding substitution w we have that Rwpl| #ac

R'wep]. By[Theorem 2| we have that there exists (P, ")

Vy,...,Mn "oon "
such that (P,0)) ————" (P”,¢") and Rwy"] =ac
R'wy” . Hence, we have that P IZ P.

P)

Next, we prove that if P [Z P and P determinate, then
REACH-IDENTITY fails. We assume that P [Z P, and that
REACH-IDENTITY holds, and we derive a contradiction. As
P Z P, it follows that there exist L1,...,L,, and ¢ such
that (P,0) 2222 (P’ ) and (R =¢ R), and

2) or (R #g R’)y where 1) is the frame reached by P after

the execution of Lq,....L,.

We consider such a witness of minimal length. Note that,
since P is determinate, even if such a frame v is not unique,



they all satisfy the same tests. Note also that we can w.l.o.g.
consider that at least one test holds in P’ (possibly considering
a trivial one, i.e. 0 = 0).

As (P,0) =255 (P, o) = (P
by completeness, we have that:

Lot Lnnt (R R') € He(Ksolved)-

In the second case, we also have that (R #g R')y. From
the fact that i ILiond,..., Lﬂ(an,(R R/) S He( Solved) and (R #E
R’)1, we can show that there exist recipes R4, Ry and k < n
such that iLl‘P7z~L7~--7LkSDnJ,(RA7Ri4) S H(Ksolved) but (RA 75
qu)w Actually, we have that kK = n in order to not contradict
the minimality of n.

We now choose among all the minimal witnesses (w.r.t. the
length) of non-inclusion, one such that Sn(ﬂ') is minimal too.
More formally, we consider a witness of non-inclusion such
that (n, S, (7)) is minimal (with a lexical order) where 7 is the
length of the witness and 7 is the derivation tree in I’ (Kolved)
of iLyputLnpnt (Ra, BYy).

We denote by 7, the derivation tree of such a minimal
WItness iz, ,....Lop,d (Ba, Ry) € H(Ksoived)-

In the first case (item [I), we simply have to consider a
witness of non-inclusion of minimal length, and we may
assume that R4 = R/, = 0 (in which case its derivation
tree 7,, has size Sn(ﬂ'm) = 0), and of course, we do not have
that (R4 # R'4)v. Now, considering such a minimal witness,
we have that:

(P (Z)) (Plaspl) ~~(Pn71730n71)
By (completeness), we know that:

Lunond € He ( solved)

By the definition of He, we have that it contains no reachability
statement in addition to those in H. Therefore, we have that:
° rLlS"nia n‘inL € H( 50|V9d) and
° ILNPn% nLPnJ,(RAvRA) € H( solved)
Thanks to Lemma 22l we deduce that:

ntpl(RAv RA) € H(n Sn (Wm))( solved)

) and (R =g R)¢n,

Ln

rLl P

riLwi,

Therefore there exists a statement
1. (RB, Rp) < {ku,(Xi, i) }ic(1,..m

and a substitution 7 grounding for f such that:

,,,,

o Ky, r (Xi7,2;7) € H(Ksolved) Of derivation tree ; (for
all 1 <i < m),

. 11’7' l T = Llﬁpn\lﬁ. .. ngoni and

. RBT¢ Ral, and RBT¢ R\].
Due to the shape of f (note that (RB, R’;) # (n,n) for any
public name n), we have that f € K2, _,. We suppose w.l.o.g.
that ¢+ < j implies w; & w; for f.

We also build another substitution 5 as follows: for each
1 < ¢ <'m, consider the set comp; = {j|z; = z; }. Consider
the map least : {1 <i<m} — {1 <i < m} defined as
least(i) = x, where r = min{j | w; € comp;}. Finally j3 is
the substitution such that 5(X;) = Xjeqst(i)-

}) € Koolved
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Let ¢y, ..., ck be fresh public names and let

) U{xy, ..., xm}t — {1, .-,

be a bijection of inverse o~'. We have that:

o k(cj,¢j) = € Kipnie(P) forall1 <j <k;

. kwia-(XiO'/,(EiO') S H(Ksolved) for all 1 < ) <m;
where dom(o’) = {X1,..., X} and ¢/(X;) = x,;0 for all
1 < i < m. We also define the mapping o’~! to be such
that dom(o’~1) = {c1,...,cx} and 0’71 (¢;) = X; where j
is such that 0’(X;) = ¢; and X, = X;. Instantiating f with
o U o', we obtain that

..... JAn G‘(RBJ R ) S H(Ksolved)'

By [Theorem 2| (soundness), P |= rijo,...1,0(Rpo’, Rpo’).
Therefore, there exist recipes R; (for all 1 < ¢ < n such
that [; = in(d;,t;)) such that P |= ky 0.1, ,o(R}, t;0). By
(completeness) and definition of H, there exist
recipes R; such that k;, o 1, ,o(Ri, ti0) € H(Ksolved), and
illa, li— 10(R17Rl) € H ( solved)

Let M; =1, if I, € {test,out(c) | ¢c € Ch} and let M; =
in(d;, R!) if l; = in(d;, ¢;) for all 1 < i < n where the recipes
R} correspond to those computed during the algorithm. As
REACH-IDENTITY (K solved, P) holds there exists Qj € P such
that

o :vars(ly,. .. cr}

b

rlllg

(Qoﬂ/’o) =S (Q, 1) 2 (@)

where ¢ = 0.

Let i be such that [; = in(d;,t;). Applying Lemma
to f we have that for all @ € wars(t;) there exists
w; such that |w;| < ¢ and « xj. We have that
kij(XjT,ij) € H( solved) and kw.T(XjBT,LEjT) €
H(Ksolved) by choice of f, 7 and . By (sound-
ness), we obtain that P |= ke, (X;87,2;7). Hence, as
lwj| < i, P = kiyr,..1, +(X;87,2;7). We rewrite it as
P E Kiyoo-tr,..1i_1o(e-1r) (X80 (0" ' 7), 250 (07 T)). We
already established that P = r;,,. . 1., and we know that

.....

Kiio,..1i 1o (Ri,tio) € H(Ksolved) and therefore by [Theo-] m
m rem 2| (soundness) we have that P = ki, 1, 40 (Ri, ti0).
We apply Lemma [31] to obtain that

P ): kll‘r,...,li,lr(RiU _17', tiT). (6)

Now, we consider 6 a mapping with dom(0) = {cy, ...
such that § = 0™ and 6" is defined as:
« 00 is the identity function; and
o 0(c;) = a’_lT(ci)w{dx(ci)flej_l where 1 < j < n,
dom(67) = {c; | idx(c;) < j} and where idx(c;)
min{k | ¢; € names(My)}.
By applying Lemma [30] inductively on n we have that

7ck}

Mo’ "7 Mso' =1
3

(Q\6, v 0) 2225,

r—1
M, o T

L= (Q.,0,],

(Q0:%0) = (o8, ¥ob)

0).

Now we show by induction on 7 that

1

(@0, 00) =2 (Q10,110) 22 ... 2 (Q.0,4,0).



We assume by the induction hypothesis that

(Qf, $o0) = (Q10,v10) =

and we show that
!

(Q1 10 d)z 10) (Q 0 1;[} )

We will show that L; and Mo’ 17 satisfy the conditions
of Lemma [32] which allows us to conclude. Indeed, either
L; = M;o’~'7 (in the case of a test or out action), or
L; =in(d;, R!) and M;0’~'r = in(d;, R;0’~'7) (in the case
of a in action). In the second case, we need to show that
(Rio'~'t = RY)(y!_,0). By the definition of |=, we have
that P = kiyr,. .0, 1T(R t;7). We have previously shown
in @) that P = kiyr. 1, ,-(Rioc’" 7,¢;7) and therefore
PEiyr. 1, - (Rio'" 1, RY), or, equivalently, (R;o' 17 =
R!)¢;_1. By the hypothesis, we have that there exists Q € P
such that

(Q.0) = (Q1,91)

=Ny

2 /

i—1

97 1/)2—10)

L EEL Qi i),

and (R;0'~'7 = R!)1;_1. By determinacy of @ it follows
that ;1 ~¢ ¥!_,0 and therefore (R;0’ "7 = R!)!_,0 as
well. As the hypothesis of Lemma |3_7| are satisfied, we can
conclude.

We have shown that (P, () ===

the Hypothesis [T] cannot hold.

Liesln, (19,4 6), therefore

We know show that Hypothesis [2] can not hold too.

As the equational theory is stable by substitution of terms
for names and we know that (Rpo’ =g Rizo’)1],, we deduce
that [(Rpo’o’ "'t =g Rigo’a’~17)4]6.

We claim that (Rpo’i),)0 = (Rgf7)(¥.,0). The proof is
by induction on the size of Rp. The only interesting case is
the case when Rp is X; for some 1 < ¢ < m. In this case,
we have that (Rgo’1)},)0 = ¢;0 where ¢; = o(z;).

By construction of 6, c;0 T o o' Y(e;)(¢,0) and
700’7 1(cj) is (by construction) X;37. Hence we get that
(X;o'yr)6 (X;B7)(x)0). Similarly, we can show that
(Rlyo4,)0 = (RiyB7)(119). Hence,

(RpB7)(1,0) =e (R A7) (1,0).

Now, thanks to determinacy, we have that (Rp87 =
RpB71)1 where ¢ is the frame (up to static equivalence)
reached by P after Lq,...,L,.

We now show that:

(RpBt =g RzB7)y implies (RpT =g RzT)1.
Going back to the statement f, we consider all pairs (i, j)
such that ; = x;. We show that (X;7 =g X;7)¢. We
distinguish three cases:

1) Case: W(m;) < n and W(mj) < n. In such a case,
from L we have iz, 0,1, Luent (XiT, X;7) €
He (Ksoved) for some k < n and k. Hence we have
(X7 =g X;7)pi By minimality of n we also have that
(Xﬂ' =E XjT)w.
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2) Case: W(m;) = n and W(w;) n. In such a case,
from |Corollary 1} we have iz, o, |, .. 1,0, (XiT, X;T) €
(e (Ksolved) With &/ < S, (m;) + Sn(wj). Hence we
have (X;7 =g X;7)¢. Since S, (m;) < S(m;) — 1 (the
root node is not counted) and S(7;) + S(m;) < S (),
we have k' < S, (7, ). By minimality of our witness, we
also have that (X;7 =g X,;7).
Case W(m;) = n and W(m;) < n. In such a case,
from we have iz, ¢, 1. Lol (Xim, X)) €
H (Ksolved) w1th K< Sy l) since S,,(m;) = 0.
Hence we have (X;7 =g X;7)p. Since S,(m) <
S (771) — 1 (the root node is not counted) and S(m;) <
S,L(ﬂ'm), we have k' < Sn(wm) By minimality of our
witness, we also have that (X;7 =g X,;7).

3)

From the above equalities, we have that

o (RpT =g RppBT)Y,

o (RpT =€ REBT),
Therefore, we get (RpT =g Rz7)y and hence (Ry =g
R’ )%, thus obtaining a contradiction.
As both cases yield a contradiction, it follows that if P [Z P
then REACH-IDENTITY (K P) fails. O

soIved’
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