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Introduction

Today, smartphones are not only used like normal telephones to phone or write SMS's. This changed with the introduction of the iPhone in the year 2007. With this or other smartphones the number of security relevant data and information which are stored on the smartphone (or provided through applications) are increased.

Different studies showed already an improvement for the authentication if keystroke dynamics are used [START_REF] Joyce | Identity authentication based on keystroke latencies[END_REF][START_REF] Ord | User authentication for keypad-based devices using keystroke analysis[END_REF]. But the existing publications are mainly dealing with computer keyboards or 12-key hardware keyboard of mobile phones.

In this paper, we will discuss the standard features of keystroke dynamics on touchscreen devices. The goal is to see that an authentication with a touchscreen keyboard can be done. On the following questions our research is focused. If an authentication is done with a touchscreen keyboard using time features, the same error rates can be achieved compared with the existing keystroke dynamics studies.

Keystroke Authentication Background

Keystroke behaviour can be described as a biometric characteristic of a person. In particular how this person is typing on a keyboard [START_REF] Monrose | Authentication via keystroke dynamics[END_REF]. It is used like other biometric methods to verify a person. Furthermore, the rhythm how a person is typing can be calculated by different points but at least the time differences are used [START_REF] Moskovitch | Identity theft, computers and behavioral biometrics[END_REF].

In general, two basic types of events can be recorded: The duration time which describes how long a key is pressed (time between pressing and releasing a key) is the first type. The second one describes the time period between n keystrokes, defined by the n press events. This is called n-graph [START_REF] Moskovitch | Identity theft, computers and behavioral biometrics[END_REF]. Several variants of the time period exist. The most used is the digraph were n=2. In addition, some publications are using the combination of three key presses. This is called the trigraph [START_REF] Choraś | Keystroke dynamics for biometrics identification[END_REF]. Basically, each value over n > 1 is possible in order to determine the time differences. But with a higher value the information decreases which can be extracted by the input. The reason with a higher value is that an average over n events is calculated.

Experimental Design and First Results

In our experiment, the subjects were asked to enter a predefined, 17-digit pass phrase on a smartphone (ten times in a row). For the experiment we used a Samsung Galaxy Nexus. To record the information of the keyboard we implemented a soft keyboard, in addition, to an application were the subject had to type the pass phrase.

As a first evaluation we calculated the standard features (duration time of the keystroke, the digraph and trigraph). Figure 1 shows the extracted data for five randomly selected subjects (like [START_REF] Lau | Enhanced user authentication through keystroke biometrics[END_REF][START_REF] Clarke | Authenticating mobile phone users using keystroke analysis[END_REF]). The left figure shows the data of the digraph and while the right represents the data of the duration time. On the left, it can be seen that the average duration is in most cases more constant over the time. However, there are differences between the people. Even the general speed or the time between single digraphs of one subject differs. The differences between one subject can be explained on the basis of experience. E.g. the fifth person has a lot of experience while subject number four has no experience. This is the reason why the fourth person has a higher value for each digraph than the others. The small value for the digraph at fifth time event for all subjects can be explained by a double letter in the pass phrase. No subject has to search the next letter in this situation.

The rhythm of the duration time (Figure 1 on the right), is less constant between individuals and, in addition, between different attempts by one person. Furthermore, the duration time tends to be less than the digraph. A person needs more time to press the next key than to hold a key.

Conclusion

The first result of this experiment shows that there are inter-differences between subjects for the time features and intra-similarities between different attempts of one user. This has to be evaluated more in a bigger experiment. On touchscreen keyboards, which are now installed in nearly every smartphone, besides the wellknown features, other possibilities for typing behavior can be recorded. Examples for this are the pressure or the size of the fingertip during typing. These can be used in combination with the time values for authentication [START_REF] Ross | Information fusion in biometrics[END_REF].
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 1 Fig. 1. (left) Digraph for five different users, (right) duration time of the same subjects