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Preface

Current developments in IT are characterized by an increasing use of personal
mobile devices and a growing reliance on IT for supporting industrial applica-
tions in the physical world. A new perspective on socio-technical and cyber-
physical systems is required that sees in IT more than just an infrastructure but
focuses on the ever closer integration between social and technical processes.

Application markets, such as Google Play and Apple App Store, drive a
mobile ecosystem, offering new business models with high turnovers and new
opportunities, but at the same time attracting cybercriminals and raising new
privacy concerns as well.

In the area of cyber-physical systems, research has to go beyond securing the
IT infrastructure to consider attacks launched by combining manipulations in
physical space and cyber space.

This seventh edition of WISTP featured a lower number of submissions than
previous years, with nine out of 19 papers accepted for inclusion in the workshop
and proceedings. Submissions were reviewed by at least three reviewers, in some
cases by four. This long and rigorous process was only possible thanks to the
hard work of the Program Committee members and additional reviewers, listed
on the following pages. In addition, we are pleased that Corrado Leita (Syman-
tec Research Labs) and Lejla Batina (Radboud University Nijmegen) accepted
our invitation to speak on challenges and opportunities in securing critical in-
frastructures and near-field communication privacy threats, respectively.

We wish to thank all the people who invested time and energy to make
WISTP 2013 a success: first and foremost come all the authors who submitted
papers to WISTP and presented them at the workshop. The members of the Pro-
gram Committee together with all the external reviewers worked hard in evaluat-
ing the submissions. The WISTP Steering Committee helped us graciously in all
critical decisions. Thanks also go to the 2013 General Chairs Ioannis Askoxylakis
and Louis Marinos, the local organizer Nikolaos Petroulakis and their respective
teams for handling the local arrangements, to Symantec Research Labs for co-
sponsoring WISTP 2013, to Damien Sauveron for maintaining the conference
website, and to Claudio Agostino Ardagna and Mauro Conti for their efforts as
Publicity Chairs.

May 2013 Lorenzo Cavallaro
Dieter Gollmann
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Organization IX

Main Sponsors

Since the early stages of inception of the workshop, organizers received positive
feedback from a number of high-profile organizations. With the development of
a strong Program and Organizing Committee, this was further capitalized into
direct financial support. This enabled the workshop organizers to strengthen
significantly their main objective for a high-standard academic workshop. The
support helped significantly to keep the workshop registration costs as low as
possible and at the same time offer a number of best paper awards.

We are wholeheartedly thankful to our Silver Sponsor Symantec Research Labs
for supporting WISTP 2013.



Securing Critical Infrastructures:

Challenges and Opportunities

Corrado Leita

Symantec Research Labs

Abstract. The threat landscape is continuously evolving. Large, wide
spread worm infections are leaving more and more space to more stealthy
attacks targeting highly valuable targets. Industrial control systems (ICS)
are rapidly becoming a new major target of cyber-criminals: industrial
control systems have converged with standard IT technologies and have
brought powerful capabilities into the critical infrastructure environ-
ments, along with new and yet undiscovered threats. This was pointed
out in multiple occasions over these last years and was confirmed by the
discovery of highly sophisticated threats such as Stuxnet, that under-
lined a completely different threat model when compared to traditional
malware witnessed in the wild in previous years. This talk will dive into
the challenges and the opportunities associated to ICS security research,
and on the tools at our disposal to improve our ability to protect such
critical environments.



Near-Field Privacy

Lejla Batina

Radboud University Nijmegen

Abstract. With the expansion of versatile privacy-sensitive RFID ap-
plications a clear need for new identification schemes has been estab-
lished. In particular, new attribute-based authentication schemes as rem-
iniscences of Microsofts U-Prove technology were proposed. We survey
related works and discuss a recent scheme for selective disclosure of at-
tributes providing the designation of verification. A scenario of mobile
payments is also considered and the use of NFC-enabled phones for prov-
ing credentials.
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