
HAL Id: hal-01485936
https://inria.hal.science/hal-01485936

Submitted on 9 Mar 2017

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License

A Forward Privacy Model for RFID Authentication
Protocols

Daisuke Moriyama, Miyako Ohkubo, Shin’ichiro Matsuo

To cite this version:
Daisuke Moriyama, Miyako Ohkubo, Shin’ichiro Matsuo. A Forward Privacy Model for RFID Au-
thentication Protocols. 7th International Workshop on Information Security THeory and Practice
(WISTP), May 2013, Heraklion, Greece. pp.98-111, �10.1007/978-3-642-38530-8_7�. �hal-01485936�

https://inria.hal.science/hal-01485936
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr


A Forward Privacy Model for RFID
Authentication Protocols

Daisuke Moriyama1 and Miyako Ohkubo1 and Shin’ichiro Matsuo1

NICT, 4-2-1, National Institute of Information and Communication s Technology,
2-2-1 Nukui-Kitamachi, Koganei-shi, Tokyo 184-8795 Japan

{dmoriyam, m.ohkubo, smatsuo}@nict.go.jp

Abstract. In this paper, we propose a new variant of indistinguishability-
based security model for the RFID authentication protocol, which allows
an adversary to obtain an authentication result and secret key of a tar-
get tag. Ng et al. showed that symmetric-key based RFID authentication
protocols cannot be resilient to the above information leakage simulta-
neously in the Paise-Vaudenay security model. We review the existing
result and extend the Juels-Weis security model to satisfy these prop-
erties by using a suitable restriction. Moreover, we give two example
protocols that satisfy the modified security model.
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1 Introduction

The RFID authentication protocol is an authentication protocol in which
an RFID reader communicates with RFID tags and authenticates them.
This protocol is considered to be one of the most important techniques for
construct the world of “Internet of Things”, in which all objects automati-
cally interact with each other with wireless communication [19]. However,
many people worry about their privacy with RFID attached objects (e.g.,
CASPIAN). Therefore, the RFID authentication protocol requires that
the identity of RFID tags should be kept secret (anonymity) and any
transaction should not be linked (unlinkability), except from legitimate
RFID readers.

Since 2003, many RFID authentication protocols have been investi-
gated and several protocols have been shown to be insecure (see [5]). The
security of these protocols is evaluated by using a cryptographic security
model and one of the goals of the RFID authentication protocol is to
satisfy this model. The Paise-Vaudenay security model [17] divides the
privacy level into eight categories and these are roughly divided into four
groups: whether a malicious adversary can obtain an authentication result



or not (wide/narrow), and whether the internal secret key of the target
tag is finally revealed or not (forward/weak). However, Ng et al. classified
symmetric-key based RFID authentication protocols into four types and
showed that these protocols only satisfy either narrow-forward privacy or
wide-weak privacy [8]. In particular, their result showed that authentica-
tion protocols which have a key update mechanism and resynchronization
property, satisfy only wide-weak privacy, which can be achieved by proto-
cols in which the secret key is always fixed. Coisel and Martin suspected
that the provable security level of the SK-based protocol [9] (which does
not require any secret key update) and O-FRAP (key update mechanism
is clearly shown) are equivalent [5].

In this paper, we propose a variant of the Juels-Weis security model
[11] to investigate a suitable security model for RFID authentication pro-
tocol. Our model allows an adversary to obtain an authentication result
and the secret key of a target tag. Note that we cannot simply send the
secret key to the adversary since the resulting model is not achievable.
Instead, we add the rule that the reader and the target tags must prop-
erly execute a session before the adversary obtains the secret key of the
target tag. If the current secret key is appropriately updated in an hon-
est execution, the adversary cannot distinguish which tag communicated
with the reader in the past executions. We show that O-FRAP [7] and
a variant of the OSK protocol [15] satisfy the modified security model.
Furthermore, we show another separation based on the classification in
[8] in which the RFID tag can interact with the reader concurrently.

2 Preliminaries

2.1 Notations

We denote a set of k-bit string as {0, 1}k. 1k is a k-bit string of 1. x
U← X

means that variable x is randomly chosen from setX. If f is a probabilistic

algorithm, b
R← f(a) denotes that the output from f on input a is assigned

to b. Pr[f(a)→ b] evaluates the probability that the algorithm f outputs
b on input a. We say that a probability P (k) is negligible in k if for any
polynomials f it holds that P (k) ≤ 1/f(k) for sufficient large k.

2.2 Pseudo-Random Generator

Let k be a security parameter. The pseudo-random generator is a de-
terministic algorithm g that takes as input 1k and truly random secret
x ∈ {0, 1}k and outputs g(x) which is computationally indistinguishable



from random string y (|g(x)| > |x|). In this paper, we treat the expansion
factor as k and consider pseudo-random generator g : {0, 1}k → {0, 1}2k.
The advantage of a probabilistic polynomial time (PPT) adversary A for
pseudo-random generator g is defined by AdvPRGA,g (k) := |Pr[A(1k, g(x))→
1 | x U← {0, 1}k]− Pr[A(1k, y)→ 1 | y U← {0, 1}2k]|.

Definition 1. A deterministic algorithm g : {0, 1}k → {0, 1}2k is pseudo-
random generator if for any PPT adversary A, AdvPRGA,g (k) is negligible in
k.

We split the above pseudo-random generator g and consider two functions
(g1, g2) such that the output of these functions are k-bit where y1 =
g1(x), y2 = g2(x) and y1‖y2 := g(x). Let xi := gi2(x0) be i-round iterated
function with input x0. When we consider yi := g1(xi), Berbain et al.
proved that the function G : {0, 1}k → {0, 1}2kn+k s.t. ({(xi, yi)}0≤i≤n,
xn+1) := G(x0) is also the pseudo-random generator [2]. In particular,
they showed that for any PPT adversary A, there exists a PPT time
algorithm B such that AdvPRGA,G (k) ≤ n2 · AdvPRGB,g (k).

2.3 Pseudo-Random Function

The pseudo-random function is a function that takes as input a truly ran-
dom secret (seed) x ∈ {0, 1}k and k-bit string, which output is computa-
tionally indistinguishable from truly random function RF. The advantage
of an adversary A against the pseudo-random function f : {0, 1}k →
{0, 1}k → {0, 1}k is defined as AdvPRFA,f (k) := |Pr[Af(x,·)(1k) → 1 | x U←
{0, 1}k]− Pr[ARF(1k)→ 1]|.

Definition 2. We say that f : {0, 1}k → {0, 1}k is pseudo-random func-
tion if for any PPT adversary A, AdvPRFA,f (k) is negligible in k.

3 Security Model for RFID Authentication

The RFID authentication protocol is an authentication protocol between
the RFID reader R and RFID tag t ∈ T . The RFID reader runs a
setup algorithm Setup and generates a public parameter and secret key

(pk, sk)
R← Setup(1k). The reader and each tag share a secret key in the

symmetric-key based protocol. After the initialization, the reader and
each tag communicate with each other in a wireless setting during the au-
thentication phase. Finally, they output “accept” or “reject” as a result.
Following the previous security models [11, 17], we assume that the tag



only performs the sequential session with the reader, though the reader
can interact with a lot of tags concurrently. We consider an active ad-
versary as one who can modify any communication message between the
reader and tags.

The RFID authentication protocol requires correctness, security and
privacy and many security models are provided to formalize them [1, 2, 4,
6, 7, 10, 11, 14, 17, 18]. In this paper, we omit detailed definitions for cor-
rectness and security since almost all security models commonly define
them. Correctness means that the reader accepts the RFID tag when
the session is completed and the communication message is not modified.
Security requires that the reader reject the session when the communi-
cation is modified by the adversary. In the following, we concentrate on
the definition of privacy in the security model, which we call the “privacy
model”.

3.1 Juels-Weis Privacy Model

Juels and Weis introduced an indistinguishability based privacy definition
for the RFID authentication protocol in 2007 [10, 11].

Consider the following experiment ExpIND-b
Π,A (k) between adversaryA :=

(A1,A2) and a challenger in an RFID authentication protocol Π.

ExpIND-b
Π,A (k)

(pk, sk)
R← Setup(1k);

(t∗0, t
∗
1, st1)

R← AReaderInit,Send,Corrupt,Result
1 (pk,R, T );

T ′ := T \ {t∗0, t∗1};
b′

R← AReaderInit,Send,Corrupt,Result
2 (R, T ′, I(t∗b), st1);

Output b′

The adversary A can interact with the reader and many tags in T by
using the oracle query {ReaderInit, Send,Corrupt,Result}. ReaderInit(1k)
activates the session by the reader and A sends an arbitrary message m
by using Send(ti,m) (ti ∈ T ). In addition, the secret key of the tag can
be obtained by Corrupt(ti) and Result(sid) outputs the authentication re-
sult (namely, accept or reject) of the session sid. When A outputs two

tags (t∗0, t
∗
1) in T , the challenger flips a coin b

U← {0, 1} and A interacts
with t∗b anonymously (I(t∗b) means the anonymous access to the tag).
A cannot issue Corrupt query to (t∗0, t

∗
1) in this model. The advantage



of A in this experiment is defined by AdvINDΠ,A(k) = |Pr[ExpIND-0
Π,A (k) →

1]− Pr[ExpIND-1
Π,A (k)→ 1]|.

Definition 3. An RFID authentication protocol Π satisfies Juels-Weis
privacy model if for any PPT adversary A, AdvINDΠ,A(k) is negligible in k.

3.2 Paise-Vaudenay Privacy Model

Paise and Vaudenay defined a simulation based privacy model for the
RFID authentication protocol. In this model, the adversary can issue a
{CreateTag,DrawTag,Free} query in addition to {ReaderInit,Send,Corrupt,
Result} in the Juels-Weis privacy model. The CreateTag query registers
a new free tag but this tag still cannot communicate with the reader.
Instead, the DrawTag query converts the free tag into a virtual tag, which
can interact with the reader (the adversary can input arbitrary tags and a
distribution to transform the tag) and the Free query converts the virtual
tag into the original free tag. This model considers a 4× 2 matrix for the
adversary’s capabilities in order to classify the privacy level as follows.

1. For the Result query:
(a) Wide — The adversary can issue the result query.
(b) Narrow — The adversary cannot issue the result query.

2. For the Corrupt query:
(a) Strong — The adversary can issue the corrupt query at any time.
(b) Destructive — Corrupted tags execute no session.
(c) Forward — The adversary cannot issue any other queries after the

corrupt query is sent to a tag.
(d) Weak — The adversary cannot issue the corrupt query.

When we considerO1 := {CreateTag,DrawTag,Free,Corrupt} andO2 :=
{Launch,Send,Result}, wide-strong privacy is described by the following
experiment against an RFID authentication protocol Π.

ExpSIM-0
Π,A (k)

(pk, sk)
R← Setup(1k);

b
R← AO1,O2(pk,R):

Output b

ExpSIM-1
Π,A,S(k)

(pk, sk)
R← Setup(1k);

b
R← AO1,S(pk)(pk):

Output b

The adversary A can access the reader and tags with O2 directly in the
experiment on the left-side, but the right-side experiment requires a sim-
ulator S to simulate its interaction. Note that S can obtain arbitrary
information corresponding to the O1 query issued by A. The advan-
tage of the adversary is defined by AdvSIMΠ,A,S(k) = |Pr[ExpSIM-0

Π,A (k) →
1]− Pr[ExpSIM-1

Π,A,S(k)→ 1]|.



Definition 4. An RFID authentication protocol Π satisfies the Paise-
Vaudenay privacy model if for any PPT adversary A, there exists an
algorithm S such that AdvSIMΠ,A,S(k) is negligible in k.

Note that we can define the other privacy levels in a similar way. In
particular, we focus mainly on wide-forward privacy and narrow-weak
privacy in the Paise-Vaudenay privacy model.

Recently, Moriyama et al. showed several relationships between Juels-
Wies and Paise-Vaudenay privacy model [13]. But the strongest privacy
level requires public key cryptography [16] and the weakest privacy model
does not include any tag’s corruption. The motivation of the paper is to
investigate a suitable privacy model which a symmetric-key based proto-
col can satisfy the provably security.

4 Desynchronization Problem in RFID Authentication

In 2009, Ng et al. revisited the Paise-Vaudenay privacy model from the
perspective of key synchronization [8]D They classified the symmetric key
based RFID authentication protocols on the basis of the key update and
showed the limitation of archiving the privacy level in the Paise-Vaudenay
privacy model.

Type 0. Any secret key of the protocol is not updated.
Type 1. The tag always updates the secret key whenever the session is

executed. The tag does not authenticate the reader in these types of
protocols.

Type 2a. After the reader authenticates the tag, the secret key of the
tag is updated when the tag authenticates the reader.

Type 2b. Before the reader authenticates the tag, the secret key of the
tag is updated. Different from Type 1, the tag authenticates the reader
in this type of protocol. If the tag downgrades its secret key when the
reader authentication fails (e.g., the tag keeps the early state of the
secret key for this property), we call it the “type 2b′ protocol”.

Type 0: Type 0 protocols do not support narrow-forward privacy since
there is no key update mechanism. Consider the following steps to break
narrow-forward privacy: Register two tags (t0, t1) with the CreateTag
query and generate one virtual tag with the DrawTag query with input
(t0, t1) and uniformly random distribution. Observe a session between the
virtual tag and the reader, convert the virtual tag to the free tag with the
Free query and obtain the secret keys with the Corrupt query . Then, the
adversary easily checks which tag is communicated to the reader, which



no simulator can do without a probability higher than 1/2.

Type 1: Type 1 protocols do not support wide-weak privacy since the
tag always updates its secret key. From its property, this kind of protocol
generally defines qmax which is the upper bound for resynchronizing the
secret key between the reader and tag. Therefore, Ng et al. described the
following steps:

1. Generate two tags (t0, t1) with the CreateTag query.

2. Convert t0 to vtag with the DrawTag query.

3. Issue the SendTag query to vtag to execute qmax + 1 sessions, but in-
terfere with the message being sent to the reader after the tag updates
its secret key.

4. Convert vtag back to t0 with the Free query.

5. Generate one virtual tag with the DrawTag query with input (t0, t1)
and a uniformly random distribution.

6. Execute a session between the virtual tag and the reader normally
(the adversary only eavesdrops on the communication).

7. Obtain the authentication result of the above session with the Result
query.

When t0 is chosen by the second DrawTag query, the reader cannot resyn-
chronize with the tag, so it outputs “reject”. However, the reader accepts
the virtual tag when t1 is chosen by the query. Since the adversary can
learn which tag is chosen, type 1 protocols cannot satisfy wide-weak pri-
vacy.

Type 2a: A key update algorithm for the tag is executed only if the
tag authenticates the reader in the type 2a protocols. When the adver-
sary modifies the communication messages from the reader and forces the
tag to reject all sessions, the tag cannot update its secret key, so it exe-
cutes all sessions with a fixed secret key. The adversary can learn which
tag executes the session when the adversary issues the Corrupt query in
the final step of the experiment. Therefore these protocols do not satisfy
narrow-forward privacy.

Type 2b and 2b′: In these types, the tag runs the key update algorithm
before the reader. Type 2b protocols cannot satisfy wide-weak privacy
since the secret key transition for these protocols is equivalent to that
for the type 1 protocols, regardless of the reader authentication. When
the authentication protocol is classified in type 2b′, the adversary can



fix the secret key of the tag when the communication message from the
reader is erased and the adversary sends a random message. Eventually,
the privacy level of the type 2b′ protocols is the same as that of the type
2a protocols (narrow-forward privacy failure).

This result shows that any symmetric key based RFID authentica-
tion protocol cannot satisfy both wide-weak privacy and narrow-forward
privacy in the Paise-Vaudenay privacy model. However, we consider that
the privacy level of the type 2a and 2b′ protocols are not equivalent to
type 0 protocols. The type 2a and 2b′ protocols clearly specify the key
update/downgrade procedure to resynchronize the secret key and provide
the notion of “forward-privacy”.

5 The Modified Forward Privacy Model

In this section, we illustrate a variant of the Juels-Weis privacy model
that allows the adversary to issue the Corrupt query to the challenge tags.
Note that the Paise-Vaudenay privacy model does not explicitly define
which and when a tag is considered to be the target. In contrast, the
Juels-Weis privacy model is easy to modify since the interaction between
the challenge tag and adversary is clear. The classification described in
Section 4 is generally applied to the RFID authentication protocol. If we
purposely add the Corrupt query during the anonymous access phase of
this model, no symmetric key based RFID authentication protocol satis-
fies the modified model because the Result query is given to the adversary.

Instead, if the RFID tag can normally interact with the reader (this
means the adversary only eavesdrops on the communication) and resyn-
chronization is completed, the adversary cannot trace which tag interacts
with the reader even when the current secret key of the tag is revealed
(of course, we assume that the updated key is hard to invert).

Consider the following game between the challenger and adversary

A := (A1,A2,A3) based on the Juels-Weis privacy model. Let π
R←

Execute(R, t) be one normal execution of the session between the reader
and tag t, and π denotes the communication message.

ExpIND
∗-b

Π,A (k)

(pk, sk)
R← Setup(1k);

(t∗0, t
∗
1, st1)

R← AReaderInit,Send,Corrupt,Result
1 (pk,R, T );

T ′ := T \ {t∗0, t∗1};



st2
R← AReaderInit,Send,Result

2 (R, T ′, I(t∗b), st1);

π∗b
R← Execute(R, t∗b), π∗1−b

R← Execute(R, t∗1−b);
b′

R← AReaderInit,Send,Corrupt,Result
3 (R, T , π∗b , π∗1−b, st2):

Output b′

The advantage of the adversary in the modified model is defined by
AdvIND

∗
Π,A (k) = |Pr[ExpIND

∗-0
Π,A (k)→ 1]− Pr[ExpIND

∗-1
Π,A (k)→ 1]|.

We add the honest execution which the reader and tag communicate
without the adversary’s interruption. Instead, the adversary can issue
the Corrupt query to target tags t∗0 and t∗1 after the honest execution from
the original Juels-Weis privacy model. If the normal execution securely
updates the secret key of the reader and tag, this results in the privacy
of the challenge tags for the type 2a and 2b′ protocols. The adversary A3

can obtain the secret key of the target tag and easily break the privacy
for type 0 protocols (e.g., SK-based protocol [9, 5]).

Definition 5. An RFID authentication protocol Π satisfies the modified
Juels-Weis privacy model if for any PPT adversary A, AdvIND

∗
Π,A (k) is

negligible in k.

In this paper, we only concentrate on the modification of the Juels-
Weis privacy model because the simulation-based privacy model does not
explicitly define which is the actual target from the malicious adversary.
So it is difficult to insert the honest execution to the Paise-Vaudenay
privacy model Note that if we omit the honest execution in the modi-
fied model, we can easily describe an attack scenario for any symmetric
key based RFID authentication protocols as in Section 4. Also note that
the honest communication between the reader and tag must be executed
after the anonymous communication phase is finished. Billet, Etrog and
Gilbert formalized the forward privacy model such that the honest exe-
cution occurs before the anonymous communication [3]. However, their
model is not achievable since such a honest execution is useless and does
not prevent any of the attacks described in Section 4 (Specifically, their
proposed protocol PEPS falls into a type 2a protocol and does not satisfy
their privacy model).

6 Suitable RFID Authentication Protocols

6.1 O-FRAP

O-FRAP is an RFID authentication protocol proposed by Li, Burmester
and de Medeiros in 2007 [7]. This protocol falls into type 2a and does not



hold narrow-forward privacy [17]. In this paper, we show that O-FRAP
satisfies the modified privacy model. Remark that O-FRAP satisfies uni-
versally composable (UC) security, but [7] does not provide any relation-
ship between their model and other security models. So the adequateness
of the UC definition and its protocol described in [7] is not investigated.
Our result shows that a UC-secure protocol also holds provable security
in the indistinguishability-based privacy model.

Let k be a security parameter, f : {0, 1}k × {0, 1}2k → {0, 1}4k be
pseudo-random function and ` be the total number of tags in the proto-
col. Each tag contains its secret key ski and nonce r2. The reader keeps
its database {ski, ski.old}1≤i≤` which contains the current and previous
secret keys of each tag. The reader and a tag ti execute the following
authentication.

1. The reader chooses r1
U← {0, 1}k and sends it to the tag.

2. When the tag ti obtains r1, it computes (rtemp, s2, s3, sk
′
i) := f(ski,

r1‖r2) and sends (r2, s2) to the reader. Then the nonce r2 is updated
as r2 := rtemp.

3. Upon receiving (r2, s2), the reader performs the following:

– Compute (·, s′′2, s′′3, sk′′i ) := f(ski, r1‖r2) for 1 ≤ i ≤ ` and check if
s′′2 = s2. If so, set ski.old := ski, ski := sk′′i , s

′
3 := s′′3 and accept the

tag.

– If s′′2 = s2 where (·, s′′2, s′′3, sk′′i ) := f(ski.old, r1‖r2) for some 1 ≤
i ≤ `, the tag sets ski := sk′′i , s

′
3 := s′′3 and accepts the tag.

– Otherwise, select s′3
U← {0, 1}k and reject all tags.

Finally, the reader sends s′3 to the tag1.

4. When the tag receives s′3, it checks whether s′3 = s3. If the equation
holds, then the tag updates the secret key as ski := sk′i and accepts
the reader. Otherwise, the tag outputs “reject”.

The main building block of this protocol is the challenge-response
authentication with the pseudo-random function f . In addition, the reader
keeps the previous secret key of each tag to resynchronize the secret key
to the tag when the desynchronization occurs.

Theorem 1. Assume that f is a pseudo-random function. Then, O-
FRAP satisfies the modified Juels-Weis privacy model.

1 We slightly modify O-FRAP so that the reader does not abort the session and output
a random variable even when the search procedure is failed. Otherwise, the Result
query becomes meaningless since the adversary can trivially know the authentication
result.



Proof. Let q be a upper bound by which the RFID tag performs the key
update procedure. Note that q is bounded by the adversarial oracle query
and it is at most polynomial in k. Si is the event that the adversary out-
puts 1 in Game i.

Game 0. This is the original game between the challenger and adver-
sary in the modified Juels-Weis privacy model.
Game 1-(i, j). We gradually change the output of all the sessions exe-
cuted in this game:

1. For any session executed between the reader and tag ti′ (t′ < i), the
output of the pseudo-random function is changed with a uniformly
random string over {0, 1}4k.

2. For i-th tag ti,
2-1. When the number of key update is less than j (j′ < j), the

output of the pseudo-random function is changed with a uniformly

random string (rtemp, s2, s3, sk
′
j′)

U← {0, 1}4k.
2-2. If the number of key update j′ holds j′ ≥ j, the output of the

session is computed by the pseudo-random function f .
3. For any session executed between the reader and tag ti′ (i′ > i), all

output and update keys are computed by the pseudo-random function.

Lemma 1. Pr[S0] = Pr[S1-(1,0)].

This transformation is purely conceptual and there is no difference be-
tween these games.

Lemma 2. For all 1 ≤ i ≤ ` and 0 ≤ j ≤ q, there exists an algorithm
B for pseudo-random function f such that |Pr[S1-(i,j)]− Pr[S1-(i,j+1)]| ≤
AdvPRFB,f (1k).

Proof. If the adversary can distinguish the difference between Game 1-(i, j)
and Game 1-(i, j+1) with non-negligible probability, then there exists an
algorithm B that breaks the security of the pseudo-random function. The
only difference between these games is that the outputs come from the
pseudo-random function or truly random string when the tag ti executes
the sessions with j-th updated key.

The oracle queries which algorithm B can issue is either the pseudo-
random function f(ski, ·) or truly random function RF. B generates secret
key of the tag except ti in the set up and simulates the session between
the reader and tags. If the number of key update on ti is less than j, we
set uniformly random string over {0, 1}4k as the output of the session.



Similarly, if the key update on ti is executed more than j, we computes
the output with the pseudo-random function. If the number of key update
on ti is j, B computes the output as follows. When A issues ReaderInit, B
generates r1

U← {0, 1}k and sends r1 to A. Upon receiving SendTag(ti, r
′
1)

from the adversary, B chooses r2
U← {0, 1}k and issues r′1‖r2 to the ora-

cle query. The output of the tag in this session consists of the response
from the oracle (rtemp, s2, s3, sk

′
j′) ∈ {0, 1}4k. When the adversary sends

(r1, r
′
2, s
′
2) to the reader, B issues r1‖r′2 to the oracle and verifies the mes-

sage as the protocol specification. If the verification is accepted, B set s3
as the output of the reader. Otherwise, the output of the reader is set as

s3
U← {0, 1}k. Finally, when A outputs a bit b, B outputs the same bit.

If the pseudo-random function is given to B, the above game is equiv-
alent to Game 1-(i, j) from the view point of the adversary A. Otherwise,
the distribution of the message is the same as Game 1-(i, j+1). Therefore
we have |Pr[S1-(i,j)]− Pr[S1-(i,j+1)]| ≤ AdvPRFB,f (1k).

Lemma 3. For any 1 ≤ i ≤ `, we have Pr[S1-(i,q+1)] = Pr[S1-(i+1,0)].

It is clear that 3 hold since the game transformation between them is
purely conceptual (the distribution is equivalent).

From these lemmas, we can transform Game 0 to Game 1-(` + 1, 0).
This time, all the output of the session in the last game is independently
chosen and truly random. That is, the probability that A can guess which
tag is selected in the anonymous communication phase is 1/2. Thanks to
Execute, the secret key of the tag is completely updated and its secret key
is uniformly chosen and independent from the previous sessions. Therefore
the adversary can obtain no information about the past session of the tag.

Finally, we obtain AdvIND
∗

Π,A (k) ≤ `(q + 1) · AdvPRFB (1k).

6.2 The Modified OSK Protocol

The OSK Protocol is an RFID authentication protocol provided by Ohkubo
et al. in 2003 and this is one of the type 1 protocols [15]. In this paper, we
add the reader authentication and the roll back property for the secret
key to the OSK protocol. We show that the modified protocol satisfies
IND∗-privacy.

Consider that k is a security parameter, g : {0, 1}k → {0, 1}k×{0, 1}k
is a pseudo-random generator and f : {0, 1}k × {0, 1}k → {0, 1}2k is a
pseudo-random function. The reader keeps {ski}i and each tag contains
its secret key sk′i where (·, sk′i) = g(ski).



1. The reader chooses r1
U← {0, 1}k and sends it to the tag.

2. When the tag ti obtains r1, it performs the following:

(a) Compute (u′1, u
′
2) := g(sk′i).

(b) Select r2
U← {0, 1}k and compute s2 := f(u′1, r1‖r2).

(c) Set ski.temp := ski and ski := u′2.

(d) Send (r2, s2) to the reader.

3. Upon receiving (r2, s2), the reader computes (u1, u2) := g(ski) for
1 ≤ i ≤ ` and performs the following:

– Compute (u′′1, u
′′
2) := g(u2) and check s2 = f(u′′1, r1‖r2). If so,

compute s′3 := f(u′′1, r2‖r1), set ski := u2 and accept the tag.

– If s2 = f(u1, r1‖r2) compute s′3 := f(u1, r2‖r1) and accept the tag.

– Otherwise, select s′3
U← {0, 1}k and reject all tags.

Finally, the reader sends s′3 to the tag.

4. When the tag receives s′3, it checks whether s′3 = f(ski.temp, r2‖r1) or
s′3 = f(ski, r2‖r1). If either equation holds, then the tag accepts the
reader. Otherwise, the tag sets ski := ski.temp and output “reject”.

Similar to the original OSK protocol, the updated secret key is de-
terministically defined by the current secret key. Thus the reader can
precompute this value if the reader has enough resources. Therefore the
reader can find the tag’s identity from its database.

Theorem 2. If g is a pseudo-random generator and f is a pseudo-random
function, the above protocol satisfies the modified Juels-Weis privacy model.

Proof. Let q be an upper bound by which the RFID tag performs the
key update procedure. Note that q is bounded by the adversarial oracle
query and it is at most polynomial in k. Si is the event that the adversary
outputs 1 in Game i.

Game 0. This is the original attack game in the modified Juels-Weis
privacy model.
Game 1-i. We gradually change the output of the pseudo-random gen-
erator g as follows:

1. For any session executed between the reader and tag ti′ (t′ < i), the
output of the pseudo-random generator g is changed with a uniformly
random string over {0, 1}2k.

2. For any session executed between the reader and tag ti′ (t′ ≥ i), all
output and update keys are computed by the pseudo-random genera-
tor.



Game 2-(i, j). We modify the output of the pseudo-random function f
in the same fashion as O-FRAP.

Lemma 4. We have Pr[S0] = Pr[S1-0].

This change is purely conceptual and it is clear that Pr[S0] = Pr[S1-0].

Lemma 5. For any 0 ≤ i ≤ `− 1, there exists an algorithm B such that
|S1-i − S1-(i+1)| ≤ AdvPRGB,G (k).

Proof. If the adversary can distinguish between Game 1-i and Game 1-
(i+1), we construct an algorithm B that breaks the security of the pseudo-
random generator G (see Section 2.3).

B obtains δ := ({xi, yi}0≤i≤q, xq+1), where δ := G(x1) or δ
U← {0, 1}nk+k.

B computes all the secret keys of the tag except ti+1 and simulates the
session as Game 1-i. The initial secret key of the tag ti is set as x1 and
the reader’s secret key corresponding to the tag is x0. B sets (u1, u2) as
(u1, u2) := (yj+1, xj+2) when ti updated the secret key j times. When A
outputs a bit b′, B outputs the same bit.

If B is given pseudo-random variables, then the above game is equiv-
alent to Game 1-i from the view point of the adversary. Otherwise, the
distribution of the above game is the same as Game 1-(i+ 1). Therefore
we have |S1-i − S1-(i+1)| ≤ AdvPRGB,G (k).

Lemma 6. We have Pr[S1-`] = Pr[S2-(1,0)].

Lemma 7. For any 1 ≤ i ≤ `, there exists an algorithm B such that
|Pr[S1-(i,j)]− Pr[S1-(i,j+1)]| ≤ AdvPRFB,f (1k) (0 ≤ j ≤ q).

Lemma 8. For any 1 ≤ i ≤ `, we have Pr[S1-(i,q+1)] = Pr[S1-(i+1,0)].

It is clear that Lemma 4 and 6 hold since these game transformations are
purely conceptual. We can easily prove Lemma 7 and 8 on the basis of
the proof for Lemma 2 and Lemma 3 in a similar fashion.

Finally, we obtain

AdvIND
∗

A,Π (k) ≤ ` · AdvPRGB,G (k) + `(q + 1) · AdvPRFB,f (k).

7 Further Separation in Concurrent Execution

The above privacy definition and other previous privacy models [11, 17, 18]
assume that the RFID tag runs only one session at a time (e.g., sequential
execution). However, an adversary can issue many oracle queries and



interrupt the communication, so the tag may receive the message to start
a new session during the execution of another session. Thus we consider
the case that the RFID tag can perform the concurrent execution in this
section. Of course, this situation may not practical since the resource of
cheap tags is limited. Nonetheless, this situation is useful to show the gap
between the type 2a and 2b′ protocols.

While these two types of protocols contain the key update mechanism
and the secret key of the tag is synchronized to the reader, the secret key
input to the computation of the output message on the tag is different in
the concurrent setting. Consider that (m0,m1) is the output from the tag
in the concurrent execution. In the type 2a protocols, both messages are
computed with fixed secret key since the tag does not update the secret
key before the reader authentication. Even when the adversary obtains
an updated secret key, it is difficult to distinguish the challenge tag from
these messages. On the other hand, the secret key is always updated and
m1 is computed by the updated secret key in type 2b′ protocols. If the
adversary responds with a random message to the tag in the concurrent
session, the secret key of the tag is roll backed and the adversary obtains
the secret key which is used to compute m1. Therefore the adversary can
distinguish which tag is selected in the anonymous communication phase
in the type 2b′ protocols if we consider the concurrent setting.

8 Concluding Remarks

In this paper, we proposed a new variant of Juels-Wies privacy model
that allows an adversary to issue the result and corrupt queries on the
basis of the Juels-Weis privacy model. The RFID tag is quite cheap de-
vice and it is hard to implement secure module (e.g., Trusted Platform
Module). Thus the secret key leakage is critical issue for RFID authenti-
cation protocol. Independently, we can observe the authentication result
in many situations (automatic ticket gate, entrance of the private sector,
etc). Though Ng et al. showed the separation result described in Section
4, there is a achievable security model that the adversary can obtain these
information. We showed two examples and provide concrete security proof
for these protocols.
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