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Preface

The ICT-EurAsia conference is thought as a platform for the exchange of ideas,
experiences, and opinions among theoreticians and practitioners and for defining
requirements of future systems in the area of ICT with a special focus on fostering
long-term relationships among and with researchers and leading organizations
in the Eurasian continent.

On the one hand, organizing cross-domain scientific events like this originated
from an idea of IFIP President Leon Strous at the IFIP 2010 World Computer
Congress in Brisbane and, on the other hand, by the many activities of the
ASEA-UNINET (ASEAN-European Academic University Network) in the area.
This network was founded in 1994 especially to enhance scientific and research
cooperation between ASEAN countries and Europe. The great success of ASEA-
UNINET led to the foundation of the EPU network (Eurasia Pacific University
Network), which complements the geographic area of ASEA-UNINET covering
the whole Eurasian continent. Both university networks have a strong focus on
ICT.

The IFIP organizers of this event who are engaged within IFIP in the area of
TC 5 (IT Applications) and TC 8 (Information Systems) also very much welcome
the fertilization of this event by the collocation of AsiaARES as a special track on
availability, reliability, and security. AsiaARES brings the idea of seven successful
consecutive ARES conferences to Asia. ARES is devoted to building scientific
bridges between the various aspects of system dependability and security as an
integrated concept.

AsiaARES is a new conference track that specifically aims to provide better
access to current IT-security research results for the Asian region. The ultimate
goal is to establish a community and a meeting point for security researchers
and professionals and to make travel shorter and the venues easily accessible
for researchers from Asia. At AsiaARES we offer virtual presentations for which
authors submit a video presentation in addition to their paper and the paper is
discussed using online collaboration tools. This allows authors who have prob-
lems obtaining visas or very limited travel budgets to contribute.

We look forward to continuing the success of AsiaARES 2013 in further editions
and improve AsiaARES based on the feedback of the authors and attendees – both
virtual and real. Special thanks to Ilsun You for all his efforts toward this initiative.

We would like to express our thanks to all institutions actively supporting
this event, namely:

– University Gadjah Mada, Yogyakarta, Indonesia
– International Federation for Information Processing (IFIP)
– ASEAN-European University Network
– Eurasia-Pacific University Network



VI Preface

– The Austrian Compentence Centres for Excellent Technology SBA (Secure
Business Austria)

– The Austrian Agency for International Cooperation in Education and Re-
search

– The Austrian Embassy in Jakarta and Its Honorary Consulate in Yogyakarta

The papers presented at this conference were selected after extensive reviews
by the Program Committee (PC) and associated reviewers. We would like to
thank all the PC members and the reviewers for their valuable advice, and the
authors for their contributions.

Many persons contributed numerous hours to organize this conference. Their
names appear on the following pages as committee members of this scientific
conference.

Special thanks go to Amin Anjomshoaa, Ahmad Ashari, Muhammad Asfand-
E-Yar, and last but not least to Yvonne Poul.

January 2013 Khabib Mustofa
Erich J. Neuhold

A Min Tjoa
Edgar Weippl

Ilsun You
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Aniello Castiglione Università degli Studi di Salerno, Italy
Ugo Fiore Seconda Università di Napoli, Italy
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José M. Fernandez

Enhancing Privacy Protection in Distributed Environments through
Identification and Authentication-Based Secure Data-Level Access
Control . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 441

Nisreen Alam Aldeen and Gerald Quirchmayr

Toward Secure Clustered Multi-Party Computation: A Privacy-
Preserving Clustering Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 447

Sedigheh Abbasi, Stelvio Cimato, and Ernesto Damiani

A Real-Time Privacy Amplification Scheme in Quantum Key
Distribution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 453

Bo Liu, Bo Liu, Baokang Zhao, Dingjie Zou, Chunqing Wu,
Wanrong Yu, and Ilsun You

Network Analysis and Security

CSP-Based General Detection Model of Network Covert Storage
Channels . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 459

Hui Zhu, Tingting Liu, Guanghui Wei, Beishui Liu, and Hui Li

Trustworthy Opportunistic Access to the Internet of Services . . . . . . . . . . 469
Alessandro Armando, Aniello Castiglione, Gabriele Costa,
Ugo Fiore, Alessio Merlo, Luca Verderame, and Ilsun You

Architecture of Network Environment for High-Risk Security
Experimentation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 479

Xiaohui Kuang, Xiang Li, and Jinjing Zhao

Emulation on the Internet Prefix Hijacking Attack Impaction . . . . . . . . . . 485
Jinjing Zhao and Yan Wen

Improved Clustering for Intrusion Detection by Principal Component
Analysis with Effective Noise Reduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . 490

Lu Zhao, Ho-Seok Kang, and Sung-Ryul Kim

Unconditionally Secure Fully Connected Key Establishment Using
Deployment Knowledge . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 496

Sarbari Mitra, Sourav Mukhopadhyay, and Ratna Dutta



XVI Table of Contents

An Improved Greedy Forwarding Routing Protocol for Cooperative
VANETs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 502

Huaqing Wen and Kyung-Hyune Rhee

A Review of Security Attacks on the GSM Standard . . . . . . . . . . . . . . . . . . 507
Giuseppe Cattaneo, Giancarlo De Maio, Pompeo Faruolo, and
Umberto Ferraro Petrillo

Multimedia Security

An Extended Multi-secret Images Sharing Scheme Based on Boolean
Operation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 513

Huan Wang, Mingxing He, and Xiao Li

Image Watermarking Using Psychovisual Threshold over the Edge . . . . . 519
Nur Azman Abu, Ferda Ernawan, Nanna Suryana, and
Shahrin Sahib

A Data Structure for Efficient Biometric Identification . . . . . . . . . . . . . . . . 528
Kensuke Baba and Serina Egawa

The PCA-Based Long Distance Face Recognition Using Multiple
Distance Training Images for Intelligent Surveillance System . . . . . . . . . . . 534

Hae-Min Moon and Sung Bum Pan

Shifting Primes on OpenRISC Processors with Hardware Multiplier . . . . 540
Leandro Marin, Antonio J. Jara, and Antonio Skarmeta

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 551




