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Anonymous Lattice-Based Broadcast Encryption

Adela Georgescu*

Faculty of Mathematics and Computer Science, University of Bucharest,
Academiei Street 14, Bucharest 010014, Romania
adela@fmi.unibuc.ro

Abstract. In this paper we propose a lattice-based anonymous broad-
cast encryption scheme obtained by translating the broadcast encryption
scheme of Paterson et al. [7] into the lattices environment. We use two
essential cryptographic primitives for our construction: tag-based hint
systems secure under Ring-LWE hardness and IND-CCA secure cryp-
tosystem under LWE-hardness. We show that it is feasible to construct
anonymous tag-based hint systems from Ring-LWE problem for which we
use a variant with ”small” secrets known to be as hard as regular Ring-
LWE. We employ an IND-CCA-secure public key encryption scheme from
LWE [12] for the PKE component of the anonymous broadcast encryp-
tion scheme.

Key words: broadcast encryption, anonymity, Learning With Errors,
Lattices

1 Introduction

In this paper, we translate the anonymous broadcast encryption scheme from
[7] into the lattices environment. Lattices are more and more studied recently
and lattices environment is becoming wider and more populated with different
cryptographic primitives. They offer certain undeniable advantages over tradi-
tional cryptography based on number theory: hard problems which form the
security basis of many cryptographic primitives, great simplicity involving linear
operations on small numbers and increasingly efficient implementations. A very
important issue is that they are believed to be secure against quantum attacks
in an era where quantum computers are a great promise for the near future. It
is not surprising that lately we are witnessing a great development of crypto-
graphic constructions secure under lattice-based assumptions. This is the main
motivation for our current work: we want to propose a lattice-based variant of
this cryptographic primitive (i.e. anonymous broadcast encryption) existent in
classical cryptography.

Authors from [7] use two cryptographic primitives in order to achieve anony-
mous broadcast encryption: IND-CCA public key encryption scheme and anony-
mous tag-based hint system. We employ variants of both these primitives de-
rived from the Ring-Learning With Errors problem (RLWE) introduced recently
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in [10]. This problem is the ring-based variant of Regev’s Learning With Errors
problem [13]. Lyubashevsky et al. [10] show that their problem can be reduced
to the worst-case hardness of short-vector problems in ideal lattices. The advan-
tage of RLWE based cryptographic primitives over LWE-based cryptographic
primitives is that they achieve more compact ciphertext and smaller key sizes
by a factor of n, thus adding more efficiency.

The RLWE problem has already been used as underlying hardness assump-
tion for many cryptographic constructions, starting with the original cryptosys-
tem from [10] and continuing with efficient signature schemes [9], [12], pseudo-
random functions [2], fully homomorphic encryption [3] and also NTRU cryp-
tosystem [14]. So it is a natural question to ask if we can achieve anonymous
broadcast encryption from lattices. As one can see in the rest of the paper, we
found it is not hard to construct this kind of primitive. IND-CCA cryptosystem
based on LWE problem (and also RLWE) were already introduced in the litera-
ture (see section 6.3 [12] for LWE-based IND-CCA cryptosystem). We also prove
that it is feasible to construct tag-based hint anonymous systems from RLWE
following the model of DDH hint system from [7]. For this specific task, we deal
with the Hermite Normal Form variant of RLWE and with an equivalent version
of DDH problem based on RLWE introduced in [5].

1.1 Related work

There is another candidate in the literature for lattice-based broadcast encryp-
tion scheme introduced in [15]. Anyway, there are some important differences
between our scheme and this one: the latter does not offer anonymity but it
is an identity-based scheme. Our scheme can also be transformed into identity-
based broadcast encryption by replacing the LWE-based IND-CCA secure PKE
with identity-based encryption (IBE) from LWE as the one from [4]. On the
other hand, the CCA-secure PKE scheme from [12] we employ in our construc-
tion has better efficiency and simplicity due to the simple structure of the new
trapdoor they introduce, thus also making our construction more efficient.

2 Preliminaries

2.1 Lattices

Let B = {by,...b,} € R"** be linearly independent vectors in R™. The lattice
generated by B is the set of all integer linear combinations of vectors from B

L(B) = {zn:xl by ¢z € Z}.

Matrix B constitutes a basis of the lattice. Any lattice admits multiple bases,
some bases are better than others.
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We introduce here a function that we’ll apply in section 3.1, the round(-)
function. This function was first used with its basic variant in [13] for decryption,
and later on to almost all the lattice-based cryptosystems :

round(z) = {1’ z €0, 1g/2]]

0, otherwise

In our construction, we use the extended variant of the function which rounds
to smaller intervals, namely round(z) = a if x € [a- q/A, (a + 1) - ¢/A] where A
is the total number of intervals. We suggest setting A = 4.

We employ this function in order to derive the same value from numbers that
are separated only by a small difference (Gaussian noise).

2.2 The Learning With Errors problem

The learning with errors problem (LWE) is a recently introduced (2005, [13])
but very famous problem in the field of lattice-based cryptography. Even if it
is not related directly to lattices, the security of many cryptographic primitives
in this field rely on its hardness believed to be the same as worst-case lattice
problems.

Informally, the problem can be described very easily: given n linear equations
on s € Z; which have been perturbed by a small amount of noise, recover the
secret s.

We present here the original definition from [13].

Definition 1 (The Learning With Errors Problem [13])

Fiz the parameters of the problem: n > 1, modulus ¢ > 2 and Gaussian error
probability distribution x on Zq (more precisely, it is chosen to be the normal
distribution rounded to the nearest integer, modulo q with standard deviation aq
where a > 0 is taken to be 1/(poly(n))). Given an arbitrary number of pairs
(a,aTs + e) where s is a secret vector from Zg , vector a is chosen uniformly at
random from Zg and e is chosen according to X, output s with high probability.

Proposition 1 [13] Let & = a(n) € (0,1) and let ¢ = q(n) be a prime such that
aq > 2+/n. If there exists an efficient (possibly quantum) algorithm that solves
LWEyg,, then there exists an efficient quantum algorithm for approximating
SIVP in the worst-case to within O(n/a) factors.

2.3 The Ring-Learning With Errors problem

The ring learning with errors assumption introduced by Lyubashevsky et al. [10]
is the translation of the LWE into the ring setting. More precisely, the group Zg
from the LWE samples is replaced with the ring R, = Zg[x]/ (™ + 1), where n is
a power of 2 and ¢ is a prime modulus satisfying ¢ = 1 mod 2n. This is in fact a
particularization of the ring-LWE problem introduced in the original paper, but
for our construction, as for many others, it is enough. The ring Z,[x]/ (z™ + 1)
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contains all integer polynomials of degree n — 1 and coefficients in Z,. Addition
and multiplication in this ring are defined modulo 2™ + 1 and gq.

In ring-LWE [10], the parameter setting is as follows: s € R, is a fixed se-
cret, a is chosen uniformly from R, and e is an error term chosen independently
from some error distribution y concentrated on “small” elements from R,. The
ring-LWE (RLWE) assumption is that it is hard to distinguish samples of the
form (a,b=a-s+e) € Ry x R, from samples (a,b) where a,b are chosen uni-
formly in R,. A hardness result based on the worst-case hardness of short-vector
problems on ideal lattices is given in [10]. An important remark is that the as-
sumption still holds if the secret s is sampled from the noise distribution x rather
than the uniform distribution; this is the ”Hermite Normal Form (HNF)” of the
assumption (HNF-ring-LWE). The advantage of the RLWE problem is that it
represents a step forward in making the lattice-based cryptography practical.
In most applications, a sample (a,b) € R, x Ry from RLWE distribution can
replace n samples (a,b) € Ly % ZLq from the standard LWE distribution, thus
reducing the key size by a factor of n.

We note that in our construction of the broadcast encryption scheme, we will
make use of the HNF form of the RLWE problem.

We present in the following the correspondent of the Decisional Diffie-Hellman
based on the Ring-LWE problem, which was first introduced in [5] and which
is derived from the ring-LWE cryptosystem from [8], section 3.1. The security
of this cryptosystem is proven conditioned by the fact that an adversary cannot
solve the below problem, which is essentially its view from the cryptosystem.

DDH-RLWE Problem. [5] Given a tuple (s,y1 =s-T+e€5,¥2 = S-y+ey, 2)
where s is chosen uniformly at random from Ry, z,y,e., e, are sampled from
x distribution, one has to distinguish between the tuple where z = y; - y + es,
with ez sampled independently from y and the same tuple where z is chosen
uniformly and independently from anything else in R,.

We present a hardness result for the above problem but, due to lack of space,
we defer a complete proof to [5].

Proposition 2 [5]
The DDH-RLWE problem is hard if the RLWE problem in its ”Hermite nor-
mal form” (HNF) is hard.

3 Anonymous Broadcast Encryption

In this section we recall a general Broadcast Encryption model from [7] which
allows anonymity.

Definition 2 A broadcast encryption scheme with security parameter A\ and
U ={1,...,n} the universe of users consists of the following algorithms.

Setup(A,n) takes as input security parameter A and the number of users and
outputs a master public key MPK and master secret key MSK.
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KeyGen(MPK, MSK, i) takes as input MPK, MSK and i € U and outputs the
private key sk; corresponding to user i.

Enc(MPK,m,S) takes as input MPK and a message m to be broadcasted to a
set of users S C U and it outputs a cipheretzt c.

Dec(MPK, sk;,c) takes as input MPK, a private key sk; and a ciphertext ¢ and
outputs either the message m or a failure symbol.

We provide the same security model as in [7] for the anonymous broadcast
encryption scheme we’ll describe later.

Definition 3 We define the ANO-IND-CCA security game (against adaptive
adversaries) for broadcast encryption scheme as follows.

Setup The challenger runs the Setup to generate the public key MPK and the
corresponding private key MSK and gives MPK to the adversary A.

Phase 1. A can issues two types of queries:

— private key extraction queries to an oracle for any index i € U; the oracle
will respond by returning the private key sk; = KeyGen(MPK, MSK, i)
corresponding to i;

— decryption queries (c,i) to an oracle for any index i € U; the oracle will
respond by returning the Dec(M PK, sk;, c).

Challenge. The adversary selects two equal length messages mg and my and
two distinct sets Sy and S1 C U of users. We impose the same requirements
as in [7]: sets Sy and S1 should be of equal size and A has not issued any
query to any i € (So\S1)U(S1\So). Further, if there exists ani € SoNSy for
which A has issued a query, then we require that mg = my. The adversary
gives mg, my and Sy, S1 to the challenger. The latter picks a random bit
b e {0,1}, computes ¢* = Enc(MPK,my, Sp) and returns it to A.

Phase 2. A continues to issue private key extraction queries with the restriction
that i ¢ (So \ S1) U (S1\ So); otherwise it is necessary that mg = my. A
continues to issue decryption queries (c,i) with the restriction that if ¢ = ¢*
then either i ¢ (Sp \ S1) U (S1\ So) ori € SyNSy and mg =my.

Guess. The adversary A outputs a guess b/ € {0,1} and wins the game if
b=1"b.

We denote A's advantage by Advy Yo INP=CPAN) = | Pr[b = b]— 1| where
)\ is the security parameter of the scheme.

Generic constructions for anonymous broadcast encryption can be obtained
exactly as in Section 3 and 4 from [7], but they require linear time decryption.
Thus, we follow the idea of introducing tag-based anonymous hint system as in
[7], but we construct it from the ring-LWE problem. The construction has the
advantage of achieving constant time decryption.

3.1 Tag-Based Anonymous Hint Systems

A tag-based anonymous hint system (TAHS) [7] is a sort of encryption under a
tag ¢ and a public key pk. The output is a pair (U, H) where H is a hint. This
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pair should be hard to distinguish when using two different public keys. Such a
system consists of the following algorithms:

KeyGen(A) on input security parameter A\, outputs a key pair (sk, pk).

Hint(t,pk,r) takes as input a public key pk and a tag t; outputs a pair (U, H)
consisting of a value U and a hint H. It is required that U depends only on
random r and not on pk.

Invert(sk,t,U) takes as input a value U, a tag ¢t and a private key sk. It outputs
either a hint H or L if U is not in the appropriate domain.

Correctness implies that for any pair (sk, pk) < KeyGen(\) and any random
r, if (U, H) + Hint(t, pk,r), then Invert(sk,t,U) = H.

Definition 4 [7]
A tag-based hint system as defined above is anonymous if there is no polyno-
mial time adversary which has non-negligible advantage in the following game:

1. Adversary A chooses a tag t' and sends it to the challenger.

2. The challenger generates two pairs (sko,pko), (ski1,pk1) < KeyGen()\) and
gives pko, pk1 to the adversary.

3. The following phase is repeated polynomially many times: A invokes a ver-
ification oracle on a value-hint-tag triple (U, H,t) such that t # t'. In re-
ply, the challenger returns bits do,d; € {0,1} where dy = 1 if and only if
H = Invert(sko,t,U) and dy =1 if and only if H = Invert(sky,t,U).

4. In the challenge phase, the challenger chooses random bit b < {0,1} and

random 1’ < R, and outputs (U’, H') = Hint (¢, pks, r’).
. A is allowed to make any further query but not involving target t'.
6. A outputs a bit ¥’ € {0,1} and wins the game if b’ = b.

&

To show that this primitive can be constructed in the lattice-based environ-
ment, we give an example of an anonymous hint system based on the DDH-
RLWE assumption. This is the equivalent of the hint system based on the clas-
sical DDH assumption from [7].

Let R4 be the ring of polynomial integers as described in section 2.3 i.e.
R, = Zj/{(z"™ + 1) where n is a power of 2 and ¢ is a prime modulus such
that ¢ = 1 mod 2n. Remember that y is the noise distribution concentrated on
"small” elements from R; s is a fixed element from R,.

We draw attention to the fact that, unlike in the tag-based hint system from
[7], the Hint algorithm outputs a value H; which is slightly different from the
value Hy recovered by Invert algorithm (by a small quantity from x as shown
below) and only the holder of the secret key sk can derive a value H from both H;
and Hy. We stress that the final value H is the same for every use of the tag-based
hint scheme, just that is somehow hidden by the output of Hint algorithm.

KeyGen(\) take random z1,Z2,y1,¥2,€1,€2,€], €5 < x and compute X; = s -
x; +e; and Y; = s - y; + e;. The public key is pk = (X1, X2, Y7, Y2) and the
private key is sk = (21, z2, y1,y2)-
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Hint(¢, pk,r) choose e, ey, e, from x distribution and compute (U, H) as
U=s-r+e Hi=VW)=((X1-t+e,+Xo)r,Y1-t+e,+Ya)r)
Invert(sk,t,U) parse sk as (z1, 22,1, Y2), compute
Hy=(V,W)=U(({t -xz1+x2),U(t - y1 + y2))

and then check if the difference Hy — H; is small (i.e. from x distribution).
If this is true, then output
round(Hz) = (round(U(t-z1+x2)), round(U(t-y1+y2))) = round(H,) = H

Let us now check the correctness of the scheme. We note that the output of
Hint algorithm is the pair (U, Hy) where U = s-r+e. After some simplifications,
we obtain

Hy = (s-r-(t-z1+z2)+(e1-t+ez+er) rs-r-(t-y1+y2)+(e) - t+e,+e5) 1)

where (e1-t+e; +e2)-rand (e} -t +e, +e5) - r are "small” since they both
belong to the x distribution.

On the other hand, Hy will be computed as

Hy=(s-r-(t-my+x)+({t-x1+2x2) €,8 7 (t-y1+y2)+ (- -y1+y2)e€)
again with (¢ - 21 + x2) - e and (¢ - y1 + y2) - e both small from x.

Therefore, the difference Hy — H; is small and belongs to x. Thus, by com-
puting both round(H;) and round(Hs), one gets exactly the same value, which
is in fact hidden in the output of Hint algorithm.

Lemma 1 The above tag-based hint system is anonymous if the DDH-RLWE
assumption holds in the ring R,.

Proof. The proof of this lemma follows closely that of Lemma 1 from [7] adapted
to the LWE environment. We will give a sketch of it in the following.

The proof is modeled by a sequence of games, starting with the first game
which is the real game.

Game 0 is the real attack game.

Game 1 differs from Game 0 in the following two issues: the challenger’s bit
b is chosen at the beginning of the game and in the adversary’s challenge
(U*, (V*,W*)), W* is replaced by a random element of R,,.

We show that a computationally bounded adversary cannot distinguish the
adversary’s challenge (U*, (V*,W*)) from the one where W* is replaced by
a random element from R,, under the DDH-RLWE assumption.

We construct a DDH-RLWE distinguisher B for Game 0 and Game 1 which
takes as input (s, X =s-z+e;,Y =s-y+ey, Z) where z,y, e,, e, are from
x and aims at distinguishing whether Z = X -y + e, or Z is random in R,.
At the beginning of the game, B chooses 61 and 65 from Yy and defines
X' =s-01 + X - 0. When the challenge bit b is chosen, B generates pky_p
by choosing x1-4,1,Z1-6,2,Y1-6,1,Y1-5,2,€1-5,1, €12, €1-b,1, €152 < X and
setting X1_4p;, = S - T1-p; + e1-p4, for ¢ € {1,2}. For pky, B chooses
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a, By, B2 + x and computes Xp1 = X', Xpo = X' - (—t*) + s 51, Y1 =
s-Pa+X-aand Yo =s-(—f2)-t*. The adversary is given the public keys
(Xo0,1,X0,2,Y0,1,Y0,1) and (X1, X1,2,Y1,1,Y1,1)-

To answer a verification query (U, (V, W), t) with t # t* coming from adver-
sary A, B can run algorithm Invert(ski_p,t,U) since he knows ski_;. As
for Invert(sky,t,U), he computes

Zy=(V-U-p)- 1/t =t") Zo=(w—-U-Ba(t —1"))- 1/t

and answers that d, = 1 if and only if round(Z;) = round(U - 01 - Zs - 05).
First of all, we note that we are working in the ring Z / (™ + 1) which is a
field , since ¢ is prime and x™ + 1 is irreducible. Therefore, the multiplicative
inverse is defined and we can compute (1/(¢t — t*)) for example.

Finally, in the challenge phase, B constructs the challenge pair (U*, (V*, W*))
as U =Y, V=Y .08, W*=T at". I T = X -y+ ey with ey < Ry,
then A’s view is the same as in Game 0 (except with small probability) while
if T is random in Ry A’s view is the same as in Game 1. Therefore, we have
|Pr[Si] — Pr[So]| < AdvPPH(B) + 7 small”.

Game 2 is identical to Game 1 but in the challenge phase both V* and W* are
chosen uniformly in R, and independent of U*. We argue that adversary A
cannot see the difference as long as the DDH-RLWE assumption holds. In
this game, the challenge is just a sequence of random ring elements and we
have Pr[Ss] =1/2.

By combing the above informations, we obtain

Advanon—hint(A) < 2Ad’UDDH(B) + 2(]/p~

3.2 Anonymous Broadcast Encryption

In this subsection we construct the anonymous broadcast encryption scheme
from anonymous hint system Sp;,: = (KeyGen, Hint, Invert) based on LWE and
LWE-based public key encryption scheme Sy;. = (Gen,KeyGen, Encrypt,Decrypt).
We also need a LWE-based signature scheme X' = (G, S, V). We remark that this
is precisely the construction from [7], since in this stage of description, we don’t
have any contribution to it. Our contribution was mainly to translate the TAHS
scheme in the lattice-based environment.

Setup(A,n) : Obtain par < Gen()\) and, for ¢ = 1 to n generate encryption
key pairs (sk¢,pk¢) < SP*¢.KeyGen(par) and hint key pairs (skl, pkl) «
Shint KeyGen(\); the master public key consists of

MPK = (par, {pkievpkzh}?:laz)

and the master secret key is MSK = {sk§, sk},
KeyGen(MPK, MSK,i) :parse MSK = {sk{, sk} | and output sk; = (sk¢, sk’).
Enc(MPK,M,S) : to encrypt a message M for a set of users S = {i1,...,4;} C
{1,...,n}, generate a signature key pair (SK,VK) = G(\). Then choose
random 7, e + x and compute (U, H;) = S""* Hint(VK, pk:f?,r) for j =1
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to l. Then, for each user index j € {1,...,} compute a ciphertext C; =
Spke.Encrypt(pkfj,M||VK). Choose a random permutation 7 : {1,...,1} —
{1,...,1} and output the final ciphertext as

C= (VK7 U7 (Hﬂ(1)7 Cﬂ'(l))a ) (Hrr(l)a Cﬂ'(l))? 0)

where o = S(SK, U, (H.,r(l), Cﬂ.(l)), ceey (Hﬂ.(l), Cﬂ.(l)))

Dec(MPK, sk;,C) : for sk; = (sk¢, skl') and
C= (VK, U, (Hﬂ(l), Cﬂ(l)), ey (Hﬂ(l), Oﬂ,(l)), O'), return L if
V(VK,U, (Hrxy, Cr(1)), -, (Hr), Cr@y),0) = 0 or if U is not in the appro-
priate space. Otherwise, compute H = S""* Invert(sk}, VK,U).If H # H;
for all j € {1,...,1}, return L. Otherwise, let j be the smallest index such
that H = H; and compute M’ = SP* Decrypt(sk¢, C;). If M’ can be parsed
as M' = M||VK, return M. Otherwise, return L.

We already presented an anonymous tag-based hint system secure under
Ring-LWE problem. As for the PKE component of the above scheme, we suggest
using the IND-CCA secure scheme described in [12]. As the authors claim, it is
more efficient and compact than previous lattice-based cryptosystems since it
uses a new trapdoor which is simpler, efficient and easy to implement. Under
the same reasons, we suggest also employing a lattice-based signature scheme
from [12], section 6.2.

Due to lack of space, we can not present any of these two suggested crypto-
graphic primitives here but we refer the reader to [12] for more details. We just
mention that they were proven to be secure under LWE-assumption. We note
that the tag-based hint system and the PKE cryptosystem employed are inde-
pendent in our lattice broadcast encryption scheme. Therefore, the fact that the
components of the ciphertext are elements from different algebraic structures is
not prohibitive. In order to apply the signature scheme, one needs to first apply
a hash function on the input with the aim of ”smoothing” it.

Theorem 1 The above broadcast encryption scheme is ANO-IND-CCA secure
assuming that S™" scheme is anonymous, the SP*¢ scheme is IND-CCA secure
and the signature scheme X' is strongly unforgeable.

We remark that the proof of Theorem 4 from [7] is also valid for our theo-
rem since it deals with general IND-CCA encryption scheme and tag-based hint
systems, and not with some specific constructions in a certain environment (like
traditional cryptography or lattice-based cryptography).

4 Conclusions

We introduced a lattice-based variant of the anonymous broadcast encryption
scheme from [7]. We showed that it is feasible to construct anonymous tag-based
hint scheme from the RLWE assumption in order to achieve anonymity of the
scheme. We used a variant of RLWE assumption with ”small” secrets and proved
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that the hint scheme is anonymous based on a RLWE-based DDH assumption.
For public key encryption, we suggested the use of the IND-CCA secure LWE-
based encryption scheme and digital signature scheme from [12] as they gain in
efficiency and simplicity over the previous similar constructions from lattices.
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