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Abstract. The advent of Cloud computing has created numesogrsficant
challenges with regard to manipulation of data esplecially personal data in
cases of Clouds and federated Clouds. Existing &@sl currently creates
constraints and boundaries in the free usage efreadt Cloud providers. The
aim of this paper is to provide a schema definiteomd usage mechanism
(CPDS) that includes various levels of legal infotiova that is necessary for
automating the process of Cloud provider selectimh@ata outsourcing. Thus
the aforementioned constraints may be checked iauvdomated and machine
understandable fashion and fully harvest the piatiethiat is created by advanc-
es in Cloud computing like dynamic federation. Iis thirection, legal gaps and
necessary actions are identified so that the automavoids manual and bu-
reaucratic steps that are necessary at the moment.

Keywords: Cloud computing, legal issues, personal data, matzagement,
Cloud federation

1 Introduction

With the advent of Cloud computing, new challengage arisen with regard to the
handling of personal data in infrastructures that @ot under the direct control of
either the end users or the application serviceigens, when using externalized in-
frastructure services from the laaS/PaaS layers Tdgk of control creates threats
with regard to data accountability and legal actiespecially with regard to current
legislation[1].

On the other hand, the significant advantages oti€computing, like high avail-
ability, seemingly infinite resources, federatioapabilities for exploiting multiple
laaS providers and pay-per-use business modelgeayeintriguing for the business
aspects of applications dealing with personal ddtavever, the “iron curtain” that
lays in front of these providers with regard to hihvey manage their infrastructures
(and is dictated by their business needs and camtiigity) hinders the available in-



formation that may be exposed and could alleviagelégal fears when it comes to
personal data management.

For this reason, an intermediate solution shouldobed, that can expose critical
legal information of the laaS provider capabilitiasorder to meet legal constraints,
while on the other hand not force the latter torsrgensitive information regarding
their infrastructure. This information should thbe used in order to automate the
negotiation process between the SP (Service Pnethéeentity that is responsible for
finding a suitable cloud resource and deployingapplication service) and the laaS
provider (IP), or between laaS providers in theeaafsdynamic cloud federation (case
of resource sharing between laaS providers). Timeadithis paper is to provide such
an XML-based definition of needed information at&l iisage in a dynamic multi-
cloud utilization scenario, in order to bridge tip@p between legal compliance and
dynamic business models. The main triggering fafdorthis work is the OPTIMIS
project’s deployment and usage scenarios [12],itlthide federated and multi-cloud
operations that may encounter legal boundariecansiraints [2].

The paper proceeds with introducing related worlkCiapter 2. In Chapter 3, the
main OPTIMIS deployment scenario is portrayed alafith the legal constraints that
prohibit its full potential. The structure of theagessary XML schema and mechanism
is presented in Chapter 4 while its usage in aoraated environment is portrayed in
Chapter 5. The identified legal gaps that are rsszggo complete the automation of
the process in the mentioned scenarios are dedciib€hapter 6 while Chapter 7
concludes the paper.

2 Related Work

Legal implications and fears from the usage of @leomputing have been high-
lighted in numerous research efforts. For examble,issue of losing control over
data and the risks or concerns that this involsdsghlighted in [3], as an aspect that
is or will slow down the proliferation of Cloud ug&a Jurisdictional issues, accounta-
bility and compliance are also critical in [4], atite usage of XML-based descrip-
tions for legal text and rules has been taken undasideration, mainly in the SLA
creation but not IP selection. In this interestimgrk, also the role of an intermediate
third party trusted instance is considered, forvhkdation of auditing processes for
example. LegalXML is an interesting attempt towanaschine understandable con-
tracts and terms, from which the following moreeheisting initiateves may be identi-
fied. LegalDocML[21] is a modeling language aimiagovercoming differences in
XML-defined legal terms between different standatd=sgalRuleML[22] is an ongo-
ing effort to standardize legal rules and reasgninigjle LegalXML eContracts is a
recommendation towards standardized contract siestfrom a legal point of view.
The latter may be used in conjunction to our wask describing for example the
Standard Contractual Clauses. This family of recemuations may be valuable from
an expression point of view, however it does notufoon provider selection.

On the other hand, IT scientists have devoted afltime and effort in order to en-
able from a technical point of view flexible andndynic management [5] and sharing



of resources between different Cloud providersriatenoto meet demand peaks, mini-
mize cost [19] or achieve higher availability (thgh multi-site placement) [19]. The
federated aspects of Cloud computing model areideresi capable to create im-
mense potential as they offer significant perforogagains as regards to response
time and cost saving under dynamic workload scerd].

3 OPTIMISfederation scenarios and legal constraints

In the OPTIMIS ecosystem [12], the Service Provi() is an entity that needs
to find a suitable Infrastructure Provider (IP)arder to deploy the application devel-
oper’s service. In this operation, it must also ntbe constraints set by the latter in
the service level agreement that relate to thel lsgaes [13]. Furthermore, during
operation, the IP may use external resources friver dPs in federated cloud scenar-
ios, for various reasons such as cost minimizatisk, management and avoidance of
Service Level Agreement (SLA) failures due to oveysioning. However, in that
case the initial IP is assigned the role of asgutire legal aspects of data manage-
ment by the federated resources. One of the midgtatioutcomes [10] is the deter-
mination of data location. The one who determinben the data are stored (in gen-
eral this role is described as the Data Controlfergsponsible in the end for meeting
the legal requirements for data management maripnoldf the Data Controller de-
cides to move the data to another provider, it remsure that the proper agreements
are in place prior to the federation. These agre¢snia the legal plane are summa-
rized in the following cases:

- Binding Corporate Rules[7]: these refer to inttanpany procedures (so in our
case they apply to the case of a company locat&diiope that wants to federate to
its affiliate data center in e.g. Asia) for reagsgproper technical measures when it
comes to data manipulation.

-Standard Contractual Clauses: these refer to-attapany agreements, with re-
gard to how data are treated during the manipuidiipthe target federated provider.
While these clauses have been formalized by thd1E{) their final form (that dic-
tates the agreement between the home EuropeardiEhararget foreign IP) is sub-
ject to the agreement and/or possible modificatiom the involved IP parties.

-Intellectual Property rights: these refer to thenership of the produced data from
the utilization of a service offered by the IP.

The aforementioned documents (mainly the BCR an@)S@ order to be valid
must be certified by the Data Protection Authoafythe EU country of the originat-
ing (or home) IP. At the moment there is no aut@uatay for performing the neces-
sary legal checks so that the EU IP can on thelbck the legal compliance of the
federated (external) IP. These checks may inclhdddcation of the federated IP, its
security protocols and certifications, its maindedocuments compatibility, such as
the BCR, SCC and IPR declarations, with the EU lithe target provider is located
in the EU/EEA or the compatible countries [8], thiba federation may be performed
with minimal interventions. However if the IP isclted in countries outside this list,
then the federation cannot proceed if these legatks are not in place. Thus it is



limiting the applicability of the federated scemarito providers from the “white list”
or includes the need for manual bureaucratic praesdprior to the federation.

Other requirements include the security from dass,| which is mainly reflected in
data replication or multi-site placement techniqueesd data encryption both at rest
and during transfer. However these aspects arerggnenet in current technical
solutions anyhow, due to well-established and pistieag non-functional require-
ments of IT systems.

The complete scenario of this process appedfginl. In the OPTIMIS case, with
different roles in different scenarios, we can joedhat this role will be spread
around multiple levels (SPs, IPs, federated IP®wéver the main responsible is
regarded the IP, since it receives the legal caimir and must act according to them.
The home IP located in the UK may select from aevarof providers located in the
EU/EEA and compatible countries. However they camxploit offerings from third
countries, before the legal documents are certtiigthe respective DPA of the origi-
nating EU country. This certification process defgenon each DPA and in many cas-
es needs manual submission of the legal texts alidhtion.

4  Cloud Provider Description Schema Structure

In order to mitigate this effect and be able toehmcreased flexibility with regard
to federation decisions, a suitable declaratiorc@dare must be in place in order to
implement this legal framework. In our case, thiaswlecided to be implemented
through a suitable XML schema structure, namely Gheud Provider Description
Schema (CPDS), that an IP should complete witbvits information and make pub-
lic, in order to be used during the selection psscdhen the SP (or the IP when it is
acting as an SP in the federated scenario) at emtagaction should request this in-
formation, in order to filter the ones that do mo¢et the requirements. The infor-
mation that needs to be included in such a degmnips detailed in the following
paragraphs.

As a first step, the IPs must implement a way alaténg the locations of their da-
ta centers in terms of country of establishments Tdration information may be the
most critical, but it is only a part of the infortimn that may be exposed by an IP
regarding either legal information or in generapatailities information that is not
confidential. These data must be suitably formaiteal machine understandable way
so that they can be automatically processed arehtakder consideration during a
provider selection/ranking. The variety of inforioat may include legal information
(location of data, terms of service, legal notiets), security information (supported
protocols, security services etc.), ecological infation (percentage of renewable
energy used, energy management certificationspures and data management sup-
port (in terms of SLA guarantees, affinity ruleppart, available setting of replica-
tion etc.).

Not all of the above information is necessary i@ likgal context, but it was decid-
ed to be also included in order to explore als@o#spects of IP selection (e.g. eco-
efficiency, which indirectly may be linked to legabligations deriving from the Kyo-



to Protocol [9]). The higher levels of this scheappear irFig. 2. The top level of the
structure is the laaSProviderType. The main typesists of a number of elements of
more elaborate types.. The main subtypes are tlosvfog
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Fig. 1. OPTIMIS federation scenario: the home IP locatethé UK may automatically select
from a variety of providers located in the EU/EE#Adacompatible countries but not third coun-
tries even if the target IP is compliant but not@uahately certified

. L egalRequirementsType: this element must be defined by an Fg( 3), in
order for the SP to be able to validate the ledalqaacy of the former. In detail, the
provider needs to insert the legal descriptions ¢gjuwern its policies with regard to
the SCCs, the BCR and the IPR with regard to ad@dae from the services. For
these textual descriptions it has been foresedrthieg will be certified by an inde-
pendent third party authority with expertise in tegal aspects of cloud computing
(either public or private sector, similar to Vegisicertification for website security).
Another key characteristic refers to the abilitytbé provider to receive and fulfill
requests regarding geographic location of serviaegment, which is another critical
legal requirement, since the location of the datéates the governing law. The secu-
rity capabilities that are also critical from a & goint of view have been defined in
the SecurityCapabilitiesType, given that they hale® a strong technical aspect.

. SecurityCapabilitiesType: the provider must specify one element of this
type, that contains information regarding its ségufeatures. These may include
(Fig. 3) for example VPN support between the service VBEnial of Service attack
detection capabilities, different authenticatioohteiques (enumerated list with Bool-
ean values that may be extended), encryption dudatg transfer or storage with a
variety of strength options (bits used for the gption) and/or a security certification
by an external entity that has validated the sgcatrategy of the company. This does
not mean that the provider should publish the efpatitself, but just the ability, in
order not to reveal sensitive information. Accesatml refers only to the laaS level
resources. In case of PaasS offerings, a similitt freay be in the respective level.

. DataM anagementType: the provider must specify one element of thjsety
that contains information regarding its data manzgy# features. These may include
(Fig. 5) for example an element of DataReplicationTypatirsy the replication strat-
egy of the provider for data redundancy. Theseufeat may include a maximum



replication factor, a configurable replication factapability according to the client
demands or a multi-site placement feature, whiehlead in more reliable data stor-

age. This is mainly dictated by the legal requiretrfer protection against data loss
[18].

(] CloudPraviderType SecurityCapabiltiesType
[Elname  string [e] vensupport boclean
TED sting (2] DasDetection boslean
[£] AccessLosging AccessLogaingType
[€] Authentication AuthenticationType
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G} . P
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[€] DClocations [1-#] DeLocationType
o 0.0 :
[2] FederationCapabilties ClouderoviderType:

[&] SpeciaizedTookts5upportType
-8 OPTIMIS _ boolean
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(€] name  string

ED string

Fig. 2. Overall Structure of CPDS

. GreenM anagementType: the provider must specify at least one elemént o
this type, that contains information regardinggtsen management features per data
center. The provider may declare different captdsliper data centeFig. 6), given
that not all of its infrastructures may be subjectjreen management, for example be
equipped with energy generation from renewablecasurThe basic subtypEi{. 7)
is the DCEcolnfoType, which contains informatiorr fi&C, regarding the location
(country, area and ID), the available green cegtls (enumerated type consisting of
the various available certificates) and the pewgmtof renewable energy produced
(possibly on an annual average basis). The availeditificates (as in all certificate
types) may be signed by a Certificate Authority Typéjch is a generic type consist-
ing of the authority’s name and digital signature.

. Resour ceM anagement Type: the provider must specify one element of this
type, that contains information regarding its re@seyprovision features per data cen-



ter. These may include the possibility to havendtfi rules (a feature that leads to
optimized placement of interacting VMs), elastidityes (a feature that leads to better
self management capabilities) and the type of SLArgntees (e.g. minimum availa-
bility)

&) LegalrequrementsTyme [=] {CertificationLevelType)
(2] LocationDefinedPlacement baolean
[€] Certificationievel (CertificatiorLevelType) [E] BcRType
[€BCR BCRTyps - ElacR e string
" @ scccompliance ComplancaType | [2 DigtallySigred  CertificateutharityType
(€] ntellectualpropertiesCompliance  ComplanceType
[€] DataPortabilty DataPortability Type [E] complisnceType
[¢] Textusloeseription ~ string
+—[€] ComplianceFlag boolean
[€] Certifiedsy CertficateAuthontyType

| [&] DatoPortabiityTrpe |

«—[€] PortabiliyFormat  {PortabilityFormatType) ‘

Fig. 3. Legal Requirements Type

[ SectntyEapabiites Type J [E] AccessLoggingType
[2] vPNSupport boolean [e] Supported  baclean
[2] DosDetection boolean [&] URL string
[€] AccessLogging AccessLoggingType
[€] Authentication AuthenticationType [E] AuthenticationType
[€] AccessControl boolean [&] 04TH boolean
[€] DataTransferEncryption  MaximumEncryptiontrengthTyps L@ pubickey  bookan
[€] DataAtRestEncryption  MaximumEncryptionStrengthType
€] SecurityCentfication CertiicateAuthority Type (& MesimumencryptiortrengthType)

[&] CertificateAuthority Type:

[] name string

[&] Dighalsignature string

Fig. 4. Security Capabilities Type

. DCLocations: this element is used by the provider to declarieast one
location of their data centers. This informatioraiso used at the SP level, for the SP
to filter out non-eligible locations (legal requinent). This type may include for ex-
ample different locations for each DC, others igalelocations and others not. The
final selection may take this under consideratigimen that providers APIs usually
offer a way of specifying desired target locations.

& DatamManagement Type J 2] DataReplicationType
[€] DataReplication  DataReplicationType [&] MaxReplicationFactar [1..1] int
[€] DataStructure  DataStructureType i [€] ConfigurableReplicationFactar boolsan
[2] MultisitePlacement Capability boalean

[E] DatastructureType

[€] obiectBasedstorage  boolean
[£] DFs_PosIX boolean




Fig. 5. Data Management Type

\ [E] GresniznagementTyps \ 3] DeEcalrfaType
‘ [€] DCEcalnfo [1..*] DCEcolnfoType i [&] DELocation DCLocationType
o [#] GreenCertificate GreenCertificateType
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Fig. 6. Green Management Type
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(8] 15014000

= (€] Greenstar boalean

[€] Certificatetuthority  CertificateAuthority Type

(=] (PercentageGfRenswableEnergy Type)

Fig. 7. Ecological Info Type

5 Usage during runtime and selection

The XML description of a provider following the aémentioned template is of-
fered in the OPTIMIS platform through a restful Giiferface of the Data Manager
[11] component (getCPdescription). The descriptian be retrieved by any interest-
ed party (e.g. SP in initial deployment or the hdfen a federated scenario). Then
the content of the XML may be directly checked tlgb the checkLegal method in
the OPTIMIS platform. This method compares the jshield information with the
user requirements coming from the OPTIMIS SLA insta(e.g. location of provider,
encryption capability and strength, eco-efficiersty.) and concludes if the specific
provider is eligible for the specific service.

In order to ensure that the level of informatiorvadid, each field that requires an
external verification from a certification authgriteeds to be digitally signed by the
specific entity. Furthermore, the XML descriptiotseilf should also be digitally
signed, so that the requester of the documentuiircase the SP or the home IP) may
validate the content of the description. Furtheendhe caller should also validate
that the digital signatures internally in the XMéfer to the same entity as the provid-
er that declares these capabilities and that tkeitelf is not altered and it is the
same as the one submitted offline for validatiothien DPA. This process appears in
Fig. 8 and is identical in concept to the validation @ of websites through certifi-
cation authorities such as Verisign etc.
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Fig. 8. Runtime Validation of An Infrastructure ProvidePescription Schema

6 Identified L egal Gaps and Automation steps

6.1 Validation of arbitrary termsand conditions

Besides the improved selection of a provider basedhis schema, the most im-
portant part is the legal section. In this, spec#éctions have been included like the
BCR and SCC. These documents are arbitrary for &aglet company/provider and
their conditions must be certified by the respextuthority of each individual coun-
try (Data Protection Authority for the case of B@Rd SCC) before a provider of this
country federates to the target provider. This psscis also manual in many coun-
tries, implying that before each federation decidior example, an employee of the
home provider must go through a bureaucratic ¢eatibn procedure of the target
provider, bringing the text to the DPA and waitiiog the resulting decision, that may
be issued days afterwards. This of course creatameealistic legal framework for
dynamic on the fly federation scenarios.

Automation step

Thus a necessary automation step is that an EUrggaiDPA should act also as a
certification authority for external providers thaish to be included in such federa-
tion operations. The process of certifying thatexternal (to EU) provider's BCR,
and SCC framework is compatible to EU law shoulchbadled offline between the
this provider and the DPA and the latter shouldhthet as a digital certification au-
thority (similar to Verisign) and digitally sign ehtextual descriptions. This key then
may be included in the specific provider's CPDId@ Provider Description In-
stance). A provider interested in using the spedérget provider for federation may
then acquire the description and key, validate kieg’s correctness and thus
acknowledge automatically that this provider idified with relation to its policies.

6.2 Variability of IPR strategies

The IPR strategies of each IP (or even at highazldesuch as PaaS and SaaS) are
determined by their strategy and potential expiioitdbusiness schemes. However,
for the SP and the end user this is a very sigmifiéssue, if it affects their own ex-



ploitation or legal framework of operation, whenooking the Cloud provider. An
example of this is the Google Docs Terms of Serwdeich specifies that: “When
you upload or otherwise submit content to our S®wj you give Google (and those
we work with) a worldwide license to use, hostrstaeproduce, modify, create de-
rivative works (such as those resulting from tratishs, adaptations or other changes
we make so that your content works better with ®eivices), communicate, publish,
publicly perform, publicly display and distributach content. The rights you grant in
this license are for the limited purpose of opagtipromoting, and improving our
Services, and to develop new ones.”[16].. This m@wpgainst an exploitation scheme
by the end user (and document producer) that ieslutbnfidentiality (such as a
product design/documentation) and/or royaltiestf@ material (e.g. book). Given
that the terms and conditions for using services isiany cases arbitrary and based
on company policy, their compliance validation im @aitomated framework means
that they must be somehow grouped in classes dadarées.

Automation Step

The categorization of IPR policies in predefinedsses and the standardization of
the latter create a suitable framework for autongathe compatibility process be-
tween an end user and the provider. This wouldsgeece be similar to the licensing
schemes for software (GPL, BSD, Apache etc. licenaad could also be accompa-
nied with a rule-based decision framework that reggmine cases of different clas-
ses compatibility (like in the case of [13] forditsing or even simpler approaches
like an inter-license compatibility list) insteatistrict “same class” comparison .

7 Conclusions

Dynamic business strategies (like Cloud federatemmbination of private/public
Clouds etc) that have emerged during the last yaaesto the technological break-
throughs in Cloud computing have created a numbessaes with regard to the legal
implications of data management for the applicaservices.

In this paper, an effort to model these requiresmémtthe form of a suitable de-
scription schema that the Cloud providers must detapand publish is portrayed,
that may be used in an automated fashion duriegal kheck prior to the selection of
a specific Cloud provider. The type of content regainformation that normally is
publicly available and/or can be found throughvatd documentation. The content

Towards this direction, relevant legal and procatigaps have been identified and
corrective actions have been proposed (DPAs aSicatibn authorities, IPR classes
standardization need) in order to mitigate thisbpgm and thus enable the usage of
Cloud computing even in cases that involve persdath manipulation in dynamic
and complex federation scenarios. DPAs acting/As iBay seem difficult, however
this is a standard practice when it comes to imtecertification and security.

For the future, we aim at enriching the XML schewith more details (e.g. by in-
corporating it in existing modeling approaches cimge functional characteristics of
providers like PIM4ACLOUD [17]) but also extendirtetlegal checks implementation
with the digital signature validation process.
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